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Abstract 
 
In this oral history, computer security pioneer John McLean begins by discussing his 
graduate education in logic as well as computer science (working with Dave Parnas).  
The interview focuses on McLean’s long tenure at the Naval Research Laboratory 
(NRL)—serving as a scientist, supervisory scientist, and later, as a senior administrator 
(Superintendent of the Information Technology Division of NRL).  Among other topics, 
McLean discusses his collaboration with Carl Landwehr and Constance Heitmeyer on a 
security model for the Military Message Systems, his (System Z) counterexample that 
challenged a premise of the Bell-LaPadula security model, the origins of the Foundations 
Workshop, and managerial roles at NRL.   
 
This material is based upon work supported by the National Science Foundation under  
Grant No. 1116862, “Building an Infrastructure for Computer Security History.” 
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Yost:  My name is Jeffrey Yost from the Charles Babbage Institute at the University of 

Minnesota, and I’m here today, the afternoon of April 22, 2014, at the Naval Research 

Laboratory with John McLean in Washington, D.C. This interview is part of CBI’s NSF-

sponsored project, “Building an Infrastructure for Computer Security History.”  John, I’d 

like to begin by just a few biographical questions. Can you tell me when and where you 

were born? 

 

McLean:  I’m local. I was born in Washington, on March 16, 1952. 

 

Yost:  And did you grow up here, as well? 

 

McLean:  We moved out to Bethesda, so I grew up in suburbs — went to school here, 

and didn’t go away until I went to college. 

 

Yost:  Can you describe yourself as a student, in your pre-college days? What were some 

of your interests? 

 

McLean:  Pretty much math. I went to a prep school.  It wasn’t boarding school, but it 

still was a traditional kind of prep school atmosphere. I only took four courses: English, 

math, science, and for me, it was Spanish or history. Math always fascinated me. I didn’t 

have to memorize a whole lot; you need something, you derive it. And I just like 

numbers. 
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Yost:  Who were some of your greatest influences in your pre-college days? 

 

McLean:  Pre-college? I’d say I had a teacher who taught me both geometry and calculus. 

He was actually a retired naval captain, kind of a tough, naval guy, but a very fair guy. 

And it was just very cut and dried. The way he taught was he had a lot of quizzes and so 

you just had to be on top of the material. For whatever reason, it just always inspired me 

to try to do my best for him. And then the other teacher I remember quite a bit was 

actually in fourth grade. I had a teacher named Henry Morgan, who was just one of those 

teachers.  He gave me a book on poetry, for whatever reason. He once had us all do ideas 

for patents and he actually took them all down to the patent office. He’s just one of those 

people that inspired you to think and see what happens.  

 

Yost:  What year did you start at Oberlin? And can you talk about your decision to go to 

Oberlin? 

 

McLean:  1970. The prep school I went to was pretty rigid; you had to wear a coat and 

tie, and all that. I looked around for other schools, and I liked the fact that Oberlin was 

small. I was coming from a small school and so I think I felt comfortable there. And then 

I also just liked the fact that there was a focus on learning without any of the rigidity that 

I was used to in high school. And the people were just very friendly. So it was a very 

friendly, very supportive, very open kind of environment, and I think I just decided it 

would be a good place for me for the next four years.  
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Yost:  When you started at Oberlin, had you decided in what you wanted to major or did 

that come later? 

 

McLean:  If you’d asked me in high school, I’d have said I was going to college, 

ultimately, with the plan of a Ph.D. in math. When I was at Oberlin, I went in there 

planning on being a math major.  I think Oberlin’s pretty traditional in their curriculum. 

If you do math, basically most of your time is doing analysis. I think about the third year 

of calculus, I started an interest in set theory and logic, and then I really got interested in 

logic and wanted to study it in graduate school. At that time, I could study logic in a math 

department or a philosophy department. I had taken, I think in second semester my junior 

year, a couple philosophy courses just to see what they were like and decided I would go 

to a philosophy department for graduate school just because I had taken so much math, I 

was actually feeling uneducated in certain areas. I thought it would broaden me. 

 

Yost:  Was there any exposure to computing at Oberlin or had you thought much about 

computers, at that point? 

 

McLean:  No, it’s funny; when I started off, my first math course there was, I guess, 

multi-variable calculus and the first two weeks of the course they exposed you to 

computer programming. This was back in the days when you had to type up punch cards, 

and then you submitted them, and you had to wait for an hour or so and you get your 

feedback, find out what happened. Usually for me, the program would never compile. 

I’m not sure I ever did get something to compile, let alone run, this first two weeks. I 
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remember thinking well, it’s no big deal; I’m never going to see a computer for the rest of 

my life, anyway. [Laughs.] Then by the time my junior year came around, I actually did 

take a course in BASIC, and by then, it was interactive but it wasn’t a video display, it 

was all paper. But I do remember that, I guess, we probably did some fundamental 

sorting algorithms. I just remember for a project I wrote a computer game where there 

were tanks approaching you and you would give the declination for shooting a missile 

and you tried to get the tank before it got you. So actually, my first program was a 

computer game; the first program where I had a choice of what it was I wanted to write.   

 

Yost:  And then you graduated in 1974? 

 

McLean:  Right. 

 

Yost:  In mathematics? 

 

McLean:  Right.  

 

Yost:  Did you know right away that you wanted to go into grad school, or did you think 

about working for a time? Did you pretty much finish one spring and then start the next 

fall? 

 

McLean:  I pretty much finished one spring, started the next fall. Part of the reason was I 

always had summer jobs so I knew what life was like without an advanced degree. I had a 
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number of jobs starting when I was fourteen: one job selling cemetery plots on the phone; 

one delivering arrangements for a florist; one selling pots and pans door to door; I had a 

job working for a moving company, in a warehouse, so packing pallets; and I just saw 

people who had done this sort of work their whole life and they were just kind of broken 

down. Part of it was I was interested in school; and part of it was the job market wasn’t 

too good; and part of it was I realized if I didn’t have an education, I probably would end 

up with some job like that. 

 

Yost:  Recession that year. 

 

McLean:  Yes. 

 

Yost:  How did you come to choose UNC Chapel Hill? 

 

McLean:  I ended up applying, as I said, to philosophy departments to study logic. And I 

didn’t have much of a track record in philosophy. I think I’d only had an introductory 

course and maybe one other course. Frankly, Chapel Hill was the only department that 

would accept me, pay my tuition, and give me a stipend. [Laughs.] So I went down there; 

I didn’t choose them, they chose me, put it that way.  

 

Yost:  So at that point in time, you weren’t really thinking computing. 
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McLean:  No, I was going in there to study logic and I remember that summer, Copleston 

had a huge series of books on the history of philosophy, so I read through all those to try 

to get ready, get some background on philosophy. And there was a teacher there who’d 

just joined the faculty, a guy named Dick Grandy, who I think is still down at Rice, if he 

hasn’t retired by now. But he came to Chapel Hill from Princeton, and he was brought in 

as the new logician, and so I just basically spent my first three years studying under him, 

and taking the required courses you have to do to fill all the degree requirements of a 

Ph.D. I didn’t get into computer science until it was probably my third year, so about the 

time I started to write my dissertation. I was done with my philosophy classes, so I started 

taking computer science classes. At that point, I realized that with the degree in 

philosophy, I could, you know, instead of packing pallets, I could probably get a job 

driving a cab or tending a bar somewhere. The job market was very tough. I did interview 

for a couple jobs but I was one of 350-400 candidates to go in for interviews, right? So I 

decided I’d take some courses in computer science,  The department accepted me and 

gave me money, so I spent the last year and a half in computer science.   

 

Yost:  Did you take any courses with Fred Brooks? 

 

McLean:  The person who took me under his wing was actually Dave Parnas. I actually 

worked for Dave. I took software engineering which was co-taught by Fred Brooks and 

Dave Parnas, which was an amazing thing, the two of them interacting. [Laughs.] 

 

Yost:  Quite a stellar set of professors. 
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McLean:  I took software engineering from both of them. I think we had a course, 

business data processing, which Fred Brooks taught, and he is quite a character. I do 

remember that he and — I don’t know how well you know Fred Brooks, but he’s a very 

religious man. 

 

Yost:  I don’t know him well. He visited CBI once and I gave him a tour of our institute 

and chatted with him that afternoon.  

 

McLean:  Dave Parnas is not religious. And so there was always a little bit of tension 

how they saw the world, but they were both very smart in different ways. There was a 

philosopher, W.V. Quine, who was still very big and very active back when I studied 

philosophy and I had the pleasure of meeting him a couple of times. What impressed me 

about Quine was, if you imagine writing, and proofreading, and getting everything as 

succinct and clear as possible, and presenting it, Quine talked that way. Just off the top of 

his head, this stuff would come out that was just so articulate; it was like he could just see 

into the distance and had it all worked out. Fred Brooks was closer to that level; he was 

just a thoughtful, careful, articulate man. Dave Parnas was always much quicker and 

much more shoot from the hip. He, possibly, came across as having more ideas, although 

I think he would sometimes put them out just to see where they would go. So they were 

both just very different, but very smart. But Parnas is the one that had the most influence 

on me because he was the one who kind of took me in. 
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Yost:  Your dissertation is entitled, “Instantiation, Confirmation and Truth: A Problem in 

Inductive Logic.”  Can you briefly describe the dissertation and talk about the mentoring 

you received in doing that research? 

 

McLean:  Good grief, you’ve done your research, here. [Laughs.] Tell you the truth, I 

don’t remember a whole lot about the dissertation. I did do it under Dick Grandy. As the 

title kind of implies, there was a problem of long-standing, the issue of what is the 

relationship between instantiating a theory and the truth of a theory. And just as you can 

have a formal logic for deductive logic, could you formalize that relationship and have 

semantics that would capture how much a certain statement or a certain observation 

would actually confirm a certain theory? So imagine, in some sense, it would be like 

applied probability theory but looking for some logical basis for the semantics rather than 

just having a bunch of numbers, some rationale for generating those numbers. I was 

interested in science, and it fit in with my interest in the history of science, because it 

gave me an opportunity to actually look at the history of science while doing it. That was 

a good period for the philosophy of science because the view had come out a little before 

that — to really look at the philosophy of science — you have to look at the history of 

science. Feyrabend was very active at Berkeley, at the time, and Dick Grandy actually 

knew Feyrabend quite well and the Feyrabend theory that, if you really look at the history 

of science, just about anything goes. That’s too strong, but science is partly a negotiation, 

like anything else. I don’t think I concluded this in the dissertation. I think I came up with 

a small problem that I solved, that was enough. But I realized that science is very much a 

social enterprise and capturing that formally might not be the way to go. Other people 
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have tried it but I think that frankly, looking in retrospect, the whole project may have 

been misguided.  

 

Yost:  Did your graduate course work in computing and thinking about logic as it relates 

to computing inform the dissertation, in a way? 

 

McLean:  A little bit. Not computing directly, but to do computing you need a 

background information theory, and actually, information theory informed the 

dissertation. But I don’t think the computing did, directly, no. 

 

Yost:  Now that the term “instantiation” and polyinstantiation comes into play in 

computer security, I think Teresa Lunt mentioned polyinstantiation in my interview with 

her, but the computer security usage seems a far different context?  

  

McLean:  It’s in SeaView, right. 

 

Yost:  A different context. 

 

McLean:   By instantiation in the philosophy sense, I mean, Hempel’s problem. Hemple 

made the observation that “all crows are black” is obviously confirmed by a black crow, 

but “all crows are black” is equivalent to the statement that all non-black things are non-

crows. So why doesn’t a white shoe confirm it? 
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Yost:  Had you given any thought to, or had any introduction to computer security during 

your days at UNC? 

 

McLean:  No, computer security was something not done in academia very much then. I 

think it was seen as a DoD thing. Frankly, there was a view at the time, that there wasn’t 

much of theoretical interest. DoD had some problems, but they were very specialized 

problems that they were going to solve in very practical ways. And then there was also 

the issues back then of universities taking money from DoD. Some still didn’t want to do 

it. 

 

Yost:  Dorothy Denning had done a dissertation and Peter Denning had worked in that 

field, but there weren’t many academics publishing in that area at or up to that time. 

 

McLean:  No, and Dorothy really was an outlier — a true a pioneer in a number of areas.  

It even extended to her view graph technology, which was just extremely impressive. She 

used to have these multi-layer view graphs with parts she could flip long before 

PowerPoint. 

 

Yost:  Was there a time-sharing system at UNC in the computer center? 

 

McLean:  There was. I mean, you could go down to the basement still, but then they got a 

time-sharing system in.  Of course, it was Fred Brooks’ department, so it was IBM TSO. 

[Laughs.] It was maybe my first introduction to computer security. I remember being up 
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late one night — it was probably two in the morning — and there were just bunches of 

terminals, and there was a guy I knew; he came to computer science from the math 

department, so we were both kind of outcasts in our way. We were there writing some 

program that was due the next day, and I noticed you could see the job queue. It was just 

a public file going into the computer, and I noticed you could actually remove things 

from the queue. Every now and then I started randomly removing his job from the queue 

just to see his reaction, sitting right next to me; I don’t think he ever caught on what was 

going on. He was amazed that his job would disappear and then all of a sudden, I’d put it 

back in and it would show up. [Laughs.] I was wondering: you’d think they would’ve had 

some protection for these things to keep graduate students from being able to manipulate 

jobs that way. 

 

Yost:  So you completed your dual degrees in 1980? 

 

McLean:  Right. 

 

Yost:  And what were your thoughts about your career at that point? 

 

McLean:  When I was in graduate school at UNC, I got both degrees pretty much on the 

same day. I mentioned I was working with Dave Parnas a lot. Dave had a language, 

which he called TRACES, for specifying software. The whole idea of TRACES was you 

specify software not by talking about the implementation, but just by the user visible 

behavior; it was a language for doing that. He wanted a formal foundation for the 
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language, so he hired me to do the formal foundation when I was still in graduate school 

working for him. And I remember what caught his eye was somebody at NRL was trying 

to use TRACES on a software engineering research project and Dave thought the guy’s 

specification was wrong. He said: “Test out your formal analysis on this.” He didn’t say 

he thought it was wrong, I could just tell he thought there was something wrong about it. 

Looking at it, it was a little bit unusual, and I could tell why Dave thought something was 

wrong, but actually I could prove it wasn’t wrong, it was just an unusual way of doing it. 

And that’s what really got Dave’s attention. If you wanted to get Dave Parnas’ attention, 

prove to him he’s wrong about something. That’s when he’ll all of a sudden start taking 

you seriously. Dave was working at NRL at the time. He had an appointment at UNC but 

he was also working at NRL as a consultant, and he later actually came to work full-time 

here, and so Dave very much wanted me to come to work at NRL. I applied to, I guess, 

IBM — standard research kind of labs — and it’s funny, I ended up at NRL. Partly, I 

came here because of the interview.  It was a very aggressive interview. You had to give 

a presentation, and I think I had 20 slides explaining what I had done for Dave Parnas and 

my formalization work. I don’t think I got past the second slide, they were asking so 

many aggressive questions. And there was a guy who they had here visiting, named G. 

Spencer Brown, who had some interest in philosophy so I was a bit surprised they had a 

philosopher kind of guy here. And frankly, industry was willing to pay me for my 

master’s, because my Ph.D. was in another field, but the government was willing to pay 

me for my Ph.D. And so what the government would pay me for a Ph.D. was about what 

industry was going to pay me for a master’s. But it was also clear that coming to NRL, 

I’d have the opportunity for longer term research than I would have in industry, and I 
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think, at the time, I was interested in doing longer term research. If you do research in 

industry, there’s a great deal of pressure for getting something out the door, and I just 

thought I’d do better starting off in an environment where the pressure was more “this is 

very important, get it right.” And so I just thought it was a better fit. 

 

Yost:  In coming here, did you think of yourself as someone who might explore research 

in a number of different areas of computer science, or were you targeting yourself in the 

computer security area at all yet? 

 

McLean:  Computer security hadn’t occurred to me yet. I was doing research in what was 

called formal methods at the time, which was formal specifications of software, proving 

properties about software. And I worked with some real specifications, one with Connie 

Heitmeyer, which was for a submarine communications package; I showed how they 

could formalize that. That went into a paper. And then the work I had done for Dave, 

Harlan Mills became interested in it. Harlan Mills encouraged me to rewrite it for the 

Journal of the ACM; he was an editor there at the time. I published that and I think Carl 

Landwehr, who was also at NRL at the time, I don’t know if it was that paper but Carl 

became aware of the fact that I was doing formal methods. He was working in computer 

security, and he and Connie had a paper they were doing on a military messaging system, 

a security model for it because the idea at the time was security models were very 

general, and they didn’t give you a whole lot of information on how to build the system. 

So Carl and Connie were going to do an applications based security model based on this 

military message system, and they needed somebody to formalize it so Carl pushed me to 
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do that. That was when I first started looking at anything having to do with computer 

security. 

 

Yost:  To your recollection, were Carl and Connie the only people that were working on 

computer security at that time at NRL, or were there others, also? 

 

McLean:  Well, Connie really wasn’t. Connie was pretty much working in software 

engineering. Carl did have a section devoted to computer security; it was in an 

established section, called the Computer Security Section. So I know he had at least 

maybe four other employees — I wasn’t working for him at the time — including Cathy 

Meadows, who is a mathematician. I just mention Cathy because when I became a 

section head, it was for a formal methods section; Cathy came over to my section as one 

of my first employees. So there was a group doing computer security at the time, but the 

people doing formal methods didn’t have a whole lot of interaction with them. 

 

Yost:  Do you recall when you first started attending the IEEE Security and Privacy 

Symposium? 

 

McLean:  Oh, yes. [Laughs.] When I was doing this work on the Military Message 

Systems, we — Carl, Connie and I — ended up publishing, having a journal publication, 

and we started talking with NSA about the things they wanted. We had formalized a 

model, but one of the things NSA wanted was something called the Basic Security 

Theorem, which was a theorem that was proven for the Bell-LaPadula model. I started 
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looking at that and the chief scientist of the National Computer Security Center at that 

time, which was NSA’s kind of computer security front end, was a guy named Marv 

Schaefer. I told him, it’s a waste to prove this; it’s not a property about security, it’s a 

property about induction. Marv said: “Well, prove it to me; prove it about something 

which violates Bell-LaPadula model.” I did, and I published that in Information 

Processing Letters. And that got a whole lot of attention. It was like attacking one of the 

sacred cows. So the Oakland community actually knew about me before I showed up. I 

showed up in the mid-1980s to present the formal model that I had developed with Carl 

and Connie. I presented that and it went over well, but what everybody wanted to talk 

about was the paper I’d written on the basic security theorem. Most people show up at a 

conference and no one knows them, and they give their paper and people talk to them. 

People were talking to me right away, I felt as though I’d jumped into a hornet’s nest, in 

some way. [Laughs.] I didn’t realize at the time that — to me, these things are just 

theorems and you were just looking for what was true — but they meant money because 

people were building systems and it was what they had to conform to, to get NSA to 

certify their systems. So it was pretty contentious, starting from my very first visit to 

Oakland. The other thing I remember about that time was back then security was still a 

tight enough community that I tell people: “There were probably only maybe 300 

researchers in the world doing computer security and we all knew each other.” There was 

a guy named Ted Lee, who had a security letter newslist that we would read, publish 

ideas in. “Very close knit” might be a bit too strong, but we all knew about each other; 

we all knew each other’s work.  
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Yost:  And you said it kind of stirred up a hornet’s nest. Who became most animated in 

questioning your work, and trying to, I guess, argue for the Bell-LaPadula model? 

 

McLean:  I came back from Oakland, and Doug Tygar and Jeanette Wing, they were both 

at CMU at that time, invited me up to give a talk. I guess Doug had seen the paper. And I 

thought, I’ll give a talk about the basic security theorem; Bell-LaPadula is a state-based 

definition of security and the basic security theorem, to my mind, is transitioned based.  

You can prove it about Bell-LaPadula so it seems to give a transition-based credence to 

it. I thought the trouble with the basic security theorem was that the notion of transition 

was so transparent that you could have any state-based theory of security you wanted in 

there and you could prove the theorem for it. So I thought that for my talk at Carnegie 

Mellon, I would develop a truly transition-based model for security that would be 

equivalent to Bell-LaPadula; I’d prove they’re equivalent, then that would be some 

support for why we should think Bell-LaPadula is correct. The problem was that while 

doing the proof, instead of completing the proof, I came up with a counter example, 

something I called System Z. As I mentioned, Ted Lee had a security forum at the time. 

So I gave the paper up at Carnegie-Mellon, and then published the question on Ted Lee’s 

security forum: “What’s wrong with this?” And that’s when the community first started 

becoming aware and people started weighing in, and then I presented that work [pause] 

 

Yost:  Can you please begin by talking specifically about the initial reception to this at 

Carnegie Mellon? 
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McLean:  So Carnegie Mellon — the only two people who were really that interested in 

computer security there were Jeanette Wing and Doug Tygar. I spoke with them and I 

spoke with a bunch of graduate students. They were interested in the work, but they just 

kind of accepted it as: “That seems obvious.” [Laughs.] I don’t think that they were, at 

that point, really involved in the Oakland kind of security community. I think Doug had 

an interest in security at the time, but I don’t think he had had any publications. Jeanette 

was much more, at that time, into software specification. So I think they just looked at it 

as a mathematical exercise.  And, well, they said the math looks pretty clear. There 

wasn’t a whole lot stirred up when I presented it at CMU. I think it got stirred up more 

when I asked the question, rather naively, “What am I missing here?” on Ted Lee’s 

forum.  I wrote a paper based on that presentation and submitted it to Oakland in 1987. 

The reviewers, I don’t know who wrote the reviews, but one reviewer, I remember, said it 

was just a mathematical masturbation, you know, this doesn’t have anything to do with 

anything; it’s pure math. But they accepted the paper anyway and I remember that stirred 

up a great deal of attention from, as I said, the, National Computer Security Center and 

Marv Schaefer. They were very concerned about it, partly because they wanted to do the 

right thing, but I think partly because they had an unrealistic model of how research 

progresses. I’m sure that they had a model where they had done the basic work, the 6.1 

kind of fundamental research, got the Bell-LaPadula model, then they’re moving onto the 

next stage where they’re going to build things and then evaluate them with Bell-

LaPadula. And they were well on the road, then someone comes up and challenges the 

basic premise. The response of David Bell was interesting in that his response was not 

that I was wrong; he thought that I had captured the model correctly, but he thought 
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“What’s wrong with modeling systems like System Z? We want a general model to 

model things.” Other members of the community — John Millen, I remember his 

response. He weighed in that tranquility, which was a principle which would have 

stopped the counter example, was part of the Bell-LaPadula model — although 

depending on which version of Bell-LaPadula you used, tranquility might’ve been in 

there or might have not. I think there’s an argument for claiming that if tranquility is part 

of the Bell-LaPadula model, it’s so strong that you could never implement it in a real 

system. And if it’s not, then you allow System Z, so you need something in between. I do 

remember that other members of the community had different ideas. Dick Kemmerer was 

always very supportive, and of course, the most famous support came from Don Good, 

who wrote kind of an open letter to the computer security community — I guess in the 

Ted Lee security forum — going after the community, saying, “You’re not taking this the 

right way; this is somebody asking fundamental questions and everybody’s just 

crucifying the guy. We really need some firm foundations for computer security.” I think 

one of the things my work showed is, at the very least, that the security community did 

not understand the implications of its most fundamental premise, which was the Bell-

LaPadula model. And if you don’t agree on the fundamental premise, then you can’t 

agree whether something is or is not a counter example. It showed a scientifically 

immature community that needed some more foundational work. The reaction to all this, 

and especially Don Good’s letter, was to start a foundations workshop on computer 

security [the Computer Security Foundations Workshop], which met — I’m not quite 

sure what year that it first met, maybe 1988 — but which is still going on every year. 
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Yost:  Was there any kind of DoD military branch rivalry; or was it more just someone 

questioning ideas that seemed to be evolving in a progressive way? There’s the Anderson 

committee and Schell is funding research at several places, at MITRE and CWRU, and of 

course at MITRE he funds the work of Bell-LaPadula, and development projects got 

started based on this, and the center gets set up at NSA for evaluation and testing criteria, 

and evaluation infrastructure. Since so much of this came from the Air Force, was there 

any kind of Air Force/Navy rivalry which branch was pushing the boundaries more, Air 

Force or Naval researchers? 

 

McLean:  Certainly NSA, the service people there at the time — you mentioned Roger 

Schell — were predominantly Air Force, but I don’t think there was an Air Force/Navy 

rivalry. I do think it was interesting that my funding came from the Navy, and I always 

did wonder what would’ve happened to my work if my funding had actually come from 

NSA, who was funding just about everybody else in the computer security community at 

the time; even Carl’s work. The Military Message Systems funding, I think part of that 

was from NSA. And one of the conclusions I drew at the time was it was good to have 

diversity of funding because I do think NSA did view it as an embarrassment that they 

had blessed something, building all these systems based on it, and all of a sudden I called 

all that into question. I’m sure they were concerned; what does that mean about all these 

systems we’ve blessed based on this model? It may not mean anything; it has to do with 

how you apply the model when you’re evaluating a system. And I was actually part of a 

committee who would help advise NSA, because people would come in, industry would 

present their work and, frankly, if it wasn’t based on Bell-LaPadula, NSA didn’t always 
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understand it. Because how many people come in at a senior level and go through all you 

have to do to work for the government and take the pay cut? So you hire a bunch of 

junior people and the junior people were going up against people in industry who had 

been in the field for 20-30 years, and part of it was, maybe the junior people getting 

snowed, or part of it may be the senior people in industry were doing something that 

made a lot of sense but just wasn’t what the junior people had seen before. So I think 

there were a lot of issues about the process itself, and I think this just threw more fuel on 

the fire. So I think NSA was feeling somewhat under the gun. David Bell, at the time, 

was working at NSA, and I think that may have influenced his reaction because Leonard 

LaPadula, whom I actually never met until Franconia’s Foundation Workshop, seemed 

much more sympathetic.  He presented a paper at Franconia and I questioned some things 

in it.  He was very gracious and agreed with me that he was taking some things for 

granted that he hadn’t fully articulated.  I used to chide the computer security community 

— maybe it’s the computer science community — for scholarship.  People didn’t always 

write things down like they did in Philosophy; everybody seemed to know everybody; 

everybody thought they knew what everything meant; and there was no realization that 

someone five years from now — or in my case, someone new coming into the field — 

just looking at what’s written down may ask a question that everyone may had missed or 

had wondered about but answered in their own minds in different ways. 

 

Yost:  Can you talk a little bit about funding within NRL, with regard to more basic 

research versus applied research? Was there significant funding for more basic research 

and did this include your research to question these foundations?  
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McLean:  There is a classification system, and I don’t know if it’s just DoD wide or if it’s 

government more generally. Very basic research where you’re developing scientific 

principles is 6.1; in 6.2, you’re applying those principles; 6.3, maybe building a 

prototype; and 6.4, you’re actually getting down to fielding. When I first came to NRL, 

they gave me some money to start with, and then I had to make proposals and bring in 

money. But until I went up the management ladder, one of the reasons I came here was I 

had the luxury of being able to focus entirely on theory, and very long-term theory. If you 

look at some of the research I did for NRL, the argument for it is: “This is going to make 

a difference in 20 years or so.” At the time, formal methods and computer security in 

general, the short-term benefits of it were not obvious. [Laughs.] But they did catch on; 

further out, this is going to be an issue, and further out we’re going to need some 

heavyweight machinery to prove this stuff because we’re going to be more and more 

dependent on it. Program managers have to defend their research, and it’s much easier to 

defend something that’s got near term deliverables, especially if they have impact. What I 

always tried to do when I was a manager was have short-term deliverables, so you have 

some customers actually getting products to address their current problems. You’re 

helping people, but also it’s the only way really you can justify doing the long-term stuff. 

And that’s what people don’t always get. [Laughs.] I have noticed that over the years, the 

vista for long-term research — not so much in 6.1, but for 6.2 — has become very short; 

much shorter term than it used to be. I can see the pressures for doing it because it’s 

easier to defend products that come out the door in the near term, but the danger is you 

don’t have someone around developing the understanding and the new principles that 
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you’re going to need to create a solution when all of a sudden you have a new problem 

and need the solution relatively quickly. 

 

Yost:  What was your impression or reaction when you first learned that there was going 

to be a DoD National Computer Security Center at NSA and that it was set up for 

evaluation criteria at that time but might seek to do more, in terms of being the place 

where computer security DoD funds kind of funneled through? 

 

McLean:  When it was set up, I was actually not even aware that it was being set up; I 

wasn’t really in computer security at the time. I became aware of them when I was 

working on the Military Message Systems, since they came down because they were 

funding at least part of the work and they were interested in the work. That’s when I met 

Marv Schaefer and I just, you know, kind of found out their job was to certify systems for 

going into the field. Certainly you have to do that, so I don’t think I really questioned that 

at all. And then I saw that they funded research and I think I just never went to them for 

research funding because I had people funding my research from the Navy.  NRL takes 

money from whoever wants to give NRL money. And for whatever reason, there were 

people in the Navy who appreciated my work.  

 

Yost:  When the evaluation criteria was published; well, probably the first publication, 

you weren’t really focused on security yet. 

 

McLean:  So the Orange Book? 
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Yost:  Yes, the Orange Book. In the mid-1980s, what were your thoughts on the way the 

criteria was set up? I know that there was some discussion about having more flexibility 

and some discussion on the path it was taking with fewer levels versus the Chinese menu 

model that was talked about. 

 

McLean: I think there was a lot of thought that went into the Orange Book. I mean, if you 

actually look at the levels — and I know this mostly from conversation with Roger Schell 

— each level was considering a class of attack. I think the A Level was assuming where 

you actually had an insider. It was actually very well thought out from an attack point of 

view. Reading it, I have to admit that there were sentences in it that I would look at the 

sentence, and I would re-read the sentence — and this is coming from a trained logician-

mathematician — I couldn’t figure out what it was trying to say [laughs]; if I were trying 

to build to a system, what was I was actually supposed to be doing. I remember they had 

a phrase, you could use your own security model, it didn’t have to be Bell-LaPadula, but 

you had to “prove it consistent with its axioms”, and I wasn’t quite sure what that meant. 

Phrases like that. But I think the Orange Book did explicitly allow other approaches to 

verification and they tried to say what level of rigor was required. But the fact of the 

matter is if you looked at the people having to evaluate the products given to them, it 

tended to be younger people who really didn’t have that much experience. So I think in 

some ways, it was a problem with staffing; it was trying to run the process which was 

actually causing them some problems. I think it was also a problem that, just talking with 

industry at the time, that going through these certifications was very, very expensive. If 
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you have a system that you spent a lot of money on, and then you want to get it certified, 

you have to spend another few years and another few million dollars to get it certified, to 

increase your market share by a relatively small amount. I think it was pretty clear 

industry’s decided we’re not doing that again. I think there was also the problem with the 

approach — and this is something NRL picked up on and actually tried to offer an 

alternative — which was: if you put that much effort into certifying something, where 

you’re actually looking down at the code and basically doing code-level proofs, you can’t 

change anything once you field it. And the fact of the matter is things change all the time 

so you’d be spending all this money on a system that would be obsolete fairly soon. So I 

think the approach of — and this isn’t so much against the Orange Book but just the idea 

of applying the Orange Book to computers and networks — I think from a cost 

viewpoint, this was just a non-starter. What NRL ended up doing was applying it to very 

small specialized devices and putting the security on those devices.  

 

Yost:  Within the computer security research community in the mid- to late-1980s, just 

before the Orange Book is out, is there much discussion about the economics of computer 

security and whether it was kind of misguided to think that if this evaluation criteria is 

put out there, that industry is going to jump to start building systems, get them certified, 

and see a commercial payoff? 

 

McLean: I was not privy to the internal discussion with NSA. You did not hear, I don’t 

think, industry talking about it that much. I think what you saw was industry voting with 

their feet. [Laughs.] They may go in for one certification but rarely would you see 
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somebody come back for two, and I think industry started realizing “we’re just not after 

that market.” But I don’t think there was a whole lot of discussion. I think the other thing 

about that model — and the problem with formal models, in general — is formal 

methods; I think there’s good data to show that some formalism doesn’t delay the 

development of a good system, and on the long haul, it actually saves money because I 

think you actually get a better product. But it does delay the time at which you have 

something you can field, because you do all this up front analysis.  And if you’re thinking 

of industry, one of the cost drivers is time to market. [Laughs.] What you want to do is 

get out there first. If you get out there first, capture the market share, then everybody else 

who comes out with a product has to make it look somewhat like yours, [or] at least make 

it interoperable with yours. To have something that’s going to drag out when you can 

deploy a new system and that’s very rigid — I think that it doesn’t fit the realities of what 

industry needs to make money.  

 

Yost:  RACF was put out in 1976 by IBM. Was there much talk in the computer security 

research community about IBM, with its massive resources, coming out with a system 

that I think in many iterations down the road for release, went in for evaluation and that 

there were hopes for C2 but it got C1? That’s relatively a low level in the evaluation 

criteria. 

 

McLean:  I think IBM was not any different from lots of other industry; DEC did [pause] 

 

Yost:  DEC’s R&D project for an A1 system was abandoned.  
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McLean:  Lots of companies started thinking “we will try this” until the bills started 

coming in [laughs] and until, “well, how close are we?” Which I think has always been 

one of the hard parts about security. I was actually chairing a working group on high 

assurance software for NSA years ago. While chairing the group, what struck me about 

the whole idea of the certification exercise was that it’s expensive and that the focus on 

access control really seemed to be based on the “drunk under the streetlight” reason. We 

focused on access control because we knew how to do access control.  People were well 

aware of covert channels but we didn’t know how to handle those. We were spending all 

this money controlling those things we knew how to control, but it doesn’t really tell us 

where to look. It doesn’t limit where else we have to look in the system for possible 

remaining flaws and no one could answer the question: “if I spend $100,000 on security, 

do I know how much harder is it to break into my system, in the sense of how much more 

is it going to cost somebody to break into my system?” And so I think for all those 

reasons, this was kind of a hard sell, and I think it was a hard sell to industry because no 

one could tell them, in order to get an A1 level certification, this is how much money it’s 

going to cost you, this is how much time it’s going to take. Moving up the management 

chain at NRL, I’ve been involved on the other side of the fence. We develop crypto, and 

being involved in certifications for that, it’s a very drawn out process. 

 

Yost:  Were you also regularly attending the National Computer Security Conference in 

the 1980s? 
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McLean:  I was, but mostly just because it was local. I think the National Computer 

Security Conference just had a different flavor from Oakland. Oakland seemed to be 

more theoretical, just seemed to be the more academic, I’ll say, conference. The National 

Security Conference [pause] 

 

Yost:  And that had a much greater appeal to you in your work. 

 

McLean:  Right. The National Computer Security Conference was more government 

people. Not all the papers were government, certainly. I remember some panel sessions 

involving people like John Rushby and people from SRI, for example. Actually, one of 

the very first generalizations of noninterference was a model called Nondeducibility by 

David Sutherland — at the time I guess they were called Odyssey, they changed their 

name later — that was actually presented at that conference rather than at Oakland, which 

got me looking into that issue and problems in the second stage of my research career. 

 

Yost:  You talked about the controversy when you critiqued the foundations of Bell-

LaPadula. In talking to some members of our advisory committee, I’ve gotten a sense that 

at least some people in the community kind of think of different factions within the 

computer security community had very strong beliefs and almost kind of a religious 

fervor for these. Is that an accurate characterization or do you see the community 

differently? 
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McLean:  I think at that time, there were people who just firmly held certain beliefs. I 

mean, consider Planck’s comment about physics – so it’s not just in computer security — 

that people don’t change their minds, it’s just that people die. [Laughs.] I don’t think that 

he said that science progresses one funeral at a time, but that’s the gloss that is usually 

given to his quote. And I think it’s the same with any scientific community. What I found 

remarkable, and I wasn’t aware of this until just a couple weeks ago, I was preparing a 

talk on the science of security, a keynote address, and I was looking from 1987, which is 

when I first presented the Bell-LaPadula work, to I think it was 1994 when I presented 

something on composability of noninterference based security models; the reaction of the 

community to the 1994 paper versus the Bell-LaPadula paper I think is striking. The 

other thing that was striking is if you look — and I did not do the citation count, that was 

actually done for the 30th Anniversary of Oakland — if you look at the entire 30 years of 

Oakland, the composability and the Bell-LaPadula issues constitute 25 percent of the top 

20 cited papers, and something like 14 of the top 20 cited papers are from that 1987 to 

1994 period as a community. So I think something happened to the community, starting 

around 1987, which was when I think it was relatively rigid, up until 1994, when I think 

it was much more accepting of results for just what results state. I was very pleased to see 

that because one of the things I wanted to do in 1987 was actually try to convince 

academia that this was an interesting field, that there were interesting issues in it, and that 

the security community would be open to their participation. And I think one of the 

differences is the academic involvement in, say, 1987 in Oakland, to the mid-1990s; one 

of the things that I think happened is that academia started entering computer security. 

And so you started getting a community there that was much less driven by industry and 
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how to get the product through the certification process without losing your shirt, and 

actually driven by a theoretical community saying there are some interesting questions 

here that we need to answer, and we’re just going to see where the answers take us. 

 

Yost:  Did federal funding also make a significant difference, [and] I know NSF funded 

those programs later, but was DARPA funding much in that 1987-1994 period, that 

you’re aware? 

 

McLean:  DARPA first started funding, started their computer security program, with 

Teresa Lunt, who I think was the first program manager who actually explicitly went into 

computer security. I don’t think it was until the 1990s; I think that was after the 1980s 

because I think during the 1980s she was still at SRI working on SeaView. I’m not sure 

when in the 1990s, but actually it was after 1991, I know that. Certainly having DARPA 

put in more money helps, and as I said, I think diversity of funding helped, because from 

one funding agency, you can’t solve all the problems. I think DARPA, Teresa’s program, 

was maybe $40 million, which seems like a whole lot of money but you can’t solve 

everything, even if you limit it to computer security. You’ve got to pick the areas you’re 

going to go after, and so unless you have different communities funding it who are 

interested in different areas, you’re going to be somewhat narrow in your focus.  

 

Yost:  You mentioned Teresa Lunt at SRI. I’m curious as to what your impressions were 

with the start of intrusion detection, with research that Dorothy Denning and Teresa Lunt 

at different times lead, IDES and NIDES; and was there any interest in intrusion 
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detection among anyone at NRL? Were there any projects and what were your 

impressions of that as a research area? 

 

McLean:  It was a different — we need to go back a little bit — I’m thinking of when 

Steve Bellovin first started introducing firewalls. There was a part of the community 

saying: “Well, this is really more of a band-aid rather than getting at what’s the 

fundamental issue.” I think you can say the same thing about intrusion detection. It’s not 

looking at the fundamental theory of what makes something secure and what is 

information flow, it’s more a way of dealing with the problem. So I think there was a 

little bit of a feeling of that. On the other hand, it was extremely prescient work because 

if you look at how security is viewed today compared with how it was viewed in the 

1980s, there’s much more of a view of it as being a warfare area. And what do you need 

for warfare? You need sensors for telling where people are, you need command and 

control, you need situation awareness. And the intrusion detection work, I think you 

could say, was actually one of the first steps towards that. That, and I think of the firewall 

work that I mentioned. And the fact that they weren’t simply looking for signatures, they 

were looking for abnormal behavior. You can look at the work and say “That’s a very 

difficult problem.” We still don’t know how to characterize normal and abnormal 

behavior on a network. But I don’t think anybody else at the time was looking at the issue 

that way, so I give them complete credit for that. I think in many ways they were way 

ahead of their time. 

 



 33 

Yost:  In 1988, NRL’s- ITD’s (Information Technology Division) Center for High 

Assurance Computer Systems (CHACS) is formed, can you tell me about the context to 

the launching of that and of the role that you played? 

 

McLean:  When I first came to NRL, it was [in] this division, but the division’s name was 

actually the Communication Science and Technology Division. This division actually 

goes all the way back to one of the first two divisions of NRL, the Sound Division and 

the Radio Division. We were the successor of the Radio Division. And the division head, 

after I’d been here for a year or so, changed it to the Information Technology Division.  

Before then, computer science was really one branch in the division. When they did that 

change, they were basically acknowledging that we can’t just have one branch do 

computer science. They still had communication branches, but they set up an Artificial 

Intelligence branch; they set up a branch which was basically decision support; and they 

set up CHACS. I had the choice of which branch to go into, and by that time the formal 

methods work I was doing had pretty much taken on a security bent, because that’s where 

all the money was for formal methods. So I decided to be in that branch, and then I 

thought “Why don’t we form a section?” And I formed the formal methods section. As I 

mentioned, Cathy Meadows joined the section from Carl’s computer security section.  I 

was looking for Ph.D.’s and hiring computer science Ph.D.s for the government was 

tough. I remember one guy I knew from grad school who we brought in for an interview. 

He was a Ph.D. from UNC — [laughs] and we mentioned a possible starting salary 

during the interview; he just looked at us and said “Are you kidding me?” He just left. I 

realized hiring computer science Ph.D.’s was not going to be too easy so I went after 
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logicians and mathematicians and actually originally stocked up on such people: Paul 

Syverson, who is a Ph.D. in logic; Ira Moskowitz, who is a Ph.D. in math; and Cathy; and 

then there was one other Ph.D. in logic I brought in, who left us after a while and got a 

job teaching at Reed. We just started out that way and did theoretical work. After a while, 

we got a big enough name for theoretical research in computer security that we actually 

could start hiring computer security people, not Ph.D.’s but people wanting to do their 

dissertations under somebody in our group. Jim Gray, we got him that way. He was 

interested in computer security so he came to work for us and I was on his thesis 

committee; Vic Basili was his thesis advisor. We just started expanding, picking up 

computer scientists, because we became known as a place where even if you didn’t stay, 

you got your ticket punched.  

 

Yost:  Was there much collaboration between computer science researchers in different 

sections, once these were established? 

 

McLean:  There was. One of the strengths, I think, of a place like NRL is — and I didn’t 

realize it until I actually got high enough in the management chain to see it — the 

interaction of the research and engineering community.  If you just talk to researchers, 

you’re driven by other peoples’ research. I mean, it’s very rare that a researcher, out of 

the blue, comes up with a new idea; you’re usually responding to somebody else’s paper. 

But in CHACS the researchers interacted with the more applied people because CHACS 

actually builds systems and cryptographic devices. It was the first place that actually built 

DoD level programmable crypto and it could do this because it had researchers there who 
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could do the formal methods and engineers who could build systems and generate 

research problems on how to do verifications for the different types of systems they were 

building. And it goes the other way. At that time, the whole view was you’d have a multi-

level network connecting to multi-level computers, and the whole thing would be 

certified. For reasons that I mentioned earlier we didn’t think that would happen; we 

thought you’d have physically separated networks. But you’d need very special purpose 

devices connecting those networks and one of them came out of the theoretical 

community at NRL. It was called the Pump.  The researchers came up with the idea and 

the engineers built it. They took one over to NSA to certify and NSA said not only do we 

certify it, we want the first 100 you build for internal use. That whole approach, called 

cross-domain solutions, we were fundamental in establishing and that was only because 

of the interaction between the researchers and the engineers. That was the research 

community influencing the engineers. And in looking the other way, the engineers would 

say I don’t know how to do this and get it approved, or I can’t solve this problem so the 

research community could be infused with ideas, problems that they wouldn’t have 

thought about. Because sometimes very real application problems — the reason you can’t 

solve them is because there’s some theoretical nugget in there that hasn’t been solved and 

no one’s ever thought about looking at that theoretical nugget because it was never 

presented to them. So you’ve got a research community that was being infused with ideas 

from the engineering community. I think that’s one of the real strengths of a place like 

this. It’s why I didn’t leave.  
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Yost:  You mentioned the Ph.D. students that came in. Did they stay for several years 

after completing their doctorate, as post-docs, or was it just while they were doing their 

graduate study?  

 

McLean:  Cathy Meadows is still here; Paul Syverson, whom I mentioned, is still here; 

Ira Moskowitz is still here. I mentioned one left to teach, another left because he; Jim 

Gray was — 

 

Yost:  So in some ways, it was to recruit for the long term at an earlier stage in 

researchers’ careers, at a point where the salary doesn’t dissuade? 

 

McLean:  When I first became manager, at some point in everyone’s career I had to have 

this talk. They come in with this huge offer from industry and I’d say, “Hey, even if we 

matched it now, we’re not going to be able to match industry in the future.” I remember 

going through it myself. [Laughs.] 

 

Yost:  You were competitive with academia? 

 

McLean:  No. Academia, even now, I think pays you more. We’re closer [pause] 

 

Yost:  Certainly not historically. 

[Laughter.] 
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McLean:  It depends on what country you’re in, as well. But the advantage I think we 

have over academia is we could always say, “How much time do you want to spend 

doing research versus how much time do you want to spend teaching?” Make that 

decision and then you’ll know what to do. If you want to teach just on the side, you could 

do that at NRL, but if teaching is your thing, you need to go into academia. But if 

research is really your thing, you might do better at a place like NRL. If money is your 

thing, you’re going have to go into industry because neither academia or NRL is going to 

pay you as much. But make that decision at one point in your career and don’t look back.  

 

Yost:  Earlier, you talked a little bit about the foundations — was it workshop . . . ? 

 

McLean:  The foundations workshop. I guess it’s now a symposium, maybe. 

 

Yost:  Can you talk about that at its formation and the early meetings, and what you feel 

was being achieved in the early years, and then what has been the longer term impact, as 

well? 

 

McLean:  I think the early meetings, the first 10 years — I’m not sure how many — they 

were all in a small town, Franconia, New Hampshire; so it was Oakland and then 

Franconia. The first one was organized by John Millen. I was on the program committee 

but he was the conference chair and the general chair, I guess. He set the location up. We 

had invited papers. I don’t know if we had invited papers after that, but it was kind of 

clear where the issues were. And at the time, one of the big issues was trying to come up 
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with a generalization of noninterference that would work for nondeterministic systems 

that was composable. No one really understood why various versions weren’t 

composable back then. So we had a session devoted to that. I mentioned I met Len 

LaPadula there. I think a big thing it did for the community was it actually got people, I 

think there were maybe 20-30 participants at the most, and put them in a place where you 

were in the middle of nowhere — you could walk; ate all your meals together — and just 

got people talking. I think that might’ve been one of the differences between when I 

mentioned 1987 versus 1994:  people in the community actually started interacting with 

each other and seeing themselves as the theoretical community in computer security. So 

establishing that community, getting people talking to each other, giving people a forum 

where the presentations were longer so there was a lot more discussion. At the time, there 

was also a mathematical institute — it’s still the mathematical institute, Oberwolfach, in 

Germany —that hosted a computer security theoretical community meeting that was 

much more international. They hosted at least one computer security workshop on 

formalisms. Since then, there’s been a computer science location set up at Dagstuhl. The 

other thing about Franconia is, I think, because it was small, it was much more attractive 

to an international community, especially from Oxford. I had been to Oxford a couple of 

years before and met a few researchers there interested computer security. I’m not sure 

security researchers from Oxford would’ve really had much of a chance, going directly 

from Oxford into Oakland.  The approaches and problem space were too different. But 

they came to Franconia when I was Program Chair there, and then from Franconia they 

were known, and the same people would be reviewing their papers so they were accepted 

into Oakland.  
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Yost:  In the early days, what was the relative mix of researchers from government versus 

at universities? 

 

McLean:  Certainly, I would think the government research community was smaller 

because I think it was primarily NRL. NSA didn’t do that much in-house research. I 

mean, they had some in-house researchers but most of their money went out of house to 

industry. That’s always been the case that NRL has been much more of an internal 

research lab than other DoD Labs. And so I think that there weren’t that many 

government researchers. I remember my section at the time was maybe four or five 

people and there was Carl’s section. And we might have been the entire government 

research representation. Bob Morris was there from NSA. At the time, he was the chief 

scientist for the National Computer Security Center, but he wasn’t really doing research 

as much as being on panels.  

 

Yost:  What about MITRE, SRI? 

 

McLean: I think just about everybody there was on government-funded research and I 

think that, gradually, the increase that you would see over time, was moving from 

industry — including places like MITRE and SRI — to actually having more academic 

involvement. I think that was probably due to partly getting the money out to academia, 

but partly, as I said, getting academia to realize that there were some interesting 

theoretical issues here. 
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Yost:  Can you talk about the progression of your career from being a research computer 

scientist to also being a manager, and your perspective on that changing role and the 

timing of it? 

 

McLean:  I came in 1980 as a researcher; back then, in the 1980s, going into computer 

security, or anything computer science related, it was just a great time to do research; 

money was plentiful. I think starting out now is much harder just because, for whatever 

reason, the view is government-funded research seems to be drying up. As a researcher, I 

just enjoyed interacting with the community. I enjoyed writing papers, making 

presentations, talking to graduate students. I mentioned I recently gave this keynote 

address. I forgot how much I missed being able to interact with graduate students. I think 

it’s that I just like to see young ideas.  

 

Yost:  For the record, can you say where you gave that? 

 

McLean:  Oh, I’m sorry. There’s a Science of Security symposium. I think this was the 

second one, and this was in Raleigh. North Carolina State hosted it and this was just two 

weeks ago. I was down there doing a keynote and they had a reception. As part of the 

reception they had poster sessions, and so one thing I was impressed with is how much 

people are looking at the foundations, which is always good. But the number of graduate 

students, now, who are in computer security and the different problems that they’re 

looking at — they’re looking at quantifying results, and they’re trying to take a more 
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traditional scientific approach. I was delighted to see it and just listen to their ideas. I 

think of my life as a researcher as just a very vibrant time and NRL is just a great place to 

do research. Then I became a section head. My management philosophy was simple, I 

never hired anyone who was going to have to be managed; just hire good people. I was 

very fortunate having just great hires and so I still had time for my own research, but then 

I was also taking part in everybody’s, you know, the people who worked for me, their 

research. So it’s all of a sudden, you move from working on some problem to having 

research where you can actually have, I’ll say, a research agenda, so you can have more 

money and people to work with. We used to drive everywhere as a section. When we’d 

go to Franconia, we’d drive there as a section; everywhere we went we just kind of hung 

together. And so that was probably — you know, as far as bang for the buck, given what 

I was paid and how much I enjoyed what I was doing — was the happiest period I’ve 

ever had in my career. Moved up one more level [to] branch head, you mentioned the 

Center for High Assurance Computer Systems (CHACS), I became the branch head for 

that. I gave Cathy Meadows my section head job, and that’s when you first start 

encountering the ‘somebody has to do the things that enable the researchers to do what 

they do’ part of the job. [Laughs.] 

 

Yost:  1994? 

 

McLean:  It was sometime around in there. I was more involved in actually meeting 

deliverables because all of a sudden I had not simply researchers under me, I had 

engineers, I had customers, and I had deliverables we had promised. So making sure that 
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was working. I did have the power, at that point, of actually getting the researchers and 

engineers to interact with each other more. So that’s actually when the Pump idea came 

into fruition. Programmable crypto was also during that period.  

 

Yost:  Can you provide a bit more background and context for the Pump? 

 

McLean:  I talked a bit about the Pump. It was a woman named Judy Froscher from Carl 

Landwehr’s section, who again had one of those prescient ideas.  NSA at the time — 

well, the community — was looking at one network that could handle everything from 

unclassified up to Top Secret information, and one computer that could handle everything 

from unclassified to Top Secret information.  She had the realization that getting 

something that would be certified — to be able to do that — would be extremely 

expensive. Then once you’d certified it, you couldn’t change it. A more cost effective 

way is to have physically separated networks with a cross domain device that was very 

simple so you could verify it to a very high degree. And its job was simply:  get 

information from a low level network to a high level network, but with some sort of 

acknowledgment coming back, so you had the notion of network state. So if the whole 

thing went south, you’d know what was where, so you could reboot it. The researchers 

did the mathematics and explained it to the engineers. The engineers who were at that 

time in a section that did mostly cryptographic devices — key loading technology, crypto 

hardware, cryptographic technology — they built it and that approach just caught on. If 

you look anywhere within DoD now, it’s physically separated networks with cross 

domain devices between them. The context for the programmable crypto was that, at the 
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time, NSA did not trust software and so if you needed a DoD-grade cryptographic device 

— NSA of course did all the algorithms, they understand cryptographic algorithms better 

than anybody in the world —the device that implemented those algorithms had to be 

hardware because they just didn’t trust what software could do. So we convinced them — 

and this was the cryptographic device section — to do software crypto. And actually it 

was the Navy, it was us helping the Navy to convince them, because if you look at the 

number of cryptographic devices you need for a real platform, say maybe on an aircraft 

carrier, you see a lot of different types of crypto. If you’re in a submarine, you can’t have 

a lot of different cryptographic devices so what we were pushing for was one 

cryptographic device that could run multiple algorithms. The other advantage is when 

you change the algorithm, you don’t have to do a hardware swap, you just download it 

over the air. So it was pressure from Navy for space and cost reasons. NSA finally said 

okay, we trust you; if anybody can do it, you guys can. Because they knew our hardware 

guys — they worked with them in cryptographic development — and they knew our 

researchers.  We had a very good reputation because Carl worked here and Carl worked 

with NSA — although I don’t know if he was still at NRL at that point.  NSA and I had 

some stormy weather for a while after System Z, but there was a chief scientist, K. 

Speirman — not at the National Computer Security Center, but at NSA — who actually 

caught on to my work and kind of rebuilt the bridges between NSA and me. So they 

knew our formal methods work and they liked that, so we were the ones that got tasked 

because it was a Navy customer and we were frankly probably the only people in the 

world with the cryptographic device expertise and the formal methods expertise to do the 
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software crypto. We developed that product, and again, that’s the sort of thing which you 

have to be kind of a branch head, second level supervisor level to be able to finesse.  

 

Yost:  Was it, in time, used within other DoD branches, the Air Force, and . . . ? 

 

McLean:  That device was used by the Air Force in the Minuteman silo and on 

submarines, which was the original customer. I think it’s on its third generation being 

developed now. And it’s part of a crypto modernization program, which is service-wide.  

 

Yost:  You’ve been a longtime associate editor of Journal of Computer Security, as well 

as ACM Transactions on Information Security Systems.  

 

McLean:  No longer, but at different stages of my career, yes. 

 

Yost:  Can you talk about those journals and how they evolved, and provide your 

perspective on their importance to the field? 

 

McLean:  Certainly.  Computer security did not have a dedicated journal. My first paper 

on the basic security theorem, I published in Information Processing Letters, and it was a 

crap shoot for them. I’m grateful to them for accepting it. The IEEE Journal of Software 

Engineering and the IEEE Transactions on Computer Systems would accept computer 

security papers. I did get a computer security paper in Computer, I guess. But there just 

wasn’t a dedicated journal and it was hard to get published. If you look at it, I’m not sure 
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when the first person who got tenure as a computer security expert got tenure, but 

computer security was just a kiss of death, from the research point of view. And so when 

Sushil Jajodia started the Journal of Computer Security, it was a leap of faith, and I think 

it served the community well. I think we had to beat the bushes early on to try to get a 

sufficient number of articles of high enough quality, but that’s always the case when you 

start something up. I think the fact that that journal actually succeeded and it was a 

legitimate journal, the publications were journal level quality publications — it wasn’t a 

vanity journal, I’ll put it that way — that’s when ACM and IEEE realized that this really 

is a legitimate field. And I think a combination of that —I’m sure they all influenced each 

other — but the combination of the community growing, of academics becoming 

interested in it, which had to do probably with realizing the problem space was much 

broader than they thought – that’s why NSF started putting funding in it. All of these 

factors created a bigger community and the journals helped, and they all reinforced each 

other. 

 

Yost:  Carl, early in his time at NRL, wrote some broader articles in some more general 

computer science publications, Computing Surveys, and later, in Computer. Did that help 

open the door, do you think, to make the broader computer science community start to 

consider computer security and to any degree open the door for publications in  broader-

based journals like Transactions on Software Engineering, and the flagship journals, 

Communications of the ACM and Computer ? 
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McLean:  Certainly, it couldn’t have hurt, probably because Carl is just a very respected 

member of the computer science community. He’s an IEEE Fellow, and he’s just very 

reasonable. Carl says something, you — and it’s making the Brooks-Parnas analogy, he 

falls more into the Brooks camp than into the Parnas camp — he’s just a very reasonable 

person. And the fact that he wrote academic articles in computer security, obviously, 

helped the community realize that there’s academic work in here. But also, because those 

articles were survey articles, they helped a lot of people. I think the textbooks at the time 

are basically collections of articles and certainly, any collection of articles that was acting 

as a textbook would’ve included Carl’s articles, just because they were very well done 

surveys. He never had an axe to grind, he was just: this is the way it is. 

 

Yost:  In 2002, you became acting superintendent, then superintendent of ITD. How did 

that change things for you, in terms of time for your own research and what were your 

primary goals in taking the senior leadership position?  

 

McLean:  When I inherited the division from my predecessor it was in great shape. So I 

had the luxury of not having to fix anything. The hard part — and this goes back to 

money issues, because we are industrially funded — is that the easy money is always the 

money to fix peoples’ problems that they have right now, so it’s hard to make sure that 

the long term research doesn’t get neglected. It’s always harder to bring in long term 

research funding so I would say, in some ways, one of my goals coming in was to make 

sure nothing bad happened. Something bad could happen since, left to market forces on 

their own, the division would become a relatively short term engineering shop. The 



 47 

windows of research have narrowed because it’s easier to defend short term problem 

solutions.  These are important and we do them because peoples’ lives are involved. But 

you have to, at the same time, not lose sight that even though it’s harder money to get, 

you need the basic research. If you don’t envision the technology you’re going to need 10 

or 15 years from now — have people keep working on that even though customers can’t 

see that they need it right now – then ten or fifteen years from now that technology won’t 

be available and I’ll be leaving my successor, whoever that is, a mess. That is, all of a 

sudden they’re going to have some short term problems that they’re not going to have the 

research foundation to cope with. And I keep in mind that something for attracting 

researchers, something that attracted me to NRL, is the fact that you can do long term 

research and I want to make sure that we keep attracting the brightest and the best, 

especially given the salary constraints and everything else that’s going on with the 

government these days. 

 

Yost:  I would guess that among the researchers here that some people have different skill 

sets and levels of selling the broader vision. Are the managers centrally involved, and are 

you as superintendent, with getting customers/clients to see that this longer term research 

will create things that they need, not necessarily now, but down the road? 

 

McLean:  Part of my job is selling the longer term research. I mean, NRL is funded from 

the bottom up. It’s the researchers and the branches that bring in the money. I do my 

presentations normally to give a sense of what ITD can do and of what the future 

problems and potential capabilities are, and I try to convince someone to say “okay”, he’s 
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going to have someone get in touch with some branch because they can see the branch 

can solve the problem or deliver the capability. So I’m more involved that way, and 

partly in the facilities, partly in the dollars and cents, and partly in personnel issues. One 

of the interesting things about running a research laboratory is you get a wide range of 

personalities, and a wide range of managers who have come up through the ranks to 

where they are, not necessarily by their interaction skills, but their research skills. And 

it’s just an interesting mix to try to keep going.  

 

Yost:  In looking back at the history of computer security, and thinking about today’s 

researchers in computer security, do you see some lessons that you feel that could be 

learned from the past that aren’t necessarily being learned by the new generation of 

computer security researchers? And if so, what are those? 

 

McLean:  I think I mentioned scholarship. I had the advantage in computer security of 

entering a relatively young field. There wasn’t a whole lot of research you had to read. 

[Laughs.] Basically, be knowledgeable. I think the issue we had back then was make sure 

we write it down and examine what it is we write. I think that was the lesson we learned 

from the whole Bell-LaPadula debate. Now I think of scholarship in a different way; I 

think there is a tendency in computer science to see an issue and just go right ahead and 

try to solve it without looking and asking, “Is this issue related or similar to another issue 

that someone else has already addressed?” So do a literature search. I don’t know how 

long it takes to get a Ph.D. in history these days, but when I was in graduate school, a 

Ph.D. in history was 10 years or so because there was so much you had to master in order 
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to actually begin researching something. Philosophy wasn’t that bad, but there was a big 

focus on scholarship.   I don’t think computer security has enough of a sense of itself yet 

to see itself as a historical discipline where people have gone before. They really need to 

know what those people said, not just what the world looks like right now. So I do think 

there’s lessons learned there. I also think it’s important to keep looking at long term 

foundational issues and to look at them from a variety of points of view, which 

practically means a variety of funding agencies; don’t think something’s settled and just 

try to move on.  

 

Yost:  The IEEE symposium, of course, has had some papers that are retrospective and 

look back. I’ve, of course, read those but one thing I’m curious about, are those well 

attended? I imagine there’s a number of concurrent sessions, aren’t there, at the 

symposium? 

 

McLean:  I’ve not been to, I have to admit, the IEEE Symposium for quite a while. I went 

to the 30th anniversary, held in 2010, but I have not been since then.  But at that one it 

was still the same format; I don’t think they’ve changed it. There are not concurrent 

sessions. One of the strengths I think of that symposium is that however many attendees 

— 250-350 people, at that time it was limited to the size of the Claremont Hotel room 

they had it in — you saw everything. There was also a short papers session, and by short 

I mean five minutes maybe. They introduced that format, so everybody did kind of know 

everything that was going on, and so if there was a retrospective paper, people would 

attend. I know Peter Neumann did a retrospective after dinner talk and that was very well 
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attended. Everyone who was at the symposium went to the dinner, but I don’t think you 

see too many papers there where the whole conference isn’t at attendance. Somebody 

may be off in San Francisco, but [pause] 

 

Yost:  One of the core pieces in the presentation you just gave at NC State is on the 

information flow models. Can you talk a bit about what you feel was achieved in the 

early years, by Ruth Davis and Dorothy Denning and others, in information flow models 

and the state of research in that area today? 

 

McLean:  So most of the people building secure systems were doing access control back 

during that period, I think primarily because it was easy to see how it was implemented 

and it was easier to see that it worked because it was modeled on the paper and safe 

world. I think that whole idea of — going back to both Denning and Ruth Davis — 

looking at information flow was the right thing to do if you think of what it is you’re 

trying to stop. At least for confidentiality, you’re trying to stop information going from 

someplace where you want it to be to someplace where you don’t want it to be. I think a 

big contribution of Goguen and Meseguer was noninterference and actually coming up 

with an engineerable expression of that model. Noninterference was a practically perfect 

definition of confidentiality. It’s too strong, but it’s better to be too strong than too weak. 

It much more accurately captures what it is we’re trying to protect and you don’t have to 

worry about the whole problem of covert channels, if you do it at a fine enough level. 

The problem with it is that it came at a time when people could deterministically 

characterize everything the system was going to do and the model didn’t lend itself to 
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specifications that couldn’t completely capture system behavior. So don’t even think 

about running two processes at the same time; you can’t capture the behavior of which 

process is going to end first. You may not be able to capture that, but noninterference 

would assume that you’d have to, in some sense, if you really wanted to apply it at a fine 

enough level. So that spawned a whole avenue of research on how do you generalize on 

noninterference for nondeterministic systems. I mentioned Sutherland’s work at the 

Baltimore symposium, but it was Daryl McCullough who first looked for a generalization 

of noninterference and realized it wasn’t composable — neither was Sutherland’s, but 

Sutherland hadn’t asked the question, I don’t think — and then came up with a version, 

which was truly composable. But the thing was obviously so ad hoc in the sense that the 

restrictions were there just to make it composable. You could tell he was going through it 

with the frame of mind: “I need this for the proof and so we’re going to put it in there.” 

Then people started looking at alternatives. I think that was just a perfect example of the 

community, instead of just accepting something as the Bible, looking at something, 

realizing there were flaws in it, and looking for an explanation of why these things were 

composable and why other things weren’t. I think what I did in my 1994 paper was try to 

actually come up with some framework, represent all the models, compare them to each 

other, put them in some common space, and then come up with the underlying reasons 

why composability worked for certain cases and didn’t work for other cases. I think the 

reason Daryl hadn’t seen it was he was just looking at one form of composability, 

something that was very general. I think one of the things I did, which helped me address 

the problem, was break down composability into smaller chunks. But also I mentioned 

Jim Gray. Jim Gray’s the one who actually turned me on to Fred Schneider’s work of 
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looking at systems as strings of possible traces, which I was comfortable with because 

that was the work that I was doing with Dave Parnas. But I had the realization that 

security just did not fall into that model, which was too bad because you had 

compositional results; you had a body of results Lamport had proven under trace-based 

models, how he could compose systems and predict their outcome. But it just wasn’t 

working for security and nobody understood why; and then came the realization that 

security, in some sense, was a meta or second order property of traces. It was a property 

of trace sets, not a property of the individual traces in that set.  

 

Yost:  One important point in the talk that you just gave that struck me, and I’ll quote it, 

“We must accept the fact that scientific excellence does not guarantee engineering 

excellence and security requires both.”  Where do you see the computer security research 

community being at going back 10 or 20 years in the past with regard to that, and what 

about today? 

 

McLean:  I think Oakland actually, in the early 1990s, realized you had to give awards to 

both the theoretical papers and engineering papers. So if you look at Oakland historically 

— I guess the first Oakland was in 1980; I was involved somewhere around 1984, 1986 

— up until I became program chair, Dick Kemmerer was the co-chair, Oakland had never 

had even a program committee meeting. We were the first to actually have a program 

committee meeting; we actually had it at NRL. I think that was a step forward, and then 

moving on from that, Dick was Chair after me and John Rushby maybe took it over after 

Dick. We had a best paper award but John Rushby realized we actually needed two. So I 
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think he explicitly gave one for a research paper and one for an engineering paper, just 

realizing that it’s two entirely different communities was important – that there’s 

different issues you’re addressing. You can have a great, you know, great understanding 

of the theory involved in something but it’s not going to answer the questions: How do I 

implement it? How much is it going to cost to implement it? And I know that if I do this 

in theory, this class of systems attacks won’t work, but how do I guarantee that in 

practice? And if you look at systems, real system failures, they usually don’t fail from the 

theory, they fail from the implementation. This is going back to Enigma. So look at 

Enigma; the reason that Enigma was broken was because of the key exchange protocol 

they used, partly, and the fact that humans were involved, and the fact that there were 

certain operational protocols about the text going over. If you know something’s a 

weather message, and you know on Hitler’s birthday the key’s probably going to be 

something like HHH, that’s going to give you a big foot up into breaking the system, and 

that’s not engineering of the Enigma machine, it’s engineering of how the system’s used. 

So that’s what I’m trying to capture. Try to build a system and depending on the level of 

trust, realize where maybe people who are spending a great deal of money are trying to 

get some flaw into that system, and then make sure the system’s operated in a way that 

actually assures all of the assumptions that were made when you proved the thing to be 

secure hold. 

 

Yost:  Before we conclude, are there any topics I haven’t brought up that you’d like to 

discuss, or areas we have discussed that you’d like to expand on? 

 



 54 

McLean:  No, I think this is a great idea, and I want to thank you and say I’m honored 

that you picked me for this. 

 

Yost:  I want to thank you for your time and insights. This has been extremely helpful. 

 


