Technical Report

Department of Computer Science
and Engineering
University of Minnesota
4-192 EECS Building
200 Union Street SE
Minneapolis, MN 55455-0159 USA

TR 03-028

Proceedings of the ECOOP 2003 Workshop on Exception Handling
in Object-Oriented Systems: Towards Emerging Application Areas
and New Programmi

Alexander Romanovsky, Christophe Dony, Jorgen Lindskov Knudsen,
and Anand Tripathi

July 01, 2003






Exception Handling in Object Oriented
Systems: Towards Emerging
Application Areas and New

Programming Paradigms

Workshop

July 21, 2003

ECOOP 2003







Table of Contents

T (oo 11 Tox (o o ISP PRPPURPRPN Voo
WOIKSNOP DQANIZEIS......coiiiiiiiiieieeeeieei e e e e e e e e e e e e e e e aaaaaaaaaaaaeeeeeeeeeeeeeessssnnannes \V/ U
AV 0 10 6] g Te] oI = o | = 1 o P Vil.......

Invited tdk

Getting Comrol of EXCEtion (ADSIIACE).........coiuiiiiiiiiieeie e 1.
Papers

Errors and Exceptios— Rights andResponsibilities.............ccccvviiiivinns 2..

Analyzing Kception Usage in Large Java Applications..............ccccevvvvvvvvvvnnnnnnns 10

Bound Exceptions in Qdt Progamming...............oovvviiiiiiiieiiiiiiieinneee e 20..

Exceptios in Java and Eiffel: Ta Extremes in ExceptioneBign and

Y o] o] 1= [ o P TPPPUUPPTRRRRRRRR 27......
Non-Functimal Exceptios for Distributed and Mobile Objects..........cccccoeeeeeenn. 35

Using Excepon Handlirg for Fault-Tolerance itMobile Coordination
Based ENVIFONMENTS...........uuvuviiiiiiiiiiiiiississseseeseeeseeeeeeesensaanssssseeeseeeeees 400

Primitives and Mechanisms ingt@uardian Model for Exception

Handling in Distributed SyStems........ccccooiiiiiiiiiieiicceeeeees 517...
Component Integt#gon using Composition Caracts withException

[ F= 1 o | 1 o [P UPPUUUPRRRSTRTRR 66......
Error Recovery for a Boiler System with OTS PID Controller..........cccccceeeeeennnn. 14
Exception Fndling in @mponent-bsed Systesna First Study.............cccvvvvvnnnes 84






Introduction

There are tw trends in the develogent ofmodern object oriented systenihey are
getting nore conplex and they have to copéth an increasig nunber of exceptional
situations. Te nost general way of déag with these problesis by enploying
exception handling techniques. Many objegénted nechanisra for handling
exceptions have been proposed but thereasélserious problesnn applying thenin
practice. Tlese are caed by
0 conplexity of exception code design and analysis
0 not addressing exception handlingret appopriate plases dsystem
developnent
o lack of nethodologies supporting éhproper use of exception handling
0 not developing specific echanisns sutable for particula application
domeins and design paradigm

Following the success of ECOOP 2000 workshop, this workshopadiathieving
better understanding of how exceptions shoultidr@lled in object oriented system
including all aspects of software desmmd use: novel linguistic @ehanisrg, design
and programing practices, advanced foal methods, etc.

The workshop will prove a forumfor discussig the unique requireents for
exception handling in the existing andesging applications, including pervasive
computing, anbient intelligence, tle Interret, e-sience, self-repairing syens,
collaboration environents. W invited sibmissions on research in all areas of
exception handling related to object oriensgdtens, in particular: forralisation,
distributed and concurrent systenpracticakxperierce, mobile ofect systers, new
paradigns (e.g. object oriented workflowsansactions, mitithreaded progras),
design patterns and frameworks, practicaylaages (Java,da 95, Sralltalk, Beta),
open software architectures, aspe@rmed programing, fault tolerance,
conmponent-based technologies.

We encourge particiants to eport their experiences of both benefits and obstacles in
using exception handling, reporting, practicgults in using advanced exception
handling nodels and the best practiceapplying exception handling for developing
modern applications in thexisting practical settings.

Our intertion is to discss the prolem of perceived complexity in using and
understanding exception handling: whymtogramners and practitioners often
believe that it complicates systenalesignand analysisWhat should be done to
improve the situationWhy is exception hariichg the Iast mechanisnto learn and to
use?What is wrong with the currentgctice and teachifg

Alexander Romanovsky Christophe Dony
JargenLindskov Knudsen Anand Tripathi
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Invited talk

William Bail (Mit re): Getting Control of Exception
Abstract

Being able to define and use exceptions i@vided a significant advantage in being
able to wite more reliable sdfvare. While not eplicitly helping us avoid errst they
enable us to detect their peege and control their effectget they act in opposition to
much of what we have learned is goodwsafe design - simple structures with well-
defined control flows. In addition, they mplicate the process of perfamg formal
analyses on our systenilhis talk explores thissue and projects s@potential ideas to
help reconcile these challenges, esqly with the use of OO concepts.
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Errors and Exceptions — Rights and Responsibilities

Johannes Siedersleben
sd&m Research, Muni¢h

Abstract

There is no generally accepted agreement on how exceptions are to be used. Many projects
suffer from a mess of exceptions thrown across the system with no defined responsibility for
catching them. This paper presents a simple component-based strategy addressing the
following points:

* How many and which exception classes are useful?

* When should an exception be thrown? In Java: should it be a checked or an unchecke:
exception?

* Who is responsible for catching exceptions?

* How far may exceptions be thrown?

Preconditions are considered in detail. The paper is based on the experience of many real
large software projects.

l. Introduction

Exceptions are considered to be an important added value of modern programming language
but they have turned out to be hard to use. We list some of the typical problems encountered
in many projects in the range from 1 to more than 100 man-years:

o There is a mess of exceptions flying around. It is neither clear when exceptions should
be thrown nor how they are caught.

0 The code gets messy because of ndasyechtchblocks.

o0 Many (sometimes all) catch blocks are either empty, contain nonsense code (output to
the console, useless mappings of one exception class into another) or — at best — somg
logging, but no true exception handling.

0 A huge number of exception classes create undesired dependencies between the calle
and the callee.

0 Exceptions are misused to return ordinary values.

This paper presents a guideline for dealing with errors and exceptions in large systems. Code
examples are in Java, but most results apply to other object oriented languages as well. The
paper is based on material published as early as 1991 [Denert1991] and further developed in
[Siedersleben2002].

The rest of the paper is structured as follows: Chapter Il and 11l discuss exceptions and the
problems they cause in programming languages; Chapter 1V introduces the idea of
component-based emergencies; Chapter V and VI present strategies for exception handling.

! software design &anagement,
Thomas-Dehler-Str. 27
D 81737 Miinchen
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Pre- and postconditions are addressed in Chapter VII, and Chapter VIII summarizes ten rules
to follow.

Il. Exceptions and Normal Business

Software may fail as any other result of human engineering. Thus, software is expected to
cope with failure: damage should be minimized; recovery and restart should be part of the
system design. [Parnas1976] callglesired everwhatever is not considered to be part of the
normal business and suggests to handling these events in separated traps. This is just anothe
application ofseparation of concernsvhich is a truism in other branches of engineering. Let

us look at a fighter: as long as things go well, the fighter is fully functional without the ejector
seat; the whole system is unaware of this feature. The ejector seat becomes functional only ir
the highly undesirable event of a hit or some other disaster; the seat may well be aware of the
context it runs in: on the ground it is disabled. While Parnas' paper is certainly one of the
main roots of current exception mechanisms, we find theudedasired everniot appropriate

when the roof is on fire. Instead, we suggest the &margencyvhich is introduced in

Chapter IV.

. Exceptions and Programming Languages

Programmers have always felt the need for a supplementary information channel from the
callee back to the caller: doubtful constructs like global state variables, message areas and th
like have been in use to this day. Just returning one or more values is not enough. This is eve
more so in object oriented languages: Constructors return nothing; overloaded operators
return exactly one value. So, there is no room to inform the caller about failures. This is the
syntactic reason for object oriented languages to provide an exception mechanism: you returr
either nothing, a value, xor an exception.

Exceptions are a supplementary way for passing information to the caller, which can be used
for any purpose. [Goodenough1975] mentions three: signaling failure, classifying a result
(e.g. overflow, end of file) and monitoring (e.g. "that many records have been processed").
So, exceptions are not necessarily exceptional, but may well be part of the normal business. |
Java, only runtime exceptions suchCdassCastExceptioar NullPointerExceptionndicate

severe problems; checked exceptions are used for many different purposes (e.g.
InterruptedExceptiolNumberFormatExceptignwhich are not exceptional at all, but happen

all the time. So, the terexceptions not restricted to failures, undesired events or
emergencies.

Designing sound exception mechanisms turned out to be extremely difficult. [Howell1991]
complains how poorly Ada exceptions match with object orientation, Ada scoping rules, and
concurrency. C++- and Java exceptions match with object orientation and the less harsh
scoping rules of these languages, but C++-exceptions are completely unaware of concurrenc!
in Java, exceptions never leave the thread of their originlntéeuptedExceptiomplays a

very special role: it is thrown behind the scenes and serves for synchronizing threads.

Java distinguishes checked and unchecked exceptions. Checked exceptions must either be
handled within the method itself or they are part of its signature as in:

void foo() throws RemoteException { .. }
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While it is a good idea to be honest about possible failures, experience shows that checked
exceptions tend to spread all over the system. To see this, look@t-themple: The

programmer callingoo has probably no idea how to handiRemoteExceptioand will

therefore propagate it to the next level. BemoteExceptiawill show up everywhere,

creating an undesired dependency and making changes hard if not impossible. What should |
done is to pasRemoteExceptiato the next safety facade as discussed in Chapter VI.

Exceptions don't need to be handled immediately. They fly to the next matching catch block,
which can be at any distance; in the worst case, exceptions are caught by the outermost catcl
block, i.e. the one of the runtime system. So, exceptions have a lot in common with the
notorious goto-statement; in fact, they offer similar opportunities for misuse.

Exceptions tend to reveal implementation details not intended for the caller. An example
would be a stack implementation throwingladexOutOfBoundsExceptigHowell1991].
This information is welcome for debugging; at runtime it is useless.

Exceptions are for free if they don't happen, but very costly if they do. In the following
example the first method is 750 times slower than the second one (under Windows XP and
Java 1.4) if called with nomtegers if called withIntegers there is almost no penalty:

public static boolean testForInteger1(Object x) {
try {
Integer i = (Integer) x;
return true;
)
catch (Exception e) {
return false;
)
¥

public static boolean testForInteger2(Object x) {
return x instanceof Integer;

}

As a consequence, [Cunningham2002] goes back to the roots and suggestefitains are
exceptionalthey should only be used for rare events, not for the normal control flow — a good
idea, but not in agreement with the actual use of exceptions in Java.

V. Components, Emergencies and Assertions

We use the term component in the usual meaning (cf. [Szyperski1l998]): There is at least one
interface and one implementation. The caller calls operations defined by the interface; he is
unaware of the implementation. In Java, a component is implemented by means of packages;
the top level package contains everything the caller needs to use the component. This top
level package typically contains one or more Java interfaces and the classes (including
exception classes) you need to use these interfaces. A componeall eayy number of

other components.

A component is either in its normal state (that is, it is able to process calls), or it is not. In the
latter case aemergencyas occurred: an emergency is a situation where the programmer of
the component doesn't know what to do — there iscal helpavailable: the component

4
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where the emergency happened is unable to solve the problem; the calling component
however may or may not recover.

Emergencies range from programming errors to unreachable databases and crashed neighbc
systems. They could be stated as violated assertions, but assertions (and in Eesiertiar

Java 1.4) are often used for debugging purposes only; many programmers switch them off
once the system has been tested. Emergency handling, however, cannot be switched off.

All Java runtime exceptions are emergencies from the JVM's point of view: the JVM has no
way to solve the problem. At the programming level, we encounter a lot of emergencies as
well: the database is not available, an SQL-statement is incorrect, or a neighbor system
returns a meaningless value. The number of potential emergencies is as huge as the number
possible reasons for a car to break down: a complete enumeration is impossible.

Inexperienced programmers tend to invent and implement ad-hoc repair measures. If this
happens at a large scale, the system is doomed to failure. It is the job of the system architect
precisely define for each component what an emergency is and what is not. Let us look at the
case of an incorrectly working neighbor system: if this situation is considered to be an
emergency the calling component has the right to give up — and that is cheap to implement. If
it isn't, then you have to design a possibly complicated and expensive fallback procedure! The
emergency-decision is alwalary (there is no warning level) athacal for the component:

A find-operation may find zero, one or many matching objects — that's normal business, but
the caller may consider a zero-result as an emergencyinthaperation would consider

itself to be in an emergency if the database connection is down, but the caller may try to
reconnect the database and tiall again.

We suggest using a simple cl&sergencyhrowing anEmergencyException

public class EmergencyException extends RuntimeException {
public EmergencyException(String message) {
super(message);

¥

public class Emergency {
public static void ifTrue(boolean condition, String message) {
if (condition)
throw new EmergencyException(message);

}

// ifFalse, ifNull, now, ...

So you would code

public void foo() {

String result = .. // must never be null
Emergency.ifNull(result, ...);
b
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Emergencies should be detected as early as possible. Detected emergencies are not desirabl
but can be handled (cf. Chapter VI). The later you detect an emergency the more damage it
might have caused and the less debug information you will get. Emergencies not detected by
the program finally lead to a crash with no or little information about the reasons — the best
you can get is a dump (cf. [Denert1991)).

detected undetected
normal state ok never happens
emergency emergency handling crash

So there shouldn't be any undetected emergencies left, but this is not easy to achieve.

V. Application Errors

Methods can also fail for application reasons: you cannot withdraw money from an overdrawn
account. These are application errors as opposed to emergencies; they are part of the normal
business. In general, there are only a few possible application errors: often it is sufficient to
just returnok or nok many methods (e.gettermethods orollback) cannot fail at all from

the application point of view. Application errors can and should be fully enumerated. They
are completely different from emergencies.

There are two ways to inform the caller about application errors: return values and exceptions
Our advice is: use return values whenever possible, use exceptions (in Java: checked
exceptions) otherwise. Exampfend-methods should retumull or an empty list if there are

no matching objects. Using an exception to reporfdhed-nothingresult makes the code

more complicated and is much slowefoifind-nothings frequent. Another example: A
withdrawmethod that normally returns the balance after withdrawal should throw a checked
exception if the account is overdrawn (and for performance reasons, we hope that this rarely
happens).

There is a hard rule: Exceptions representing application errors must be handled immediately
by the caller and not by some hidden exception handler. They don't fly. If they did you would
invariably end up with a scattered, goto-like control flow. This rule implies that checked
exceptions are far from being ideal for handling application errors: They are slow if the error
occurs and we only use a tiny part of the exception machinery.

When designing return codes or exception classes, one should carefully separate control flow
on the one hand and messages for the user on the other hand. It is quite common to have a
large number of different messages, which inform the user about success or failure, but only
two possible outcomes affecting the control flakandnok Our advice is to use self
implemented exception classes only if they do affect the control flow.

VI. Emergency Handling and Safety Facades
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Emergencies anmeot handled by the immediate caller. Let us first discuss how emergencies
can be handled at all and then ask who takes care. There are four ways to handle emergencit
ignore, retry, call an alternative orresign Resigning means: minimize damage, write log
information, and signalefiniteandsafefailure. Definite means: it makes no sense to try any
harder, andafesays that all damage reducing measures have been taken.

The first option is used rarely and only mentioned for completeness: You just don't care about
success or failure. Retry can be useful but should be handled carefully because cascaded
retries multiply. In some cases there is an alternative you can call: if the main database is
down, there might be a local fall back database. The most frequent option is to resign:
minimize damage by undoing or neutralizing side effeétseing resources and protocol the

sad event. Once the emergency has been handled, there are only two possible outcomes:
success or definite and safe failure.

All this is obvious, but who takes care of all this? Here's the answer: you can call a
componensafelyor unsafely An unsafe call calls the callee directly with no emergency
handling in between. That is, caller and callee fomskacommunitythey succeed together
or they perish together. Risk communities grow by transitivity: if companeals
componenb unsafely thera andb belong to the same risk community.

Safe access to risk communities is provideddigty facaded he safety facade — a special

case of the well-known facade pattern [Gammal995] — is in charge of emergency handling.
All emergencies detected within the risk community fly over all involved components and are
finally caught by the safety facade. This includes all runtime exceptions as well. Risk
communities must be designed carefully; all components belonging to the same community
share the same emergency handling mechanism. The safety facade provides the context the
risk community runs within. This architecture is quite opposed to the idea of plugged-in
emergency handlers.

Safety facades can and will usually be cascaded: emergencies are handled by the nearest
safety facade; the outcome (success or definite failure) would be reported to the calling
component which is free to consider the definite failure as an emergency or not: a batch
processing one million records would just protocol and skip unreadable records. So, at each
stage the emergency can either be masked or propagated to the next safety facade, job
abortion being the last resort at the outermost level (probably the main program).

What we are presenting can be considered as just a modern version of the trap mechanism
suggested in [Parnas1976].

VIl.  Pre- and Postconditions

Pre- and postconditions are part of the contract between callealda®l (cf. [Meyer1995,

p.16]). This is an old idea: [Goodenough1975] discudeesain failure{some input

assertion is tested and not satisfiad)irange failureqthe operation fails to meet its output
assertion). In an ideal world, pre- and postconditions just hold — they must be valid, but in
practice one has to decide how to use them, how and where they are checked and what to dc
they don't hold.

2 In practice, this is often done by a database rollback.
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Preconditions are meant to protect the called component from illegal calls. They are stated in
terms of the input parameters and/or the component's state. It is a good idea to assume all
input parameters to be non-null as an implicit precondition and to allow null explicitly.

It is the caller's responsibility to make sure that all preconditions hold true. Thus, violated
preconditions are the caller's problem, not the callee'scdllez would justejecta call if at

least one precondition is violated. This is an emergency from the caller's point of view, but the
callee doesn't care.

We suggest using a simple cl&sject which throws &/iolatedPreconditionException
public class ViolatedPreconditionException extends RuntimeException {
public ViolatedPreconditionException(String message) {
super(message);

}

public class Reject {

public static void ifTrue(boolean condition, String message) {
if (condition)
throw new ViolatedPreconditionException(message);

}

// ifFalse, ifNull, now, ...

So you would code

public void foo(String s) {

Reject.ifNull(s, ...);  // s must not be null
}

Preconditions must be designed carefully: weak preconditions mean more work for the called
method; strong preconditions more work for the caller. Sguare rootfunction would

reject negative input values, buiretrix inversionrwould accept all non-null square matrices
regardless of their rank — if the caller had to compute the rank, it could invert the matrix as
well. The safety facade (cf. Chapter VI) — if present — catches all exceptions but the
ViolatedPreconditionExceptiomvhich is passed unhandled to the calling component.

Postconditions are completely different from preconditions: postconditions protect the caller
against erroneous implementations. So, it is mainly the caller's interest to check
postconditions: the less confidence you have in a given implementation (e.g. when writing a
test driver) the keener you are on checking postconditions. The implementation itself is a bad
place for checking postconditions and leads to silly code like the following:

int add(int a, int b) {

intresult=a + b;
assert result == a + b;
return result;

}
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VIIl.  Ten Rules

Have a clear distinction between emergencies and application errors.

Detect emergencies as early as possible.

Reject calls if there is a violated precondition.

Assume all input parameters to be non null by default.

Design risk communities accessed by safety facades.

Concentrate emergency handling in safety facades.

Let safety facades catch all exceptions buMisdatedPreconditionException
Report application errors using special return values (e.g. null) if possible. Use
checked exceptions otherwise.

9. Handle application errors immediately.

10.Don't use self implemented exception classes unless they are necessary for the contro
flow.

ONoOkhwWNE
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Analyzing Exception Usagein Large Java Applications

Darrell Reimer and Harini Srinivasan

IBM Research, 19 Skyline Drive, Hawthorne, NY, USA 10532
{dreimer, harini}{@us.ibm.com

Abstract. The Java programming language provides a way of identifying when
senantic condraints d the programare violated usng its excepion mechansm.
Whenever a mantic congraint in the program is violated, cortrol flow is
trarsferred from the point where he exeption happened (throw site) to the
point specified by the progranmer (catch site). While this is indeeda robust
and portade mechanism of handling senartic erors and excepional program
behavor, the mechanism is often misused ard/or alused In our expefence
working with large 2EE applications, we have encourtered severa inappropri-
ate exceptions usage patterns that have made maintainability of these gpplica-
tions extrenely difficult. Proper excepiion usageis necessar to minimize ime
from problem appearance to problem isolation and diagnoss. This article dis-
cussessame common trerds in the wse of exceptions in large Javaapplications
that make servicing and maintaining these long running appli caions extremely
tedious. The pagr also propasessome sdutions to avad or corect these mis-
uses d excepions.

1 Introduction

The Jva Virtual Machine [12] uses exeptionsto signd senantic errors n a pro
gram In particular, whereve a senantic error occus, the JVM raisesanexception. It
is the responsibility of the application progranmer to both (@) identify when such
exceptionscan hapgen, i.e, when senantic errors can hapgn and (b) cath these
exceptionsin a manner that helps idertify them during program execution. Exceptions
canalso be sedto remedy anincorrectexecution betavior of the appication.

Proper handling of exceptions is extremely important to be alde to manage and sevice
large J2EE aplicaions For exanple, mnsider a J2EE aplication that handles
onlinebanking trarsections. Typically, thefinancel institution would like the applica-
tionto runin a24x7 node to be abléo servce heir cusbmers connuously The cost
of sioppngand staing theseapgicaions s usually very high for theseinstitutions.
Given this scerario, if afailure hapgens durirg application programexecttion, it is
extremely importart to be abe to quickly locate the pant of failure. Inparticular, if an
exceptionis not logged, once afailure occus, additionalloggng nust be aded, the
apgication resarted, ard the problem must be reproducel. Restating swch 24x7 ap-
plicationsis highly undesirable. Most of the 2EE API methods whose execution can

10
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reallt in failuresare designed to tiow exaeptions. Exanplesof such methods are
those that resilt in interactonswith other comporent of the application architecture,
for exanple, dathbase, network, LDAP etc. The nost desrable programming practice
thatcanhebp in tracing failure pants isto cach the speciic exceptionghrown by
these nethods and autput same kind of log information indicaing the failure. Loggng
the failure his way helps in undeistanding what happenedduring programexecution
later on. However,in thelarge REE appications we have worked with, we noticed
that this exceptionhardling pradice s notcommon.

Before proceedingto tdk about exception usage patternsin these applications, we

give a biief overview of the exceptionmechanism in Java (Secion 2). This secton is

not interded to be a tuorial of Javaexceptons. The readelis advised to consult the

Java language spdfication ard the Java Virtud Madhine spedfication for detals on

language and implemertation senmantics of Java exceptons. Secton 3 disclsses ex-
ceptons usge patterns in a handful of large J2EE apdicatons we hawe worked with.

This secion is the pimary contributon of this paper.In Secton 4, we disclss -

proactesto solwe this problem of improper exception hardling. Secion 5 discisses
relaed work in the area ofunderstarding exceptionsusage in Jaa applications.

2 Overview of JavaExceptions

An excegtion an occur urder one the following circumstarces [11]:

* Anabnornal execuion conditionwas synchronowsly detecied by the WM.
For exanmple, integer divide byzero, amray outof bounds outof memory er-
ror, loadirg or linking erras.

e Athrow statementwas execued.

* Anagnchronousexaeption occured becase the stop method of class
Threal was invoked or aninterral VM error occurred.

The Jva programming language deines class Throwable ad dlows the applica-
tion programmer to extend this class.The Throwable clss ad its sibclasses ee col-
lectively referred to asexception tasses ard instanaes of thes clases are used to
represert exceptions. Among thes exaeptions, all exeptions that are nstances of
class RunTimeExaption and itssubclasses ard exceptionsthat are istarcesof clas
Error ard its subclasses need ot be checka, i.e., these exceptionsneal not beexplic-
itly handledby the application. All other exceptionsare chedked exeptions and reed
to be exlicitly handled in the program The language povidesthe try ard catch
clausedo define exaeption handlers. During the process othrowing anexception, the
Java virtud mactine abruptlyconpletes, one by one, any expressions,staenment,
method ard constructor invocatons, initializers, and feld initialization expressons
that have begun but not canpleted execuion in the current threal. This processcon-
tinuesuntil a handler i found thatindicatesthat it handles that particular exception by
naming the class of the excepton or a superclas of the clas of the excetion. If no
sudh handler is found, then the nmethod uncawhtException s invoked br the

11



ECOOP'2003 - EHOOS workshop

ThrealGroupthatis the parentof the current threadthus ewery effort is made b avoid
letting an excepton go unhardled. [11]. The following is a simple try — cath conbi-
naion:

/I in the main method:
try() {
foo();

} catch (MyException me) {
System.err.printin(me);

} finally {
clearResources(); // code to close resources.
}

The methodfoo() or one d its cdleescan ptentially throw an exeptionof type
MyException  (or a subdassof MyException ). MyException , in this cag, is a
checkel Java exception. When swch an exaeption is thrown, control is transferred
fromthe cdl site of foo () to the begnning of the cathblock ard exeaution proceeds
from that point on. When a metiod suwch asfoo()  throws an exception,the signature
of the method must advertse thespecfic exeption(s) thrown. What happens iside
the catch  clawse is Hill up to tke appication programmer. It is possble that the
exception & rethrown using athrow staemen, or the exception is logged or same
cock is exeated or nothing atall happers. There b also tefinally  claugto atry
staterent The smantics of the finally blockis that it is aways execued. Whether
a cath clause execues or not, the code within afinally  is dways exeaited. In the
above code snippet, themethod clearResources() esates oth when the program
exhibits normal andexceptonal cantrol flow. The Java API itseff defines anumber of
checked and urchecked exceptions.

3. Exception usagein Large JavaApplications

From our expeiierce working with large REE appicaions, we have otserval the
following exception usagepatems that have hinderedthe maintainability andservice-
ability of these gplications. All thes apdicaions are “reatlife” i.e., customer api-
cafons hat havebeen deployed am in producion.

3.1 Swallowed Exceptions

Exceptions shoud not be gnared trough enpty catch blocks. In general, evey path
out of acatch{} block should esut in the exception beirg logged or the exception
being re-thrown or hae same kind of remedial coé that remedies the exceptional
executon belavior. If ahardler block has néther loggng code ror arethrow, we refer
to the coregpondng excepton asswadlowed. The following is an exanple o a swal-
lowed excepton:

/I example swallowed exception

12
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try{
foo();

} catch (MyException me) {
}

where, hereis no rethrow of anexception or some kind of loggng code to recod that
the exceptbn hgppened within the catd block In one very large ebusiress cstorrer
apgication, theapgicaton code had ignored many exceptons, i.e.,contained empty
catch blocks without ary logging information. Consequetly, whensuch a system
failed in production, it was extremel hard to trad the cause d failures. Ignared ex-
ceptions severely impairedthe effectiveress of monitoring systerns in this apgicaton
ernvironmert. Forexanple, the gplication had atry blockthat hed anSQL updat in
it. Thecorrespndirg catch was enpty. [An SQL update(executeUpdate())

method cal is pat of the 2EE API to acess lhe datbase conponer of the gplica-
tion. The method call is usualy implemented inadriver that interfaces with C code
thatexchamesinformation with the Database system typicaly via ockets. ] In this
ca®, if theupdate failed, there wil be ro recordof it for the gplicationserver.

However, under certan circumstarces,a cath Hock withoutary loggng code o re-
throw is perfectly fine. These areusualy cases whereexception constructs are sed to
manage nornal program contol flow, or certan exceptbns caight need not be
logged, eg., InterruptedException , or the catch block contains remadial coce.
Listedbelow are afew exanples

1. /I example OK swallowed exception case
key = null;
try {
key = foo();
} catch (MyException me) { return key; }
return key;

In the abore exanple, the value of variablekey is s