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Abstract

This doctoral thesis investigates the data permutation recovery problem from noisy observa-
tions, a fundamental challenge at the intersection of data science and privacy-preserving tech-
nologies. The main question is: Given a noisy observation of data, according to which per-
mutation was the original data sorted? This thesis addresses both the exact and approximate
permutation recovery problems under various noise conditions. It begins by formulating the
permutation recovery problem within the statistical hypothesis testing framework, and charac-
terizes the linear regime, where the true permutation can be optimally estimated by only a linear
transformation of the observation and a sorting operation. In particular, under Gaussian data and
noise, this thesis derives the necessary and sufficient conditions for the linear regime in terms of
the noise covariance matrix. Subsequently, this thesis shifts the focus to the examination of the
error probability associated with linear decoders in the presence of Gaussian noise, but arbitrary
data distribution. This analysis reveals the noise-dominated nature of the permutation recovery
problem, illustrating how the error probability scales in both low- and high-noise regimes, and
providing insights into the behavior of the error probability under different noise and data distri-
butions. Specifically, the error probability of the permutation recovery problem grows linearly
in the noise standard deviation ¢ in the low-noise regime, implying the noise-dominated nature
of the problem. Advancing into the realm of data privacy, the thesis explores the private rank-
ing recovery problem, aiming to establish fundamental trade-offs between estimation accuracy
and privacy. Leveraging differential privacy metrics, it evaluates the effectiveness of various
privacy-preserving mechanisms while ensuring the fidelity of the ranking recovery. Regarding
the generalized permutation recovery problem, this thesis also proposes an approximate ver-
sion of it. It demonstrates that this approximate version leads to an error probability having
sub-linear behavior in o in the low-noise regime, which is a notable difference with respect to
the exact recovery. This finding highlights the potential of approximate recovery in enhanc-
ing the robustness and efficiency of permutation recovery. In summary, the thesis contributes
significantly to our understanding of permutation recovery in noisy and privacy-sensitive en-
vironments. The thesis not only advances theoretical foundations but also provides practical
strategies for tackling the challenges inherent in recovering data permutations, thereby offering

valuable perspectives for advancements in data processing and privacy-preserving techniques.
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Chapter 1

Introduction

In the evolving landscape of digital communications and data analytics, the challenge of accu-
rately recovering original data permutations from noisy observations has emerged as a corner-
stone challenge. For example, in the data analytics realm, recommender systems are often more
interested in recovering the relative ranking of data points rather than the values of the data
itself. Furthermore, users may desire to privatize their data before it is collected by an external
party, and one suitable solution to privatize data is perturbing it with noise. Upon receiving the
perturbed/noisy data, the recommender system will then need to recover the data permutation
(e.g., ranking of users’ interests) in order to provide the next recommendation. This poses the
following question: Given a noisy observation of a data set, according to which permutation
was the original data sorted? This problem encapsulates a fundamental challenge in the fields
of data science: how to recover the relative rankings of data points, an aspect often more valu-
able than the data values themselves, in the face of privacy concerns and the inevitable presence
of noise. The introduction of noise, whether as a byproduct of data collection or as a deliberate
mechanism for ensuring data privacy, necessitates the development of sophisticated algorithms
capable of estimating the original data permutation.

In an attempt to answer the question, this thesis investigates the intricate realm of permuta-
tion recovery in perturbed data systems. In particular, we formulate the noisy data permutation
recovery problem, which consists of recovering the permutation of an original data vector of
size n that has been perturbed by additive noise. We consider a Bayesian framework where data
is generated according to a certain distribution, and the perturbation consists of adding noise.

In Chapter 2] preliminaries of the permutation recovery problem are provided. Specifically,



2
we summarize the notation utilized in this thesis, and formally describe the noisy data permuta-
tion recovery problem, which consists of recovering the permutation of an original data vector
of size n that has been perturbed by noise. Using a statistical M -ary hypothesis testing frame-
work, we formulate the permutation recovery problem. The hypothesis corresponds to the true
permutation (or ranking) of the data vector. Under the such hypothesis testing framework, we
define decision rules for the hypothesis, and derive its optimal formula in the sense that the error
probability of estimating the true permutation is minimum. This chapter is highly relevant to

the following papers:

[1] Minoh Jeong, Alex Dytso, Martina Cardone, and H. Vincent Poor. Recovering structure
of noisy data through hypothesis testing. In 2020 IEEE International Symposium on In-
formation Theory (ISIT), pages 1307-1312, 2020.

[2] Minoh Jeong, Alex Dytso, Martina Cardone, and H. Vincent Poor. Recovering data per-
mutations from noisy observations: The linear regime. IEEE Journal on Selected Areas
in Information Theory, 1(3):854—869, 2020.

In Chapter |3| we investigate the optimal decision rule for the data permutation recovery
problem. In particular, we consider a scenario where data is generated according to an isotropic
Gaussian distribution, and the perturbation consists of adding Gaussian noise that can have an
arbitrary covariance matrix, i.e., noise can have memory. We show that the optimal decision
regions may or may not be a linear transformation of the corresponding hypothesis regions
depending on the noise covariance matrix. We focus our study on the linear regime where
the optimal permutation decoding consists of a simple linear transformation of the noisy ob-
servation, followed by a sorting algorithm outputting the permutation along which this linear
transformation is sorted. The computed linear transformation is the same for all permutations
and hence, we refer to it as permutation-independent. This regime is particularly appealing as
within it the optimal decoder has a complexity that is at most polynomial in n, as opposed to a
brute force approach that would incur a computational complexity of n!.

We then characterize the optimal decision criterion for the hypothesis testing problem in the
linear regime. In particular, we show that the optimal decoder declares the permutation based
only on a permutation-independent linear function of the noisy observation. Our result provides
both a linear algebraic and a geometric interpretations of the linear regime in terms of the noise

covariance matrix. Specifically, the linear algebraic viewpoint says that the noise covariance
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matrix can have at most three distinct eigenvalues. The geometric interpretation, instead says
that the n-dimensional ellipsoid, characterized by a function of the noise covariance matrix,
when projected onto a specific hyperplane has to be an (n — 1)-dimensional ball. To derive
these results, a core technical component consists of using linear algebraic and geometric tools,
e.g., the Schur complement and Steiner symmetrization.

With the structure of the optimal decision regions in the linear regime, we discuss several
practically relevant implications and special cases. For instance, we prove that when n = 2
the linear regime is the only regime. For the class of diagonal noise covariance matrices and
n > 2, we show that the noise covariance matrix must have all equal diagonal elements to
fall within the linear regime, i.e, if the noise is memoryless, then it must be isotropic. Finally,
we characterize the error probability incurred by the decision criterion in the linear regime. In
particular, we express the error probability in terms of the volume of a region that consists of the
intersection of a cone with a permutation-independent linear transformation of the unit radius

2n-dimensional ball. This chapter is highly relevant to the following papers:

[1] Minoh Jeong, Alex Dytso, Martina Cardone, and H. Vincent Poor. Recovering structure
of noisy data through hypothesis testing. In 2020 IEEE International Symposium on In-
formation Theory (ISIT), pages 1307-1312, 2020.

[2] Minoh Jeong, Alex Dytso, Martina Cardone, and H. Vincent Poor. Recovering data per-
mutations from noisy observations: The linear regime. IEEE Journal on Selected Areas
in Information Theory, 1(3):854-869, 2020.

In Chapter[d] we investigate the linear regime discovered in Chapter[3] which determines the
data permutation by applying a linear transformation to the observation followed by a sorting
operation, as a decision rule. In particular, we characterize the probability of error of the data
permutation recovery problem when a linear decoder is employed. The derived probability
of error holds for any continuous data distribution, and for any Gaussian noise setting with
arbitrary correlation among the entries of the noise vector. The practically relevant cases of
exchangeable data distribution and isotropic noise distribution are also analyzed in detail.

We analyze the behavior of the derived probability of error in the low-noise regime. In
particular, without loss of generality, we assume that the noise is isotropic, i.e., the noise has a
diagonal scalar covariance matrix with o being the noise standard deviation. In the low-noise

regime (i.e., 0 — 0), the probability of error increases linearly in o with a slope that can be a
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quadratic function of n, and proportional to the Ly norm of the input data distribution. Similar
to the low-noise regime, we study the behavior of the probability of error in the high-noise
regime, i.e., when 0 — oo. We show that the error probability can be written as a weighted sum
of the expected spacings between the data order statistics and that the term 1 — 1/n! dominates
the probability of error for several distributions of interest.

We derive upper and lower bounds on the probability of correctness in terms of n for the case
when X has i.i.d. components. Using these bounds we show that the probability of correctness
decreases to zero at least exponentially fast when n — oo (i.e., the high-dimensional regime).
We also derive a universal upper bound on the probability of correctness that holds for any sub-
Gaussian i.i.d. data distributions, and we provide tighter bounds for the case when X is i.i.d.

Gaussian. This chapter is highly relevant to the following papers:

[3] Minoh Jeong, Alex Dytso, and Martina Cardone. Retrieving data permutations from
noisy observations: High and low noise asymptotics. In 2021 IEEE International Sym-
posium on Information Theory (ISIT), pages 1100-1105, 2021.

[6] Minoh Jeong, Alex Dytso, and Martina Cardone. Retrieving data permutations from
noisy observations: Asymptotics. IEEE Transactions on Information Theory, 70(4): 2999
-3017, 2024.

In Chapter[5] we study the private ranking recovery problem, where a confidential input data
vector needs to be privatized (by means of a randomized mechanism) before being shared with
an external party. The main objective in this chapter is to characterize the trade-off between the
performance of estimating the permutation of the input data vector (measured in terms of error
probability) and the level of privacy (measured in terms of e-differential privacy (DP) [16] and
(a, €)-Rényi differential privacy (RDP) [[17]) that the used mechanism guarantees.

Initially, we establish the framework for the private ranking recovery problem within the
context of differential privacy. Specifically, we choose the («, €)-RDP as our metric for pri-
vacy; this preference is largely due to («, €)-RDP’s ability to encompass other commonly used
DP metrics, such as e-DP [16] for « — oo, and e-KL DP [18] when o« — 1. Additionally,
as highlighted in [17, Proposition 3], it is possible to convert («, €)-RDP to (¢, d)-DP. Next,
we demonstrate that, assuming the input data vector has an exchangeable distribution and the
randomization mechanism follows an £,,-spherical distribution, the linear estimate (i.e., the per-

mutation of noisy observation) is optimal. Subsequently, we characterize the error probability
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associated with the linear decoder by employing the derivation of its Taylor series. This analysis
points to the dominance of noise in the private ranking recovery problem, signifying that the
probability of error remains substantial even at lower noise variances. Moreover, we present a
first-order approximation of the error probability relative to the noise’s standard deviation, and
we validate the precision of this approximation through numerical simulations. Notably, this
approximation decouples the effects of the input data and noise distributions on the error prob-
ability. Furthermore, we characterize the slope of approximated error probability, specifically
for scenarios involving i.i.d. input data vector components. Lastly, we explore the trade-off
between privacy (evaluated via e-DP and («, €)-RDP) and utility (assessed by the error prob-
ability P.) in the low-noise regime. In this examination, we include prevalent noise additive
mechanisms such as the Laplace, Gaussian, and generalized normal mechanisms. These mech-
anisms have different relationships between e and P,. The analysis for both the Gaussian and
Laplace methods is based on («, €)-RDP, whereas the generalized normal approach with p < 1
considers e-DP. It is observed that the generalized normal mechanism, particularly when p < 1,

presents an optimal balance. This chapter is relevant to the following papers:

[4] Minoh Jeong, Alex Dytso, and Martina Cardone. Ranking recovery under privacy con-

siderations. Transactions on Machine Learning Research, 2022.

In Chapter [ we investigate an approximate version of the ranking recovery problem. In
particular, the data permutation recovery problem consists of recovering the exact permutation
(also ranking) according to which an input data vector was sorted before being corrupted by
some additive noise. We relax the exact permutation recovery problem, namely we allow for
some controlled distortion in the estimation of the ranking. In particular, we focus on the case
where the noise is isotropic Gaussian, and we measure the distortion in terms of a distance
function between the estimated ranking and the true ranking of the original data vector. Similar
to the exact recovery problem, we first show that an optimal (in terms of error probability)
decision rule for this problem is given by the linear decoder, which consists of simply declaring
the ranking of the noisy observation. Then, we study the probability of error incurred in the low-
noise regime when the linear decoder is used. In particular, we show that the error probability
grows sub-linearly with the noise standard deviation o. This is a notable difference with respect
to the exact version of the ranking recovery problem, where we showed that the error probability
grows linearly with o. This result highlights that the approximate ranking recovery problem

is significantly less noise-dominated with respect to exact recovery. All our derived results
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hold under mild assumptions on the distance function and are satisfied by widely used distance
functions, such as the Hamming distance and the Kendall’s tau rank distance. This chapter is

relevant to the following paper:

[S] Minoh Jeong, Martina Cardone, and Alex Dytso. On the ranking recovery from noisy
observations up to a distortion. In 2022 IEEE International Symposium on Information
Theory (ISIT), pages 1993-1998, 2022.

1.1 Related Work

Permutation associated estimation problems have recently gained significant importance and
are studied in various fields [19, 20} 21} 22|, 23], 24} 25 [26] 27, 28}, 29130} [311, 132} 33/, 134} 135/ 136,
37,138 139,401 14,141} 142}, 143, 144]]. The ranking (e.g., data permutation) estimation problem under
a joint Gaussian distribution was investigated in [[19, 20} 21}, 22]]. In particular, in [19] the author
considered a pairwise ordering for the bivariate case; the extended version to the n-dimension
was considered in [20]. The generalization of the assumption of a Gaussian distribution to an
elliptically contoured distribution can be found in [21} 22]]. The authors in [19, 20, 21} [22] an-
alyzed the structure of the covariance matrix that maximizes the probability of correctness of
such estimation problems using the minimum mean square error (MMSE) estimator. Most of re-
cent works study the problem based on a linear regression framework, where a premultiplication
by an unknown permutation matrix suitably models the problem with unknown labels. In [23]],
the feature matching problem in computer vision was formulated as a permutation recovery
problem. The multivariate linear regression model with an unknown permutation was studied
in [2524]]. The authors provided necessary and sufficient conditions on the signal-to-noise ratio
for an exact permutation recovery and characterized the minimax prediction error. The isotonic
regression without data labels, namely the uncoupled isotonic regression, was discussed in [26].
Data estimation given randomly selected measurements — referred to as unlabeled sensing — was
studied in [27, 28]]. In [27], the authors characterized a necessary condition on the dimension
of the observation vector for uniquely recovering the original data in the noiseless case. A
generalized framework of unlabeled sensing was presented in [29, 30, 31]. In [32} 33], the
authors studied the effect of multiple measurements on the unlabeled sensing problem and pro-
posed an estimator using the alternating direction method of multipliers [45]]. In [34], a simple

one-step estimator for the unlabeled linear regression was proposed under the assumption of a
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Gaussian measurement matrix and Gaussian additive noise. The estimation of a sorted vector
based on noisy observations was proposed in [36]], where the MMSE estimator on sorted data
was characterized as a linear combination of estimators on the unsorted data. Variant versions
of the unlabeled sensing problem such as sparsity, local-permutation, and principal component
analysis were recently studied in [46, 47,48 149,150} 51} 52].



Chapter 2

Preliminaries

This chapter provides notations and definitions used in this thesis, and the problem of permuta-
tion recovery from noisy observation is formally defined by leveraging the statistcal hypothesis
testing framework. The optimal decoder, which minimizes the error probability of the hy-
pothesis testing, is introduced under Bayesian framework that uses prior (data) and posterior

distributions.

2.1 Notations

We start this chapter by listing the notations.

Table 2.1: Summary of Notations

Notation Meaning

X Random vector

X A realization of X

Xin The i-th order statistics of X € R"™ [|53]]
[n1 @ ngj Set of integers from nq to ne > ny

I, Identity matrix of dimension n

0, Column vector of dimension n of all zeros
1, Column vector of dimension n of all ones

Continued on next page




Table 2.1 — Continued from previous page

Notation Meaning

Onxcke n X k matrix of all zeros

1%k n X k matrix of all ones

det(A) Determinant of the matrix A

Tx The permutation sequence of x

1%/ ¢, norm of x

| Al For a square matrix A, the spectral norm of A

x! Transpose of x

A B, Calligraphic letters indicate sets

|Al Cardinality of the set A

16/ Empty set

1(A) The indicator function, which yields 1 if A is true and 0 otherwise

Vol* (S) For a set S C R*, the volume of S, i.e., the k-dimensional
Lebesgue measure of S

B"(c,r) n-dimensional ball centered at c € R"™ with radius r

Px(S) The probability Pr(X € §) for some measurable set S

AB The multiplication of a matrix A by a set B, i.e., AB = {Az : x €
B}

X>y For two vectors (x,y) € R”, the i-th element of x is larger than or

equal to the i-th element of y for all i € [1 : n].

2.2 Permutation Recovery from Noisy Observations

The problem of permutation recovery from noisy observations is a detection problem in which
we seek to classify the original data vector’s permutation (i.e., ordering) based on observed
data vector. The problem is graphically illustrated in Fig. where an n-dimensional random
vector X is generated according to a certain prior distribution Px. The random vector X is then
passed through an additive Gaussian noise channel, the output of which is denoted as Y. In
other words, we have Y = X + N with N ~ N (0,,, Kn) where K is the covariance matrix

of the additive noise N, and where X and N are independent. With the channel model, we are
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Hox, 75 €P
Ground Truth

_____________

Data X Y .
Generator >(—+—> » Decoder ¢(Y) -7 € P

N ~ N(0,, Kx)

Figure 2.1: Graphical representation of the considered framework.

interested in answering the following question: Given the observation of Y, according to which
permutation was the vector X sorted?

This problem can be formulated within a hypothesis testing framework with n! hypotheses
H,, 7 € P, where P is the collection of all permutations of the elements of [1 : n]. Specifically,
‘H is the hypothesis that X is an n-dimensional vector sorted according to the permutation
T € P; that is

He={xeR" 12, <z, <--- <z} 2.1

with ,,i € [1 : n] being the 7;-th element of x, and 7;,4 € [1 : n] being the i-th element of 7.

In terms of permutation 7y, the hypothesis in (2.1) is equivalent to
Hr ={xeR" :1x =7}. 2.2)
Example 2.2.1. Let n = 3, then we have |P| = 6 and hypotheses ., 7 € P defined as

M3y X1 < Xo < X3, Hyizoy: X1 < X3 < Xy,
Hion3y: Xo < X1 < X3, Hppziy: Xo < X3 <Xy,
Hiznoy: X3 < X1 < Xo, Hyzony: X3 < Xo <Xy,

where X;,i € [1 : 3] is the i-th element of X. Each hypothesis is hence associated to a
hypothesis region in the 3-dimensional space, as also graphically represented in Fig.
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Figure 2.2: Case n = 3. Graphical representation of the hypothesis regions associated to each
of the 6 hypotheses.

2.3 Optimal Decoder for Permutation Recovery

Given the hypothesis testing framework in (2.I)), a decoder ¢ : R" — P in Fig. [2.1] declares
the estimate of true permutation of X. Furthermore, an optimal (i.e., that incurs the minimum

probability of error) decoder ¢op; : R™ — P will output 7 € P such that

Popt(y) = argmpin {Pr(r#7 | X € H+, Y =y)}, (2.3)
TE
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where 7% denotes the true permutation of X. In particular, the optimal decodelﬂ will declare
¢opt(y) = 7 if and only if the observation vector y € R; g, Where R,k ’s, 7 € P are
the so-called optimal decision regionsE] These can be derived by leveraging the maximum a

posterior probability (MAP) criterion [54, Appendix 3C] as

RT,KN =4YE€ R™ : fY(Y7HT> > %le%( fY(Y7H77) ) 2.4)
n#ET

where fy(y,H,;) = fy(y|H:)Px(H,) with fy(y|H,) denoting the conditional pdf of Y
given that X € .. In order to guarantee that the collection {R i, T € P} is a partition of
the n-dimensional space, we assume thatif y € {R; gy, 7 € S,S C P,|S| > 1}, then one of
the hypotheses H,, 7 € S is arbitrarily selected.

'If the argmin in (2:3) is not unique, we assume that the decoder outputs an arbitrary permutation among the
candidates.

2The notation R+, iy indicates that, in general, the decision regions might be functions of the noise covariance
matrix KnN.



Chapter 3

Linear Regime of Permutation

Recovery

This chapter studies the problem of permutation recovery from noisy observation. We start by
considering the exact permutation recovery problem formulated in Chapter[2] and we investigate
the optimal decoder (2.3)) under Gaussian prior and additive Gaussian noise channel. The main
focus of this chapter is characterizing the optimality of linear decoders in terms of parameters

of Gaussian such as mean vector and covariance matrix.

3.1 Introduction

In this chapter, we investigate the permutation recovery problem defined in Section [2.2] We
consider a scenario where data is generated according to an isotropic Gaussian distribution, and
the perturbation consists of adding Gaussian noise that can have an arbitrary covariance matrix,
i.e., noise can have memory. In other words, we have Y = X + N, where X ~ N (0, I},)
and N ~ N(0,, KN) with KN the covariance matrix of the additive noise N, and X and
N are independent. A graphical representation of the problem is given in Fig. where we
additionally assume that X ~ N (0,,, ;).

In subsequent sections, we establish that the optimal decision regions in our hypothesis test-
ing problem exhibit a specific symmetry. Based on this insight, we illustrate that these optimal
regions might or might not undergo a linear transformation from their respective hypothesis

regions, contingent on the noise covariance matrix’s characteristics. Our study primarily targets

13
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the linear regime, characterized by an optimal permutation decoding that involves a straightfor-
ward linear transformation of the noisy data, followed by a sorting algorithm to determine the
permutation. This linear transformation remains consistent across all permutations, which we
refer to as permutation-independent, offering an attractive solution due to its polynomial com-
putational complexity in n, contrary to the factorial complexity (n!) demanded by exhaustive
methods.

We further delineate the optimal decision criterion within this linear regime, identifying the
decision regions and demonstrating that the optimal decoder operates based on a permutation-
independent linear function of the noisy observations. This approach yields both linear algebraic
and geometric perspectives on the linear regime, influenced by the noise covariance matrix.
Algebraically, it implies that the noise covariance matrix is limited to a maximum of three
distinct eigenvalues. Geometrically, it suggests that an n-dimensional ellipsoid, derived from
the noise covariance matrix, projects onto a hyperplane as an (n — 1)-dimensional ball, utilizing
tools such as the Schur complement and Steiner symmetrization for these derivations.

Exploring the practical implications and special cases within the linear regime, we demon-
strate that for n = 2, the linear regime is the only regime. In the case of diagonal noise
covariance matrices with n > 2, we prove that these matrices must possess uniformly equal
diagonal elements to align with the linear regime criteria. Lastly, we characterize the error
probability in the linear regime, expressing it through the volume of an intersection between a
cone and a permutation-independent linear transformation of a unit radius 2n-dimensional ball,
thereby shedding light on several important practical implications and specific instances within

this framework.

3.2 Optimal Decision Regions

In this section, using standard hypothesis testing tools we characterize the optimal decision
criterion. We also make general statements about the structure of the decision regions. Towards
this end, we make use of the result in [54, Appendix 3C], which shows that for an observation y,

the optimal decision criterion in (2.3)) is given by the maximum a posterior probability (MAP)
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decoder, namely

Hs: 7= argmax {fy(y, Hr)}, (3.1a)
TEP
fY(vaT) = fY(Y|7'fT) PT(HT)a T E Pa (31b)

where fy(y|#.) denotes the conditional probability density function (PDF) of Y given that
X € H.. By defining the likelihood functions L(y,H,) = fy(y|H;),¥VT € P, we have
that (3.1)) can be equivalently formulated as

Z*) > 1, Vr # 7, (3.2)

where we have used the fact that Pr(H,) = Pr(#,),V(r,n) € P x P, which follows since
X ~ N(0,, I,). It is worth noting that, since X and N are independent, the likelihood function

L(y,H,), T € P can be expressed using the convolution between two PDFs as

Ly, Hy) = / Fu(y — %) fepp, (x)dx

=E [~y = X)|H-], (3.3)

where fn(-) is the PDF of N.

With the formulation in (3.2)), we can now define the optimal decision regions Rrkn,TE€P
of our hypothesis testing proble The decision criterion will leverage these regions to output
Hz, 7 € P, namely if the observation vector y € R; i, the decoder would declare that the
input vector x € H,. We have that the optimal decision region R, i, corresponding to the

hypothesis region H,, 7 € P is defined as

Rrkn =Y €R": fy(y,Hr) > max Ty (y, Hy)
nFET
Ly, M-
(Y’H)ZL VnEP,n#T}. (3.4)

= eR": —————<~
{y L(ya%n)

'The notation R, iy, indicates that, in general, the decision regions might be functions of the noise covariance
matrix Kn.
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! Decoder E
E Computing E
y . Linear Ay +b Sorting v Ha,
— P . . T A
! Transformation Algorithm |+ 7€P
! of y :

Figure 3.1: Diagram of the optimal decoder in the linear regime.

If y € R" belongs to the boundary between two or more decision regions, then we arbitrar-

ily select one of the H,, 7 € P associated to these candidate decision regions.

3.3 Linear Regime for Optimal Decoder

We now focus to characterize necessary and sufficient conditions on the noise covariance matrix
K such that each optimal decision region R, i, 7 € P in (3.4) is a permutation-independent
linear transformation of the corresponding hypothesis region H. (i.e., R xy = AH, + b for
some A € R"*™ and b € R", which are the same for all permutations). In other words, we seek
to characterize the regime in which the optimal decoder consists of computing a permutation-
independent linear transformation of the noisy observation y (i.e., Ay + b), followed by a
sorting algorithm outputting the permutation along which the vector Ay + b is sorted — see also
Fig. We refer to this regime as linear.

Characterizing the linear regime (if any) is important for several reasons. First, it is a nat-
ural step to characterizing the complete solution of the problem. Second, in the linear regime,
the optimal decoder is appealing from a computational perspective. The block diagram of the
optimal decoder in the linear regime is shown in Fig. 3.1 The optimal decoder first com-
putes a permutation-independent linear transformation of y (first block in Fig. [3.1), which is
a polynomial in n complexity task (an expression for this linear transformation is provided in
Theorem [3.4.T). Next, given this linear transformation, the optimal decoder only needs to per-
form sorting on it (second block in Fig. [3.1), which is a task of complexity O(n logn). Thus,
in the linear regime, the optimal decoder has at most polynomial in n complexity. This perfor-
mance should be compared to the brute force evaluation of the optimal test in (3.4), which has

a practically prohibitive complexity of n!.
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Finding a meaningful expression for the structure of R, i, for all Ky seems to be a chal-
lenging task. However, some properties can be found on the structure of R, f in the general
case. In particular, the following proposition, the proof of which is provided in Appendix [A.T]
demonstrates that the regions must have a certain symmetry. This property will also be useful

for the characterization of the linear regime.

Proposition 3.3.1. Let (17,1) € P x P be the index pair that satisfies Hr = —H,, that is
M = Tn—i+1,? € [1 : n|, with 7; and n; indicating the i-th element of T and 1), respectively.

Then, R+ kn = —Ruy,kn» that is for any observation'y € R; i it follows that —y € Ry k.-

Remark 3.3.2. We note that the result in Proposition [3.3.1|can be generalized beyond the Gaus-
sian assumption on X € R"™. In particular, it holds under the condition that X € R" is an

exchangeable random vector[]

We conclude this section by providing an example of K1 that puts us outside of the linear

regime. Consider n = 3 and the following noise covariance matrix

10
Kn= |0 1 3.5)
0 0

N O O

By performing brute force comparisons in (3.4), Fig. shows the structure of the optimal
decision regions for the choice of K in (3.5). We highlight that, for notational simplicity,
in Fig. @ we indicated R, iy as R,. Note that the H,’s, which have a cone structure (see
Fig. , cannot be a linear transformation of the R i, regions in Fig. In Section we
will provide a formal explanation of why the covariance matrix in (3.5) does not induce a linear
regime. Finally, observe that as expected, in view of Proposition the optimal decision

regions in Fig. 3.2 have a point of symmetry with respect to the origin.

3.4 Characteristics of the Linear Regime and Discussion

We here provide our main result on the linear regime, and we discuss several practically relevant

implications of it. Our main result, which is proved in Section provides characteristics of

ZA sequence of random variables Uy, Us, . .., U, is exchangeable if, for any permutation (71, 72,...,7) of

[1:n], we have (U1, Us,...,Uy) < (UryyUry,y ..., Us,), where £ denotes equality in distribution.
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Figure 3.2: Monte Carlo simulation of the optimal decision regions R, i, T € P where K
is defined in (3.3).

the linear regime for optimal decoder under the isotropic Gaussian prior and the additive Gaus-
sian channel with an arbitrary covariance matrix. In particular, the result shows geometrical
properties of the optimal linear decision regions on the noise covariance matrix and proposes a
closed-form expression for the decoder in terms of hypothesis region. Moreover, by showing the
conditions are equivalent, it provides the necessary and sufficient conditions, under which the
linear regime is attained, in terms of the noise covariance matrix K. We then provide several
implications of the conditions, such as connection to the minimum mean squared error estimator
in the estimation problem (instead of permutations recovery), computational complexity.

Our main result is given by the following theorem.
Theorem 3.4.1. The following conditions are equivalent:

1. R iy is a permutation-independent linear transformation of H,;
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2. OTL S mTGP RT,KN;

_1
3. The ellipsoid (Kl:rl + In) 2 B™ (0, 1) projected onto the hyperplane VW = {x € R™ :

1'x = 0} is an (n — 1)-dimensional ball of radius ~y for some constant v € (0,1);

4. Let Q = {Q € SO(n) 1 q, = %171} where SO(n) is the set of n x n real-valued

orthonormal matrices, and qy, is the n-th column of Q). Then,

(3.6)

_ I,_ n—
(K + 1) IZQ[FY L QXQIQT,

02><n—2 S

where Q € Q, S = [} Y] and~ € (0,1), a € (0,1), v € R such that v> < min{a~, (1 —
a)(1 =)} and

5. Rrkn = (KN + In) Hr, forall T € P.

Remark 3.4.2. Recall that for X ~ N (0, I,,), we have that
XY =y ~N(EX[Y =y], Var(X[Y =y)),

where E [X|Y = y] = (I, + Kn) 'y [33] and Var(X|Y =y) = (I, + K5')~!, Vy € R™
It therefore follows that condition 4) in Theorem [3.4.1|imposes a constraint for the conditional
covariance of X given Y. Moreover, recall that the conditional expectation is the optimal mean
squared error estimator [S5[]. Therefore, the permutation-independent linear transformation in
condition 5) in Theorem |3.4.1| is, in fact, the optimal linear estimator — see also first block
in Fig.3.1]

Remark 3.4.3. One interesting property of condition 4) in Theorem [3.4.1]is the following. Let
G = X|Y be the Gaussian random vector that has properties as indicated in Remark
Then, it can be shown that {% 22:1 Gy — Gi+1} ,i € [1 : n—1] are independent. In particular,
this follows by studying Q”'G that has covariance given by

(3.7)

OTKaO - [ VIn—2 O(n—2)><2]

025 (n—2) S
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Figure 3.3: Graphical representation of the ellipsoid (K;Il + In) 2 B" (0, 1), where Kn
satisfies (3.6) with parameters defined in (3.8).

where ) € Q is chosen such that its element (); ; in the i-th row and j-th column is

(

G2+4)2, A i<j,

(45N, jAEn =41,
Qij = L

n_§7 j: n,

0, otherwise.

Remark 3.4.4. As discussed in Section [3.2] the computational complexity of the optimal de-
coder in the linear regime is at most polynomial in n. It is also interesting to comment on the
computational complexity of verifying whether a given K induces a linear regime. Observe
that the linearity condition in (3.6) requires to perform matrix inversion, multiplication, and
eigendecomposition. All these are polynomial in n complexity tasks. Therefore, verifying if

the given K satisfies (3.6) is a polynomial in n complexity task.

An example of K that induces the linear regime can be obtained by considering n = 3

and

(v,a,v) = (0.5,0.5,0.2) (3.8)
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in (3.6). By taking the eigendecomposition of this K, it can be verified that it has three dis-
tinct eigenvalues given by A\ = 1, Ay = 3/7 and A3 = 7/3. The corresponding ellipsoid
(KI:I1 + In) 3 B™ (0,,,1) has three distinct radii, and it is shown in Fig. (left). The projec-
tion of this ellipsoid onto W = {x € R3 : 1Zx = 0} is equal to a 2-dimensional ball of radius
v = 1/2 as also illustrated in Fig. [3.3| (right).

Fig. @ shows that the corresponding optimal decision regions R, gy, 7 € P, are indeed
obtained as a permutation-independent linear transformation of the corresponding hypothesis
regions in Fig. namely as R, gy = (K~ + I3)#H,. We highlight that, for notational
simplicity, in Fig. we indicated R,k as Rr.

3.4.1 Sufficient and Necessary Conditions on the Spectrum and on the Eigenvec-

tors of K

We here provide sufficient and necessary conditions on the spectrum of K, i.e., on the set
of its eigenvalues, as well as on its eigenvectors that need to be satisfied for (3.6)) to hold. In

particular, we have the next proposition, the proof of which can be found in Appendix[A.2]

Proposition 3.4.5. A K satisfies the condition in if and only if it has eigenvalues \;, i €

[1: n] and eigenvectors v;, i € [1 : n] that are in either one of the two forms below:

* Case 1: All the n eigenvalues are the same; we have

where {t;, i € [1 : n]} is any set of orthogonal vectors in R"™, and vy € (0, 1);

* Case 2: At least two eigenvalues are different; we have

.
= iel:n—2],
aty+4/(a—7)2 +402

N=1 ey L (3.100

aty—4/(a—7)2+40?

2—a—~+/(a—7)2+4v2’ p=mn
Qs i€l:n—2],
V= (U ta— 1%) PR (3.10b)
—i—(v +79 - 15;‘/\) dn,
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where v € (0,1), a € (0,1), v € R satisfying v?> < min{ay, (1 — a)(1 — )}, and
qi, i € [1 : n] is the i-th column of Q € Q.

Remark 3.4.6. Proposition [3.4.5|provides sufficient and necessary conditions for K to satisfy
Theorem [3.4.1] in terms of its eigenvalues and eigenvectors. Specifically, Proposition [3.4.5]

shows that a K that satisfies (3.6)) has at most three distinct eigenvalues.

3.4.2 Case of n = 2 is Special

It is interesting to note that in the case of n = 2 the condition in 18 not restrictive, i.e., all
covariance matrices satisfy (3.6). To put it in other words, for n = 2 the linear regime is the
only regime, and Theorem [3.4.1] gives a complete characterization of the permutation recovery
problem.

One intuitive explanation why this follows is given by condition 3) in Theorem [3.4.T| which
requires that the projection of an n-dimensional ellipsoid onto the hyperplane W is an (n — 1)-
dimensional ball. When n = 2, this corresponds to projecting an ellipse onto a line. The result
of this operation is a segment, which is indeed a 1-dimensional ball. Therefore, for the case of

n = 2 any K satisfies (3.6). We next prove this formally using condition 4) in Theorem [3.4.1

Proposition 3.4.7. Let n = 2. Then, every positive definite covariance matrix KN satis-

fies (B.6).

Proof. For n = 2 and any positive definite symmetric K, the left-hand side of can be

represented by (w, g, z) as

(K + 1) ' = [w q] : (3.11)
q =z

where w > 0, z > 0, and wz > ¢%. Note also that the eigenvalues of the left-hand side of (3.11))
are smaller than one, and hence the triple (w, g, z) has also to satisfy this constraint. Hence, we

would need to find a triple (a,y,v) such that

[w q] =Q[” ”] Q7 (3.12)
q =z voa
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Figure 3.4: Optimal decision regions of the K1y that satisfies with parameters defined

in (3.8).
where the orthonormal matrix ) € Q can be chosen as

-1 1
1 1

1

©=5

It is not difficult to see that the triple (a,y, v) such that

w+ 2+ 2q
2 )

2

_wHz—2q

(3.13)

Z—w
) V= 9 )

satisfies all the constraints in condition 4) of Theorem [3.4.1] This concludes the proof of Propo-

sition3.4.7]

O]
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3.4.3 For n > 2 Memoryless Noise Can Only be Isotropic

We here focus on the case n > 2, and we prove that if the noise is memoryless, i.e., K1y is a
diagonal matrix, then all its diagonal elements have to be equal to ensure that (3.6) is satisfied,
i.e., the noise has to be isotropic. We note that this result justifies the fact that the K in (3.5))
puts us outside of the linear regime (see Fig.[3.2). We also highlight that such a restriction does
not apply for the case n = 2 since, as we have shown in Proposition[3.4.7] for this case any Kn

satisfies (3.6).

Proposition 3.4.8. Consider n > 2 and let KN be a diagonal positive definite matrix. Then,

K satisfies if and only if

Kn=-—1, (3.14)
1—x

for some v € (0,1).

Proof. Let Ky € R™™ n > 2 be a diagonal matrix with o2, i € [1 : n] in its diagonal entries.
We start by noting that if K is isotropic (i.e., Ky = cl,, for any constant ¢ > 0), then it has
eigenvalues \; and eigenvectors v; as in (3.9). Thus, if K is isotropic, then it satisfies the
condition in (3.6).

We now show that any diagonal positive definite K has to be of the form as in (3.14) to
satisfy (3.6). To this end, assume that KN is non-isotropic. Fori € [1 : n], since K is a
diagonal matrix, it has eigenvalues \; and eigenvectors v; given by

)\1'20'-2

7

v, = €y, (315)

where e; € R™ denotes an n-dimensional vector of all-zeros except a non-zero element in the
1-th position. However, from Proposition we know that there exists ¢ € [1 : n] for which
v, = %LL (since v = 0), and hence a K that is diagonal, but non-isotropic does not satisfy
the condition in (3.6). This concludes the proof of Proposition O
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3.4.4 On the Probability of Error

For the probability of error, we make a few comments about it. Specifically, the structure of the
optimal decision regions in Theorem [3.4.T|can now be utilized to provide the following geomet-

ric characterization of the error probability, the proof of which can be found in Appendix [A.3]

Proposition 3.4.9. Let K\ satisfy the conditions in Theorem Then, the error probability

is given by
Vol?™ (Cy, N AB?™ (0gy,, 1
Po=1—nl—2 (1“T (020, 1) , (3.16a)
det <K§> Vol?™ (B2 (0g,,, 1))
where
In OTLX?’L
A= 1|, Cu. =H;x(Kn+I)Hr, (3.16b)
I, KY

and where T € P can be chosen arbitrarily.

The result in Proposition [3.4.9] can now be used to derive various upper and lower bounds
on the probability of error, and hence find impossibility results, i.e., properties on the noise

covariance matrix K for which reasonable recovery is not possible.

3.4.5 Discussion on Possible Extensions

We discuss a few possible future directions and extensions. Perhaps one of the most natural
next directions is to look beyond the linear regime. For example, it would be interesting to un-
derstand whether the optimal decoder always has a reasonable closed-form characterization. In
particular, Proposition and the results in Fig. suggest that the optimal decision regions
have a symmetrical polyhedral structure, and it would be interesting to see if this structure can
be characterized. The possibility that such a characterization exists stems from the following

characterization of the optimal decoder: given an observation y

7" = argmax Pr[X € H,|Y =]
TEP

= arg max Pr[(L+Kn) "y +(In+ K5' )2 Z € 1], (3.17)

where Z is a standard Gaussian random vector. The proof of the second equality in (3.17)
follows from the fact that X given Y is Gaussian; see Remark for more details.



26

It would also be interesting to study the probability of error for the linear decoder proposed
in this work and compare it with the probability of error of the optimal decoder in the regimes
not covered by Theorem [3.4.1] Recall that the optimal decoder in the linear regime consists of
the optimal linear estimator combined with a sorting operation (see Remark [3.4.2]and Fig. [3.1).
This decoder is very attractive as it is relatively easy to implement in practice. In particular, it
is reasonable to suspect that there exists a large set of noise covariance matrices for which such
a decoder will perform relatively well.

Another interesting direction is to consider whether the results of this paper can be gener-
alized beyond the assumption that X € R"™ is Gaussian. One attractive direction to consider
is the case when X € R" is exchangeable. The assumption of exchangeability still allows to
use the symmetry argument, and in particular, Proposition [3.3.1] holds under this assumption
(see Remark . Furthermore, let X, € R" be the random variable distributed according to
Ix|y (-|y); then, from Proposition it follows that the linear regime is optimal if and only

if there exists a constant ¢ € (0, 1) such that
Pr[Xo € H,] =¢,VT € P. (3.18)

Thus, an interesting future direction would consist of identifying the family of the noise co-
variance matrices for which holds when X € R" is exchangeable, but not necessarily

Gaussian. Some initial steps toward this topic can be found in Chapter {4

3.5 Proof of Theorem 3.4.1]

In this section, we prove the results in Theorem [3.4.1] In particular, the proof follows the next
sequence of implications
1)=2)<3)<4)=5)=1),

which are next analyzed in different subsections. Note that the implication 5) = 1) follows

immediately.

3.5.1 Proof of the Implication 1) = 2)

We prove that 1) = 2), i.e., the fact that R, f, is a permutation-independent linear transforma-

tion of #, implies that 0,, € (), cp Rr K- To this end, we prove the next lemma by leveraging
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the symmetry condition proved in Proposition |3.3.1

Lemma 3.5.1. Suppose that
Rrkn =AHr +b, VT € P, (3.19)

where A is an nxn matrix, and b is an n-dimensional column vector. Then, 0,, € ﬂ’TEP Rr k-

Moreover, b must be of the formb = tA1l,, for somet € R.

Proof. Let Ly = {x eER":x €, cp ’HT} be the set of points that belong to the intersection
of H,, V7 € P. Note that this set of points forms a line in R", which is given by

Ly ={xeR":x=kl,, kK €R}. (3.20)

Similarly, let Lr = {X eER":x€N,cpRr, KN} be the set of points that belong to the
intersection of R, iy, V7 € P. Note that this set is non-empty. From the assumption in
Lemma [3.5.1] we have that Lr = ALy + b. Thus, L5 is also a line in R™ defined as

Lr={x€eR":x=krAl,+Db, k € R}. (3.21)

Now let 0,, # ¥ € L. Then, by Proposition if y € Lz, we have that —y € Lx. Since
L is a line that contains both —y and y, it must contain also 0,. Finally, observe that the
only b that is allowed (i.e., that ensures that the line contains both —y and y) is of the form

b =tA1, for some t € R. This concludes the proof of Lemma|3.5.1 O

Note that the fact that the shift vector b in Lemma is of the form b = tA1,,, for some
t € R, implies that

Lr={xeR":x=(k+1t)ALl,, k,t € R} = ALy, (3.22)

and
Regn = Ay + b= A(H, +11,) = AN, (3.23)

In other words, such a choice of b does not affect the shape of the decision regions.
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st (S)

Figure 3.5: Steiner symmetrization.

3.5.2 Proof of the Implication 2) < 3)

1
We here prove that 2) < 3), i.e., the fact that (Kx' + I,,)” > B" (0,, 1) projected onto W =
{x € R" : 1Ix = 0} is an (n — 1)-dimensional ball of radius + for some v € (0, 1) implies
that 0,, € (), cp Rr, Ky and vice versa.

In particular, the proofs 2) < 3) and 2) = 3) will leverage a symmetrization method

known as Steiner symmetrization [56], which we next formally define.

Definition 3.5.2. Let S be a bounded set in R™, and WV be an (n — 1)-dimensional vector
subspace of R™. The Steiner symmetrization of S with respect to Y is the operation that
associates the set styy(S) in R™ to the set S such that, for each straight line ¢ perpendicular to
W, we have that ¢ N styy(S) is either a closed line segment with the center in WV or is empty.

Moreover, the two following conditions need to be satisfied
length (¢ N'S) = length (¢ Nst(S)) , (3.24a)

and

{Nsty(S) =2 ifandonlyif /NS =0. (3.24b)

Fig.[3.5]illustrates the application of Steiner symmetrization on the set S with respect to the
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line YW. We now provide some properties of Steiner symmetrization that will be useful in the

upcoming proofs.

Proposition 3.5.3. The Steiner symmetrization styy(S) of the set S with respect to W satisfies

the following properties:

* Steiner symmetrization preserves convexity. Moreover, it transforms ellipsoids into ellip-

soids [157].
* Steiner symmetrization preserves the volume, i.e., Vol" (S) = Vol" (sty(S)) [56].

* Steiner symmetrization preserves the orthogonal projection onto W, i.e., Proj,(S) =

Projyy (stw/(S)), where Projyy (A) denotes the orthogonal projection of the set A onto W [58)].

Another result that we will leverage to prove 2) < 3) is provided by the following lemma,

the proof of which can be found in Appendix [A.4]

Lemma 3.5.4. Let U ~ N(0,,, Ky), where Ky is positive definite. Then,

_1 1
det <KU2> Vol" (’HT N KB (0, 1)>
Vol™ (B™ (0, 1))

Pr(U e H,)=

(3.25)

We are now ready to prove 2) < 3), the proof of which consists of two parts. The first part
is provided in the next lemma, which leverages the observation in Remark [3.4.2] and is proved
in Appendix

Lemma 3.5.5. 0,, € ().cp R+ ky if and only if there exists a constant n) > 0 such that
_1
Vol" (HT N (KN + 1) 2B" (0, 1)) =, V1 € P. (3.26)
The second part of the proof 2) < 3) is given by the next lemma, which characterizes the

solution of (3.26)) in terms of K and relies on the Steiner symmetrization technique.

Lemma 3.5.6. A K\ is a solution for (3.20)) if and only if there exists a constant v € (0,1)
_1
such that the ellipsoid (K§1 + In) 2 B" (0, 1) projected onto the hyperplane W = {x €

R"™ : 1x = 0} is an (n — 1)-dimensional ball of radius .
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Proof. Let Lyy = {x eER" :x €, cp HT} be the set of points that belong to the intersection
of H,, V7 € P. From (3.20), we have that

Ly ={xeR":x=kl,, ke R}, (3.27)

which is a line in R™. From Lemma [3.5.5] we have that y = 0,, is a boundary point for all the

optimal decision regions, i.e., O, € (), cp Rr Ky if and only if
_1
Vol" (’HT N (Kﬁl + In) 2B" (0, 1)) =n, VT €P, (3.28)

for some > 0. In particular, with reference to (3.28), H, is an n-dimensional cone, and
(K ng + In) 3 B™(0,, 1) is an n-dimensional ellipsoid centered at 0,,. We also highlight that
‘H,, V7 are all open sets along the direction L4, i.e., forany 7 € P and k € R, if X € H.;, then
X+ kl, € H,.

For ease of geometrical representation, we now apply Steiner symmetrization (see Defini-

_1
tion [3.5.2) on the ellipsoid (Kil + In) 2 B™"(0y,,1). In particular, with reference to Defini-

tion we consider Steiner symmetrization with respect to the hyperplane
W= {xeR":1Ix =0}, (3.29)

which is perpendicular to the line £ in (3.27). Note that W is an (n — 1)-dimensional vector
_1

subspace of R™. By applying Steiner symmetrization on the ellipsoid (Kﬁl + In) 2 B"(0p,1)

with respect to W in (3.29), we obtain a new ellipsoid £" (see Proposition[3.5.3) given by

_1
E" = sty <(K§1 +1,) 2 B"(0,, 1)) : (3.30)
which has the same volume of the original ellipsoid (see Proposition [3.5.3)), namely
_1
Vol <(K§1 +1,) 2 B"(0,, 1)) = Vol™ (™).

It is also worth noting that £™ is centered at 0,,, it has L4 in (3.27) as an axis, and it is symmetric
with respect to VV. These properties, together with the fact that H,’s with 7 € ‘P are all open
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Figure 3.6: Steiner symmetrization of the ellipsoid C = (K 1(11 + I 2) 2 B2(0,, 1) with respect

to W in (3.29) where Ky = [%ﬂ.

sets along the direction L4, imply that
_1
Vol” <Hm (Kx'+1n) 2 B”(on,1)>:\/oln(%m EM). (3.31)

A graphical representation of the procedure explained above is given in Fig. [3.6| for the 2-
dimensional case. From the analysis above, it hence follows that the problem of finding the
family of Kn’s that satisfies (3.28) is equivalent to finding the family of K’s such that there

exists a constant 1 > 0 for which
Vol (H,NE™) =n, VT € P. (3.32)

We now leverage the following lemma, the proof of which can be found in Appendix[A.6| which
provides sufficient and necessary conditions for (3:32) to hold.

Lemma 3.5.7. Let £™ be an n-dimensional ellipsoid centered at the origin and having one axis
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1

\/ﬁln. Then, there exists > 0, such that

of the type v =
Vol (H,NE™) =n, VT € P, (3.33)

if and only if E™ has equal radii for all axes except possibly the axis v.

The result in Lemma [3.5.7]says that, in order for (3.32)) to hold, the ellipsoid £" has to have

a special structure, namely it has to have equal radii for all axes except possibly the axis Ly

in (3.27). Mathematically, this special structure of the ellipsoid £” can be represented as
E"nwW =B"10,,7), (3.34)

where 7 € (0, 1) is the radius of the (n — 1)-dimensional ball B~%(0,,,). Note that the fact
_1
that vy € (0, 1) follows from the structure of the original ellipsoid, i.e., (KIII1 +1,) 2 B"(0,,1)

since, by taking the eigendecomposition, we can write

1
(KN' +1,) 2 =V(A ' +1,)2v7,

which implies v < 1 since all elements of (A~! + In)_% are strictly smaller than one. We

finally note that

Ennw ® Projyy (&™)

® Projyy ((Kgl + In)_% B"(0,, 1)) , (3.35)

where the labeled equalities follow from: (a) the fact that £ is a convex set and is symmet-

ric with respect to W; and (b) the projection property of Steiner symmetrization in Proposi-

tion[3.5.3] Thus, (3.34) becomes
_1
Proj,y <(KN1 +I,) 2 B" (0, 1)> = B"71(0,,7),
where vy € (0,1). This concludes the proof of Lemma[3.5.6] O

3.5.3 Proof of the Implication 3) < 4)

We prove that 3) < 4), namely we prove the next lemma.
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Lemma 3.5.8. Let Q = {Q €SO(n) :qn = ﬁln} where SO(n) is the set of n X n real-

valued orthonormal matrices, and qy, is the n-th column of Q). Then, a KN is a solution for

Lemma[3.5.6|if and only if

_ -1 Yln—2  Op_ox2
(BN + 1) =@ [0 A e
2xn—2

where Q € Q, S = [7 0], andy € (0,1), a € (0,1) and v € R satisfying v? < min{a~, (1 —
a)(1 =)}

Proof. We start by noting that any n-dimensional ellipsoid can be represented in terms of a
symmetric matrix. In particular, an n-dimensional ellipsoid defined as K B (0,,,1) with K

being a positive definite matrix, can be equivalently represented as
KzB" (0,,1) ={yeR": y' Ky <1},

and hence
1
(K" +1n) 2B"(0,,1)={x e R" : x" (K + 1) x < 1} .

Now, let C' be any n X (n — 1) matrix whose columns form an orthonormal basis of the hy-
perplane W = {x € R" : 1Ix = 0}, which is an (n — 1)-dimensional vector subspace of
R™. Then, from [59], the relationship between the original ellipsoid (K" + I;,) 3 gn (0,,1),
which is specified by the matrix (K 1:11 + 1 n) _1, and its projection on the hyperplane V' namely
Projy, ((Kx' + In)_%Bn (0, 1)), which is specified by B in the projection subspace, is given
by the equation

B=CT (K5'+1,) " C. (3.36)

We want to find the sufficient and necessary conditions that ensure that the projection of the
_1

original ellipsoid (Klg1 +1,) % B"(0,,1) onto the hyperplane W is an (n — 1)-dimensional

ball, i.e., in (3.36) we need B = ~I,,_1, where 7 is the radius of the (n — 1)-dimensional ball.

We delegate the derivation of such necessary and sufficient conditions to Appendix O
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3.5.4 Proof of the Implication 4) = 5)

We here prove that 4) = 5), i.e., a K that satisfies Lemma implies that R, g, =
(KN + I,) H,, for all 7 € P. Towards this end, we leverage the following auxiliary lemma,
the proof of which is in Appendix [A.8]

Lemma 3.5.9. Let Yo ~N <0n, f() with K = (K;Il + In)_l that satisfies the condition in
Lemma Then, there exists some (3 € (0, 1) such that

Pr (YO e ”HT> — 8, VreP. (3.37)
Moreover, if y € H,, then
Py (YO trye Hn) = max {Pr(Yo tye HT)} . (3.38)

We now leverage Lemma to prove the implication 4) = 5), and hence to conclude the

proof of Theorem [3.4.1] In particular, we have the following lemma.

Lemma 3.5.10. Suppose that Kn satisfies the conditions in Lemma Then,
Ry = (KN + L) M. (3.39)

Proof. Let Y = Yo + § where Yo ~ A (On,f() with K = (Kx'+1,) ", and 5 =
(I,+Kn)""y. Next, note that

fyly.Ho) = / fly — %) fx () dx

XGHT
/ o By —0TKR (%) o bxTx
XGHT

dx
\/(27)”det(KN) \/(27')”

/ o3 (YRR y =2y TE G et (K G 1n)x)

= dx
XEH~ (27)7/det(KN)

. —LF—x)T (K +1n) (7 —%)

® o . ~ dx

<€t J(2r)ndet (K' + 1))

© o Pr(Y € #y)

=CyPr(Yo +3 € H,), (3.40)



35

where the labeled equalities follow from: (a) defining

o det (KR + 1))
B (27)" det(KN)

o5 KNy 33T (KQ' +10) .

9

y

and (b) noting that the integrand is equal to the multivariate Gaussian density f (-).
Now if y € H, or equivalently if y € (Kw + I,)H,, in view of (3.40) and using
Lemma [3.5.9] we have that

fy(y, Hy) = Cy Pr(Yo+y € Hy)
= Cy max {PY(YO +ye€ ”HT)}
~ max {cy Pr(Yo+¥ € %T)}
= max {fy(y,Hr)}. (3.41)

This indicates that H, is an optimal decision for all y € (Kn + I,)H,. Thus, when Kn

satisfies the conditions in Lemma [3.5.8] the optimal decision regions are given by
Rrkn = (KN + In)H;, V7T €P. (3.42)

This concludes the proof of Lemma[3.5.10] and of Theorem [3.4.1] O

3.6 Conclusion

We have considered a hypothesis testing framework to study a problem of data permutation
recovery from an observation corrupted by correlated Gaussian noise. We have shown that
the optimal decision regions may or may not be a linear transformation of the corresponding
hypothesis regions depending on the noise covariance matrix. We have focused on the linear
regime, which is appealing from a computational perspective as within it the optimal decoding
is of polynomial complexity in the data size. We have characterized the optimal decision re-
gions in the linear regime and shown that they are identical to the hypothesis of the observation
multiplied by a permutation-independent linear function of the covariance matrix. We have dis-

cussed several practical implications of this result. For instance, we have shown that when the
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data size is equal to two, the linear regime is the only regime, and when the data size is larger
than two if the noise is memoryless then it must be isotropic to induce the linear regime. By
leveraging the structure of the optimal decision regions, we have also derived the probability of
error in terms of a volume of a region that consists of the intersection of a cone with a linear

transformation of the unit radius ball.



Chapter 4
Probability of Error and Asymptotics

In this chapter, we focus on the probability of error in the permutation recovery problem.

4.1 Introduction

In this chapter, we study the data permutation recovery problem in the framework of an M -ary
hypothesis testing defined in Chapter[2)with focus on the probability of error and its asymptotics.

In particular, we consider a scenario where
Y =X+N, 4.1)

with Y € R being the n-dimensional noisy observation, X € R" being the input data vector
not necessarily isotropic Gaussian, and N € R"™ being the noise vector distributed according to
N (0., KN). The goal is to estimate the ordering (that is, the permutation) of X based on the
noisy observation of Y. As a follow up to Chapter 3] where the permutation recovery problem
was studied with a focus on characterizing the optimal decision criterion, this chapter studies
the fundamental limits of this problem in terms of error probability under the constraint that
a linear decoder (i.e., a linear estimator AY + b for some A € R and b € R" that are
the same across all permutations, followed by a sorting operation) is employed. Studying the
problem with such linear decoders is important for several reasons.

First, linear decoders can be optimal (i.e., they lead to the smallest probability of error)

when the noise is isotropic, and the distribution of the input data vector is exchangeable; for

37
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Table 4.1: Outline of our results under different data distributions.

Data distribution
Arbitrary Exchangeable 1id.
Result
Error probability Theorem(4.3.2| | Corollary |4.3.3| & |4.3.6| —
Low-noise asymptotics Theorem |4.4.1 Corollary 4.4.3 Proposition 4.4.4]
High-noise asymptotics gr }:)i)(::irtlilo% Corollary |4.5.4 —
High-dimensional asymptotics — - Theorem |4.6. 1|

this case, the optimal A and b are the identity matrix of dimension n and the all-zero vector of
length n, respectively. Second, the optimal decoder can be linear even if the noise is colored; as
shown in the previous chapter, for example, a linear decoder becomes optimal when the Gaus-
sian noise covariance matrix K satisfies the geometrical condition that the projection of the
n-dimensional ellipsoid induced by K1 onto the hyperplane W = {x € R" : 1,/ x = 0} is an
(n — 1)-dimensional ball; for this case, the optimal b is again the all-zero vector of dimension
n, but the optimal A might not be anymore the identity matrix of dimension n. Third, linear
decoders are suitable for practical implementations since they have at most a polynomial com-
plexity in the data dimension n, while a naive optimal decoder (i.e., an exhaustive algorithm)
has a factorial complexity in n. Finally, in scenarios where the statistics of the data distribution
and/or of the noise are unknown, the linear decoder might be the only sensible choice.

Table [.1] enables readers to easily access our main results, which are summarized as fol-
lows. Initially, we delineate the error probability associated with the data permutation recovery
problem under the operation of a linear decoder. This characterization of the error probability
remains valid across any continuous data and for Gaussian noise channel with arbitrary corre-
lations amongst components in noise vector. Notably, we investigate the specific contexts of
exchangeable data distributions and isotropic noise distributions, offering a thorough examina-
tion of their nuances.

Following this, in one hand, we explore the error probability behavior within the realm of
minimal noise interference. For the purposes of our study, we adopt the premise of isotropic
noise—characterized by a diagonal scalar covariance matrix, with o representing the standard
deviation of noise. Within this minimal noise environment (i.e., as ¢ — 0), we observe that

the error probability behaves linearly with o. This increase manifests with a slope potentially
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quadratic in relation to n, and correlates directly with the Lo norm of the input data’s proba-
bility distribution function. On the other hand, we extend our study to the high-noise scenario,
analogous to our approach with the low-noise regime. Here, as ¢ — oo, we identify that the
error probability can be expressed as a cumulative sum of anticipated spacings amongst the data
order statistics. Notably, the expression 1 — 1/n! emerges as a predominant factor influencing
the error probability across various data distributions of interest.

Concluding our analysis, we establish both upper and lower bounds for the probability of
correctness, particularly when the input data vector, X, comprises independently and identi-
cally distributed (i.i.d.) components. These bounds elucidate a decline in the probability of
correctness to zero, exponentially as n extends towards infinity—characteristic of the high-
dimensional domain. Moreover, we present a universal upper bound for the probability of
correctness applicable to any sub-Gaussian i.i.d. data distributions, alongside more stringent

bounds for scenarios wherein X adheres to an i.i.d. Gaussian model.

4.2 Preliminaries: Generalized Spacing

The data permutation recovery problem is naturally related to the field of order statistics [53]. In
particular, as it will become clear throughout the paper, the spacing [60] between order statistics
will play a significant role. We here formally introduce the concepts of spacing and generalized
spacing using the order statistics of X. The ¢-th order statistics of X € R"™ (denoted by X;.,,)
is a random variable that follows the distribution of the i-th smallest value among the n entries
of X. For instance, X7., (respectively, X,,.,,) denotes the random variable with the distribution
of the smallest (respectively, largest) value of X. The ¢-th spacing (denoted by W;) is then

formally defined as follows.

Definition 4.2.1 (Spacing [60]). Given a random vector X € R", its ¢-th spacing is defined as
W, = Xi+1:n — X, Vi € [1 n— 1], “4.2)

where Xj.,, is the i-th order statistics of X.

By stacking together W; for all i € [1 : n — 1], we obtain W € R"~!, which represents the
gap between the order statistics [53]] of X (i.e., the sorted version of X). Since W measures the

absolute difference between nearest values of X, the support of W is the non-negative space,
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ie., Pr(W >0,) = 1. When X is exchangeabl(ﬂ it will be convenient to represent the spacing
of X in the following conditional for

WLT.X|XeH,, VreP, (4.3)
where T, € R("~1)*" i5 given by
(T7)ij = Wj =1y} — {j =7}, 4.4)

with 1¢,—,1» = 1 if and only if © = y and equal to zero otherwise. For instance, let n = 4 and

consider 7 = (4,2, 1, 3); then, we have that

0 1 0 -1
Tyoiz=|1 -1 0 0 (4.5)
-1 0 1 0

In particular, (4.3) follows from the fact that, by letting n = (1,2,...,n), the spacing can be

expressed as

w@TX|Xen,

7 PX | X e H,

O7X|Xe#, 4.6)
where the labeled equalities follow from: (a) Definition (b) letting T;, = T P, where P
is the permutation matrix that permutes x € H, to Px € H,; and (c) the fact that X | X €
H, 4 pTX | X € H. due to the exchangeability and PP " = I,,.

The expression of W in (4.3)) holds under the assumption that X is exchangeable. In order
to analyze the case of an arbitrary (i.e., not necessarily exchangeable) distribution on X, we will

need the concept of 7-spacing of X for the permutation 7 € P, which we next formally define.

Definition 4.2.2 (7-spacing). Given a random vector X € R", the 7-spacing of X for 7 € P is

'A sequence of random variables Uy, . .., U, is said to be exchangeable if, for any permutation (71, ..., 7,) of

the indices [1 : n], we have that (Un,...,Uy) < Uryy..,U).

2With reference to #@3), T-X | X € H- represents the random vector T-X conditioned on the event X € H.,.
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defined as

W, =T,X | X € H., 4.7)

where T’ is given in (5.15)). In other words, W is the spacing of X | X € .

We note that, when X € R" is exchangeable, then W 4 W for all 7 € P, where W
and W are defined in Definition 4.2.1] and Definition .2.2] respectively. However, in general

d
W £ W,

4.3 Probability of Error with Linear Decoder

In this section, we focus on characterizing the probability of error of the data permutation re-
covery problem described in Section [2.2] Given the hypothesis and decision regions defined

in (2.1) and (2.4), respectively, we have that the optimal error probability P, is given by

P.=1-P,, (4.8a)
Po=) Pr{Y € Rrxy} N{X € H,}), (4.8b)
TEP

where P, is the probability of correctness. Note that the error probability in (.8)) is the minimum
error probability as the decision regions R, i ’s in (2.4) follow the MAP criterion. Our focus
is on assessing and analyzing the probability of error when a linear decoder is employed. The

linear decoder ¢y, : R™ — P, based on the parameters A and 15, is defined as follows.

Definition 4.3.1 (Linear decoder). The linear decoder parameterized by A € R"*" and b € R"
is defined such that, for all y € R™, we have

$in(y; A,b) = 75 s 4.9)

where T Ay+b is the permutation according to which the vector Ay + b is sorted.

The linear decoder in Definition with parameters A and b first computes a permutation-
independent linear transformation y, of y, i.e., y; = Ay + b, where A € R"*™ and b € R”

are the same for all permutations, and then it outputs the permutation of y,. The corresponding
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decision regions in (2.4)) when the linear decoder is used become
Rrky = AH: +b, VT € P. (4.10)

Note that the parameters (A, b) in @10) and (A4, b) in @#I) are related as A = A~ and b =
—A~1b. Our choice of assessing the probability of error performance when a linear decoder is
employed stems primarily from three factors. First, a linear decoder has low complexity (at most
polynomial in the data-vector dimension n) compared to a brute force evaluation of the optimal
test in (2.4)), which has a practically prohibitive complexity of n!. Second, for some cases, such
as when X ~ AN(0,, I,), it has been shown in Chapter [3| that a linear decoder can indeed
be optimal, i.e., it minimizes the probability of error, under certain conditions on the noise
covariance matrix K. Third, even when the conditions in Theorem [3.4.1| are not satisfied,
extensive numerical evaluations have shown that the probability of error incurred by using a
linear decoder ¢y, parameterized by A = I, and b = 0,, is very close to the one incurred by the
optimal MAP decoder ¢yap. For instance, Fig. (obtained by using a Monte Carlo simulation
with 10° iterations) considers the case n = 3 and shows that ¢y, (red curves) performs closely
to dmap (blue curves) for the case when X ~ N (03, Kx) with Kx € {K7, K3} where

1 1 1 1
L =3 =3 L3 1
K= —% 1 —% and Ky = % 1 % “4.11)
1 1 1 1
-3 —z3 1 13 1

It is worth noting that K; and K> above do not satisfy the optimality conditions in Theo-

rem|3.4.1|since X is not exchangeable.

4.3.1 Probability of Error

We now derive an expression for the probability of error when a linear decoder is used, which

is denoted by P, ;i and is given by the theorem below.

Theorem 4.3.2. Let X € R" be a continuous random vector, and N ~ N (0,,, KN). Then, for

any invertible A and b defined in (4.10) and any noise covariance matrix K, the probability
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+Pe(¢lin)7 KX = K2
-0~ P.(¢mar), Kx = K,

0.1 0.2 0.3 0.4 0.5
o

Figure 4.1: Comparison of P, using the decoders ¢nyap (blue curves) and ¢y, (red curves),
where ¢y, uses A = I, and b = 0,,. We set X ~ N (03, Kx) with Kx € {I3, K1, K2} and
N ~ N(03,0%13), where K; and K5 are given in (@.I1).

of error when the linear decoder is employed is given by

Pom=1-Y E [QRT(—TTA‘I(X—b)) ‘XGHT} Px(H.), (4.12)
TEP

where K, = T,ATYKNATTTT € RO-DX=D with T+ € P given by @A), and where

Q i (-)is the multivariate Gaussian Q-function with covariance matrix K,

Proof. By substituting the decision regions in (#.10) inside the probability of correctness in (£.8])

and by using the Bayes’ theorem, we obtain

Poin=Y _ Pr(Y € AM,+b,X € H,)

TEP
=Y Pr(Y € AH, +b|X € H,) Px(H-)
TEP
1
=) |E Pr<X+ KZZ —b € AH, X) ‘ X € ’HT] X PX(’HT)], (4.13)
TEP

where the last equality follows by the law of total expectation and by the fact that Y = X +
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1
KZZ with Z ~ N(0,,, I,).

We now focus on the conditional probability inside the conditional expectation in (4.13).

For each H.-, V7 € P we have that
%)

=Pr(A7'(X-b)+UecH, |X), (4.14)

1
Pr<X+K§IZ—beAHT

1
X) =Pr (A—l(x —b)+ AT KRZ € H,

1
where the last equality follows by letting U = A~ KZZ. Note that U ~ N(0,,, A7! KA~ ).
Then, given X, the event inside the conditional probability in (4.14)) can be expressed as

{a- (X - b)+ U e H,} ﬂ{ JrUr;C<(A—1(X—b))TIchl +UTk+1}
{ L (ATX b)) < Uny, _Um}
k=
={-T.A7' (X -b) < T, U}, (4.15)

where (A71(X — b)), denotes the 7;-th entry of A~1(X — b), and the last equality follows
by using the definition of 7, 7 € P in (5.15)). By introducing a random vector V. = T, U ~
N(0,_1, K,), where K, = T, A" KN A~ "T,, and by leveraging [@#13), we obtain an equiv-
alent expression for {.14) as

1
Pr <X+K§Z—beA’HT

X> =Pr(-T-A7' (X -Db) < V.| X). (4.16)
By substituting this into (@.13), we obtain

Pujin =Y E[Pr(-T;A7Y(X -~ b) <V, |X) |X € H,| Px(H,)
TEP

—ZE[ ~T,A (X b)) ‘XGH}PX(H) @.17)
reP

where the last equality follows by letting ) i, (+) be the multivariate Gaussian Q-function with

covariance matrix K. . We conclude the proof of Theoremby using P jin = 1—FPjin. U

Next, we evaluate the probability of error expression in Theorem [.3.2] for two practically
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relevant cases, in which the expression for I, j;, is also slightly simpler.

4.3.2 Exchangeable Data Distribution

We here investigate the effect of data exchangeability. Let us assume that X is exchangeable.
By the definition of exchangeability, we have that X 2 pX for any permutation matrix P.
Thus, for any 7 € P and n € P, we have that

PX(HT) = PX(H'II)? (4.18)
which results in

1
Y Px(H;)=1 = Px(MH,;)=—, VreP. (4.19)
TEP G
By substituting (4.19) inside (4.12) in Theorem [4.3.2] we obtain the following corollary that

provides the probability of error under the exchangeability assumption on X.

Corollary 4.3.3. Let X € R" be an exchangeable random vector, and N ~ N (0, KN). Then,
the probability of error expression in Theorem reduces to

Pjin=1- % S E[Qg, (-TATN (X - b)) [ X e, (4.20)

TEP
Remark 4.3.4. The exchangeability assumption in Corollary can be considered as mild.
Exchangeable, in fact, includes data that does not need to be necessarily i.i.d., but can be cor-
related. For instance, any convex combination of i.i.d. random variables and any spherically
contoured distribution are exchangeable. Moreover, assuming an exchangeable data distribution
is reasonable whenever the data has no natural order, e.g., relational data such as social network

users, ratings, and preference data [61]].

4.3.3 Exchangeable Data Distribution and Isotropic Noise

We here consider the case when X is exchangeable and the noise is isotropic, i.e., the covari-
ance matrix of N is a diagonal matrix with constant entries, i.e., N ~ N(0,,0%I,). These

assumptions substantially simplify the result and make it easy to decode the permutation. For
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instance, we have that the optimal decision regions are given by R, = H,,7 € P as shown

in the following lemma (proved in Appendix [B.T)), which is a generalization of [1, Theorem 1].
Lemma 4.3.5. Assume that X € R" is exchangeable and N ~ N(0,,,0%1,,). Then, given an

observation'y of Y, we have that

¢opt(y) = ¢1in(y; CITH On)a (421)

forany ¢ > 0. As a result, P. = P, jin.

With reference to (4.9) and (@.10), by setting A = I,, and b = 0,,, Lemma states that
the linear decoder ¢y, (+; I, 0y,) is optimal regardless of the value of o. By substituting these
values inside K, € R(=1*(=1) i Theorem |4.3.2} we obtain

K, =T, AT'KNAT"'T =0T, T = °K,
2 i=j
(K)ij=4 -1 i=j+1landj=1i+1,

(4.22)
0 otherwise,

that is, K € R("~D*("=1) i5 a tridiagonal Toeplitz matrix. Thus, with K, = o2K for all
T € P, the probability of error expression in Theorem[4.3.2] (or Corollary {.3.3)) reduces to

1
Pejin =1-— Y E Qi (—-T-X) | X € H,]. (4.23)
TEP

We note that 02K is independent of 7 € P, and W 4 T.X | X € H,, VT € P as stated

in (.3). Hence, the conditional expectation in (4.23) is constant in 7 € P and can be written as
1
Pe,lin:1 - EE [Qa’2k (_W)] Z I=1-E [QUQR (_W)] ’
TeP

which gives the minimum probability of error in the isotropic noise scenario with exchangeable

X € R"™. The following corollary states this result formally.

Corollary 4.3.6. Let X € R"™ be an exchangeable random vector and N ~ N'(0,,,0%1,,). Let



47
W be the spacing of X. Then, the minimum probability of error is given by P, = P, y;, with

Pelin=1-E[Q, 2 (-W)], (4.24)

where K is defined in @22) and where Q2 () is the multivariate Gaussian Q-function with

covariance matrix oK.

With the goal to better understand the behavior of the probability of error, in the remaining
of this chapter, we will focus on the isotropic noise scenario, i.e., we will assume that Ky =
o%I,. As will be argued below, for many cases of interest, this assumption is without loss of

generality.

4.4 Low-noise Regime

In this section, we study the rate of convergence of I, j;,, in the low-noise regime (i.e., o — 0).
In particular, we consider the error probability of the data permutation recovery problem when
the noise is isotropic, i.e., Ky = ¢2I,. Under this assumption, the regions Rrkn-T € P
in depend on Ky only through o, and hence, we let R, gy = Rr.0.

4.4.1 Arbitrary Data Distribution

We here focus on the asymptotic behavior of the probability of error in Theorem 4.3.2]in the
low-noise regime, without any assumption on the distribution of X. We start by noting that
we expect the probability of error to be close to zero when 0 — 0. However, when a linear
decoder ¢y, (+; A, b) is used, the probability of error might not be close to zero if A and b are
not properly chosen. To see this, consider the extreme case 0 = 0 (noiseless case), and consider
the linear decoder ¢y, (+; P, 0,), where P is any permutation matrix except for the identity
matrix I,,. Since o = 0, we observe y = x; however, ¢y, (+; P, 0,,) declares the permutation of
Py as the estimated permutation of x, which incurs a probability of error equal to one. Given
this, in order to avoid a non-zero error probability when o — 0, we set the linear decoder to be
®1in(+; In, 0p,). As argued above, this linear decoder gives the correct value of P, ji, for o = 0
for any distribution on X (see also Fig. |4.1|for a simulation result that shows its closeness to the
optimal MAP decoder).
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Pe,lin(g)

With the linear decoder ¢y, (-, I,, 05, ), we are now interested in characterizing lim,_,o o

as an asymptotic behavior of P ji, (o) in the low-noise regime (we use P ji, (o) to highlight the
fact that the probability of error is a function of o). The next result, the proof of which can be
found in Appendix shows the behavior of P ji, () in the low-noise regime for an arbitrary
distribution of X and N ~ N(0,,, 01,).

Theorem 4.4.1. Let X € R" be a continuous random vector and N ~ N (0,,, 021,,). Assume
that the T-spacing of X in (4.7), namely W ., is such that, for any T € P,

max fw, ), (w) < oo, Vi, (4.25a)

max fw.), (w,), (4 v) < oo, Vs, t. (4.25b)

Then, by using the linear decoder ¢y (+; I, 0y,), we have that

= fow.,y, (07) 9
Pejin(0) =) > Px () ==Cj=—0 + 0("), (4.26)
TEP i=1 Q

where f(WT)i(()Jr) = wh_%lJr f(WT)i(U’)' Consequently, in the low-noise regime, we have that

Pe in — )i O+
lim 10@ =¥ PX(HT)M. 4.27)

o—0 s
TEP 1=1 f

Theorem m provides the exact rate of convergence of P ji, () in the low-noise regime
and the first-order approximation of P, ji, (o) for a large class of distributions of X and N ~
N(0,,0%1,) when ¢y, (-; I, 0,,) is used. Theorem demonstrates that in such a setting
and provided that holds, the probability of error is a linear function of o in the low-noise

regime, and its slope is determined by the density function of the 7-spacing of X for all 7 € P.

Remark 4.4.2. Theorem holds for any distribution of X under the assumption in (4.25))
and hence, the assumption Ky = 021, is without loss of generality. In particular, the result for
X ~ fx and N ~ N(0,, %K) with positive definite K € R™ " is the same as the result for
X~ f . 1y andN~N(0,, o?l,).

Next, we analyze Theorem for two cases for which the linear decoder ¢y, (+; Iy, 0y,)
is optimal, i.e., Pe(0) = Pein(0).
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4.4.2 Exchangeable Data Distribution

We here consider a distribution of X that is exchangeable, which implies that ¢y, (+; Iy, 05,) is
optimal (see Lemma .3.5) with the corresponding error probability given in Corollary [4.3.6]
Since for an exchangeable X, we have that W 4 W, V7 € P, instead of the 7-spacing in
Definition [4.2.2] we make use of the spacing of X in Definition With this, we obtain
the next corollary, which shows the low-noise asymptotic of the minimum P.(o) under the

exchangeability assumption.

Corollary 4.4.3. Let X € R" be exchangeable and N ~ N(0,,021I,). Assume that the
spacing of X in @.3), namely W, is such that
max fiy, (w) < 0o, Vi (4.282)
w

max fw, w, (u,v) < 00, Vs, . (4.28b)

Then, by using the linear decoder ¢ (+; I, 0y,), we have that P.(c) = P, jin(0) with
o+ 0(c?), (4.29)

where fy,(07) = lim+ fw, (w). Consequently, in the low-noise regime, we have that
w—0

o—0

. Pe,lin(U) . — le (0+)
lim = ; Y (4.30)

4.4.3 i.i.d. Data Distribution

As shown next in the case of i.i.d. data (which is a special case of exchangeable data), the
low-noise expansion of P, jin (o) has an explicit dependence on the dimension of the data. In
particular, the following proposition (proved in Appendix shows that the asymptotic be-
havior of P.(c) in the low-noise regime can be determined by the Ly-norm of the pdf of any

single entry of X and has a quadratic dependence on the dimension of X.

Proposition 4.4.4. Let X € R" consist of n i.i.d. random variables generated according to X,
and assume that

[ fx|l2 < oo, (4.31)
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where || fx|l2 = \/ [*5, f%(x) dx. Then, we have that P.(c) = P, jin(0) with

n(n —1)
NZs

Consequently, in the low-noise regime, we have that

Pejin(0) = I £x150 + O(c?). (4.32)

lim Pe,lin(o-) _ n(n — )

1
o—0 g N \/77'

From Proposition #.4.4] we observe that the i.i.d. assumption considerably simplifies the

| fx I3 (4.33)

expression for the asymptotic of P.(c) when o — 0, i.e., we do not need to know fyy, (see
Corollary to evaluate the rate of convergence. Moreover, Proposition shows that
in the low-noise regime the rate of convergence only depends on the Ly-norm of the pdf of
X, hence implying that the i.i.d. data distribution assumption weakens the data dependence on
the probability of error. In other words, the exact distribution of X is not required to compute
the rate of convergence of P, (o) and its first-order approximation. It is also worth noting that
the fact that the error probability grows proportionally to || fx ||3 is reasonable. This is because
the spacing between the coordinates of X decreases as || fx |3 increases; for instance, for the

location-scale family of probability distributions on X, it is not difficult to see that —1— is

proportional to the scale parameter of the family that is proportional to the spacing. Be;lllcj)cfl!i‘ﬁthe
Gaussian noise, the low-noise asymptotic of P.(c) under more broader noise distributions is
studied in Chapter[5]

We conclude this section with a couple of remarks regarding the results on the low-noise

asymptotics, and with the evaluation of (4.33)) for a few distributions.

Remark 4.4.5. Theorem Corollary 4.4.3] and Proposition #.4.4] show that, in the low-
noise regime, P, (o) grows linearly with o, as we also empirically observe from Fig. (solid
curves). These results also allow us to obtain the first-order approximation of P.(c’), which is
also shown in Fig. 4.2 (dashed curves). The approximation P.(c) is close to P.(c) when o is
small, as shown in Fig. Lastly, we can conclude that, in the low-noise regime, P.(o) can

quadratically increase with n, i.e., the error probability is highly sensitive to o when n is large.

Remark 4.4.6. An example of a pdf that does not satisfy the condition in Proposition [4.4.4] is
fx(x) = ﬁ, x € [0,1]. Note that the spacing of such a distribution heavily concentrates

around zero, and P, (o) may no longer be linear in o. An interesting future direction would be
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Figure 4.2: Comparison between P, (o) (solid curves) and its first-order approximation Ps (o)

(dashed curves). We set X ~ Unif(0, 1) and X ~ Exp(1) with dimension n € {10, 20}.

to characterize the low-noise asymptotics also for distributions with || fx |2 = oo

Example 4.4.7. Consider X ~ Unif(a,b), 0 < a <b < co. Then, P.(c) = P, in(0) with

Example 4.4.8. Consider X ~ Exp(\), A > 0. Then, P.(0)

Example 4.4.9. Consider X ~ N (0,1). Then, P.(0) =

P, jin(0) _ n(n —1)
b— o)y

= P, jin(0) with

lim

o—0 o

lim Pe,lin(U) o
o—0 o o

An(n—1)
AV

P, jin (o) with

. Pejin(o)
11m =

o—0 o

n(n — 1)‘
27

4.5 High-noise Regime

In this section, we study the rate of convergence of Pe,hn(a) in the high-noise regime (i.e.,

o — 00). Asin Section@for the low-noise regime, we assume that the noise is isotropic, i.e.,
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Kn = 021, It is worth noting that in the high-noise regime when o — oo, an optimal decoder
would incur a probability of error equal to

lim P.(0) =1— max Px(H,) = P.(c0). (4.34)

T—00

The result above can be interpreted as follows. In the high-noise regime when ¢ — oo, the
output Y carries no information on X (i.e., Y ~ N) and hence, only the prior distribution on
X can be used for the estimation of the permutation of X. Thus, an optimal decoder would
output the permutation that has the highest probability, which would incur the probability of
error in (#.34). As we did in Section {.4] for the low-noise regime, we consider the linear
decoder ¢y (+; I, 05,) also for characterizing the high-noise asymptotics. As highlighted in
Section[d.3] and Section 4.4] this decoder benefits from several appealing properties (e.g., low-
complexity, optimal in certain scenarios). Using ¢y (+; I, 0,,) is also reasonable when the prior
data distribution is not known. With this, reduces to

1
lim P.jn(0) =1 — — = P.(c0). (4.35)

g—00

The interpretation is that, since Y ~ N and N ~ AN(0,,c?I,), then any permutation of N
is equally likely, i.e., it occurs with a probability of 1/n!. Thus, the correct estimation of the
permutation of X only happens when the permutation of N is equal to the permutation of X,
which leads to (4.35)). In the remaining of this section, we study the rate of convergence of P,

in the high-noise regime (i.e., ¢ — 00).

4.5.1 Arbitrary Data Distribution

We here focus on the asymptotic behavior of the probability of error in Theorem 4.3.2]in the
high-noise regime, without any assumption on the distribution of X. In such a setting, as high-
lighted in Remark {.4.2] the isotropic noise assumption (i.e., Ky = I,,) is without loss of
generality. The following theorem, proved in Appendix sharpens the limit in by

finding the rate of convergence in the high-noise regime.

Theorem 4.5.1. Let X € R” be a continuous random vector and N ~ N (0, 0%1,). Assume



53
that E[| X;|] < oo foralli € [1 : n|, and that the linear decoder ¢y, (+; I, Oy,) is used. Then,

Pe,inoo _Pe7in0' 1 s
e J5= 2 D aiPx(HOB(Wo)], - @36)

o TEP =1

lim

ag—00

with W ; being the T-spacing of X in (4.7) and

o Vol (£(0n-1,%) N H(12,..n-1))
i Vol (B(0,,_1,1)) ’

4.37)

where H 1 5. n—1) is defined in 2.1)), B(0,,—1,1) is the (n — 1)-dimensional ball centered at
the origin with unitary radius, and £(0,,_1,1) is the (n — 1)-dimensional ellipsoid centered at

the origin with unit radii along standard axes except a % radius along the i-th axis.

Remark 4.5.2. The constants «;’s in Theorem {.5.1] can be expressed by a probability of a
specific event on Z ~ N(0,,_1, I,_1). In particular (see also Appendix [B.4)),

1
<1_ < 1 NG +1 1> (4.38)

Finding a closed-form expression for the «;’s in (¢.37), or in (4.38)]), does not appear to be
an easy task. In the next proposition, we provide upper and lower bounds on the «;’s, which

lead to expressions that are amenable to computations.

Proposition 4.5.3. Let the assumptions in Theorem hold. In the high-noise regime, the
convergence rate of P, jin(0) in (£.30) is bounded as

Pe in _Pe in n
Vr(n —1)122 ~o—oo = V2r(n —1)!
where R, = X,., — X1. is the range of X.
Proof. We start by observing that
_1\ @ ., (i)
B(On_1,2 z) C E(0n_1,3) C B(0p_1,1), (4.40)

that is, the ellipsoid £(0,,—1,%): (i) contains the ball B (On_l, 27%> since £(0,,—1, 7) has mini-

mum radius equal to 272; and (ii) is contained inside the ball B (0,,_1, 1) since £(0,,_1,¢) has
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maximum radius equal to 1. Thus, from we obtain

Vol (B(0p-1,1)NH _ 1
a; < ( ( n—1 ) (1,2,...,n 1)) _ ’ (4.41)
Vol (B(0,-1, 1)) (n—1)!
where the last equality follows since H ;o .. 1) Is a cone that occupies a ﬁ portion of the

space and hence, Vol (B (0,-1,1) N H(1,2,,..,n71)) = ﬁ\/ol (B(0,-1,1)).
Similarly, from (4.40) we obtain

Vol (B(0,-1,272) N Hpa me
i = il Voi(zs’(ozl,n()l =2)
_ det( 1 )‘ Vol (B (On—l’l)ﬂH(l,z,...,n—U)

2721,
St Vol (B(0,_1,1))
272 (n—1)!

where in the first equality we have used the facts that: (i) Q%In_lb’ <0n_1, 2_%> =B(0,-1,1),
(ii) Q%In_l}[(l’Q’...’n,l) = H(1,2,....n—1)» and (iii) Vol(AS) = |det(A)|Vol(S) for any invertible
matrix A and any set S. The proof of Proposition 4.5.3] is concluded by substituting
and (.42) inside (4.36) and by using the fact that

n—1
SN Px(MOE[(Wo)i] = > Px(Ho)E [Xnim — X1 | X € Hor]

TEP i=1 TEP
=E [Xnn - Xl:n]
=E[R,], (4.43)
where R,, = X,,., — X1., denotes the range of X [53]. O]

We next analyze Theorem[.5.1]and Proposition[d.5.3|for a case for which the linear decoder
®lin(+; In, 0y,) is optimal, i.e., P.(0) = Pp jin(0).
4.5.2 Exchangeable Data Distribution

We here consider a distribution of X that is exchangeable, which implies that the linear decoder
Glin (- I, 05,) is optimal (see Lemma[4.3.5). As shown in Section [4.4]for the low-noise regime,
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also in the high-noise regime the exchangeability assumption provides a simplification for the
probability of error expression. In particular, under the exchangeability assumption, we have
that E[| X;|] is the same for all 7 € [1 : n] and hence, it suffices that there exists ani € [1 : n— 1]
for which E[|X;|] < co. Moreover, since W, 4 ‘W, the probability of error in Theorem

becomes

. P, lin(oo) - P lin(a) 1 =
lim — : = a; Px(H:)E[(W;);]
1 /
7o o 2m TEP i=1
n—1
1 1
=—=> =Y oE[W]]
\/ |
2 TEP n =1
1 n—1
= > am W), (4.44)

The following corollary formally evaluates Theorem[4.5.1]for the case when X is exchangeable.

Corollary 4.5.4. Let X € R" be exchangeable and N ~ N(0,,021,,). Assume that there
exists an i € [1 : n] for which E[|X;|] < oo, and that the linear decoder ¢y (+; I, 0y,) is used.
Then, we have that P.(c) = P in(0) with

n—1
. Pe,lin(oo) - Pe,lin(a) _ 1
Uh—>Igo % = N Z o lE Wi, (4.45)

where W; = X110, — Xim, ¢ € [1:n— 1] and oy, i € [1 : n] is defined in (4.37).

Remark 4.5.5. Note that, as also highlighted at the beginning of Section§.5] in the high-noise
regime the dependence of the probability of error on the prior distribution of X is rather strong.
This is indeed confirmed by Corollary .5.4] where it is shown that in the high-noise regime,
the rate of the error probability depends on all the n — 1 spacings.

We conclude this section by providing some evaluations of the expected spacing E[W;] in
Corollary and of the range R,, in Proposition for a few common distributions with

i.i.d. data (see Appendix [B.8.1]for the detailed computations). In particular, all these examples
1

(n—1)!
Proposition 4.5.3)) for several distributions of interest.

show that the term dominates in the expression of the rate of the probability of error (see
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Example 4.5.6. Consider X ~ Unif(a,b), 0 < a < b < oco. Then,

E[W;] = n:fi and E[R,] = (b — a)

Example 4.5.7. Consider X ~ Exp(\), A > 0. Then

?r \
> =
5}
e
3
S~—
N—

1 1 «

EW;] = —— and E[R -
Wil=Sm—p @ )\kz
Example 4.5.8. Let X be v2-sub-Gaussian{’] Then [62],

E[R,] < 2v/29%log(n).

4.6 High-dimensional Regime

We here study the asymptotic behavior of the probability of error in the high-dimensional regime
(i.e., n — o0). Different from the low-noise and high-noise asymptotics analyzed in Section4.4]
and Section we here need some assumptions on the distribution of the input data vector X.
This is because n is a characteristic of X, and hence, assuming an arbitrary distribution on X
would make the problem intractable. Because of this, we here focus on the case when the com-
ponents of X are i.i.d. random variables. We start by deriving the following theorem, proved in

Appendix which presents lower and upper bounds on the probability of correctness.

Theorem 4.6.1. Let X be an n-dimensional vector of i.i.d. random variables, N ~ N (0p, o2 I,),
and let X, be the chi random variable with n degrees of freedom. Then, P.(c) = P, in(0) with

1 nl—1 min {W;}
m + TE |:FXn <\/§0_>:| < Pc,lin(a)v (446)

and

) , (4.47)

chn H <
n—11

The quantity > k=1 % 1s known as the harmonic number.
MX—E[X])]

* A random variable X is v2-sub-Gaussian if E[e
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where W is the spacing of X in Definition and Fx,(-) and ®(-) denote the cumulative

density function (cdf) of X,, and of the standard Gaussian random variable, respectively.

Remark 4.6.2. If the support of X is bounded, the expected value of the spacing decreases as
the dimension n increases, i.e., E[W;] — 0 as n — oo. For an example of X with unbounded
support see [63] where it was shown that the spacing of standard normal random variables
converges to 0 as n — oo. This implies that, in the high-dimensional regime with a fixed
o > 0, we have (%) — 1, and thus nanOlo P.(c) = 0 with an exponential rate.

The bounds on P, (o) in Theoremdepend on the distribution of X through the spacing
variables W;,7 € [1 : n — 1]. For instance, if X ~ Unif(a,b), 0 < a < b < oo, then
E[W;] = (b—a)/(n+ 1) forall i € [1: n — 1] and hence, the upper bound in Theorem [4.6.1]

reduces to

it =Tl ()

A S

Although the upper bound in (4.47)) depends on the distribution of X, we now compute a uni-
versal upper bound on P.(c), which holds for a large class of distributions, namely the sub-
Gaussian. The proof of Corollary can be found in Appendix

Corollary 4.6.3. Let X be v?-sub-Gaussian, and let the assumptions of Theorem hold.
Then,

277 logm)\
oym(n—1)

s
< g7 Vre V1B, (4.49)

PC(U) = Pc,lin(a) < (; +

Theorem allows us to draw some general conclusions, such as that nh_}nolo P.(o) =0
with an exponential rate. However, the bounds in (4.46) and can be tightened if spe-
cific distributions are considered. We next show this fact by considering the case when X is
an n-dimensional vector of i.i.d. Gaussian random variables. In particular, the next proposi-
tion, proved in Appendix shows that for this case the convergence rate of P.(o) has oy as

dominant factor.



58
Proposition 4.6.4. Assume that X ~ N (0, I,,). Then, the probability of correctness P.(c) =

P, 1in(0) can be upper and lower bounded as

1 A 2n
< Balo) < AL 4.50)
where
(ot + 4)% o? ?
Al ={——F—+5+1] (4.51)
Consequently,
log P, 1in
108 Felin _ (4.52)

1

The results in this section have shown a rate of convergence of P.(o) that is at least expo-
nential in the data dimension n. We now conclude this section with a remark that highlights
that the result in Proposition holds beyond the Gaussian assumption on the input data

distribution.

Remark 4.6.5. The result in Proposition holds whenever the pair (X, N) follows a spher-
ically symmetric distribution. When N ~ AN(0,,,021I,,), the assumption of a Gaussian i.i.d.

input distribution satisfies this requirement.

4.7 Discussion and conclusion

In this chapter, we thoroughly investigated the error probability incurred by the data permuta-
tion recovery problem in a Gaussian noise setting when a linear decoder is used for the esti-
mation task. In particular, in Section we characterized the error probability, and then we
analyzed its asymptotic behavior in the low-noise (Section [4.4), high-noise (Section §.5)), and
high-dimensional (Section regimes. Our results showcase that the permutation recovery
problem is noise-dominated, i.e., if the noise standard deviation and the data dimension are not
small enough, we are able to recover the data permutation with only approximately % proba-
bility.

We conclude this section with a few interesting future research directions:
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1. Approximate Permutation Recovery: In some applications, one might be interested in
recovering the data permutation up to a given distortion measured by a ranking distance
function [64] (and not exactly as we have considered in this paper). In Chapter [6] and
in [5], we have started this line of research and we have derived sufficient conditions
that ensure a sub-linear (in the noise standard deviation) error behavior in the low-noise

regime (and not linear as shown in Theorem 4.4.1)).

2. Partial Permutation Recovery: Another research direction consists of investigating the
problem of recovering the permutation of only part of a data vector, instead of the entire
data vector. For instance, one might be interested in recovering the permutation of X7,
where X7 € R is a sub-vector of X € R" indexed by a set Z C [1 : n]. Reducing the
‘target’ data dimension might have a significant impact on the difficulty of the problem,
as can also be observed from Theorem [4.6.1] and Proposition #.6.4 1In particular, the
interesting scenario to study would be when the data has memory since the i.i.d. setting

is a trivial sub-problem of the exact permutation recovery studied in this paper.

3. Characterizing the Best Linear Decoder: In Chapter 3] we established conditions on the
noise and data distributions under which a linear decoder is optimal. However, given the
appealing properties of the linear decoder, it would be interesting to apply it beyond such
conditions. Thus, a natural question arises: What is the best (i.e., the one that incurs the
minimum probability of error) linear decoder? In other words, what is a solution to the
following optimization problem?

ninimize. P (4, b), (4.53)
where P, jin(A,b) = > pPr(X ¢ H,,Y € AH, + b). Even for the case of Gaus-
sian X and N, the MMSE estimator is not always the optimal linear decoder for every

covariance matrix, as shown by examples in [20].

4. Memory Effect: How does memory (i.e., correlation among the entries of X) affect the
permutation recovery problem? We conjecture that, while a ‘negative’ memory can in-
deed be helpful, a ‘positive’ memory makes the problem harder to solve. To support our
intuition, consider Fig. 4.3| where we draw the ellipses i, = {x: x/ Kx'x =1} pa-

rameterized by the 2 x 2 covariance matrix Kx. Each ellipse represents a contour line
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Figure 4.3: Ellipses £, corresponding to Kx € {I, K1, K2}, where K = [_(1).5 7(1)'5] and
Ky = [0?5 015]-

of the probability density of a bivariate Gaussian random vector with zero-mean and co-
variance matrix Kx. In the permutation recovery problem with n = 2, it is not difficult
to see that the permutation of a data vector close to the ‘boundary’ (i.e., £1 = x2) is more
difficult to be correctly decoded than the one of a data vector that is farther away from
the boundary. This is because a data vector close to the boundary can be shifted to the
opposite region by adding noise (e.g., a standard Gaussian noise) with a higher probabil-
ity than a data vector that is farther away from the boundary. From this observation, we
infer that a ‘positive’ memory in the data vector makes the problem harder to solve as
also empirically shown in Fig.[4.1] while a ‘negative’ memory can indeed be helpful. As
highlighted throughout the paper, the spacing (see Section[d.2)) plays a critical role in the
permutation recovery problem. Thus, investigating the connection between spacing and
memory could be useful to better understand the problem on the memory effect. Regard-
ing this, it is worth noting that for exchangeable random variables, it was shown in [65]
that if the random variables have a positive memory, then the spacing vector becomes

stochastically smaller [66]. This result supports our conjecture on the memory effect.



Chapter 5

Permutation Recovery under Privacy

Considerations

5.1 Introduction

In this chapter, we study the private ranking recovery problem, which consists of recovering
the ranking/permutation of an input data vector from a noisy version of it. The importance and
timeliness of this problem stems from two major considerations. First, many modern computing
systems are often more interested in recovering the permutation, i.e., the relative ranking of
data points, rather than the values of the data itself. Second, because of privacy considerations,
users might decide to privatize their data (e.g., by adding some noise) before sharing it with
an external party. These facts give rise to the following practically relevant question: Which
perturbation mechanisms allow for data privatization, while still allowing to correctly recover

the permutation of the input data vector with high probability?

5.1.1 Related work

Problems with a similar flavor to the private ranking recovery problem have been analyzed in
literature. The rank aggregation problem, the goal of which is to find a representative ranking
for multiple data rankings, was studied under differential privacy constraints by [37] and [38],
and under local differential privacy by [39] and [40]. Differential privacy (DP), which is a

statistical guarantee introduced by [67] for indistinguishability whether any data element exists
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or not in a dataset, is one of the most common adopted privacy metrics. Several notions of
DP have been introduced and analyzed that range from the basic e-DP metric (which can be
guaranteed by using the Laplace randomized mechanism) [16l], to more relaxed versions of it,
such as the (¢, d)-DP [68], the e-mutual information DP and the e-Kullback-Leibler (KL) DP
[18], and the (c, €)-Rényi DP (RDP) [[17]. In particular, the («, €)-RDP encompasses: (i) the
e-DP if @ — oo, and (ii) the e-KL DP if @ — 1. Moreover, some important properties of the
e-DP, e.g., the composition theorem, remain applicable in the RDP framework.

When data is confidential, it needs to be privatized before being shared with an external
party (which will perform some operations on it) a natural question arises: For a fixed target per-
formance guarantee (a.k.a. utility) required on the data, what is a randomized mechanism that
achieves the maximum level of privacy? To answer this question, one needs to understand the
trade-off between privacy and utility. Such a trade-off has been studied in the literature in several
settings, where different utility measures have been used. For instance, [69] compared several
randomized mechanisms (from a statistical point of view) by using the Kolmogorov—Smirnov
and the Lo distances among distributions and densities. [70] showed a trade-off between the
convergence of a federated learning algorithm (utility) and the level of privacy (measured in
terms of DP) that can be guaranteed, hence suggesting the amount of artificial noise that should
be used in this context. [71] studied the privacy-utility trade-off for a hyperparameterized algo-
rithm using multi-objective optimization and Pareto front. For a single real-valued query, [[/2]
identified the staircase distribution (i.e., a geometric mixture of uniform random variables) as a
distribution that minimizes the L, loss (utility) under a fixed given level of e-DP. The staircase
distribution has also been shown to be the optimal e-DP mechanism under other utility con-
straints [73]. More recently, [74] studied trade-offs between (0, §)-DP and the L,, loss function

for a single real-valued query function.

5.1.2 Contributions

First, we formulate the private ranking recovery problem within a DP framework. In particular,
we adopt the (a, €)-RDP as a privacy metric; our choice mainly stems from the fact that the
(a, €)-RDP encompasses other widely employed DP metrics such as the e-DP [16] if « — o0,
and the e-KL DP [18] if & — 1. Moreover, as pointed out in [17, Proposition 3], («, €)-RDP
can be converted to (€, 0)-DP.

Second, we show that under mild assumptions on the input data vector (i.e., the input data
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Table 5.1: Trade-off between privacy and utility in the low-noise regime with i.i.d. noise
components. Privacy is measured by («, €)-RDP for the Gaussian and Laplace mechanisms
and by e-DP for the generalized normal mechanism. The utility is quantified by P..

H K(o) ‘ Trade-off H
N(0,1) P, o (2)V?
Lap (0, %) P, x %

GN (0.4/rgityom) | Beox ()17

distribution is exchangeable) and on the randomized mechanism (i.e., it has an #,-spherical
distribution), declaring the permutation of the observed noisy vector is an optimal decision
rule for recovering the permutation of the input data vector. Because of this, and using the
terminology introduced in [2| [3]], we refer to such a decision rule as linear decoder. This has
complexity O(n logn), which is a significant reduction with respect to the O(n!) complexity of
a naive brute-force implementation of the optimal decoder.

Third, we characterize the error probability of the linear decoder, by deriving the Taylor
series of it. This result suggests that the private ranking recovery problem is noise dominated,
i.e., the error probability is large even for small values of the noise variance. Further, we derive
the first-order approximation of the error probability with respect to the noise standard devia-
tion, and we verify through numerical simulations that this approximation is indeed accurate.
In particular, our first-order approximation expression decouples the effects of the input data
distribution and noise distribution on the error probability. We also derive the exact expression
for the linear slope of the error probability for the case of i.i.d. input data vector entries.

Finally, we derive the trade-off between privacy (measured by e-DP and («, €)-RDP) and
utility (measured by the error probability F.) in the low-noise regime. We consider widely
used noise addition mechanisms, i.e., the Laplace, the Gaussian, and the generalized normal.
As indicated in Table 5.1} these mechanisms have different relationship{] between € and P..
The trade-offs for A/(0,1) and Lap (O, %) are obtained based on («, €)-RDP, and for the

generalized normal mechanism with p < 1, e-DP is considered. We observe that the generalized

!"The probability of error P. is proportional up to the first-order term ( 1 ) /e

€
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normal mechanism with p < 1 offers the best trade-off.

5.1.3 Notation

Upon the notations introduced in Chapter throughout this chapter, we use the following
notation.

1s is the indicator function over the set S. For any x € R" and y € R"”, the Hamming dis-
tance is defined as dp (x,y) = D i1 Lig,2y,)5 2 denotes equality in distribution; N'(,,, K)
is the n-dimensional Gaussian distribution with mean p,, and covariance matrix K; Lap(y, b)
is the Laplace distribution with mean g and scale b; GN (1, a, p) is the generalized normal dis-
tribution [[75, [76] with mean p, scale a, and shape p. We let P be the set of all permutations of

an n-dimensional vector. For 7 € P, recall that
He={xeR" 12, <z, < - <z} 5.1

with 2., € [1 : n] being the 7;-th element of x, and 7;,4 € [1 : n| being the i-th element of 7.

For example, in the 3-dimensional space there exist |P| = 6 permutations, and we have

M3t X1 < Xo <Xz, Hgo X1 < X3z < X,
’H(27173) . XQ S X1 S X3, 7‘[(273’1) : X2 S X3 S Xl,
Hiz12) X3 < X1 < Xo, Hiop: Xz < Xo < Xy,

where X, 7 € [1: 3] is the i-th element of X.

5.2 Problem Formulation

We consider the private ranking recovery problem, as shown in Figure In this setting,
because of privacy considerations, a randomized mechanism KC(+) is applied on the confidential
n-dimensional data vector X € R", before this data is collected by an external party (e.g.,
recommender system). In other words, K(+) is applied so as to hide the values of X from the
collector (i.e., privatize X). The goal of the data collector is then to retrieve the permutation mx
according to which X is sorted, i.e., to output the estimate 7x.

In the framework described above, a natural trade-off arises between the performance of the
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Figure 5.1: Graphical representation of the considered private ranking recovery framework.

estimation task, referred to as utility function in the remaining of this paper, and the privacy
level that can be guaranteed. In particular, such a trade-off is dictated by the distribution of
X, and C(+). In this work, we are interested in characterizing such a trade-off for randomized

mechanisms that consist of noise addition on the data vector X, namely
K(o,X) £ X + 0N, (5.2)

where N € R" is the n-dimensional noise random vector and ¢ > 0 is a parameter controlling
the power of the noise.

Utility Function. As utility function, we consider the probability of error incurred in the
estimation of mx. With reference to Figure we let ¢(-) : R" — P denote the decoder
that the data collector uses to output 7x. Then, the probability of error of the estimation task
depends both on ¢(-) and K(+), that is

Pe(¢7 K) =Pr (¢(K(07 X)) 7& 7TX) . (5.3)

Privacy Metric. Given K (o, X) in (5.2), it is important to quantify the privacy level guar-
anteed by this mechanism. Towards this end, we leverage the e-DP [16] in Definition[5.2.1] and
the (e, €)-RDP [17] in Definition [5.2.2]

Definition 5.2.1. Let X be the set of possible n-dimensional real-valued data vectors. Let
(X, X) € X%bea pair of adjacent data vectors, which differ in at most one element, i.e.,
dp(X,X) < 1. Then, the randomized mechanism K (-) gives e-DP if, for any set S, we have
that

Pr(K(o,X) € S) < e Pr(K(o,X) € S). (5.4)

Definition 5.2.2. Let X’ be the set of possible n-dimensional real-valued data vectors. Let

(X,X) € X2 be a pair of adjacent data vectors, which differ in at most one element, i.e.,
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dpr(X,X) < 1. Then, for @ > 1, the randomized mechanism k() gives (v, €)-RDP if

RDP, () < e, (5.52)

where
RDP,(K) = sup Do (K(o, X)||K (0, X)), (5.5b)

(X, X)eX2:dy (X,X)<1
and, for X and Y with equal support,

Do (X|Y) = ﬁlogE Kgg;)a} : (5.5¢)

with fx(-) and fy () being the probability density functions (PDFs) of X and Y, respectively.

D, (+||-) is the Rényi divergence of order .

Several rationales are behind our choice of using the («, €)-RDP as a privacy measure. First,
the (v, €)-RDP encompasses other widely employed DP metrics, e.g., the e-DP [16] if o — oo,
and the e-KL DP [18] if « — 1. The («, €)-RDP also bypasses some limitations of the e-DP
(e.g., a Gaussian noise adding mechanism is not e-DP), while still retaining similar appealing
properties (e.g., composition properties [[17]) as those of the e-DP.

Our goal in this paper is to characterize the privacy-utility trade-off when the randomized
mechanism in (5.2)) is used. In other words, we seek to determine P, (¢, K) in (5.3), subject
to the constraint that RDP,(K) in (5.9) is set to be equal to € (for e-DP we set « = o). In

particular, we will focus on scenarios where X is exchangeable and N € S, ), as defined

below.
Definition 5.2.3. A sequence of random variables X1, ..., X, is said to be exchangeable if, for
any permutation m = (7, ..., m,) of [1 : n], we have
d
(X1, 0, Xn) = (Xnys ooy Xarp)e

Definition 5.2.4. A function f is £,-spherically non-increasing if it can be written as

f) = g((xllp), (5.6)

where g : Ry — R is a non-increasing function. We denote by S,, ;, the set of n-dimensional
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distributions which have an /,,-spherically non-increasing density function.

Our assumption on X being exchangeable includes data that does not need to be necessarily
i.i.d., but can be correlated. For instance, any convex combination of i.i.d. random variables,
and any spherically contoured distribution are exchangeable We also highlight that N € S, ,
implies that N is exchangeable; this follows since the /,-norm is permutation invariant. Finally,
we conclude this section with a few examples (see Appendix for the details), which show
that distributions on N widely used in the DP literature are in S,, ,. Thus, the assumption that

N € S, , can also be considered as mild.

Example 5.2.5. The following distributions belong to S, :
¢ N ~ N(0,,02I,): in this case, p = 2;
* N consists of i.i.d. Lap(0, b): in this case, p = 1;
* N consists of i.i.d. GN(0, a, p);

* N has a staircase distribution [[72]: in this case, p = 1;

N ~ Unif (B,(0,, 7)) with r > 0, where B,(0,,,7) = {x € R" : ||x||, < r} is the £,-ball

centered at 0,,.

5.3 Accuracy of Ranking Recovery

In this section, we seek to derive an expression for the probability of error of estimating 7x.
In Section we first revisit a low-complexity decoder, and show its optimality under the
assumptions of Section Then, in Section we characterize P.(¢,K) for this decoder.
In Section we derive an accurate first-order approximation of P, (¢, KC), which we will
leverage to characterize the privacy-utility trade-offs. Finally, in Section we evaluate the
derived first-order approximation of P.(¢, k) for the case when the data X is i.i.d. and n is

large (i.e., the high-dimensional regime).

2This restriction can be thought of as a limitation of our results. However, to make progress on this problem in
a Bayesian framework, making assumptions is eventually inevitable as otherwise, the problem becomes intractable,
and one will not be able to say much about the limits of permutation recovery. Assuming an exchangeable data
distribution is reasonable whenever the data has no natural order. A particular example is relational data such as
social network users, ratings, and preference data [61]. The exchangeability assumption, in our opinion, strikes a
good balance between how permutation recovery would behave in practice and the problem theoretical solvability.
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5.3.1 Optimal Decoder with Low-Complexity

As illustrated in Section the data collector uses a decoder ¢(-) : R™ — P to output 7x.
In what follows, we let ¢opt(+) denote the optimal decoder, i.e., the decoder that recovers 7x
such that the probability of error defined in (5.3)) is minimized. We also consider a (potentially

sub-optimal) decoder to which we refer as linear decoder and formally define below.

Definition 5.3.1. Given the noisy data vector y € R", the linear decoder is defined as

Drin(y) = 7y, (5.7)

where 7y, denotes the permutation according to which y is sorted.

The decoder in is a special case of a more general linear decoder 74y, Where A €
R™ ™ and b € R"™; such a linear decoder can be optimal when the noise has memory [22} 21 2]].
In (3.7), we set A = I,, and b = 0,,.

The linear decoder ¢y, (+) has several advantages, among which its low-complexity: it sim-
ply consists of a sorting operation and hence, it has a complexity of O(nlogn). This is a sig-
nificant reduction with respect to the O(n!) complexity of a naive brute-force implementation
of the optimal decoder ¢opt(-) based on the maximum a posteriori (MAP) decision rule [54].
Moreover, as we will show in Theorem the linear decoder ¢y, (+) is indeed optimal (i.e.,
®1in(+) = dopt (+)) under the assumptions stated in Section In particular, to show this result
we will leverage the following lemma (proof in Appendix [C.2).

Lemma 5.3.2. For any two n-dimensional vectors x € H, andy € H,, and p > 1, we have
that

TE argwmei% ly — Py—wxlp, (5.8)

where Py, is the permutation matrix that permutes x € H,, into P, x € H,,.

Lemma states that, when p > 1, the ¢,-norm of the difference between two given
vectors is minimized when the two vectors are sorted according to the same permutation.

Lemma [5.3.2]allows us to prove our first main result, which is given by the next theorem.

Theorem 5.3.3. Let X € R" be exchangeable, and assume that the randomized mechanism

K(o,X) adopts N € S, , p > 1. Then, given any noisy data vector'y € R"™, we have that

¢opt (Y) = ¢lin(}’)- (59)
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Proof. Since X is exchangeable, all hypotheses are equally-likely (i.e., Pr(X € H,) = &, V7 €

nl?

‘P), and the maximum likelihood decoder is optimal [54]. This can be shown as follows,

Gopt (y) = arg max Pr(X € H. | K(0,X) =y)

Pr(X € H,)
—argmax — —————~
TEP flC(a,X) (y)

= arg max Teex) (v | X € Hr), (5.10)

flC(J,X) (y | X € HT)

where fi(5x) is the PDF of (o, X). We note that the second equality follows by the Bayes’
rule, and the last equality follows by the facts that Pr(X € #.;) is a constant for all 7 € P and
that fic(,x) (y) is independent of 7. Therefore, given y € R" for K(o, X), an optimal decoder
is given by

d)opt (y) = arg I—Pea% flC(J,X) (y | X € HT) (5.11)
Since X and N are independent, the conditional density function in (3.11) can be written as
o)y | X € He) = [ x| Ho) ity = x) dx

— ! / Liery fx(g(lly — x]p) dx, (5.12)

where in the last equality we used Definition with g(+) being a non-increasing function.

Similarly, we have
Fitox) 31X € Hy) = 1! [ Ly Fxlg(ly = x1,) dx
=t [ Ler Sx(@lg(ly = Propul) du, 613

where (5.13) follows by substituting x = Pr_,,u.
Now, by taking the difference between (5.12) and (5.13]), we obtain

1
— (frex)(y [ X € Hr) = frx) (v | X € Hy))
= erx(X) (g(ly —xllp) = g(ly — Prosnxllp)) dx. (5.14)

Using Lemma|[5.3.2] we have that if y € #.,, then the integrand in (5.14)) is always non-negative.
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Hence, for any y sorted according to 7y, we have

Popt(y) = argmax fio,x)(y | X € Hr) = my = diin(y),

where the last equality follows from Definition [5.3.1] This concludes the proof of Theo-
rem[5.3.3] O

Remark 5.3.4. We highlight that chapter [3] showed a similar result as in Theorem [5.3.3]for the
case of Gaussian noise, under some specific conditions on the noise covariance matrix. Theo-
rem[5.3.3|extends the result on the optimality of the linear decoder beyond Gaussian noise, i.e.,
whenever N € S, ,, p > 1. In particular, to show this result we have leveraged a completely

new proof which uses a generalized version of the rearrangement inequality needed in the proof
of Lemma/[5.3.2](see Appendix [C.2).

5.3.2 Error Analysis for ¢, (-)

We here characterize the error probability of the low-complexity and optimal (as proved in

Theorem under some assumptions) decoder ¢y, (+) in Definition From (3.3)), the
error probability when ¢y, (+) is used is

Pe(¢1in, K) = Pr(¢nin(K(0, X)) # 7x).

Before deriving P. (¢, K), we use the matrix 7> € RM=DX" defined in (@.4). Specifically,
for all 7 € P, T is defined as

(Tr)ij = H{j =iy} — H{j = 1} (5.15)
For instance, let n = 4 and 7 = (4,2, 1, 3); then,

0 1 0 -1
Tu2n3 =11 -1 0 0
-1 0 1 0



71
Remark 5.3.5. For any exchangeable X € R", we have that [60]]

T.X | X et LW, Vr e P, (5.16a)
where W € R~ ! is known as the spacing vector [53] with
Wi 2 Xis1m — Xim, 4 € [L:n— 1], (5.16b)

where Xj.,, is the i-th order statistics of X.

The theorem below provides an expression for the error probability of the private ranking
recovery problem when the linear decoder ¢y, (+) in Definition is used. In particular, this

expression is derived by considering the Taylor series of the error probability at o = 0.

Theorem 536 Assume that lim,_,q+ \f&,)z(awﬂ < oo, forall T C [1 : n — 1] where

fWI(UW> 30’1 wa (ow). Then, the Taylor series of P.(¢yn, K) is given by

00 z)
Pe(¢nin, K (5.17)
=0
where
A min{i,n—1} ; (i=b)
PW = Z (_1)k—1<k>k!a,j (o),
k=1
and

i—k i—Fk
of Ve = Y[ Futwhy s
IC[1in—1] 7 uER
IZ|=k
where Fy,(-) is the cumulative distribution function (CDF) of V1 with V; = N1 — Nj for
€l:n—1].

We defer the proof of Theorem to Appendix Note that Theorem (and also
the following Corollary generalizes Theorem [4.4.T] under two aspects: (i) from the first-
order coefficient to an arbitrary order coefficient; and (ii) beyond Gaussian noise.

As an application of Theorem we next present a corollary (proof in Appendix [C.4),
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which provides the second-order approximation of P. (¢, K) for N ~ N(0,,c%I,,) and any

exchangeable distribution of X.

Corollary 5.3.7. Let N ~ N(0,,,0%1,,). Assume that, fori,j € [1 : n—1],

and fw,w,(u,v) < oo, ¥(u,v). Then, a second order approximation of P, in the low-noise

fiv,(w)| < o0, Yw

regime is given by

P.(¢1in, KN) = 10 + c20% 4+ O(c?), (5.18)
whereE]

n—1 fW (0+)
Cl = ; \/7? s

1 n—1 n—2 1
e2x g E Fi. (0F) — 0.1089982 fwiwiin (05) = — S fwaw, (03).

=1 i=1 (i,§)E€[1in—1]2
j>i+1

We note that the constants ¢; and co in Corollary depend on the distribution of X.
Next, as an example, we derive closed-form expressions for ¢; and c¢o for X; ~ Unif(0, 1) and
X; ~ Exp(\). The detailed proof of these examples can be found in Appendix where we

also provide various simulation results that graphically showcase the accuracy of the result in
Corollary

Example 5.3.8. Let X; ~ Unif(0,1) and N ~ A(0,,021,). Then, the constants ¢; and c3 in
Corollary are

o = n(n—1)
ﬁ )
o —%n(n —1)% — 0.108998n(n — 1)(n — 2) — %n(n —1)(n—2)(n—3).

Example 5.3.9. Let X; ~ Exp(A\) and N ~ N(0,,,0%1,). Then, the constants c; and cp in

3The approximation of ¢ can be made exact by replacing 0.108998 with its exact value
E[max{0, V1} max{0, V2}] where V;’s are defined in Thereomm
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Corollary are
— 1A
L -1

27
_)\2n(2n2 —3n+1) 0.108998/\271(71 —1)(n-2) Nnn—1)(n—2)(n— 3).

12 3 8w

Co =~

Remark 5.3.10. If X is exchangeable and N € S,, ;,, p > 1in Theorem|5.3.6| then P.(¢yin, K) =
P.(¢opt, KC). This follows since under these conditions, from Theorem we have ¢opi(-) =

Prin(+)-

5.3.3 First-Order Approximation for P,

From Section[5.3.2] one can infer that the private ranking recovery problem is noise dominated,
i.e., the error probability is large even when o is small. For instance, Example[5.3.8]and Exam-
ple[5.3.9suggest that the first-order coefficient ¢; grows quadratically with n. Thus, it becomes
important to analyze the problem in the low-noise regime, where a reliable permutation recov-
ery can be possible (i.e., P, < 1). Towards this end, we next derive the first-order expansion
of P.(¢un, ) with respect to o for any exchangeable IN (note that Corollary assumed
N ~ N(0,,02I,)). The proof of the corollary below can be found in Appendix

Corollary 5.3.11. Let N be exchangeable and V- = Ny — Na. Assume that fy,(w) < oo, Yw.

Then, in the low-noise regime, the first-order approximation of P, is given by

Pe(¢in, ) = OXEQ“V”0+O(U2), (5.19)

with »
Cx =Y fw,(07). (5.20)

=1

Remark 5.3.12. The first-order approximation of P, (¢, K) in decouples the effects of
the input data distribution (captured by Cx) and of the noise distribution (captured by E[|V[]).
The assumptions of Corollary are not too restrictive: as shown in Section fw, ()
is bounded if X is i.i.d., and the PDF of X is bounded.

Remark 5.3.13. For the expansion of P.(¢yn,K) in (5.19), a natural question arises: How
accurate is this? Figure[5.2](see more figures in Appendix [C.5.1)) shows that this approximation
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Figure 5.2: P.(¢yin, K) vs. its first-order approximation.

is indeed accurate when N € R" is i.i.d. according to three different distributions, namely
Gaussian (red curve), Laplace (blue curve), and generalized normal with p = 0.5 (green curve).
Our rationale for choosing such distributions is because in Section[5.4] we will establish privacy-
utility trade-offs for them. In Figure[5.2] the components of X were chosen to be i.i.d. according
to Unif(0, 100) with n = 20. The solid curves (probability of error) were obtained by Monte-
Carlo simulation with 106 iterations, while the dashed curves (first order approximation of the

error probability) where obtained by simply evaluating (5.19).

5.3.4 Input Data Vector with i.i.d. Entries

We here show that, for i.i.d. X; ~ X, the dependence of the first-order approximation of
P.(¢1in, K) in (5.19) on the distribution of X is rather weak (i.e., it only needs the Lo norm
of the PDF of X, and not the exact distribution). The approximation of P, (¢, K) in (3.19)
depends on the distribution of X only through Cx, and this term can be expressed in closed-

form as stated in the following proposition (proof in Appendix[C.7).
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Proposition 5.3.14. Let X consist of i.i.d. random variables with PDF fx(-). Then,

[e.9]
Cx = n(n—1)||fx||3, where ||fx]|2 = / f%(x)dz. (5.21)

—00
According to Proposition|5.3.14|the first-order approximation of P, (¢, ) depends on the
distribution of X only through the Ly norm of its PDF. The significance of this result is that we

do not need to know the exact distribution of the data vector to analyze P, (¢, K).

Remark 5.3.15. Proposition [5.3.14]shows that C'x grows quadratically in n. We now provide a
few evaluations of Cx in (53.21):

« If X ~ Unif(a,b), Cx = "=

a

« If X ~ Exp()), Ox = 222D,

« If X ~ N(0,1), Cx = "(2’;}).

5.4 Privacy and Utility Trade-off

In this section, we investigate the relationship between privacy (measured by the («, €)-RDP in
Deﬁnition and utility measured by P.(¢yn, ). In particular, we focus on the low-noise
regime where, as highlighted in Section[5.3.3] a reliable permutation recovery is possible.

For a proper definition of DP, we need to consider “well-behaved” query functions [16].
This is the so-called sensitivity property which, for a query function ¢(-), requires that the

sensitivity (formally defined below) is finite.

Definition 5.4.1 (¢, sensitivity [77]). For all (X, X) € X2 such that dH(X,X) < 1, the ¢,

sensitivity of a query q is defined as

Ay(q) = max NaX) - a(X)|lp, (5.22)

(X, X)eXx2:dy (X,X)<
where p > 0.

The /, sensitivity is a generalized version of the ¢; sensitivity for the Laplace mecha-
nism [67]] and of the /5 sensitivity for the Gaussian mechanism [[78]. In our framework, we

have that the query function ¢(-) is the identity function, i.e., ¢(x) = x. Thus, in order to have
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a finite /,, sensitivity in (5.22)), we need to have a domain constraint on the data input, namely
X € X where X = {x : x € [0,¢]"}. With this, from (5.22)), we have that the ¢,, sensitivity is
given by

Ay(g) =AX)= max |X - X||, = ¢, ¥p >0, (5.23)
(X, X)eX2:dy (X, X)<1

and is finite. In what follows, we let A(X) = /¢ denote the ¢, sensitivity for any p > 0, i.e.,
this notation indicates that the ¢, sensitivity is independent of p > 0. Next, in Section
we derive a general expression for the privacy-utility trade-off, which holds for any additive
noise mechanism. Then, we evaluate it for practically relevant additive noise mechanisms,

such as the Laplace (Section [5.4.2)), the Gaussian (Section [5.4.3)), and the generalized normal
(Section[5.4.4) mechanisms.

5.4.1 On the General Trade-off

For the additive noise mechanism in (5.2)), given (v, €) and the sensitivity A(X) = ¢ in (5.23),

we define the following operation,
RDP_ (¢, ¢) = inf{o : RDP, (K(0,X)) < €, A(X) = ¢}. (5.24)

In words, RDP ! (¢, £) is the smallest standard deviation of KC(-, -) that ensures that we meet the
(a, €)-RDP constraint when the query sensitivity is equal to £. If the set in is empty, then
we set RDP_ ! (e, ¢) = .

With the definition in in mind and by using the first-order expansion of Pe(¢1in, K)
in Corollary[5.3.T1] we arrive at the following general privacy-utility trade-off.

Proposition 5.4.2. Consider an additive noise mechanism K(o, X) as in (3.2)) that adopts N €
Snp- Let the assumptions in Corollary|5.3.11| hold. Then, the privacy-utility trade-off for the

ranking recovery problem is given by

_ E[V]ICx

Pe(diin, K) = —— RDP_ (e, £) + O ((RDP;I(G,E))Q) , (5.25)

where V and Cx are defined in Corollary

Remark 5.4.3. The Taylor series of the error probability in Theorem|[5.3.6|allows to characterize



77
higher order approximations for P (¢1y,, ), which in principle can lead to more accurate trade-
offs in (5.25). The error term O((RDP,* (¢, £))?) in (5.25) arises from the approximation error

in the Taylor expansion of P..

The expression in (5.25)) can, in principle, be used to find a privacy-utility trade-off for any
additive noise mechanism. As expected, from (5.25) we note that P.(¢yn, K): (i) decreases
as e increases, and (ii) increases with the data size n. Moreover, for i.i.d. data, by using the
closed-form expression in (5.21]), we obtain the following trade-off,

n(n — DE[|V]]

Pu(in, K) = ; 715 RDP(e,¢) + O ((RDP;l(e,E))z) . (5.26)

In the rest of this section, we seek to evaluate Proposition [5.4.2] and provide results in terms of
¢ instead of the implicit function RDP_,* (¢, £). Towards this end, we consider several important
mechanisms for which the behavior of RDP_! (e, £) can be determined as a function of € and /.
For some mechanisms, the expression for RDP_ ! (e, £) is already known and simply needs to be
remapped to our notation (e.g., Gaussian mechanism). For other mechanisms, the expression for
€ exists in closed-form, but the inverse RDP ! (¢, £) does not have a closed-form (e.g., Laplace
mechanism). In such a case, we provide upper and lower bounds on RDP;1 (e, ¢) that indicate
its behavior. Yet, in other cases, we find new expressions for RDP_ ! (e, £) (e.g., generalized

normal mechanisms for o = o).

5.4.2 Laplace Mechanism

We consider a randomized mechanism K, (o, X) that consists of adding Laplace noise. Such
a mechanism gives (a, €)-RDP as shown in the next result, the proof of which uses the results
by [79] (proof in Appendix [C.8).

Proposition 5.4.4. For o > 1, the randomized mechanism Kr,(o,X) in (3.2) with N being
i.i.d. according to Lap(0, b) gives («, €)-RDP with € given by

1 —(1—a)t/(ob) _ 1— —al/(ob)
€= In 2 (1-aje (5.27)
a—1 20— 1
Moreover, letting c, = ﬁ In 2(;%1, we have that
12 y4 1 _@e-1
L <e< St qogt e T (5.28)
ob ob o
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We note that Proposition[5.4.4]is a generalization of the RDP analysis for the Laplace mech-
anism in [[17]] that considered the 1-dimensional case. Although the generalization under the
i.i.d. assumption is straightforward and follows a similar proof, we here reported the proof
of Proposition for completeness. In addition, the upper and lower bounds on e are also
provided, which we leverage next to provide the privacy-utility trade-off. Furthremore, the gap

(i.e., difference) between the upper bound and the lower bound in (5.28) is given by éei et

Thus, we can conclude that the bounds in (5.28)) are moderately tight when « is not too small,
and the bounds become tight as o« — c0.
We now combine Proposition and Corollary and obtain an explicit first-order

approximation of P, in terms of ¢ and ¢ for the Laplace mechanism in the following corollary

(proof in Appendix EI

Corollary 5.4.5. Let K1 (0,X) be such that N is i.i.d. according to Lap (O, %) Let the
assumptions in Corollary|5.3.11|hold. Then, for o > 1, the privacy-utility trade-off is given by

3C 1
Pe(onin, Kr) = ﬁRDP;I(eJ) +0 <62> : (5.29)

where

V2 < RDP_!(¢,0) < @.
<e+ﬁln 20;—1) €

Although Corollary [5.4.5] provides the trade-off in terms of upper and lower bounds, it

implies that the trade-off is at least P, oc 1 by considering the lower bound on RDP;l(e, 0).

€

(5.30)

We note that for the case of & = oo, which is equivalent to e-DP, the bound in (5.30) becomes
exact and RDP (e, £) = @.

Remark 5.4.6. Since RDP_ (¢, £) does not have a closed-form, the bounds on RDP!(e, £)
in (5.30) were provided to indicate its behavior with respect to € and ¢. However, if one needs
an exact value of RDP_ ' (e, ¢) for a given (e, £), this can easily be done numerically by invert-
ing (5.27).

As an example, we next evaluate (5.29) when X is i.i.d. and has a uniform distribution.

Example 5.4.7. 1t X ~ Unif([0, £]"), then Cx = ™"~1) and the trade-off in Corollary [5.4.5]

becomes
3n(n—1)

R0 +0 ().

*The approximation arises from the Taylor series of P, in Corollary|5.3.11

Pe(¢lina K:L) =
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where
1

e—i—%lln— -

«

5.4.3 Gaussian Mechanism

We here analyze a mechanism K¢ (o, X) that consists of adding Gaussian noise. This gives
(c, €)-RDP as shown in the next result, the proof of which can be found in Appendix and
uses the results in [79]. We note that this result was already derived by [17], but we report it

here for completeness.

Proposition 5.4.8. K¢ (o, X) in (5.2) with N being i.i.d. according to N'(0,1) gives <a al? ) -

) 252

2
RDP. (e, ¢) = \/%. (5.31)
2¢

We now evaluate the trade-off stated in Proposition For independent standard Gaus-

RDP. Consequently,

sian random variables N} and N, we have that E[|V|] = E[|N; — Na|] = % By leveraging
Proposition[5.4.8]and Corollary [5.3.11] we then obtain the privacy-utility trade-off for the Gaus-

sian mechanism as shown in the following corollary.

Corollary 5.4.9. Consider the Gaussian mechanism K¢ (o, X) with N being i.i.d. according
to N(0,1). Let the assumptions in Corollary hold. Then, for o > 1, the privacy-utility
trade-off is given by

o 1
Pe((z)linaK:G) = \/72—)7{[_ % + 0 <6> . (532)

From we observe that the Gaussian mechanism gives a P, that is inversely propor-
tional to /e, while the Laplace mechanism in (5.29) offers a P, that scales inversely propor-
tional to € as shown in Corollary Thus, we can conclude that the Laplace mechanism
outperforms the Gaussian mechanism in terms of the rate of the privacy-utility trade-off. We

complete this subsection by giving an example when X is i.i.d. and has a uniform distribution.

Example 5.4.10. 1f X ~ Unif([0, £]"), then Cx = ™"~1) and the trade-off in Corollary

becomes
-1 1
Pe((blin;ICG) = n(\n/2—ﬂ_) % + 0 <€> .
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5.4.4 Generalized Normal Mechanism

Corollary and Corollary suggest that P, oc (1/€)'/P, where p is the power of the
exponent in the noise PDF. In other words, the smaller the p is, the better the trade-off appears

to be. Motivated by this observation, we consider a generalized normal mechanism [[77]] denoted
by K¢n where N is i.i.d. according to GN (0, a, p) with p < 1. Although p can be greater than
1, we only consider p < 1 as motivated by the trade-off P, o (1/¢)'/P. Different from the
previous RDP analysis for the Laplace and Gaussian mechanisms, we here study only e-DP for
Kan (.e., « = 00). Recall that e-DP offers a stronger privacy guarantee than RDP. The e-DP
of K is given in the next proposition (proof in Appendix [C.TT).

Proposition 5.4.11. Let N be iid. according to N ~ GN(0,h(p),p) with p < 1 and

h(p) = IF((:?;pTill))’ where I'(+) is the gamma function. Then, the generalized normal mecha-
nism Kgn (o) gives e-DP with
Vi p
e=|——]) - (5.33)
(M@>
Consequently,
1
¢ [1\»
RDP_! (e, ¢ :<> : (5.34)
0= 50 \e

Remark 5.4.12. We note that the work of [[77] only considered integer values for the parameter

p. The above result extends the work of [77] to any p € (0, 1].
We combine Proposition [5.4.2] and Proposition [5.4.11| and obtain the trade-off in the corol-

lary below.

Corollary 5.4.13. Consider the generalized normal mechanism Ky (o, X) with p < 1. Let
the assumptions in Corollary|5.3.11\hold. Then, the privacy-utility trade-off is given by

E[|N — N'||(Cx [1\7 1
P.(¢in, Kan) = [ Qh(p)H X <6> +0 <2> , (5.35)
€p

where Nand N' are independent and N’ <N,

Remark 5.4.14. Corollary [5.4.13| confirms our observation that the smaller the p is, the better
the trade-off is. Thus, for « = oo (or €-DP), the generalized normal distribution with p < 1

offers a better privacy-utility trade-off than the Laplace and Gaussian mechanisms. In addition,
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note that the constant in the first-order term of (5.35) can be upper bound by using Jensen’s

inequality as follows,

E[IN - N'l] < VE[N = NP = v/2Var(V) = V2,

where we have used the fact that Var(N) = 1. Furthermore, we seek to minimize (5.35) with
respect to p in order to find the best generalized normal mechanism given an e-DP constraint.

We refer to Appendix [C.12] where we discuss this and provide the best p.

5.5 Conclusions

We studied the private ranking recovery problem within the DP framework. We designed a
low-complexity decoder and characterized sufficient conditions for its optimality. We derived
the Taylor series of the error probability when such a decoder is used, as well as the first-order
approximation of it. We leveraged the first-order approximation of the error probability, along
with the (o, €)-RDP, to obtain utility-privacy trade-offs for the Gaussian, Laplace, and gener-
alized normal mechanisms. These results allow us to compare different noise mechanisms in
order to determine the best utility-privacy trade-off. In addition, our results show that the prob-
lem of private ranking recovery is noise dominated, i.e., the error probability is large even for
small values of the noise variance. This suggests that the exact recovery imposed in our work
might need to be relaxed. Finally, possible future directions include the following: (i) partial
recovery in which we seek to recover the permutation of only part of the input data; (ii) approxi-
mate recovery in which we allow a fixed number of errors given a ranking distance function [64]]
(e.g., Hamming distance, Kendall’s tau distance); (iii) investigating or generalizing the results

in this paper to hold universally, for any distribution on the input data vector.



Chapter 6
Approximate Permutation Recovery

In this chapter, we study the problem of permutation recovery up to a distortion, so-called ap-
proximate permutation recovery. Specifically, we seek to estimate the true permutation of a data
vector up to certain estimation error. We formulate the problem using several ranking distances,
and we proved that the decoders used in the previous chapters have similar properties, such as
optimality. We characterize the error probability of the approximate permutation recovery and

compare it with the one of exact permutation recovery studied in previous chapters.

6.1 Introduction

Today, ranking data is a pervading task in several applications, such as search engines [80],
biomedical [81], recommender systems [82]], feature matching [2l], and communication sys-
tems [83]. However, the data might be noisy, e.g., because of privacy considerations [78]], users
might desire to privatize it with the addition of some noise, before sharing it with an external
data collector. Thus, it is paramount to understand the impact of the noise on the performance
of the ranking task.

In this chapter, we introduce an approximate version of the ranking recovery problem previ-
ously explored. Specifically, the challenge addressed in earlier sections involved the retrieval of
the exact sequence (or ranking) in which an input dataset was organized prior to being disrupted
by additive noise. In this chapter, we adopt a more flexible stance on the problem, permitting
a certain degree of distortion in the ranking estimation (refer to Section [6.2). Our focus is pri-

marily on scenarios when the data is perturbed by isotropic Gaussian noise, and we quantify the

82
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distortion through a distance metric between the estimated and actual rankings of the initial data
vector. We initially demonstrate (refer to Section[6.3) that the optimal solution for this problem,
in terms of minimizing error probability, is attained through the linear decoder outlined in prior
chapters. This decoder, known for its simplicity in just yielding the observed noisy ranking,
is celebrated for its computational efficiency, scaling polynomially with data dimensionality.
Subsequently, our analysis moves into the error probability incurred with the linear decoder in
the low-noise regime (see Section [6.4). Here, it is revealed that the error probability increases
sub-linearly with the noise’s standard deviation o, marking a distinct departure from the linear
relationship observed in the exact recovery scenarios discussed in Chapter {] and Chapter [5
Such findings highlights the lesser noise susceptibility of this approximate ranking recovery.
These conclusions are drawn under the presumption of mild conditions on the distance metric,
applicable to commonly used measures such as the Hamming distance and Kendall’s tau rank

distance.

6.2 Notation and Problem Formulation

In this section we provide several definitions that are required to formally define ranking and

distance function between two rankings.

Definition 6.2.1 (Permutation). We denote by 7y the permutation of x € R" such that

(wa)l <...< (wa)i <. < (Xﬂx)’m (6.1)

where x, is the sorted version of x according to 7 € P, and (x); is the i-th element of x,
withi € [1: n].
We denote by ry the rankin of x € R” such that (ry); indicates that x; is the (ry);-th

smallest among the entries of x. The set of all rankings of size n is denoted by R.,.

Example 6.2.2. If x = (—2,3, —6, 1, 2), then we have

T = (3,1,4,5,2), and 1y = (2,5, 1,3, 4). 6.2)

'There exists a one to one mapping between permutation and ranking. In particular, the mapping is (.}, and it
holds that 7., = ry and 7, = mx.
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Definition 6.2.3 (Hamming distance). For any two rankings ry, € R, and ry € R,, the

Hamming distance between ry, and ry is defined as

dir(ru,rv) = (i : (vu)i # (rv)i} = Y H{(ru)i # (xv)i}- (6.3)

=1

Definition 6.2.4 (Kendall’s Tau rank distance). For any two rankings ry, € R, and ry € R,

the Kendall’s tau rank distance between r,, and ry, is defined as

di (ru,rv) = [{(6,7) : i < J,sgn((ru)i — (ru);) # sgn((rv)i — (rv))},  (64)
where sgn denotes the sign function.

Example 6.2.5. Letn =4 and ry = (1, 3,2,4). To have dg(rx,ry) = 2 we need

ry €{(1,3,4,2),(1,4,2,3),(1,2,3,4),
(3,1,2,4),(2,3,1,4),(4,3,2,1)},

whereas to have dg (ry,ry) = 1, we need
ry € {(2,3,1,4),(1,2,3,4),(1,4,2,3)}.

6.2.1 Preliminaries and Known Results

We consider the following model,
Y =X+ N, (6.5)

where X € R"™ is any exchangeable random VCCtOlﬂ and N ~ N(0,,0%I,), with X and N
being independent.

In this section, we study the ranking recovery problem where the goal is to estimate ry given
the noisy observation y under the model in (6.5)). In the previous chapters, we considered this

problem under an exact ranking recovery constraint, i.e., we were interested in recovering the

%A random vector X € R™ is said to be exchangeable if X £ PX for any permutation matrix P of dimension n.
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exact ranking according to which the input data vector X was sortedE] In particular, we showed
that the decision rule, referred to as decoder, that minimizes the error probability consists of
declaring ry to be equal to the ranking ry of y. Because of this structure, this optimal (in
terms of error probability) decision rule was referred to as linear decoder. More formally, let
¢ : R® — R,, denote the decoder. In the previous chapters, we showed that, for any value of

the noise standard deviation o, for the exact ranking recovery we have that
®lin € argmin P, (¢, o) = argmin Pr(¢(Y) # rx), (6.6)
¢ ¢

where ¢in(y) = ry, and P.(¢,0) = Pr(¢(Y) # rx) is the probability of error incurred for
o € R, when the decoder ¢ is applied. We also characterized P,.(¢y,, o) in the low-noise
(i.e., 0 — 0), and high-noise (i.e., 0 — o0) regimes. Notably, in the low-noise regime, we
showed that the probability of error is linear in o, i.e., P.(¢yn, 0) =~ co with a coefficient ¢ that
can be proportional to n2. This result shows that the exact ranking recovery problem is noise
dominated and hence, the estimation task can be difficult to implement in practice. Followed
by this observation, a natural question arises: How does the approximate recovery problem,
where a fixed number of errors are allowed, perform? We next formally define the approximate

ranking recovery problem.

6.2.2 Approximate Ranking Recovery

Different from the exact ranking recovery, in the approximate version of the problem, a fixed
number of errors is allowed in the recovery of the ranking ry. To formulate this problem, we
letd : R2 — R, be a distance function, which measures the distance (e.g., Hamming in
Definition [6.2.3] Kendall’s tau in Definition[6.2.4) between two rankings. In particular, in order

to consider a proper distance function, d has to satisfy the following two assumptions:

Al: d(ry,ry)=0if and only if r,, = ry; and

A2: d(ry,ry)=d(Pry, Pry) for any permutation matrix P.

3To be more precise the problem considered in the previous chapters is that of permutation recovery. However,
ranking recovery and permutation recovery are equivalent under the exact recovery constraint.
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rx € Rn
Ground Truth

Decoder

qb(Y) —Vf'x EBd (rx,f)

N ~ N(0,,02%L,)
Figure 6.1: Graphical representation of the approximate ranking recovery.

We then define the ball with respect to d centered at ro € R,, with radius ¢, namely
By(re,l) = {rx € Ry, : d(re,rx) < £}, (6.7)

where /¢ is referred to as distortion threshold and denotes the maximum number of errors that

are allowed.

Example 6.2.6. Consider the case n = 4, for which |R4| = 24. Let d be the Hamming distance
in Definition|6.2.3| and ¢ = 2. For r. = (1, 2, 3,4), we have that

Bu, (re,2) ={(1,2,3,4),(1,2,4,3),(1,3,2,4),(2,1,3,4),
(37 27 ]‘74)’ (47 27 37 ]‘)’ (1747 37 2)}7

where the first ranking in By, (rc, 2) is r¢ (hence, it has zero Hamming distance), whereas all

the other rankings are at Hamming distance equal to two from rc.

The approximate ranking recovery problem is the estimation task for which we seek to
recover ry with a certain distortion, measured by d, up to a threshold equal to ¢. This problem
can also be seen as estimating ¥« € By(rx, ¢) from the noisy observation y. Fig. provides a
graphical representation of the approximate ranking recovery problem. We note that due to the
assumption setting £ = 0 in By(rx, £) recovers the exact version of the problem studied in
the previous chapters.

We are here interested in analyzing the error probability of the approximate ranking recov-

ery problem, which is given by

Pe(¢,d,£) = Pr(d(rx, ¢(Y)) > 0). (6.8)
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In particular, our focus will be on characterizing an optimal (i.e., that minimizes (6.8)) decoder
(see Section [6.3)), and on understanding how varies with respect to the noise standard

deviation o € R (see Section [6.4).

6.3 Optimal Decoder for Approximate Recovery

We here characterize an optimal decoder for the approximate ranking recovery problem, i.e.,
a decoder that incurs the minimum error probability in (6.8]) in the estimation task. With the

definition in (6.8), an optimal decoder ¢,y is given by

d)opt S argimax Pc(¢a da 6)7 (69)
¢

where P.(¢,d, ¢) is the probability of correctness defined as

Pe(¢,d,£) = Pr(d(rx, ¢(Y)) < )
= Pr(¢(Y) € By(rx, ). (6.10)

As a first result, the following lemma presents a sufficient condition for a decoder ¢ to be

optimal.

Lemma 6.3.1. [f, forally € R", a decaderqg : R" =R, satisfies

~

o(y) € Ba(7, ), 7= argr;axprxw(n!y), (6.11)
NERn

then, ¢ € argmax  Pe(¢, d, £).
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Proof. By using the law of total probability, we can write the probability of correctness in (6.10) as

P.(¢,d, 0)= ZPr Y) € By(r,0),rx =)
TERR
= ZPr Y) € By(7,0) | rx = T) Py (T)
TERR
= > > Pr(@(Y)=w]|rx =7) pex (7)
TERR weBy(1,0)

Wy / Py e (717) Pax (7) dy

TERR weBy(T,0) ye

ESEDY / Doy (713) Fy () dy. 6.12)

TERn weBy(r,0) V YEDPw

where (a) follows by defining D, = {y € R" : ¢(y) = w} forall w € R, and (b) is due to
the Bayes’ theorem.

In order to find an optimal decoder ¢qpt, according to (6.9), we need to maximize P.(¢,d, £)
with respect to ¢. Equivalently, with reference to (6.12)), we need to design the decision regions
D,’s so as to maximize P.(¢,d,¢). Towards this end, we note that, for any w € By(,¢), if
we design D, such that an observation y € D,,, then the term p,, |y (7|y) contributes to the
integral in (6.12). For an optimal decoder ¢, We have to guarantee that, for any observation
y € R”, the corresponding max,er,, Pry |y (1]y) contributes to (6.12). It therefore follows that
a sufficient condition for a decoder ¢ to be optimal is that, for any observation y € R such

that 7 = argmax,cp . Pry |y (1]y), We assign y to Dy, where w € By(7, £). This concludes the

proof of Lemmal6.3.1] O

By leveraging Lemma [6.3.1] we are now ready to prove our first main result, which shows

that the linear decoder ¢y, (y) = ry is indeed optimal for the approximate recovery problem.

Theorem 6.3.2. Let X € R"™ be exchangeable and N ~ N (0,,,021,,), and suppose that the
assumption[AT] holds. Then, for any { > 0, we have that

$1n € argmax Pa(¢,d, ?). (6.13)
¢
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Proof. We consider the Maximum a Posteriori (MAP) decision rule [54], i.e.E]

omar(y) = argmaxprx‘y(n\y). (6.14)
NERn

We note that the assumption |A1|implies that w € By(w,¢) for all w € R,,. Thus, under this
assumption, the sufficient conditions in (6.11)) in Lemma [@] are satisfied and hence, it is
guaranteed that ¢yiap € argmax P.(¢,d,0),i.e., dpmap is an optimal decoder. In the previous
chapters, we showed that, for any exchangeable X € R"™ and N ~ AN(0,, UQIn), we have
o®1in = ¢Mmap- This readily implies that ¢y, € argmax, P.(¢,d, ?), and concludes the proof of
Theorem [6.3.21 [

Remark 6.3.3. The assumption[AT]in Theorem [6.3.2] for the optimality of the linear decoder is
very mild and is known as the identity of indiscernibles. The assumption [A2is also mild. We
indeed note that widely adopted distance functions, such as the Hamming distance in Defini-
tion and the Kendall’s tau rank distance in Definition satisfy these conditions.

6.4 P.(¢1n,d, () versus o

Theorem [6.3.2] shows the optimality (in terms of error probability) of the linear decoder. In this
section, we study the probability of error incurred by such a linear decoder, namely P, (¢yin, d, £),
as a function of the noise standard deviation ¢ € Ry. In particular, different from the exact
ranking recovery problem (where in the low-noise regime, the probability of error is linear in
o), we show that for the approximate version of the problem P, (¢yy,d, ¢) exhibits a sublinear
behavior in ¢ in the low-noise regime (see Theorem [6.4.3). This result is also shown in Fig.[6.2]
(which was obtained by using Monte Carlo simulations with 106 iterations), and it highlights
that relaxing the constraint of exact recovery indeed leads to a significantly less noise-dominated
problem.

We next introduce and define a few quantities that we will need in the proof of our result on

error probability of the approximate ranking recovery.

*We note that ¢aiap (y) in (6-14) might not be unique; if this is the case, then we randomly select one of these
possible choices.
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Figure 6.2: P.(¢yin,d, ¢) in (6.8)) versus o withd € {dy,dx} and ¢ € {0,1,2,3}. We set
X ~ N(Olo,flo) andN ~ N(Olo, 02110).

Definition 6.4.1. Let X € R"” be a random vector. The i-th order statistics of X (i.e., the

i-th smallest value of X) satisfies
Xin : Xim < oo < Xijin < oo < X (6.15)
Then, we say that the i-th spacing [60] of X is
Wi = Xiy1:n — Xiin- (6.16)

We now state the following lemma, the proof of which can be found in Section[6.5]

Lemma 6.4.2. Let X € R" be exchangeable, N ~ N(0,,0%1,), and 7 = (1,2,--- ,n).
Assume that fyy,(w) < oo, Yw, where W is defined in (6.16). Then,

lim
o—0 4 o
=1

A Pr(ry = POHDr | rx = 7) B = fw, (07)
_ Z; N
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where PU9) is the permutation matrix of dimension n that permutes the i-th and j-th rankings.

By leveraging Lemma[6.4.2] we can now prove the following theorem, which is the second

main result of the paper.

Theorem 6.4.3. Let X € R" be exchangeable and N ~ N (0,,,021,,). Assume that fy,(w) <
00, Yw where W is defined in (6.16). Consider a distance function d satisfying the assump-
tions[A1|and[A2] and let

d(r, PO =8 7= (1,...,n), Vie [L:n—1]. (6.17)
Then, if ¢ > * = max;{f;}, it holds that
1
lim — P, (¢yin, d, £) = 0. (6.18)
oc—0 0
Proof. We start by observing that

Pr(d(rx,ry) =k) = Z Pr(d(rx,ry) =k,rx =17)

NERR

@) Z Pr(d(Prrx, Prory) =k, Prprx = 1)
NERR

(g) Z Pr(d(rx,ry) = k’rx — ,7_)
NERR

=n!Pr(d(rx,ry) = k,rx = 7)

=Pr(d(rx,ry) =k [rx =7), (6.19)

where the labeled equalities follow from: (a) the fact that (X,Y) = (X, X+N) 4 (PX, PX+
PN) = (PX, PY) for any permutation matrix P due to the exchangeability of X and N, and
letting P, be the permutation matrix that permutes 7 into 7; and (b) the assumption and



the fact that P, - P, = I, and P, ;1 = 7. By using (6.19) we then obtain

Pe(¢1in, d,0) = > Pr(d(rx,ry) = k)

k>0
= ZPr(d(rX,ry) =k|rx=1)
k>0
@® Z Pr(d(rx,ry) =k |rx =7)
0<k<B*
+ Z Pr(d(rx,ry) =k |rx =7)
k>p*
= Z Pr(d(r,ry) =k | rx = 7) + P.(¢,d, 3)
0<k<p*
(by "1 -
> ZPr (rsz(“H)T rx = T) + P.(¢,d, 5%),
i=1

where (a) follows by letting 3* = maxe[1.,—11{5:}, and (b) is due to (6.17).
From Corollary 4.4.3] we know that

n—1
.1 o Swi (0)
(}}L% gpe(¢11n,d,0) = ; 77
and from Lemmal6.4.2] we have
1 s (i,i+1) “ fW (0+)
lim — 3" Pr (ry = PO [y = 7) = SO
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(6.20)

Thus, the two facts above, together with (6.20)), imply that lim,_, %Pe(qﬁhn, d,p*) = 0. We
conclude the proof of Theorem by noting that for any ¢ > 3*, we have that P, (¢, d, £) <

P.(¢1in, d, *), which implies lim,_,¢ %Pe(gblin, d,¢) =0 forall ¢ > 5*.

O]

Remark 6.4.4. The 1/0 in Theorem is used to prove the sublinear behavior of P, in the
low-noise regime (i.e., the limit in (6.18) is indeed zero). Theorem [6.4.3] implies that in the

low-noise regime, errors occur dominantly by interchanging the two entries that are neighbors

in terms of ranking. This is because for any 7 € R,,, the region H, = {x € R" : ry = 7} has

the n — 1 regions H,, with = P+ 4 e [1:n — 1], as neighbors.
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We conclude this section with two corollaries on the two practically relevant distances in
Definition[6.2.3| and Definition [6.2.4

Corollary 6.4.5. For any ¢ > 2, we have that

Pe inad 7€
lim —(¢1 i, 0)

o—0 o

= 0.

Proof. Forany i € [1:n —1]and 7 € R,, we have that d (7, PV 7) = 2 = g* Thus,
for any ¢ > * = 2, we have that (6.18)) in Theorem holds. This concludes the proof of

Corollary [6.4.3] O

Corollary 6.4.6. For any £ > 1, we have that

lim Pe((lslinv de 6)

o—0 g

=0.

Proof. The Kendall’s tau rank distance satisfies the assumptions [A1] and [A2] and has 5* = 1.
Hence, from Theorem for any ¢ > 1 we have that (6.18) in Theorem holds. This
concludes the proof of Corollary [6.4.6] O
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6.5 Proof of Lemma

We let gz(Y) £ {Y;‘fl < )/;‘+1} N {Y%+1 < Y;} N {Y; < }/i+2}, and Z; £ [1 n— 1] \ {Z —
1,4,7+ 1}. We have,

Pr (rY — pliitl),

I‘X:T)

@ py (ﬂ{Yt <Yibn&(Y) |7
teZ;

Y[ N <widn&X+N) | 7
teZ;
©

C

=Pr| (Vi< WINn&EXA+N) |7

te’l;
Dpr(v; < —wy) Pr [ ({Vi < W& (VW) | Vis—W; |, 621)
teZ;
where the labeled equalities follow from: (a) the fact that 7 = (1,2,---,n), and letting

Pr(-|7) = Pr(-|rx = 7) for brevity; (b) Definition for which Wy = X;y; — X; and
letting V; = Ny — Ny¢y1; note that, with reference to Definition we have that X;.,, 4 X;
given the condition rx = 7; (c) noting that, since N is exchangeable, the event & (X + N) is

equal in distribution to the event gl(X + N) given as follows,

EX+N) LUX, 4 Nist < Xy + Ni)
N{Xip1 +N; < X; + Nij1}

N{Xi 4+ Nip1 < Xiyo + Nigo}
2
(;){W—1 SWici + Wik n{V; < Wik N {Vigr < Wi+ Wiy},
where (c1) follows by permuting N; and N;;1, and (c2) follows since rx = 7 and by using
Definition for Wy = X411 — Xy and V; = Ny — Ny4q; and (d) introducing £(V, W) £
{Vie1 < W14+ W bn{Viy1 < W;+W, 41}, and using the definition of conditional probability.
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We now analyze the two probability terms in (6.21)). The first probability term in (6.21)) is

W;
Pr Vz < —Wi =Pr|Z < -
( =re (72 %)

- /OOO Q ((f‘&i) fi, (w) dw

~ | @ i (VEou) Vo du 622)

where Q(-) is the standard Gaussian Q function, and the last equality follows by a change of

variable. By dividing (6.22) by o and taking o — 0, we obtain

tiy PUEE 2D @ /0 Q (u) lim fiy,(v3ou)v2 du
- [T @ anorvaan =500 ey
0 ™

where (a) follows from the dominated convergence theorem, which is verifiable since fy, (w) <

sup fi, (w) < oo, and [ Q(u)du is integrable. The second probability term in (6:21) is

lim Pr  (){V: < Wi}N&EF(V, W) |V <-W
o—0
teZ;
Y lim Pr [ (V{oVi < Wik NV, W)V < —w; | 21, (6.24)

o—0
tez;

where (a) follows by letting V = o'V with V; = L(N; — Ny41), and (b) is due to the fact that
W > 0,,—1. By using (6.21), (6.23) and (6.24)), we obtain

o P (ry = POHD7 | rx = 7) _ fWi(o+)’

c—0 g ﬁ

and hence,

A Pr(ry = PUIT [rx = 7) (= fw (07)
lim =y w0
o—0 =1 o im1 ﬁ

This concludes the proof of Lemma[6.4.2]



Chapter 7

Conclusion

In conclusion, this thesis systematically navigates the complex domain of permutation recov-
ery from noisy observations, striking at the core of significant challenges in data science and
privacy-preserving mechanisms. By meticulously addressing both exact and approximate per-
mutation recovery under a spectrum of noise conditions, this work sheds light on the pivotal
question: How to discern the original ordering of data from its noise-altered state?

The research begins by formulating the permutation recovery problem within a statistical
hypothesis testing framework, and unveils the linear regime where optimal permutation esti-
mation is achievable through a linear transformation of the noisy data, succeeded by sorting.
This exploration, under Gaussian-distributed data and noise, delineates the critical influence of
the noise covariance matrix, revealing that a flat spectrum with a limited number of distinct
eigenvalues is essential for inducing the linear regime.

Delving into the error probabilities associated with linear decoders, this thesis uncovers the
inherently noise-dominated landscape of permutation recovery. The detailed analysis across
both low- and high-noise scenarios, and the characterizing error probability’s scaling behav-
ior, furnish profound insights into the intricate interplay between noise, data distribution, and
recovery fidelity. The discovery that error probability scales linearly with the noise standard
deviation, o in the low-noise regime highlights the impact of noise for the permutation recovery
problem.

Furthermore, advancing into the realm of data privacy, the thesis embarks on elucidating
the delicate trade-off between estimation accuracy and privacy. Employing differential privacy

metrics, such as e-DP and («, €)-RDP, it evaluates the efficacy of diverse privacy-preserving

96
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mechanisms, forging a path to optimize the trade-offs between privacy and the fidelity of rank-
ing recovery.

In an attempt to generalize the problem, the thesis proposes an approximate version of
ranking recovery and demonstrates that the probability of error exhibits sub-linear behavior in
o, in contrast to the linear behavior observed in exact recovery. This approach, characterized by
its reduced susceptibility to noise, underscores the potential of approximate recovery techniques
in enhancing the robustness and efficiency of permutation recovery processes.

The collective contributions of this thesis not only fortify the theoretical underpinnings of
permutation recovery in noisy and privacy-sensitive environments but also lay down practical
methodologies for addressing these challenges. As we look toward the horizon of data process-
ing and privacy-preserving techniques, the findings and strategies delineated herein pave the
way for future research, promising enhanced robustness, efficiency, and privacy in the face of

ever-evolving data landscapes.
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Appendix A

Differed Proofs in Chapter

A.1 Proof of Proposition 3.3.1

We start by noting that any 71 € P has its own unique w3 € P such that H,, = —H, Then,
for any observation y, we have that
P Hn) = [ ity —x0fx() dx
XGHTA‘I
(a)
= In(y +2)fx(z) dz
z2€E—Hn,
b
® / n(—y — 2)fx(z) dz
zE€EH
= fY(_Y7H7r2)7 (Al)
where the labeled equalities follow from: (a) change of variable z = —x; and (b) the fact that

Hry = —Hnr, and fn(n) = fn(—n).

From the relation in (A1), it therefore follows that we can map fy (y, Hr, ) to fy (—=y, Hnr,)

for all (71, m2) index pairs where 71 € P and m € P such that H,, = —Hr,. Assume

now that y € R, gp, which from (3.4) implies that fy(y,#,,) is the maximum among
all fy(y,H,), 7 € P. From (A.I) we then have that, among all fy(—y,H,), 7 € P, the

maximum joint density for —y is fy(—y,Hn,) where m is such that Hr, = —Hn,. This,

from (3.4)), implies that

—YyE Rﬂ'%KN'
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(A2)
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This concludes the proof of Proposition 3.3.1

A.2  Proof of Proposition

Let \;, i € [1 : n] be the eigenvalues of Ky and A\;, i € [1 : n] be the eigenvalues of
(Kn' + In) " in (B:6). Then, for all i € [1 : n], the relationship between )\; and J\; is such that

Ai = . (A.3)

For the case when K has n equal eigenvalues (i.e., either K1y is a diagonal matrix with equal
elements on the diagonal, or we take v = 0 and v = a in (3.6)), it is not difficult to verify that
the eigenvalues and eigenvectors are of the form in (3.9).

We hence focus on the case when K has at least two distinct eigenvalues (i.e., when either
v = 0,7 # a, or when v # 0 in (3:6)). Since (Kx' -+ I,,) " in (3.6) consists of an orthonormal

matrix () € Q and a block diagonal matrix, its eigenvalues can be found as the solution of

Ni=v, ie[l:n—2], (A.4a)
a= X1+ M — 7, (A.4b)
2 = (;\n_l —Y)(y — S\n), (A.4c)

where the second expression is due to the fact that v+a = S\n,l —1—5\n and the last expression fol-
lows by computing the determinant of S in (3.6) with (A.4b). By solving the above set of linear
equations and by using we obtain the eigenvalues in — see also Appendix
We now use the eigenvalues in (3.10a) to find the eigenvectors v; of Kn. We start by
noting that v;’s are equal to the eigenvectors of (K&l + I,,)~L. Since the matrix in has
one isotropic matrix, we can easily find the first n — 2 eigenvectors of (Klgl +1,)7! (ie., those

associated to the eigenvalue ) as,
vi=q;, t€[l:n—2], (A.5)

where q; is i-th column of Q € Q. Forv;, i € [n — 1 : n], by using the eigendecomposition of
S and the fact that (Kg' + I,) ™' = QVAVTQT with A being a diagonal matrix and V' being
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an orthonormal matrix, we obtain the following two equations,

vi = (a—\)Qn-1+vqn,i €[n—1:n], (A.6)
vi =vqn_1 + (Y — N)an,i € [n—1:n]. (A7)

By combining (A.6) and (A.7), and by using (A.3)) we obtain the eigenvectors in (3.10b)). This
concludes the proof of Proposition [3.4.5]

A.3 Proof of Proposition 3.4.9

Instead of working with the probability of error, it is more convenient to work with the probabil-
ity of correctness of our hypothesis testing problem. Using the structure of the optimal decision

regions found in Theorem [3.4.1] the probability of correctness can be written as

P.=Y Pr ((X,Y)T € H, x RW,KN>
TEP

®) Z Pr ((X,Y)T € Hr x (KN + In)’Hw)

TeP
(b) L\
=) Pr <<XX + KIEIZ> € Hy x (Kn + In)HW>
TeP
© ST Pr(AX,2)" € Ha x (Kn + Ln)Hr)
TeP
DS P ((x,2)" € Aley,)
TeP
9P (X,2)T € A71Cy.) (A.8)

where the labeled equalities follow from: (a) using the optimal decision regions in Theo-
rem (b) letting Z be a standard normal random vector, i.e., Z ~ N (0, I,); (c) defining
In 0n><n . .
A= 1 |5 (d) letting Cy, = Hr X (KN + I,)Hy; and (e) using the symmetry of
I, Kg
(X, Z).
We observe that the shape of the region H is an n-dimensional cone (see Fig. for a

graphical representation when n = 3). Thus, Cy, is a 2n-dimensional cone and so is A~1Cy_.
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It therefore follows that we have to determine the probability of (X, Z)? to fall within a cone.
Using the symmetry of the Gaussian distribution, the probability of a pair (X, Z)” to fall within
a cone is simply determined by the angular measure of the cone. Now, the angular measure of

the cone A~!Cy_ is given by

Vol?™ (A=1Cyy, N B (020, 1))

Vol?™ (B27 (0, 1))
_ |det(ATY)[Vol®™ (Cyy, N AB? (02, 1))
B Vol?™ (B27 (0,,,1)) ’

Pr((X,Z)" € A7'Cy,) =

(A9)

where in the last equality we have used the fact that Vol* (AS) = |det(A)[Vol* (S) for any
invertible matrix A and any set S. By combining (A.8) and (A.9) we arrive at

[det(A~1)[Vol2" (Cpy, N AB* (05, 1))
mn.

P. =
Vol?™ (B27 (0, 1))

(A.10)

The proof of Proposition [3.4.9] is concluded by noting that A is a block matrix and hence
1
|det(A)| = det <K§I> and by using the fact that P, = 1 — P,.

A.4 Proof of Lemma 3.5.4

We start by observing that, since K is positive definite, we have that
1
Pr(U e H,)=Pr <Ksz € /Hﬂ>
_1

_1
Vol” <KU27-L7F NB" (0, 1))

N Vol™ (B (0,,, 1)) ’ (A1D

where Z ~ N(0,, I,,), and where the last equality follows by representing the probability in
terms of a ratio of two volumes.

We then obtain

_1
Vol™ <KU2H7r N B" (0,, 1)> _

1 1
det (K{J?) ‘ Vol” (HW N KZB" (0, 1)) . (A12)
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where the equality follows from the fact that, for an n x n invertible matrix A and a set S C R",
we have that Vol"(AS) = |det(A)|Vol™(S). Finally, by substituting (A.12)) into (A.TT)) we

obtain

1 1
det (KUE) ‘ Vol” (HW N KB (0, 1))

Pr(U e H,) = Vol™ (B" (0, 1))

(A.13)

This concludes the proof of Lemma[3.5.4]

A.5 Proof of Lemma 3.5.5

We start by observing that, from the definition of the optimal decision regions in (3.4), we have

that 0, € (),cp R Ky if and only if
fx(0,,Hy) =d, Vm € P, (A.14)
for some constant d > 0. Note that this implies that
Pr(X € H.|]Y =0,)=d, Vr € P, (A.15)

where d' = d/ fy(0,,). Furthermore, recall that X|Y = y is Gaussian (see Remark [3.4.2)) and
for any y € R"
_ 1
Pr(XeH,[Y=y)=Pr <(In + KNy + (I + Ky 2z e %W> Ve P,

(A.16)

where Z is a standard Gaussian random vector. Now, by evaluating (A.16) and combining it
with Lemma [3.5.4] we have that

Vol” (HW N K38 (0, 1))

(det(fr%)
)= Vol™ (B7 (0,,, 1)) ’

Pr(X € H.|Y =0,

(A.17)



112
where K = (KN' + 1) - Finally, the sufficient and necessary condition in together
with (A.17), imply that

‘det(fr%)

Vol (H,T N K38 (0,, 1))

—d Al
Vol (B 0.1)) d Vr e P, (A.18)

which, after rescaling and substituting K= (K &1 + In) _1, reduces to (3.26) where

Vol™ (B™ (0, 1))

n=d ——
‘det(K‘E)

This concludes the proof of Lemma[3.5.5]

A.6 Proof of Lemma 3.5.7

We start by noting that the proof of Lemma 3.5.7]for the case n = 2 is immediate, and hence we
next focus on the case n > 2. In particular, our proof will leverage an auxiliary result presented

in the next lemma, the proof of which can be found in Appendix[A.9]

Lemma A.6.1. Let £" be an n-dimensional ellipsoid centered at the origin with unitary axes
{vi,va,...,v,} and corresponding radii equal to {ri,ra,...,r,}. Moreover, for r € R,

define the following hyperplane and n — 1 dimensional ellipsoid:

W) ={xeR":vlx =r}, (A.19)
Epvimy = EMNW(r). (A.20)

Ifv, = ﬁln, then for every ™ € P

VoI™ (H, N E™) = VoI~ (”HW N 53;(3)) c(rn), (A21)

where c(ry,) is a constant that only depends on r,.

By leveraging Lemma[A.6.1] for a constant n > 0, we have that

Vol (H,NE") =n, Vr € P, (A.22)
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if and only if

Vol (HW N 5;;—(5)) — i, Vr e P, (A23)

where S{}V(é) = &" N W(0), and where 7} is some other constant. Therefore, if (A.22) holds

then so does (A.23) and vice versa. Consequently, to prove Lemma we need to show
that (A.23)) holds if and only if S;L\;(é) is an (n — 1)-dimensional ball. Remember that 51?\7(3) -
W(0) has unitary axes {v1, Vo, ..., Vy—1} with corresponding radii equal to {ry, 72, ..., rp—1}.

First, suppose that g{/lv_(é) is an (n — 1)-dimensional ball. Then, from the symmetry of H’s,
it readily follows that (A.23)) holds (and hence (A.22)) holds). Hence, the fact that 5{}\}_((1)) is an
(n —1)-dimensional ball is a sufficient condition for (A.22)) to hold. We now show that it is also
necessary. In particular, our proof follows by using a contradiction argument where we assume
that ESV_((%) is not an (n — 1)-dimensional ball.

Assume that 5{}\;—( ) has at least one radius that is different from the others. Without loss of

1
0
generality, let r| = maxie[l:n_l]{ri} and 7y = minie[l:n_l]{ri}. Note that rjv; € 5{}\;((1)) and
rolVg € 51’}\,_((1)). Assume that mv1 € H, and rove € Hg, for some «, 3 € P. Note that a # f3,
i.e., when n > 2, there is no possibility for any of the #,’s to contain more than one axis of
ng_(é). Next, observe that H, N V(0) and Hz N WW(0) have equal (n — 1)-dimensional cone
shapes (i.e., the angular measures of the two cones are the same) in the subspace W/ (0). We let
ngl(on, r) = B"(0,,r) N W(0) be the (n — 1)-dimensional ball of radius r. Because of the
assumption of ry # ro, there exists some value 7, such that r; > 7 > r9 and

VoI' ! (Ha & ) & Vot (Ha nW(0) N )
(v)

> Vol ™ (Ho N W(0) N By (0, 7))

© Vo=t (#5 N W(0) N By (0,,7))

d
D voin-1 (’Hﬁ AW(0) N sgv—(é))

— Vol"~! (Hﬁ n 5;;—(3)) : (A.24)

where the labeled (in)equalities follow from: (a) the fact that E{,L\T(é) C W(0); (b) the assump-
tion that the cone H, N W(0) contains the largest axis of the ellipsoid (i.e., r1v1 € H,) and
the assumption 7 < 71; (c) using the fact that Hg, Ha, B}y, *(0,,,7) and W(0) are permutation
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invariant; and (d) the assumption that the cone Hg N W(0) contains the smallest axis of the
ellipsoid (i.e., rov2 € Hpg) and the assumption 7 > 9.

This shows that, if r; # ro, then (A.23) (and hence (A.22)) can not hold. Therefore,
for (A.23)) (and hence (A.22)) to hold, 5{}\;(5) must be an (n — 1)-dimensional ball, i.e., the radii
{r1,...,rp—1} of £™ must be all equal to each other. This concludes the proof of Lemma[3.5.7]

A.7 Sufficient and Necessary Conditions for Lemma

We start by noting that, by substituting B = ~I,,_; inside (3.36), we obtain

Ly =CT (K ' +1,) ' C. (A.25)
Moreover, we also note that
cf
cc™ @ e coma| |
CZ—l
(b) 0 0 ClT
(D) | Y(r=1)x(n-1) n—1 .
o (e )
ch
1 1
O = 2117 = I — Lo (A.26)
n n

where the labeled equalities follow from: (a) letting c;,7 € [1 : n — 1] be the i-th column of C;
(b) letting ¢,, = ﬁln; and (c) noting that c,, is a unit vector that belongs to £y, in and
hence, it is perpendicular to W and to its orthonormal basis formed by the n — 1 columns of C.

Now recall that the set Q is the set of n x n real-valued orthonormal matrices with the n-th
column equal to ﬁln. Moreover, note that since the matrix C' in (A.25) is any orthonormal
matrix the columns of which form a basis of the hyperplane WV, then the matrix () € Q can be
chosen so as to have C' to populate its first n — 1 columns. In other words, we can always find

a pair (@, C) with Q € Q such that

Q=|c L1l (A27)
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Without loss of generality, we assume the structure in (A.27) for ), and we let

(KX + 1) = QAQT, (A.28)

Note that the matrix A in (A.28) is symmetric. This follows from the fact that the left-hand side
of (A28) is positive definite, and hence symmetric. This implies that QAQT = (QAQT)T,
which leads to A = AT. Then, we obtain

In—l

0]

T (K5 +1,) ' € = CTQAQTC = [In,l on,l} A

and hence from (A.23)), we need

Y1 = {In,l On,l} A

n—1

I n—1
ol ||’
which implies that A has to have the form as

A= T
v a

YIn-1 V]

for some constant ¢ and column vector v of dimension n — 1. By substituting this back

into (A.28)), we obtain

_ I, _
(K5 + 1) =Q [7 . V] Q" (A.29)
v a

where ) € Q. Moreover, since we can arbitrarily choose the first n — 1 columns of Q) € Q, the
expression in (A.29) can be further simplified as

_ —1 ’)/In—l On—l 0 n— n— v
N T Lo e
1 a v 0
(@) O [71;11 0n—1 O + & On—2)x(n—2) 0(n—2)><2] or
0,_; «a O2x (n—2) D

Qr, (A.30)
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where S =[] o] with v € R, and where the equality in (a) follows since, for Q € Q we have

that

cf
On—1)x(n-1) V| A7 1,1 [Om-1xm-1) v :
Q[ VT 0 Q = |:C1 Cn—1 \/ﬁ] VT 0 cgil
1
L vn

(2) 1, . 1T
== T%UCn_l + Ucnfl\/inﬁ
_ o -
(a3) T . 1,1 [O0m-2)x(n-2) Om-2)xn :
= |@a Cn—1 5 7
02 (n—2) D Cn—1
1,
L n |
~ [0(p— oy O -
(ad) o) [ (n—2)x(n—2) Yn 2)><2] o, (A31)
02 (n—2) D
where the labeled equalities follow from: (al) letting v;,s € [1 : n — 1] be the i-th ele-
ment of v; (a2) noting that we can express Z?;ll v;¢; = vC,_1 where v is a scalar and
Cn—1 € W is a unit vector orthogonal to ﬁln; (a3) the fact that ¢4, ..., C,—_1 is an orthonor-

mal basis of the hyperplane YV and using matrix form representation; and (a4) the fact that
[61 R N ﬁln} € Q,and letting D = [0 8].
Thus, from (A.30) we have that

Yln—2  Op_2x2
O2xn—2 S

(K§'+ 1) =0 [ or. (A.32)

B

Since (KIII1 + In)*1 is a positive definite matrix, we need to ensure that the Schur comple-
ment [84] of the block ~yI,,_9 of the matrix B, denoted as B/~I,_2, is positive definite. For-
mally,

B/~I,_o = S is positive definite — a7y > v (A.33)
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We also need to find the conditions that ensure that K is positive definite. Towards this end,
we perform the eigendecomposition of the matrix B, i.e., B = VAV, and rewrite (A.32) as

(Kx' + 1) = QvAvTQT, (A.34)
where we highlight that the matrix QV is orthonormal. Thus,

K&t + 1, = (QVAVTQT) ™t = QvAa~tvTQT
= KN ' =QVAVIQT — I, =Qv(A~ - I,)VTQT
— Kn=QV(A™' —1,)"'vTQT. (A.35)

In order to ensure that K is positive definite, we compute its eigenvalues, which are given by
the diagonal elements of the diagonal matrix (A~ — I,,)~! and we find the conditions under
which these are positive. Note that these correspond to the conditions for which A (i.e., the
diagonal matrix with the eigenvalues of B) has diagonal elements strictly smaller than one. The
eigenvalues of B are computed in Appendix [A.I0] where we have shown that B has n — 2

eigenvalues equal to v and the remaining two eigenvalues equal to

)= a+vy++/(a—7)?+ 42
- 5 ,

These eigenvalues must be strictly smaller than one, i.e.,

v <1, (A.36a)

and

—~)2 2
a+'in<1:> (a_,.y)2+4v2<2_a_'7

— X< (1-a)1—7). (A.36b)

Note also that since v2> > 0, we need @ < 1. The expression in (A.32)) together with the
conditions in (A.33) and (A.36) conclude the proof of Lemma[3.5.8]




118
A.8 Proof of Lemma

From the result in Lemma we have that for all 7 € P,

(det (5-%) ‘ Vol (M (K387 (0,,1))
- Vol™ (B7 (0,,, 1)) ’

Pr (?0 € ’HW)

which together with Lemma 3.5.5]1ead to the proof of (3.37). Now, note that (3.37) implies that
for all w € P,

3 =Pr (YO € H,r> — Pr (z € K—%Hﬂ) —Pr(ZeC,), (A.37)

where Z ~ N(0,,,1,) and C, = f(_%?-{,m VY € P. This further implies that C,,w € P is
a collection of congruent cones (i.e., cones with the same angular measure) that symmetrically
partition R™. Moreover, for every pair (7,7) € P x P there exists a permutation matrix Py .
such that P; .C; = C, and

|Ix— Prryll < |lx—yl|,x€Cr,y €Cr. (A.38)

The above inequality follows because of the three following facts: (i) P C, = C, implies that
Cr is a reflection of C, along some hyperplane 7; (ii) the hyperplane 7 bisects the distance
between P ;y and y into equal segments; and (iii) x and Py -y are on the same side of the
hyperplane and y is on the opposite side of the hyperplane. Thus, the distance between x and
Py +y is smaller than the distance between x and y.

Next, with some abuse of notation, we let fz(||z||) denote the PDF of Z. This notation

highlights the fact that the PDF of Z only depends on the norm. We also define p = K —%y
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Figure A.1: A pictorial depiction of the inequality in (A.39) forn = 3 and 7 = {1, 2, 3}.
where p € C; since by assumption y € H... With this, we obtain

Pr (YoJrSr € ’HW> =Pr (Z+ (K1:11+In)%}~’ € (K5 +In)éH7r>

(a)
&) py(z 4+ peCy) _/C f2(lz - ull) dz

(b)
< /C f2(|1Perz — p)])) dz
(c)

—/ fz(lz - w)l) dz
Py +Cr

@ /C fz(lz - w)l) dz
=Pr(Z+pec;)

— Pr (?0 rye ?—LT> , (A.39)

where the labeled (in)equalities follow from: (a) letting p = (K N 1 n) 12 y and remember-
ing that C, = K_%HW = (KI:I1 + 1) 12 H for all 7 € P; (b) applying the bound in (A.38))
and noting that p € C;; (c) using change of variable and the fact that |det(P; )| = 1; and
(d) the fact that C; = Py ;C,. The geometric interpretation of the inequality in (b) is shown in
Fig. In particular, in Fig. the view is taken with respect to the axis of symmetry. The
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dashed ball centered at w4 is meant to represent a level set of the PDF of Z + p. The intersection
of the dashed ball and a cone C;, is the largest for the cone in which p lies, i.e., 7 = {1, 2, 3}.
The proof of Lemma 3.5.9]is concluded by noting that (A.39) holds with equality if 7 = 7.

A.9 Proof of Lemma

Let £ be an n-dimensional ellipsoid centered at the origin with unitary axes {v1,vo,...,v,}
and corresponding radii equal to {r1,79,...,7,}. Let one of the axes of £" be equal to ﬁln.

Specifically, without loss of generality, we set v,, = ﬁln, which has r;, as the corresponding

radius. Then, by introducing the hyperplane W(r) = {x € R" : v1x = 7}, forany 7 € P, we

can represent the volume of the intersection between H, and £™ as

Vol (Ha NEY) = [ Vo™ ! (Hx N E* NW(r)) dr

—Tn
Tn

— [ vor! (’H,r N 53\;(7{)) ar, (A.40)

i
where S{}V_(i) =E"NW(r)is an (n — 1)-dimensional ellipsoid in R".
1
T

Note that since Egv_( ) has v,, as normal vector, which is one of the axes of £, the ellipsoid

S;LV_(?%) can be represented as

n—1 n—1
gW(T‘) = m(r)[n ’ gw([)) + TV, (A41)
where m(r) : [—rp, 7] — (0, 1] is some magnitude function. Then, we have
Vol (H,NE™) @ 3 Vol ! (’HW N {m(r)[n : S{}V_(é) + run}) dr
® [

LA Vol ! (7—[7r Nm(r)Ly, - 5;‘\}_(1))> dr

. (

© / : (et (m(r) ) [Vl (1 0 €54 ) dr

= VoI (M N ) / : m(r)"dr, (A42)

where the labeled equalities follow from: (a) substituting (A.41) into (A.40); (b) the fact that

Hr, Vo € P is invariant to adding av,, where a € R is any constant and remember that
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v, = ﬁln (i.e., Hr = Hr + avy); and (c) the facts that, for any invertible matrix A and any
set S, Vol (AS) = |det (A) |Vol" (S) and Hr = kI, H,, where k is any positive number. We
conclude the proof of Lemma by defining ¢(r,) = [™" m(r)"dr.

Tn

A.10 Eigenvalues of B in (A.32)

We seek to compute the eigenvalues of the matrix B defined as

B= (A.43)

Yn—2 O(n—2)><2]
025 (n—2) S

where S = [7 ¢]is a 2 x 2 symmetric matrix. These can be found as the values of \ that satisfy

the equation
— M2 O
det(B — M) =0 — det [ |7 Mz Dozl ) g
Ox(n—2) S — Al
= det((y — A\)[,—2)det (S — \3) =0
= (1= N)"2((a= Ny =X —v*) =0.

Hence the matrix B in (A.43)) has n—2 eigenvalues equal to +y and the remaining two eigenvalues

can be found as the solution of

(@—N)(y—A) =02 =0 = A= VTt (A.44)




Appendix B

Differed Proofs in Chapter 4

B.1 Proof of Lemma 4.3.5

We start by noting that, for an exchangeable X € R", the optimal decision regions (2.4) are

Rekn =Y ER": fy(y|H,) > I;leag( Iy (yHy) ¢ - (B.1)
n#T

Since Y = X + N, we have that

Fy (y[Hs) = / Iy — %) fx(x | Hy) dx

xeR”

_ 1 Ny — x) fx(x) dx, (B.2)

n‘ XGHT

where the last equality follows since X is exchangeable, and thus fx(x | H,) = L1{x €

H} fx(x). Moreover, due to the exchangeability of X, for any permutation matrix P, we have

122
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that fx(x) = fx(Px). Lety € H,; then, for any n € P, we have that

1
O ITH) = [ Hg) = i In(y —x) fx(x) dx
S iy - wix() du
e JueH,
@ ?;/,(enyN(y —x)fx(x) dx
- l, IN(y — Prypx) fx(x) dx
n: Jxet,
= % cH (fN(y - X) - fN(y - PT7’I7X))fX(X) dx, (B.3)

where the equality in (a) is due to the change of variable where P, is the permutation matrix
that permutes 7 in 7). To finalize the proof we utilize [1, Lemma 1], which we restate below for

completeness.

Lemma B.1.1 (Lemma 1 in [[1]). Let u € H. and w € H.. Then, for any permutation matrix
P, we have that
lu—wl2 < [[u— Pwl. (B.4)

Since N ~ N(0,,,0%1,,), then fn(y — x) and fx(y — Pr,x) in (B.3) are monotonically
decreasing with respect to ||y — x||2 and ||y — P ,x||2, respectively. By Lemma[B.1.1} we then
have that, for any n € P,

fN(y*X)*fN(y*P‘r,nX) 20, (BS)

which implies that (B.3)) is non-negative. Hence, we have that if y € H,,

Ny | He) 2 fx(y | Hy), Vn € P. (B.6)
The optimal decision regions in are then given by

Rekn ={yeR":y et} =H,. B.7)

By noting that . = ¢H,, V¢ > 0, we conclude the proof of Lemma.3.5]
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B.2 Proof of Theorem 4.4.1]

Before proceeding with the proof of Theorem[.4.1] we present an ancillary result.

Lemma B.2.1. Ler V ~ N(0,,_1, K) where K is defined in @22). Then, for any subset
IC[l:n—1]
Pr (ﬂ{w < tz-}) <JIPr{vi<t}). (B.8)
i€T i€T
Proof. The bound in holds if the random vector V consists of negatively associated ran-
dom variables [83]]. Observe that the Gaussian random vector V. ~ A (0,,_1, K) consists of
either negatively correlated or independent random variables (see the structure of K in (4.22))).

As it was shown in [83]], this implies that the random variables in 'V are negatively associated.
This concludes the proof of Lemma[B.2.1] O

From Theorem with Ky = 021,,, A = I,, and b = 0,,, we have that

Potin(0) =1-Y E[Q.z (-T;X) | X € H.] Px(H-)
TEP
=1-) E[Q W.)| Px(H,), (B.9)
TEP

where in the first equality K is given by @#@22), Q2 i(+)is the multivariate Gaussian Q-function
with covariance matrix o2k, and in the second equality W is the 7-spacing of X in Defini-
tion

Letting V ~ N (0,,—1, f() we then have

Pejin(0) =1-) E [PI“< > VZT)] Px(H-)

> ZHT);E[M (v= =57 | e
=) E 1—Pr< > VZT)] Px (H-). (B.10)

TEP
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The expectation in (B.10) can be equivalently written as

o i) o U2

n—1
= (D" > Pr(Ap |, ®B.1D
k=1 ZC[1:n—1]

IZ|=k

where the last equality follows from the inclusion-exclusion principle where A7 = N;e7r. A7

with AT = {VZ < —@} From the expression in it follows that

n—1
Pe in — . 1
lim, 1in(7) =) D =Dty lim — Pr (AF) | Px(Hr). (B.12)
o g TEP k=1 ZC[1:in—1] e
|Z|=k

In what follows, we therefore analyze

Pr (A7) =Pr (

1€l

N {V < _(W(;)}) , (B.13)

by considering two separate cases.

e Case 1: k = 1. Let Z = {i}; then, we can write (B.13) as

Pr(A7) =E [Pr (m- < (WT)>]

a

oefo(22)
= /OOOQ <\/u2»]0> fow .y, (w) dw
®) /0 T QW) fow, (VEZou)y/2o du, (B.14)

Nas

where the labeled equalities follow from: (a) the fact that V; ~ A(0,2); and (b) applying a
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change of variable. Thus, we have that

;gn - Pr (A7) \f/ hm Q(u (\fau)
- \@f(Wf)i (O+) / Q (u)du
0
~ fowy, (07)
= A (B.15)

where the first equality follows from the dominated convergence theorem, which is verifiable
since for any o, Q(u) f w.); (V20u) < Q(u)max, fow ), (w) < oo due to the assumption
max,, fw,),(w) < 0o, Vi. O
e Case 2: k > 2. By using the bound in Lemma|[B.2.1] we obtain

Pr (A7) <E [HPr(m< _(‘;VT)>]

1€T

- EQ< o >]

<E H Q<(\[G)) . (B.16)

JCZIJI 2

By letting J = {s,t} C Z in (B.I6), we obtain that

z
i <
alﬂ% ;13%0// < ) ( 2>f<w7)s,(wT)t(0w,UZ)dde

0+, 0+
< lim Uf(WT Yoy (Wr ) ( )
o—0 e

=0, (B.17)

where the equality follows from the assumption that max, ., fw.),,(w,), (¥,v) < 00, Vs,t,
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and the second inequality is due to the fact that

;IL%/ / Q(w>Q<\%)f(WT)&(WT)t(o'w’o-Z)dde
(a/ / < ) <\j§>f(wf)s’(wr)t(o+v0+)dwdz

fow.), ow,), (07,07)
T

< 00, (B.18)

where (a) follows from the dominated convergence theorem, which is verifiable by means of
the assumption maxy, » f(w,),,(w,), (U, v) <00, Vs,t (similar to Case 1). ([l
By using the limits in (B.T3)) and (B.17) inside (B.12)), we obtain

lim Lein(?) Z S lim ~ Pr (A7) Px(H.)

70 reP 1C|tn—1]"
\II 1
n—1 +
(b) Z ZP f(WT)z- (07)
= x (Hr) —F=—, (B.19)
TEP i=1 ﬁ

where (a) follows from (B.17), and (b) follows from (B.I5)). Equivalently, (B.I7) and (B.19)

imply that in the low-noise regime

i ZZPX 7(0+)0+O( 2, (B.20)
Eln f .

TEP 1=1

This concludes the proof of Theorem {.4.1]

B.3 Proof of Proposition 4.4.4

We first state the following lemma, the proof of which can be found in Appendix

Lemma B.3.1. Let X consist of n i.i.d. random variables generated according to X. Let X'

be an independent copy of X and assume that

| fxl2 < oo. (B.21)
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Then, the following holds

Jw,(u) < oo, VueRy,1<i<n-—1, and (B.22)
Jwiw; (u,v) < oo, V(u,v) € Ri, 1<i<j<n-—1, (B.23)
where Wi is the i-th spacing of X in Definitiond.2.1]

Lemma[B.3.T|ensures that X with the assumption in (#.3T)) satisfies the assumption in (#.28)
in Corollary #.4.3] Then, from Corollary #.4.3] we have that

-1
N lin(U) S fw; (0+)
lim —2 ) — Z CALAS S (B.24)
o—0 (o} =1 ﬁ
Now, to complete the proof we show that
Z fw,(07) =n(n —1) / fi(x (B.25)

Foriid. X; ~ Fx, where Fx is the cdf of X, we observe that from [60] and with 3,,; :=

Wm we have

n—1 n—1 e
> (07) =3 b / (Fx (@)~ (1 = Fx(2))" " 3 (x) da
=1 1= -
0o N—1
@[ D Al Fx(a) (= B o)
00 n 1
= L) D ) oy ) e

° . zﬁ ( ) n =) =g = DEx @)Y= Fx(@)" 5 @) do,
(B.26)

where (a) follows by using the Fubini-Tonelli theorem, and (b) follows from the change of
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variable j = i — 1. To simplify the integrand in (B:26)), we make use of the following,

n—2

< > n—j)(n—j—1)(Fx(z)) (1 - Fx(z)" 72

T
=)

(Tf) (n— 3)(n—j — D(FEx (@) (1 - Fy ()"
0

=\

—
o
Naig

E[(n—B)(n—B~1)] (1~ Fx(z))~*
E[n® —2nB+ B* —n+ B] (1 - Fx(z))?

(n2 — 2 Fy(z) + nFx(z)(1 — Fx(z))

+ n2FX(q;) —n+ nFX(a:)) (1-— FX(JU))_2
=n(n—1)1—-2Fx(z) + F)Z((x))(l - Fx(ﬂf))_2

—n(n—1), (B.27)

where in (a) we let B ~ Bin(n, Fx(z)) be the binomial random variable with parameters n
and F'x (z), and the expectation is with respect to B.
With this, we obtain that (B.26) reduces to

n—1 00
> w07 = [ ntn- 1) @) ds
i=1 o
=n(n— 1)/_ f(x) dz, (B.28)

and thus,

lim L) _ n%;l) /_ Z f%(x) da. (B.29)

o—0 o

This concludes the proof of Proposition #.4.4]
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B.4 Proof of Theorem 4.5.1]

We start by noting that, in view of the limit in @33)), we have that lim, o0 Prjin = . We
now consider the following limit,
P — L
lim —oit ol (B.30)
o—00 =

Instead of working with o, we parameterize the problem in terms of o = % Then, (B.30) can
be equivalently expressed as
Pc,lin - Pc,lin

_ 1 .
n— Jim — 2 — i (B.31)
k—0 K k—0 K

lim

ag—00

=

where the last equality can be argued by using the definition of the derivative or L' Ho6pital’s rule.
We make use of the following lemma, proved in Appendix B.8.3] to prove the Theorem 4.5.1]

Lemma B.4.1. Suppose k < oco. Then, for any constants a and ¢;, i € [1 : n], the following

8 a a
afi/cmm/cn,{f(x)dxnm dr

== —Z CZ'/ c / f(X)|a:¢:cm dl’n cee dl’i+1dl'1;1 s dl’l. (B.32)
i=1 Ccl1kK [

identity holds

We now note that from Theorem the probability of correctness under ¢y (-5 I, 0y,)
and N ~ N(0,,, 01, is given by

Pejin=1— Pein
=Y E[Q,2i (—T-X) | X € H,] Px(H,)
TP
=Y E[Q,x (-Wr)] Px(H,), (B.33)
TEP
where in the first equality K is given by #@.22), Q> (-)is the multivariate Gaussian Q-function
with covariance matrix 02K, and in the second equality W is the 7-spacing of X in Defini-
tion4.2.2]
By Lemma and letting V. ~ N(0,, K ), the derivative of P, jin with respect to x is
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given by
6F)c in
I Z E / fv(v) dv] Px(H,)
8’% v>—rkW
TEP = T
n—1
(b) Z
= E
TEP i=1
/ ’ / fV\“‘/'L (V\w (WT)IH)dV\Z PX(HT>7 (B.34)
_(Wf)lﬁ (WT)’VLK/

where in (a) we used the Leibniz’s integral rule, and (b) follows by Lemma [B.4.1] where we
let fv,v,(v\i» =(W7)ik) = fv(V)]y,=— (W), and V\; is an (n — 1)-dimensional vector ob-

tained by retaining all the entries of V except for the i-th one, i.e., V\; = Vi, ooy Vi, Vi, ooy Vn]T.

By taking the limit of (B.34)), we get (B.31)). In particular, we obtain
8P I n—1 00 00
. C m
i 2 95 o [ [ petionan
1=

=3 Px(Hy) Z E[(W,), /R v 0)dvy

TEP i +

b

YS e, ZIE JPr(Vy; > 0, 5| Vi=0) fy; (0), (B.35)
TEP

where the labeled equalities follow from: (a) using the dominated convergence theorem, which
is verified since

S (W), / s / o T (Wi,
i=1 - T)1K - T)nk
n—1
< Z(Wmfvi(—(WT)m), (B.36)



and E[(W),] is bounded due to the assumption E[| X;|] < oo forall i € [1 : n], i.e.,

E[(W,)] = E[x

Ti+1

- X, | X € H,]

=E[X,,, | X € H,] - E[X,, | X € H,]
S E[Xe | [ X € He] +E[[ X7 [ X € H,]
< 00,

and fy; (-) is a Gaussian density function that is bounded; and (b) using the following,

+

= PI‘(V\Z' > 0n—2‘Vi = O)sz (0)

Lo b0 = [ e o |00 (0)dv,
+
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(B.37)

(B.38)

To finalize the proof, it remains to compute Pr(V\; > 0,-2|V; = 0) = ;. This is done as
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follows,

a; =Pr(V\; 20,2 | V; =0)

n—1
Wpr | () {Zw1 =220} | Zisi— 2 =0

j=1#i
=Pr({Z1 < < Zi} N {Zi1 < < Zn} | Zig1=Zi)

b
ORPr({ <2} N {Zips < HZis1, Zi) | Zis1 = Zi)

-/ T Pr (e <ty <)) Fazainzi (B D)

Q[ P{zi <<t <2 Fo 00

S

ZPT(Zlﬁ“'SZi1<Zz’SZi+2§"'§Zn)

@ p, (AiZ e Hiio, nm1))

=Pr (Z € A;l € 7—[(1727_,771_1))
(e) Vol (B(0n—1,1) MA " H 12, n—1))
Vol (B(0,,_1,1))
Vol (AiB(0,—1, 1) NHe1 2, n—1))
Vol (B(0,,_1,1))
Vol (E(0n—1,1) N H (12, .n—1))
Vol (B(0,,_1,1)) ’

D det (47|

)

(B.39)

where the labeled equalities follow from: (a) the definition of V and writing it in terms of
the standard normal random vector; (b) the law of total expectation, where we abbreviated
(- <Z¥n{Zin < -}y 2{Z1 < < Z}N{Zi11 < -+ < Z,}; (c) using the fact that

fZ' Zit1 (ta t)
o . t’t — 940
fZ“ZH—llZZ_ZH—l ( ) f_oooo fZi,Zi+1 (Za Z) dz

= f%z(t);

(d) letting Z ~ N(0y,-1, I,,—1), defining a diagonal matrix A; € RO=Dx(=1) with the i-

th element equal to % and the others equal to one, and recalling that from (2.1I) we have

Ha2,..m—1) = {X € R* 12y <--- < x,1}; (e) using the (n — 1)-dimensional volume



134
expression for the probability of a standard normal vector [1]; (f) the fact that Vol(AS) =
|det(A)|Vol(S) for any invertible matrix A and any set S; and (g) letting £(0,,—1,%) be the
(n — 1)-dimensional ellipsoid centered at the origin with unit radii along standard axes except
a % radius along the i-th axis.

Substituting (B-39) into (B.33), and noting that fy;(0) = 5= foralli € [1 : n — 1], we

2y
obtain
im = o 1,
00 % /—27_[_ = X T = 7 T)i

where, for all 7 € [1 : n — 1], we have that

Vol (5’(071_17 i)n H(1,2,...,n—1))

@ = Vol (B(0, 1,1)) (B.40)

This concludes the proof of Theorem4.5.1

B.5 Proof of Theorem 4.6.1

Without loss of generality, we assume that 7 = (1,2, ..., n). Then, from Lemma we can

write the probability of correctness as

P.(0) =Peiin(oc) =Pr(X+NeH, | X eH,)

Xe?—l7>
XG’HT)

n—1
= Pr (ﬂ {vi < Wz-}) , (B.41)
=1

n—1
=Pr < ﬂ {Xi + N; < X1 + Niga }
i=1

n—1
=Pr ( ﬂ {N;i = Niy1 < Xip1 — X5}
i=1

where V ~ N (0,_1,0%K) and K is defined in (@.22).

We start by proving the upper bound. Since V is negatively associated (see Lemma [B.2.1
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in Appendix [B.2)), we have that

(a) n—1
Pojin(0) < [[ Pr(Vi <Wy)

=1

n—1 Wz
=1 <Z =2 )
) " E[W]
< H@(\/ia), (B.42)

where the labeled inequalities follow from: (a) Lemma and (b) using Jensen’s inequality
with the facts that ®(z) is concave on x € R and that W; > O foralli € [1: n —1].

We now prove the lower bound. From Lemma #.3.5] the probability of correctness can be

written as

Pc,lin(a) = Pl“(X + N e H, | X e Hq—)

1 1
=T > Pr(X+NeH,|XeH, NeH,)
neEP\T
1 1 nl
=l S Pr| (H{Ni—Nij1 <Wi}|[NeH, |, (B.43)
neP\T i=1

where the last equality follows because for any n € P \ T,
Pr(X+NeH, | XeH, NecH,)

n—1
= Pr ( ﬂ {Xl + N, < Xj1 + Ni+1}
=1

XEHﬁNGHO

n—1
= Pr (ﬂ{Ni—NiH < Wi}

i=1

N e Hn) . (B.44)
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We now let Z; ~ N(0,1), forany i € [1: n — 1], and we observe that

N; = Niy1 < [Ni| + |[Nis|
= o(|Zil + |Zis1l)

<Uf Z2+ H—l

where Z ~ N(0,, I,). Then, P, in can be lower bounded as

P.jin(0) > E*f > Pr(ﬂ{fa||z”2<W}

neEP\T =1

1 1

< 0V2|Z], (B.45)
NeH )
—+ 5 - > Pr (\/iauzn2 < mjn{Wi}>
nEP\T !

1 nl-1 min; {W;}
= — < ——). .
] + ] Pr <HZ‘2 = oy > (B.46)

Using the fact that ||Z||o 2 X, where X, is the chi distributed random variable with n degrees
of freedom, we obtain the lower bound. This concludes the proof of Theorem
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B.6 Proof of Corollary 4.6.3]

By letting R,, < Z?:_ll W;, the upper bound in Theorem can be further bounded as

E[W,]

=11 Joge(552)

;71 ﬁ:llog‘b(%)
¢ e(n_l)bg@(ﬁ i %)

— oD log(b(ﬁ %)

1 2v272log(n)
() (n—1)log® (ﬁ T)

<e , (B.47)

where the labeled inequalities follow from: (a) using Jensen’s inequality; and (b) the fact that
for a y2-sub-Gaussian random variable, E[R,] < 2./2v2log(n) [62]. Then, by taking the

Taylor series for ®(z), we obtain

1
V2T

d(z) < =+ z, (B.48)

N | =

for any z > 0. Thus,

/272 log(n)
(n_1)10g<1+#n%22"/7g)
Po)<e Pl Ve

(1, vl
~\2 Vmo(n-1)
s flog(n)
e (1 227 | T
Vro(n —1)

3
< 2—n+lez\/;2;{ 4/ log(n) (B49)

Y

where the last inequality follows by Lemma below, the proof of which can be found in
Appendix This concludes the proof of Corollary #.6.3]
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Lemma B.6.1. Let x > 0. Then, for any n > 0 the following bound holds

o > (1 + %)n (B.50)

B.7 Proof of Proposition

We start by deriving the lower bound on P.(o). From Lemma.3.5] we have

P.(0) = Z Pr ((X,X +N)T e, x HT>
TeP
>3 Pr((X,N)T € H, x H,)
TEP
1

—nl
=nNn. (n!)z,

(B.51)

where the inequality follows since, if (X, N)T € #2, then (X, X + N)' € #2, where H2 =
H, x H-. Now to show the upper bound we use [[1, Theorem 2]. We have

Vol (H2 N AB* (055, 1))
a™Vol (B2" (09, 1))
@ Vol (H2 1 B> (0zn, | Al))
"~ 0"Vol (B2 (0g,, 1))
(b) Vol (B> (024, || Al]))
nlo™Vol (B2" (09, 1))
© [l4]*"

nlo™ ’

P.(oc)=n

(B.52)

I Opxn
I, oI,
fact that AB?" (03,,,1) C B?" (0, ||A]]); (b) computing the volume of the intersection of a
ball and a cone 7, ; and (c) using the fact that Vol (B**(02,, ||A||)) = || A]|*" Vol (B2"(02,,1)).

where the labeled (in)equalities follow from: (a) letting A = € R?"*27 and the
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The proof is concluded by using the fact that the spectral norm of A is given by the largest sin-

gular value of A, that is

1
ot +4 I o2 2
Al = <(2) + 5 +1] . (B.53)

This concludes the proof of Proposition

B.8 Proof of Auxiliary Results

B.8.1 Examples for the High-Noise Regime
From [60], for X; ~ Unif(a,b), 0 < a < b < oo, we have that

B b—a
Con41

E[Wi] (B.54)

The spacings of an i.i.d. exponential random variable with parameter A are exponential random
variables with parameters A(n — 1), A(n — 2),..., X [60]. Thus, for X; ~ Exp(}),

1

The key of the proof of the range R, is to use the following expressions from [53]],

E[X1.,] = n/_oo (1 — F(z))" Y f(z) dz, (B.56)
and
E[Xp] = n /_ T eF(2)™ f(z) da. (B.57)

First, consider X; ~ Unif(a,b), 0 < a < b < co. Then,

b+ an a—+bn

E[X1n] = — and E[Xp.n] = —
n n

(B.58)



and hence, we obtain

E[R,| =
[} n+1
Next, let X; ~ Exp(\). Then
E[X1] = & and X, =S L
1:in| — \n an nmnj — )\k7
k=1
and hence, we obtain
n—1
1
E = —
(7] Ak
k=1

B.8.2 Proof of Lemma B.3.1]

The joint density function fy, w, (u,v), 1 <i < j—1 < n — 1is given by [60]

Z 1 Fx( ) Fx(.%'ﬁ‘u))jiiiz
owW“”_”'/ /Hu 1—1 (j—i—2)!

(1= Fx(y+wv))ri-1
(n—j7—1)!

x fx(z)fx(r +u)fx(y) fx(y +v) dy dz,

and for ¢ = j — 1, we have that [60]

> Fx(x)" ' (1- Fx(z+u+v)" "

Jw.w; (u,v) = n!/

o (=1 (n—i—2)
X fx(z)fx(x+u)fx(x+u+wv)de,

140

(B.59)

(B.60)

(B.61)

(B.62)

(B.63)
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where F'x (-) is the cdf of X and fx(-) is the pdf of X. By using the upper bounds Fx(x) < 1,
1—Fx(z) <1,and Fx(y) — Fx(z +u) < 1fory > z + u, we obtain that, fori < j — 1,

fwiw, (u,v) < nl /oo ® fx(@) fx(x+uw)fx ) fxy+v) Gy da

—o0 Jrtu (1_1) (]—Z—2)‘(ﬂ—j—1)!
% fx(@) fx (@ +u) fx(y) fx(y +v)

<o | ] G sy

< n!| fx|l3

T -G -i=2)(n—j—1)!

< 00, (B.64)

where the second inequality follows since the integrand is always non-negative, the third in-
equality follows from the Cauchy—Schwarz inequality, and the last inequality is due to the as-

sumption that || fx||2 < co. Similarly, for i = j — 1, we have that

fw.w, (u,v <n1/ fx(@ foﬂ;j(z)f)i(f;7+v) .

! fx |13
(@ -Dl(n—i-2)!

< 00, (B.65)

where the second inequality follows from the Cauchy—Schwarz inequality, and the last inequal-
ity follows since || fx||2 < co. This shows that the joint density is bounded everywhere.

For the marginal density, we take any (4,7) € [1 : n]? such that i < j — 1. Then, we have
that

w) :/ fWi’Wj(u, v) dv
x(@T+u)fx x(y+v

suf [ R e v

B n‘f fx (@) fx(x 4 u) dx

=D —i=2) (- 1)!

!l fx113
T E-DIG—i =2 n—j-1)!
< 0, (B.66)
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where the first inequality follows from the fact that we have shown above that

Fuvaw, (1, v) gn!/"o * fx (@) fx(x+u)fx(y) fx(y +v) dy du.

ot G=DIG—i—2)(n—j—1)

the second inequality is due to the Cauchy—Schwarz inequality, and the last inequality follows
from the assumption || fx||2 < oo. This concludes the proof of Lemma

B.8.3 Proof of Lemma B.4.1]

The proof is based on Leibniz’s integral rule. Let us define a function
a a
gt(K,x) = / / f(x)day, -+ day, t € [1:n]. (B.67)
ctk Cnk

Then, we observe that for ¢ = 1, we have

a

0 0
%gl(fi,x) =5 /Cmgg(/{,x) dzq

0
= %92(57 X) dz1 — 6192(57 X)‘zlzclm (B.68)

c1K

where the last equality follows by using the Leibniz’s integral rule. Moreover, for any ¢ € [1 :

n — 1], the Leibniz’s integral rule indicates that

0 o [
%gt(ﬁax) = /cmgtﬂ(/ﬁx) dxy

= %9#1(”7 x) Aoy — ¢t git1(K, X)|zi=cons (B.69)

Cctk

and for ¢ = n, by the fundamental theorem of calculus, we have

0 o [°
%gn(m,x) = aI{/CM f(x) dzy,

= —Cnf(X)|z,=cp k- (B.70)
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Hence, by mathematical induction using (B.68)), (B.69)), and (B.70)), we get

0 a9
ﬁgl(&x) = /cm 7;92(/%30 dry — c192(K, %) |2y =e1n

a a a
:/ ( %93(&)() dxo — czgg(m,x)|x2:cm> dxy

1K cok

- C192 K X)’aq =c1K

(k,x) dze dx
= [ L gt domin

—62/ 93(KyX)|zo=cor dT1 — C192(K, X)|21=c1 1
c1k

= —Z C; / N / f(X)|wi:cmdl‘n H -dxprldl‘ifl B -dxl. (B.71)
i=1 c1kK cnk

This concludes the proof of Lemma|B.4.1

B.8.4 Proof of Lemma [B.6.1]

Since lim;,—yoo (1 + %)n = e7, it is sufficient to show that (1 + %)n is a non-decreasing func-

tion in n when x > 0. Taking the derivative with respect to n, we obtain

0002 (w002 5) em

Since the first term in (B.72) is positive, we only need to verify that the second term is positive.

In other words, we need to prove the following,

x r 7
log (1 v —) - >0, Vo > 0,n > 0. (B.73)
n r+n

This can be easily verified by using the concavity property of log(x). In particular, we have the

first-order condition for the concave function log(u) as

log(v) < log(u) + %(v —u)

= log (E) > 4= U, Yu,v > 0. (B.74)
v u
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Taking u = = + n and v = n, we get

log(x+n>2 i (B.75)
n x+n

which verifies (B.73). This concludes the proof of Lemma [B.6.1]



Appendix C

Differed Proofs in Chapter

C.1 Proof of Example

C.1.1 Gaussian Noise

If N ~ N(0,,021,), its PDF is

1 =13
= 02 =
@) = e o = allzla) c
2
with g(t) = me_;?. Since g(t) is a non-increasing functionint > 0, then N'(0,,, 021I,,) €
Sn.2.

C.1.2 Laplace Noise

If N consists of i.i.d. N; ~ Lap(0, b), its PDF is

Tl 1 [E1]
_ Zi _ Nzl
:];[fb =@y * =9zl (C2)
with g(t) = 5 ) 67% which is a non-increasing function in £ > 0. Thus, a joint distribution of
i.i.d. Lap(0, b) is a member of S, ;.

145
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C.1.3 Generalized Normal Noise

If N consists of i.i.d. N; ~ GN(0, a, p), its PDF is [73]

it = [T e (<] 2]") = e (=2 E0) o),
=1

aP

where K = m is the normalization factor, and g(t) = K"exp (—2—2) which is a non-

increasing function in ¢ > 0. Thus, a joint distribution of i.i.d. GN(0,a,p) is a member of
Snp-
C.1.4 Staircase Noise

If N has a staircase distribution with (A, ~, A), its PDF is of the form [[72]]
fn(z) = pe =), (C.4)
with

k if EA, (k A
iy [ il €A ()AL, s

E+1 if ||z||i € [(E+7v)A, (k+1)A]

where v € [0,1] and A > 0 are given, and §3 is a normalization parameter.
Since h(z) is a non-decreasing function in ||z||;, then fn(z) is non-increasing in ||z||;.

Thus, a staircase distribution is a member of S, ;.

C.1.5 Uniform Noise

If N ~ Unif(B,(0,, 7)) with r > 0, its PDF is given by

fn(z) =

1
1
VoI(B,(0y,, 7))~ #€Br(0nn)
1
(

=— "1 .
Vol (B (0, 7)) lello=r} (C.6)

where Vol(S) denotes the volume of the set S. Clearly, the PDF in (C.0) is a non-increasing

function in ||z, and hence, Unif(B,(0,,, 7)) is Sy p.
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C.2 Proof of Lemma5.3.2

Our goal is to show that a solution ~ for the following optimization problem,
. _p 7 '
argmin ||y — Pyex|lp (C.7)

forany n € P,y € H, and x € H,, is given by & = 7. We start by noting that, by the
property of permutation invariance of the £,-norm, without loss of generality, we can consider
7 = (1,2,...,n) which indicates that y is sorted in ascending order. In addition, a solution
to does not depend on the permutation of x, i.e., we can start the problem with any
x € H,. This is beause we consider every possible permutation matrix P, _,.’s with x € P.
Hence, we set n = 7, which implies that x is also sorted according to the ascending order, i.e.,
x and y are sorted according to the same permutation 7.

The key tool that will enable our proof is the following generalized version of the rearrange-

ment inequality [86]].

Lemma C.2.1. Consider a sequence of real numbers a1 < ... < ay and a collection of
functions fi(+) : [a1,an] — R for i € [1 : n] and for some fixed n. Suppose that for all

x € [a1, an] we have that
filz) <. < fr(@). (C3)

Then, for any permutation x € P, we have that
n n
> filan—iv1) < filan, 1), (C.9)
i=1 i—1

where ay; = (Pr_xa);, i € [1:n].

For the given y € H, in order to apply Lemma|C.2.1} we define a sequence of functions
fit) & lyn—iv1 —tlP, i € [1:n]. (C.10)
Note that y; < y9 < --- < y,. For the time being assume that

fit) < fi(t), Vt € R, (C.11)
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for all ¢ < j. The claim in (C.11)), which will be shown later, guarantees that we can use
Lemma Therefore, by setting a; = x; in Lemma [C.2.1] and recalling that x and y are

sorted according to the same permutation 7, we arrive at

n
ly — x|} = Z Yn—it1 — Tn—it1 [’
i=1

n
=3 filtn-it1)
=1
n
< Z fi(xﬁn—i+1)
=1
n
= Z |yn—i+1 — Thp—it1 ’p
=1

n

= Z |yn7i+1 - (Pfﬁnx)n7i+1|p
i=1

= ||y - P‘r%nx”%

for all k € P. This indeed shows that, under the assumption in (C.11J), a solution /4 for the
optimization problem in (C.7) is given by & = 7.
To complete the proof it remains to verify that the condition in (C.1T)) holds. Towards this

end, we observe that

£t = pt — Yn—iv )|t — Yn—i1|P 2

forall i € [1: n]. We now show that f;(t) < fi(t) forall t € Rand i < j. This follows by a

simple comparison, which consists of subtracting f7(t) from f;(t), namely

fi@) = £i(t) = p(t = yn—ix )|t = yn—is1 /P> = p(t = yn—jy)|t —yn—j1[’?,  (C.12)

where Y, i1 > Yn—j4+1 since y by assumption is sorted in ascending order. If (C.12) is less
than or equal to zero, then (C.I1)) holds. We now show that (C.12)) is indeed always less than or

equal to zero.
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* t € [—00,Yn—j+1]: In this case, (C.12) becomes

@O = ) = =p Wn—iv1 = )" +p Wnojsr — )",
which is always less than or equal to zero;
* t € [Yn—j+1, Yn—it+1]: In this case, (C.12) becomes
A = ) = =p Wneis1 — )P = p(t — ynjp1)’ ",
which is always less than or equal to zero;
* t € [Yn—i+1,00]: In this case, (C.12)) becomes
F@) = () = —p(t = yn—is1)’ " =Pt — Ynoyr1)" ",
which is always less than or equal to zero.

The above three cases imply that the inequality in (C.11)) holds for any ¢ < j and hence, the
sequence of functions in (C.10) satisfies (C.8). This concludes the proof of the desired claim
and the proof of Lemma[5.3.2]

C.3 Proof of Theorem

The probability of error is given by [3, Corollary 1],

T X
o

Pe(¢1in, K) = 1-E [Pr (V > — X) ' X ¢ HT} , (C.13)
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where T is defined in (5.15]). We now note that, from Remark|5.3.5] we can write 7, X|X € H,

as a spacing vector W and hence, we can equivalently rewrite (C.13) as

n—1

Pe(¢1in, K) =1 —Pr(ﬂ {V . _ZVD
=1

(U )

= (=D > Pr(Ap |, (C.14)
ZC[1:in—1]
IZ|=k

T
I

where the last equality follows from the inclusion-exclusion principle where A7 = N;erA;
with A; = {V; < —o W, }.

For any set |Z| = k, we have

Pr(Agz) = Pr (ﬂ {m < _ZVi })

i€L
:/ Fy, <_W) fw, (w)dw
weRi o
= / Fv, (—u) fw,(ou)otdu, (C.15)
ueRi

where the last equality follows from a change of variable. By substituting (C.13) into (C.14),

we obtain
n—1
P.(¢nin, K) = Z(—l)kflak(a)ak, (C.16)
k=1
where
ap(o) = > / By, (—u) fw, (cu)du. (C.17)
IC[tn—1) 7 ueRE
|Z|=k

Let f‘(,?,lz) (ou) = 2% fw, (o). By the Leibniz integral rule, the m-th derivative of cy, (o) w.r.t.
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az(cm)(a): Z / kFVI(—u)f‘(;JQ(Uu)du. (C.18)
IC[1m—1] Y UERY
IZ|=k

Since (C.18) is bounded at o — 07 (i.e., lim,_,o+ |a,(€m) (0)| < 00), after some trivial algebra,
we obtain that the m-th derivative of P. (¢, K) in (C16) at 0 — 07 is

min{m,n—1}

= Y (! (7:) ko™ (0. (C.19)

k=1

o—0t

We conclude the proof of Theorem by plugging (C.19) into the Taylor series of P, (¢in, )
ato =07,

C.4 Proof of Corollary

Since P,.(¢yn, K) — 0as ¢ — 0T, the first order rate is given from Theorem by

oc—0t
ZC[1:in—1]

Z]=1

PY = lim > / Fy,(—u) fw,(ou) du
UE]R+

n—1

= lim Z/ueﬂh Pr(V; < —u) fw,(ou) du

+
c—0 im1

n—1
@ lim Z Q) fw, (V20v)V2 dv

oc—07t 3 JveRy

n—1
S w0 [ Quvade
=1

’UGR+
n—1
_ fWi(O+)
; N (C.20)

where (a) follows using the change of variable u = +/2v toegther with the fact that V; ~
N(0,2) with Q(+) being the Q function of the standard normal distribution; and (b) follows by

the dominated convergence theorem.
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The second order rate is also given from Theorem [5.3.6|by

2

1 1 2 _

gF =32 ()™ <k> Ko ™M (0%) = 0](07) —aa(0%).  (C2D)
k=1

We need to compute agl) (0T) and ax(0™). Firstly, we have

S, (07), (C.22)

where the labeled equalities follow from: (a) letting fy, (ou) = % fw, (w)‘w:(m; (b) using
the dominated convergence theorem; and (c) using the change of variable v = +/2v similar to

the step (a) in (C.20).
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The second term in (C.21) is given from Theorem 5.3.6|by

az(0T) = lirgJr Z / ; Pr(Vz < —u)fw,(ou) du
770 I [tin—1] T ueRY

|Z]=2

@ Z fwz<02+)/eR2 Pr(Vz < —u) du
] R

ZIC[l:in—1
|Z|=2

n—2
=3 fwnwn, (0F) / Pr(V; < —u, Vit < —up) du
i=1 uERi
b () [ PrVi< -,V < —u) du

2
(i,§)E[1m—1]2 ucky
J>it1

n—2
(b)
= fwowii, (09) L Qrivi, (0) du+ > fwaw,(0F) (
i=1 ueRy (i, E[Lin—1]?
J>itl

Qv (u) du) 2

u€ER

n—2

= E[maX{O, Vl} maX{O, ‘/2}] Z fWi,Wi+1 (0;) + E? [maX{Ov VlH Z fW'Lij (02+)

i=1 (i,9)€[1:n—1]2
j>i+1

n—2
© 1
~ 0.108998 >~ fw,w,,, (03) + - > Sw,w, (03), (C.23)

i=1 (i,9)€[1:n—1]2
7>i+1
where (a) follows by the dominated convergence theorem; (b) is due to the independence of V;
and Vj if | — j| > 1 (since V; = Nj31 — Nj and V; = Njq — N; with i.i.d. IN); (c) follows
by noting that E[max{0, V1 } max{0, V2}] ~ 0.108998 and E*[max{0, V1 }] = 1.
By substituting (C.22)) and (C.23) into (C.21]), we obtain

1 1 n—1 n—2 1
5Pe(z) ~ 3 > fi(0%) = 0.108998 > fiw,wi,, (0F) — - S fww, (0F).
i=1 i=1 (i,4)€[Lin—1]2

7>i+1
(C.24)

This concludes the proof of Corollary [5.3.7]
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C.5 Simulation Results and Proof of Example and

C.5.1 Simulation Results shown in Figure

For the simulations illustrated in Figure we set Unif(0,1) and Exp(1) for X;,i € [1 :
n] and N ~ AN(0,,02I,). The curves for the true error probability P.(¢y,) were obtained
by Monte-Carlo simulation using 10° iterations, whereas we obtained the curves for the first
and second order approximations by evaluating the expression in Corollary The data
dimension is set to n = 10 for (a) and (b), and to n = 20 for (c) and (d). It is shown from (a)
and (c) that the first and second-order approximations well fit the true P, (¢yy,) around o = 0.
Further, (b) and (d) show the approximations in the low-noise regime and illustrate that, if the
targeted error probability is small, then the first-order approximation is very close to the true

error probability.

C.5.2 Proof of Example[5.3.§

To evaluate the expression in Corollary , we need fiy, (01), fiy, (0%) and fiw, w, (03). For
X; ~ Unif(0, 1), the PDF of the spacing W; and W;, W; are given by [60]

fw,(w) =n(1 —w)" 1 Vie[l:n—1], (C.25)
fwiw, (w,0) = n(n = 1)(1 —u—v)"72, Vi # j, (C.26)

which gives

fw.(07) =n, Vi,
Jwow, (03) =n(n —1), Vi # j.

By differentiating (C.25) with respect to w, we also obtain

Fiv,(w) = —n(n — 1)(1 — w)"2,
= fiy,(07) = —n(n —1), Vi.

This concludes the proof of Example[5.3.§|
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- P(G), X ~ Unit(0,1) P o~ P (6m), X ~ Unif(0, 1)
09 |-e-pY (6m), X ~ Unif(0,1) 5 - B, (¢), X ~ Unif(0,1)
0.8 [ 27 (6u), X ~ Unit(0,1) s 0-05 -0 2" (g1, X ~ Unif (0, 1)
#If,{gun),X ~ Exp(1) @ —-P.(¢in), X ~ Exp(1)
0.7 [0 B (¢m), X ~ Exp(1) 004l ® P (), X ~ Bxp(1)
osl 0 B (), X ~ Exp(1) FH e B (gw), X ~ Bxp(1)
05 a5 0.03f
0.4} -4
0.02}
03}
02y 0.01}
01}
0 - . L 0 |
0 0.005 0.01 0.015 0.02 2 4 6 8 10
7 o x10™
1 - 0.07 :
- P.(¢n), X ~ Unif(0,1) “o- P.(¢m), X ~ Unif(0, 1)
09 |-o i::"[(@lm),x ~ Unif(0,1) s 0.06 L |7 2. (6, X ~ Unit(0, 1) 2
0.8 o B (6m), X ~ Unif(0,1) | e B (i), X ~ Unif(0,1)
T o Pom), X ~ Bxp() @ 6P (1), X ~ Exp(1)
0.7} ¢ If‘md(%n)vx ~ Exp(1) . 0.05F |-o- R;d(li)un),X ~ Exp(1)
06 P (o) X ~ Bxp() | -0 P (¢m), X ~ Exp(1)
: o 0.04}
2% 0.5 Sy
04 0.03f
03 0.02f
0.2
0.01}
0.1
0 & L L L L O L L
0 1 2 3 4 5 0 1 2 3
o %107 o x10

Figure C.1: Comparison between P, (¢yy,), the first-order approximation PQSt(thn), and the
second-order approximation P2"%(¢y;,). We set X; ~ Unif(0, 1) and X; ~ Exp(1) for
€ [1:n]: (a) n = 10; (b) n = 10 in low-noise; (c) n = 20; (d) n = 20 in low-noise.

C.5.3 Proof of Example[5.3.9]

To evaluate ¢; and ¢y, we make use of the fact [60] that the spacings of Exp(\) random variables
are independent exponential random variables with parameters depending on the dimension n
and A. Specifically, for i.i.d. X; ~ Exp(\) the spacings become independent W;’s that are
distributed as

W; ~ Exp(A(n —14)), Vi€ [1:n —1]. (C.27)
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It then follows that

fw, (0F) = lim A(n - e M=v — X(n —4), Vi, (C.28)
fwew; (03) = fw, (0%) fiw; (0F) = XN (n — i)(n — j), Vi # j. (C.29)

It is also easy to evaluate

iy, (07) = lim —X(n —i)2e 70 = _X\2(n — )%, Vi (C.30)

w—0t

By substituting (C.28)) and (C.30) into ¢; and ¢y in Corollay (5.3.7) with some algebras, we
conclude the proof of Example[5.3.9]

C.6  Proof of Corollary 5.3.11|

Since Pe(¢1in, K) — 0 as 0 — 07, the first order rate is given from Theorem by

P.(¢1n, K) = PYo + 0(c?), (C.31)
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where

= lim / Fy,(—u) fw;(ocu) du
o—0 ueRr
IC[L:n—1] +
Z)=1
n—1 .50
= [ Pr(V; < — d
Jim > [P0 < )
(a) n—1 0o
2 i Pr(V; > d
Jim Y [P 2w o)

n—1 max{V1,0}
— +
—;fwi(O)E[/O 1du]
n—1
- Z fw, (0%) E [max{V;, 0}]
i=1

(d)

[

1 n—1
5 2 fw (ONE[VAl), (C.32)
i=1

where the labeled equalities follow from: (a) the exchangeability of N (i.e., V; = N;y1 — N; 4
N;i — Niy1 = —V;and V; g Vj, V(i,7); (b) the dominated convergence theorem; (c) the
Fubini-Tonelli theorem; and (d) the symmetry of V' as we have used in step (a). We conclude

the proof of Corollary [5.3.T1] by substituting (C.32)) into (C.31).
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C.7 Proof of Proposition

Foriid. X; ~ Fx, where F'x is the CDF of X, we observe that [60]

> w0 =3 ey | P @) T = P ) do

o0 1 n! . )
- / 2 Gm 1)!(n'— T (Fx @) = Fx(@)" 7 fx (@) de
=1
0o n—1 n 4 4
= [ ()i vy P )
=1

0o n—2 n . :
O[T (2 i = DY~ P ) da,
(C.33)

where (a) follows by using the Fubini-Tonelli theorem, and (b) follows from the change of

variable 7 = 7 — 1. To simplify the integrand in (C.33)), we make use of the following,

n—2

- (’;) (n— 3)(n—j — D(Fx (@)Y (1 - Fy(x))" 2
=0

E[(n—B)(n—B-1)](1 - Fx(z))~
=E [n2 —2nB+ B?> —n+ B] (1 - Fx(z))™?

—~

= (n? — 2nFx(z) + nFx(z)(1 — Fx(z)) + n>F%(z) —n +nFx(z))(1 — Fx(z)) >
n(n —2nFx(z )—|—2FX(x)—F)2((:L‘)+nF)2((x)—1)(1—FX(30))_2

n(n —1)(1 — 2Fx(z) + Fx(2))(1 - Fx(z))
(

n

n—1), (C.34)

where in (c) we let B ~ Bin(n, F'x (z)) be the binomial random variable with parameters n

and F'x (z), and the expectation is with respect to B.
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Then, we have

n—1 %)
> 0% = [ nln - 1@
i=1 o

=n(n—1) /_ f%(z)de.

This concludes the proof of Proposition [5.3.14]

C.8 Proof of Proposition

We consider the Laplace mechanism such that
Krp(o,X) =X+ oN,

where N is i.i.d. according to Lap(0, b). This result has already been shown by [17] and we
present it here for completeness. By using the definition of RDP, (K ) in Definition [5.2.2} we

obtain

RDP, (K1) = sup Da(K(X)[IK(X))

(X, X)eX2:dy (X,X)<1

—

a

= sup Dq(Lap(z1,0b)||Lap(z2, b))

Nasy

|21 —z2| <L
= sup Dy (Lap(0, ob) [Lap(r, ob))
r€[0,4]
(b) 1 ae~(=o)r/(@b) _ (1 — q)e=ar/(ob)
= sup In
refo, g @ — 1 20— 1
c 1 ae—(1=a)t/(ob) _ (1 _ o)e—at/(ob)
e 2a£1 : : (C35)

where the labeled equalities follow from: (a) the fact that XC(X) and K(X) have nearly identical
distributions that differ at only one coordinate; (b) the closed-form expression by [79]; and (c)
the fact that D, (Lap(0, ob)||Lap(r, b)) is an increasing function in r. Therefore, K (o, X)
gives (a, €)-RDP with € given in (C.35).

For the upper and lower bounds, we first obtain an upper bound by using the concavity
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property of the logarithm and its first-order condition [87]], i.e.,
In(z +y) < In(z) + 2, ¥y,z > 0. (C.36)
x

Using the above inequality, we can upper bound (C.35)) as

1 ae—(l—a)f/(ab) _ (1 _ a)e—aﬁ/(ab)
€= In
a—1 200 — 1
1 ae(a—l)ﬁ/(ab) (Oé _ 1)e—a€/(ab)
< +
T a—1 20— 1 aela—1)¢/(ab)
1 | aele=D@b) 1 a1y
— — ob
a—1 . 200 — 1 + ae
14 1 « 1 (a—1)t
= — 1 —e~ T ob . .
Ub—i_a—l][1204—1%_046 ’ (€37)

A lower bound can be obtained by dropping the second exponential term in (C.33) as

1 ae—(l—a)@/(ab)
>
P T YN |
/ 1 a
- 1 . C.38
b a—1 "2a-1 (€.38)

This concludes the proof of Proposition[5.4.4]

C.9 Proof of Corollary

From the lower bound in (5.28)) in Proposition[5.4.4] we directly obtain the lower bound of ¢ as

¢
b(e—l—ﬁln%)

<o. (C.39)

In addition, the upper bound in (5.28)) can be further bounded by

€< — (C.40)

_ (2a-1)¢

which follows from the fact that ﬁ In5*5+-e” @ isincreasingin « > 1 for any values

1
«
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of o > 0,b> 0, and £ > 0, and the limit is 0, i.e.,

. o 1  (2a—1)¢
am ooy tae =0

The bound in (C.40) gives the upper bound on o as

o< ﬁ, (C41
b
and hence, with (C.39) we have that, for the Laplace mechanism,
4 y4
< RDP; (e,0) < e (C.42)

b(e+ In 201 1)

We now leverage Proposition |5.4.2] which requires E[|V'|]. In order to have Var(N) = 1 for

N ~ Lap(0,b), we set b = % and we evaluate E[|V'|] as follows. The PDF of V' = N; — Ny,

where N1 and N5 are independent Lap (0, %), is given by

- / " (@) (o - 2) dz

F 1 vl —vae—
- = — d

L vl 1y —vah
= ——c¢ + —|vle . C43
o 2| \ (C.43)
Then, by the symmetry of V' we have
(V] —Q/Ova (v) dv = —— (C.44)
o v 2V/2' ’

We obtain the trade-off expression by combining (C.42)) and (5.25) as

3Cx

Pe(¢lina )— 4[

ZZXRDP (e, 0) + O (;) , (C.45)

where

V20 - f
€+ Lln 2a—1 < RDPa (6 E) < — (C46)

a—1 «
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This concludes the proof of Corollary [5.4.5]

C.10 Proof of Proposition

Consider the Gaussian mechanism such that
Ka(o,X) =X +0oN,

where N is i.i.d. according to A/(0,1). By using the definition of RDP,(K¢) in Defini-
tion we obtain

RDP,(Kg)=  sup  Du(KX)|K(X))
(X, X)eX2:dy (X, X)<1

—

2 sup Do(N (21,0%)|N (22,07))

|z1—22|<l

= sup Da(N(0,07)||N(r,0?))

rel0,4]
(b) lar?

Nay

= —— (C47)

where the labeled equalities follow from: (a) the fact that (X)) and K(X) have nearly identical
distributions that differ at only one coordinate; (b) the closed-form expression by [79]; and (c)

the fact that <5 is an increasing function in r. Using (5.24), we obtain

2
RDP; (e, 0) = \/O;i. (C.48)
€

This concludes the proof of Proposition [5.4.8]
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C.11 Proof of Proposition

We start by noting that ¢ N with N ~ GA/(0, h(p), p) has variance equal to o2 and PDF given
by [75],

z

ah(p)

fon(2) = Kexp (— ]

p
) ) (C.49)

I —1
where h(p) = 1—‘((3pp*1)) and K = W.
Since (00, €)-RDP is equivalent to e-DP, we evaluate the Reényi divergence of order o = oc.
From Definition the Rényi divergence of order o = oo between x + oN and X + cIN

with dr(x,%) < 1is

Doo(K(x + oN)IK(E + oN)) 2 Do (K(r + o N)|JC(oN))

z€R ng(Z)
= su {— e + ° p}
ek U |oh(p)| " |oh(p)
@| r [P
= o - (C.50)

where the labeled equalities follow from: (a) the fact that r € [/, /] is the difference between
x and X, and without loss of generality we consider positive r € [0, ¢] due to the symmetry
of N; (b) the definition of the Rényi divergence of order & = oo; and (c) the fact that the
maximum of the function ¢t — |¢|P — |t — r|P is obtained at ¢ = r for 0 < p < 1.

Since (C.50) is an increasing function in r € [0, ¢], we obtain

p 1 Vi p

ah(p)

RDP o (Kgn) = sup
rel0,4)

This concludes the proof of Proposition
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C.12 Minimizing (5.35) with respectto 0 < p <1

1
To find the minimum value (or minimizer) of h(lp) (%) » with respect to 0 < p < 1, we differ-

entiate it with respect to p and obtain
2 1(1)i _ o [ [rer) <1>i
Op | h(p) \ € op |\ T \e
ot 9 T(3p~1) (1 v
~ 9p op? L(p~1) \e

8p_1ﬂ eInT(3z)—InT () 1 ’
dp Ox €

a

—
a2

() 1 (3(3x) — (x) —21Ine) [T'(3z) (1)"”
p? 2 I'(z) \e
1 | TG /1\» - B
T T r() <6> (3yBp~) —(p~!) —2Ine),  (C52)

where the labeled equalities follow from: (a) the change of variable z = p~!; and (b) letting
P(x) = LT (z) = FF/(%) be the digamma function [88] p.258].

By using the change of variable z = p~! € [1,00), we have an equivalent expression for

1,‘2 T v
-5 FF((?;)) C) (3¥(3z) — ¢(x) — 21ne). (C.53)

Flffgf)) (l)x is negative for all € [1, 00), it is sufficient to consider the

€
last term (31(3x) — ¢(x) — 21ne). The digamma function )(x) does not have a closed-form

the derivative,

. . 22
Since the sign of —%-

expression and hence, we instead use the approximation ¢(z) ~ Inx — é, where 1 < ¢ < 2
is a constant. This approximation expression comes from the following bounds [89, Lemma 2]
forxz > 1,

1 1
Inz——<¢Y(z)<lnz- —. (C.54)
T 2x
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1

Using ¢ (v) =~ Inx — _-, we have that

31(3z) — (x) — 2Ine ~ In(272%) — In€?, (C.55)

which is increasing in z. Hence, (C.53) is negative if 5v3 < @ and is positive otherwise,
1 (1

1
which implies that the minimum value of 7~ (£)” can be obtained by choosing p such that

€

% =T g Due to the condition p < 1, we finally obtain the approximed minimizer p for

1
ﬁ (%) P given by

3vV3
ﬁ:min{ \f,l}. (C.56)
€
Note that an exact expression for the minimizer is p = min{p’, 1} where p’ is such that
3 1
3y 1? — ]? —2Ilne =0, (C.57

which can be obtained numerically.
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