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Abstract

Social networking platforms like Facebook and Twitter are used by millions of people

around the world to not only share information but also personal opinions about it.

Often these information and opinions are unveri�ed, which has caused the problem of

spreading of false information, popularly termedFake News. As social media platforms

generate huge volumes of data, computational models for the detection and prevention

of false information spreading has gained a lot of attention over the last decade, with

most proposed models trying to identify the veracity of the information. Techniques

involve extracting features from the information's propagation path in social networks or

from the information content itself. In this thesis we propose a complementary approach

to false information mitigation inspired from the domain of Epidemiology.

Epidemiology is the �eld of medicine which deals with the incidence, distribution

and control of disease among populations. This dissertation proposes an epidemiology

inspired framework where false information is analogous to disease, social network is

analogous to population and how likely are people to believe an information endorser

is analogous to their vulnerability to disease. In this context we propose four phases

that fall in the domain of social network analysis. The �rst phase is calledVulnerability

assessment, where we estimate how likely are nodes and communities to believing false

information before an information starts spreading. This is equivalent to assessing

the vulnerability (i.e. immunity) of people before infection spreading begins. The

second phase is calledIdenti�cation of infected population , where given the complete

spreading paths of information, we identify the false information spreaders from true

information spreaders. This is equivalent to identifying infected population after the

infection spreading is complete. The third phase is calledRisk assessment of population,

where given the partial spreading paths of false information, we predict nodes that are

most likely to be infected in future. This is equivalent to contact tracing, where we want

to identify the exposed population that needs to be quarantined to prevent spreading

of the infection. The �nal phase is called Infection control and prevention where we

identify people as false information spreaders, refutation information spreaders or non-

spreaders in co-existing false and refutation information networks. This can aid in

iv



strategies to target people with refutation information to a) change the role of a false

information spreader into a true information spreader (i.e. using refutation information

as an antidote) and b) prevent a person from becoming a false information spreader

(i.e. using refutation information as a vaccine).

Through experiments on real world information spreading networks on Twitter,

we showed the e�ectiveness of our proposed models and con�rm our hypothesis that

spreading of false information is more sensitive to behavioral properties like trust and

credibility than spreading of true information.
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Chapter 1

Introduction

1.1 False Information Mitigation in Social Media

Social media is an integral part of our lives. As of 2019, the average time spent on social

media platforms was projected to be 144 minutes per day1. A major portion of this

time is spent to interact with others and in the process consume and share information

and opinions. With major social media platforms like Facebook and Twitter becoming

the 'go-to place' for news consumption, where practically all the information is user-

generated and whose veracity is not guaranteed, society is facing the serious and well-

nigh existential threat of spreading of false information, popularly called Fake News.

The spreading of fake news can happen both intentionally (i.e. disinformation) and

unintentionally (i.e. misinformation). While the former is more dangerous, often being

the result of a well-coordinated campaign, both have negative consequences for the

society.

The wide adoption of social media platforms has resulted in the creation of social big

data, and its accessibility has motivating researchers to propose various computational

models for combating false information. So far the focus of most research has been

on determining whether an information is false or not using features extracted man-

ually (through feature engineering) or automatically (through machine learning/ deep

learning) from data. In this dissertation we explore a complementary approach to false

1https://www.broadbandsearch.net/blog/average-daily-time-on-social-media

1
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Figure 1.1: Summary of false information mitigation research in social media.

information mitigation. We propose models as part of a novel false information pre-

vention and control framework inspired from the domain of epidemiology to determine

whether a person will endorse a false information or not. Our framework incorporates

people's behavioral data along with their underlying network structure. Like in epi-

demiology, models proposed within the framework cover the entire life cycle of infection

spreading: i.e. before the false information originates, after the false information starts

spreading and containment of its further spreading.

1.2 Related Work

Literature of research in false information detection and prevention strategies in social

media is vast, and can be divided broadly into three categories as shown in Figure 1.1.

They are Content-based, Propagation-basedand User-basedmodels.

1.2.1 Content-based models

Majority of research in false information mitigation can be categorized as content-based

models. Proposed approaches mostly rely on textual or visual based data. Earlier

work relied mostly on hand engineering relevant data that exploited linguistic features.
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Some relevant features used were grammatical structure of a sentence [1] and parts-

of-speech [2]. Textual features that other models used included topic distribution and

sentiment information [3], language complexity and stylistic features [4], pronoun and

exclamation marks [5], content embedding [6], Language complexity, readability, moral

foundations and psycholinguistic cues [7], tweet and user topics [8] and topic distribu-

tion [9] to mention a few. A major limitation of such hand engineered features is that

they do not fully exploit the rich semantic and syntactic information in the content.

More recently deep learning based models have gained popularity as they can au-

tomatically extract both simple features and more complex features for text classi�-

cation. Models implementing recurrent neural networks [10, 11] convolutional neural

network [12], convolutional and recurrent neural networks combined [13] have been

proposed. More recently other sophisticated deep learning based models have gained

popularity. Zhang et al. [14] proposed a graph neural network based multimodal model

that aggregates textual information news articles, creators and subjects to identify news

veracity. Ma et al. [15] applied generative adversarial networks to counter rumor dis-

semination by generating confusing training examples to challenge the discriminator of

its detection capacity. Shu et al. [16] applied attention mechanism that captures both

news contents and user comments to propose an explainable fake news detection sys-

tem. Khattar et al. [17] used textual and visual information in a variational autoencoder

model coupled with a binary classi�er for the task of fake news detection.

Apart from content-based models using features extracted from text, models have

also been proposed that extract features from visual content such as images and videos.

Jin et al. [18] proposed hand-crafted features from news images to study fake news

detection. More recently the problem ofDeepfakeshas been addressed using generative

adversarial based models [19].

1.2.2 Propagation-based models

Information propagates in social networks through the action of sharing/retweeting that

results in a di�usion cascade or tree structure with the source poster at the root. The

propagation dynamics of information contents have also been utilized to propose false

information detection models. Ma et al. [20] proposed a propagation tree kernel methods

to compare the similarity between information propagation trees. Wu et al. [21] similarly



4

de�ned a random walk graph kernel to compute similarity between di�erent propagation

trees. Ma et al. [22] also proposed an improved model using recursive neural networks

that used syntactic and semantic parsing to extract features from information cascades.

Some models inspired from information di�usion concepts such as Linear Threshold and

Independent Cascades have also been proposed [23].

Ruths [24] proposed a context{based detection methods mainly leverages features ex-

tracted from the process of information propagation. Recurrent neural networks [25, 12]

are used to model temporal data, where propagation data is modeled as sequential data

and both temporal and content features are integrated. Lu and Li [26] integrated at-

tention mechanism with graph neural networks using text information and propagation

structure to identify whether the source information is fake or not.

Many other propagation based models also incorporate textual features and thus

can be categorized as content-based models.

1.2.3 User-based models

User-based models are based on features extracted from two types of data. First kind

of features are extracted from content of user pro�les. Castillo et al. [27] analyzed

hand-crafted user features to study user credibility. Wu and Liu [28] constructed user

representations using network embedding approaches on the social network using pro�le

data. The second kind of features is obtained from behavioral data of sharing and

responding. Tacchini et al. [29] build a classi�cation model based on who liked the news.

Qazvinian et al. [30] collected user engagements to model user behavior patterns that

could help identify false news. The role ofbots (nefarious actors that aim to arti�cially

engineer the virality of information) in false information spreading has also been studied.

Their use in political campaigns has been studied in detail [31, 32] which has led to

building of bot detection tools [33]. The role of echo-chamber e�ect (polarization of a

person's viewpoints leading to less diverse exposure and discussion between unaligned

users) in spreading of false has been studied [34, 35]. Two other major behavioral

characteristics namelycon�rmation bias (the tendency of people to interpret evidence

that con�rms their pre-existing notions) and naive realism (people's belief that their

perception of reality is true) [36] have been found to make people vulnerable to believing

false information.
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1.2.4 Empirical research of false and true news

Apart from computational research for false information mitigation, researchers have

also empirically studied the characteristics that di�erentiate fake news from true news.

Horne et al. [4] identi�ed characteristics that di�erentiate fake news contents from true

news contents by studying the textual characteristics of articles. They showed that titles

of fake news articles are longer, had more capitalized words, used fewer stop words, were

repetitive and had fewer nouns. Perez et al. [37] found that fake news articles contained

more social words, verbs and temporal words, suggesting that false information focused

more on on the present and future. Newman et al. [38] showed that deceptive stories

had lower cognitive complexity, fewer exclusive words, more negative emotion words,

and more action words. Qian et al. [39] analyzed sentiments of the responses to false and

true news and found that false news received more negative and questioning responses

than true news. Vosoughi et al. [40] showed that false news reached more people than

the truth and that falsehood di�used faster and deeper than the truth.

Summary

An exhaustive list of work on false information mitigation research in social media

can be found in the following survey papers: [41, 42, 36, 43, 44]. A major limitation

with most existing computational models is that they rely on the presence of false

information to generate meaningful features, thus making it di�cult to model false

information mitigation strategies. Also, not many computational models have been

proposed exploring psychological concepts from historical behavioral data that make

people vulnerable to spreading false information. Our framework proposes content-

agnostic models using two important components that do not rely on the presence of

false information: people's historical behavioral data and underlying network structure.

Contributions made in this thesis towards false information mitigation research can be

visually summarized in Figure 1.2.

1.3 Computational Trust

Trust is an important part of any social interaction, and in the context of social media,

researchers have been using social networks widely to understand how trust manifests
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Figure 1.2: Thesis contribution in false information mitigation research.

among users. However, such an abstract concept of trust is generally very hard to

compute. In general, trust in a social network is de�ned as a set of scores assigned

to each actor in the network, representing his/her level of trust. Speci�cally, the level

of trust can be manifested by assigning a pair of trust scores to each actor which are

termed as trustingness and trustworthiness scores [45]. The former is de�ned as the

propensity of an actor to trust his neighbors in the network, while the latter is de�ned

as the willingness of the network as a whole to trust an individual actor.

For quantifying trust, we require proxies of trust that can map the social interactions

to the original concepts of trust. In the context of network on Twitter, there can be

various levels of user interactions acting as the proxies, such as following, retweeting,

liking, replying, etc. For example, a user whose tweets are more likely to be retweeted

by others is expected to have a high trustworthiness score, while a user who is more

likely to retweet others' tweets is expected to have a high trustingness score. Without

the loss of generality, in our work, we adopt following and retweeting as the proxy

of trust, and our proposed model is generic and can be straightforwardly extended to

accommodate any other kind of proxies. Figure 1.3 illustrates the trust relationships
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among the users in a retweet network, where the direction of edges indicates that trust

is given to tweeters from retweeters (i.e. retweeter follows tweeter) and the number of

times of retweeting between two users can be used as edge weights.

1.3.1 Background

Various researchers have tried to assign trust scores [46, 47, 48] to nodes in a network to

accomplish various tasks. Trust scores can be de�ned as scores that an algorithm puts

on a node in a trust network based on various structural aspects of the node. Another

algorithm Eigentrust [47] proposes to rate trust scores of peers in a P2P network. These

scores help an ordinary user in the network to identify the trustworthy peers and initiate

content download from them. Eigentrust, like Pagerank [49] calculates a single score for

each node in the network. However, in this algorithm, one's reputation does not play a

part in the weight of the node's trust vote. Other researchers have proposed measures

to rank bias and deserve of a node in a network [48]. They used an iterative matrix

algorithm to calculate bias and deserve of nodes which reinforce each other.

1.3.2 Trustingness and Trustworthiness

To calculate trustingness and trustworthiness scores, the TSM algorithm [45] takes a

directed graph as input together with a speci�ed convergence criteria or a maximum

permitted number of iterations. In each iteration for every node in the network, trust-

ingness and trustworthiness are computed using the equations below:

ti (v) =
X

8x2 out (v)

�
w(v; x)

1 + ( tw(x)) s

�
(1.1)

tw(u) =
X

8x2 in (u)

�
w(x; u)

1 + ( ti (x)) s

�
(1.2)

where u and v are user nodes,ti (v) and tw(u) are trustingness and trustworthiness

scores ofv and u, respectively, w(v; x) is the weight of edge from v to x, out(v) is

the set of outgoing edges ofv, in (u) is the set of incoming edges ofu, and s is the

involvement score of the network. Involvement is basically the potential risk an actor

takes when creating a link in the network, which is set to a constant empirically in [45].
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Figure 1.3: An illustration of trust relationship in a retweet network.

Once the trust scores are calculated for each node in the network, TSM normalizes

the scores [45] by adhering to the normalization constraint so that both the sum of

trustworthiness and the sum of trustingness of all nodes in the network equal to 1.

However, a salient problem of such normalization method lies in that the scale of the

scores is dependent of the size of the network. When the network is very large, the

resulting scores will become extraordinarily small. To deal with the issue, a min-max

normalization is performed based on the logarithm of the scores output by TSM to

normalize the trustingness and trustworthiness scores into the range of (0,1].

1.4 Epidemiology inspired False Information Mitigation

Epidemiology is the �eld of medicine which deals with the incidence, distribution and

control of infection among populations. In the proposed framework false information

is analogous to infection, social network is analogous to population and the likelihood

of people believing a news endorser in the immediate neighborhood is analogous to

their vulnerability to getting infected when exposed. We consider false information as a
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Figure 1.4: Example of false and refutation information.

pathogen that intends to infect as many people as possible. An important assumption

we make is that false information of all kinds is generalized as a single infection, unlike

in epidemiology where people have di�erent levels of immunity against di�erent kinds of

infections (i.e. the framework is information agnostic). Also we do not distinguish bots

in the network population. The likelihood of a person getting infected (i.e. believing and

spreading the false information) is dependent on two important factors: a) the likelihood

of trusting a news endorser (a person is more likely to spread a news without verifying

its claim if it is endorsed by a neighbor they trust); and b) the density of its neigh-

borhood, similar to how high population density increases the likelihood of infection

spreading, a modular network structure is more prone to false information spreading.

After the infection spreading is identi�ed there is a need to de-contaminate the pop-

ulation. A medicinal cure is used to treat the infected population and thus prevent

further spreading of infection. In the context of false information, a refutation informa-

tion can serve this purpose. Refutation information can be de�ned as true news that
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Table 1.1: Mapping epidemiological concepts to false information spreading.

Epidemiology context False information spreading context
Infection Infection False information

Population People and communities Nodes and modular sub-graphs
Vulnerable Likely to become infection carriers Likely to become false information spreaders
Exposed Neighbors are infected Neighbor nodes are false information spreaders
Spreaders Infected people False information spreaders
Prevention Medication Refutation news

Control Immunization Refutation news
Recovered Infection cured Retract false information and/or spread refutation news

fact-checks a false information. Contents from popular fact-checking websites2 are ex-

amples of refutation information. In epidemiology the medicine can have two purposes:

As control mechanism (i.e. medication), with the intention to cure infected people (i.e.

explicitly inform the false information spreaders about the refutation information) and

as prevention mechanism (i.e. immunization), with the intention to prevent uninfected

population from becoming infection carriers in future (i.e. prevent unexposed popula-

tion from becoming false information spreaders). An infected person is said to have

recovered if he either decides to retract from sharing the false information or decides to

share the refutation information, or both. Mapping of epidemiological concepts to the

context of false information spreading is summarized in Table 1.1. Example of false and

its refutation information from Twitter is shown in Figure 1.4. The framework is not

to be confused with popular information di�usion based models [23] because they a)

usually categorize certain nodes and cannot be generalized to all nodes, b) consider only

the propagation paths but not the underlying graph structure and c) can be generalized

to information di�usion and need not be particular to false information spreading.

1.5 Thesis Overview

To model a person's likelihood to endorse a false information based on their belief in

the endorser, we use the Trust in Social Media (TSM) algorithm. TSM [50] is a HITS-

styled iterative matrix algorithm which assigns a pair of complementary trust scores,

called Trustingness and Trustworthiness to every node in a social network. The former

is de�ned as the propensity of a node to trust its neighbors in the network, while the

2https://www.snopes.com/, https://www.politifact.com/, https://www.altnews.in/
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Figure 1.5: Dissertation overview.

latter is de�ned as the willingness of the network as a whole to trust an individual node.

In the context of epidemiology we propose four sequential phases that fall into the

domain of social network analysis. The �rst phase is calledVulnerability Assessment,

where we estimate how likely are nodes and communities to believing false information

before any information has begun spreading. The second phase is calledIdenti�cation

of infected population, where given the complete spread paths of an information, we

identify the false information spreaders from true information spreaders. The third

phase is calledRisk assessment of population, where given the partial spread paths of

false information, we predict nodes that are most likely to be infected next. The �nal

phase is Infection control and prevention where we analyze the impact of refutation

information on changing the role of a false information spreader into a true information

spreader (i.e. an antidote) and also preventing further spread of false information (i.e.

a vaccine). The overview of the epidemiological framework is shown in Figure 1.5.

Explaining each phase more comprehensively,Vulnerability Assessment phase [51],

proposes novel metrics to quantify the vulnerability of nodes and communities to false

information spreading. The role that community structures in determining how people

get exposed to false information is explored using theCommunity Health Assessment



12

model. In this model the concepts of neighbor, boundary and core nodes of a community

are de�ned and the vulnerability of a node (individual-level) and a community (group-

level) to spreading false information is quanti�ed. The intuition behind the model

is that communities are modular structures, where within-group members are highly

connected, and across-group members are loosely connected. If boundary nodes of

such communities are exposed to false information propagating from neighbor nodes,

the likelihood of all core nodes of the community to get infected is high. Through

experiments on real world information spreading networks on Twitter, it is showed

that the proposed metrics identi�ed the vulnerable nodes for false information networks

with higher precision than true news networks, con�rming the hypothesis that false

information relies strongly on inter-personal trust to propagate while true news does

not.

While determining the veracity of information has been widely researched, it is

equally important to determine the authenticity of the people who spread information on

social media. InIdenti�cation of infected population phase [52], a novel machine learning

based model is built for automatic identi�cation of people spreading false information by

leveraging the concept ofbelievability, (likelihood of trust formation) i.e., the extent to

which the propagated information is likely to be perceived as truthful, based on the trust

measures of users in a Twitter network. It is hypothesized that the believability between

two users is a function of the trustingness of the retweeter and the trustworthiness of

the tweeter. With the retweet network edge-weighted by believability scores, network

representation learning is used to generate user embeddings, which is then leveraged

to classify users as false information spreaders or not using a recurrent neural network

classi�er. Based on experiments on a very large real-world rumor dataset collected from

Twitter, our method could e�ectively identify false information spreaders.

An important aspect of preventing false information dissemination is to proactively

detect the likelihood of its spreading. In Risk assessment of populationphase [53], an

neural network based model is proposed to identify nodes that are likely to become

spreaders of false information. Using the community health assessment model and

interpersonal trust an inductive representation learning framework is proposed to predict

nodes of densely-connected community structures that are most likely to spread false

information, thus making the entire community vulnerable to the infection.
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False information and true information refuting it can simultaneously exist in social

networks, each competing to in
uence people in their spread paths. In such scenarios,

an e�cient strategy for false information containment is to proactively identify if nodes

in the spread path are more likely to endorse the false information (i.e. further spread

it) or endorse the refuting true information (thereby help quash the false information).

In Infection control and prevention phase, a graph neural network model using attention

mechanism is proposed to predict whether a node will likely endorse false information,

endorse refuting true information, or decide to do nothing. Using behavioral data we ag-

gregate interpersonal trust and user credibility features of a node and its neighbors into

our deep learning model, network structure and people's sociological and psychological

features are e�ectively integrate to propose an e�cient false information suppression

strategy.

1.6 Thesis Outline

The outline of this dissertation is as follows: Chapter 2 explains theVulnerability As-

sessmentphase, where I propose the Community Health Assessment model that is used

to propose novel node-based and community based vulnerability metrics. Chapter 3 ex-

plains the Identi�cation of infected population phase, where I propose a recurrent neural

network based model to categorize whether a node is a rumor spreader or non-rumor

spreader. Chapter 4 explainsRisk assessment of populationphase where I proposed an

inductive representation learning based model to identify likely spreaders of a false in-

formation. Chapter 5 explains Infection control and prevention phase where I proposed

a graph neural network model using attention mechanism to predict whether a node

will likely endorse false information pr endorse its refutation information. Finally in

Chapter 6 I provide concluding remarks, limitations and scope of future work.



Chapter 2

Vulnerability Assessment

2.1 Introduction

The use of social media platforms like Facebook, Twitter and Whatsapp is ubiquitous

in modern times, making them powerful tools for information propagation and con-

sumption. However, the good inevitably gets accompanied by the bad, which can be

witnessed with the problem of fake news spreading[44]. Fake newsis a recently coined

term that refers to fabricated news. It refers to claims that may have no basis in fact,

but are presented as being factually truthful.It gets spread when someone propagates it

via various endorsements such as replying, sharing or re-posting without validating the

authenticity of the content.

There is a tremendous amount of interest in the research community to understand

fake news spreading, summarized by Sharma et al. [42]. Our approach is orthogonal to

these by focusing onassessing the vulnerability of social networks to false information

spreadingSpeci�cally, our focus is on people and the communities they create, with the

goal of identifying how vulnerable individuals and communities are to believing false

information. We propose the Community Health Assessment model that introduces

the ideas of neighbor, boundary and core nodes of a community and proposes novel

metrics to quantify the vulnerability of an individual and the community itself. From

a public health perspective, determining whether a piece of news is fake or not is akin

to determining whether a virus is injurious to health, while our approach is akin to

determining whether an individual or community is vulnerable to being infected by the

14
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virus. Thus, the proposed approach provides a complementary perspective, and can be

useful in inoculating individuals and communities against spread of fake news.

We propose methods to quantify the likelihood of a boundary node of a community to

believe a news item sent from its immediate neighbors, and also quantify the likelihood

of a community's entire boundary node set to believing its neighborhood, i.e. the set

of nodes outside the community that are connected to at least one member of the

community. It is important to note that the method used to quantify vulnerability of a

boundary node can be generalized to any node. Intuitively, if an external node infects a

member of a community, the likelihood of the entire community to get infected increases

due to high connectivity among community members. Thus while assessing vulnerability

of community, we focus on examining the in
uence of information propagated from

external nodes into the community rather than considering the internal propagation of

the news within the community. We evaluate our model on the propagation networks

on multiple real-world information spreading networks from Twitter.

The following novel contributions are made in this chapter:

ˆ We propose the Community Health Assessment model that initiates the ideas of

neighbor, boundary and core nodes for a community structure in a social network.

ˆ We propose metrics that help us quantify the vulnerability of node and community

to fake news spreading from outside. Health analogy here is that fake news is

akin to infection, and quantifying vulnerability is akin to assessing immunity to

infection spread.

ˆ We present evaluation of the proposed metrics using two datasetsDS1 and DS2.

DS1 contains networks for three kinds of information ( based on ratings by

snopes.com): news which is partially inaccurate (rated asmixture ), news which

is completely inaccurate (rated asfalse) and news whose claim is demonstrably

true (rated as true). DS2 contains 10 news events (N 1� N 10) from fact checking

websites based in India: each having a false information network (FN ), refutation

information network( TN ) debunking it and a network obtained by combining FN

and TN (F [ TN ). We demonstrate that our proposed metrics can much bet-

ter assess the vulnerability of social networks to false information. To the best

our knowledge, this is the �rst work to measure the vulnerability to fake news
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spreaders.

Rest of the chapter is organized as follows: We �rst discuss the related work, followed

by explanation of the Community Health Assessment model and the preliminary ideas

that it builds upon. We then explain the algorithm to quantify the vulnerability metrics.

Next in the Experiments and Results section we explain the data collection process, the

datasets used, the metrics used for evaluation and the results. Finally with provide

concluding remarks and summarize scope of future work.

2.2 Related Work

We describe brie
y prior literature in three broadly related domains of Misinformation

Detection, Rumor Spreading Modelsand Computational Trust .

Misinformation Detection

There has been a surge in interest among researchers over the past few years to build

models to detect misinformation. Most approaches in literature model content-based

and network-based characteristics of the misinformation. These methods include ap-

proaches to capture the style and the language of articles [4], hyperpartisan news con-

tent [54] and cues that map language to perceived levels of credibility [55]. Many

classi�cation models distinguishing true and fake news have also been proposed. Perez-

Rosas et al. [37] proposed a fake news detection model using linguistic features. Yang

et al. [56] proposed a classi�cation model using client- and location- based features ex-

tracted from micro-blogging websites. Network-based approaches that try to model the

propagation structures of false information have also been proposed [57, 58, 52, 20]. The

use of neural networks has gained strong attention recently. Use of convolution neural

networks [59] and recurrent neural networks [60] have shown promising results.

Rumor Spreading Models

Infection spread models from epidemiology, namely SIR (Susceptible, Infected, Recov-

ered) [61], SIS (Susceptible, Infected, Susceptible) [62], SEIZ (susceptible, exposed, in-

fected, skeptic) [23] and SIHR (Spreaders, Ignorants, Hibernators, Removed) [63] have
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been widely used to model rumor spreading. Modelling rumor spreading as cascade

structures in social networks is also well studied [58, 40]. Other models proposed have

tried to identify the rumor spreading source [64, 65]. Fan et al. [66] proposed a model

to maximize rumor containment within a �xed number of initial protectors and a given

time deadline. Social networks are naturally composed of disjoint communities with re-

lations formed within communities stronger than relations formed across communities.

Focusing on such communities to understand rumor spread is a domain with a lot of

research potential. Fan et al. [67] proposed an approach to identify a minimal set of

boundary nodes that would prevent spread of rumors from neighboring communities,

and Nguyen et al. [68] proposed a community-based heuristic method to �nd the small-

est set of highly in
uential nodes whose decontamination with good information would

contain rumor spreading. Vosoughi et al. [40] is another closely related work that tried

to empirically investigate the spread of true and false news online.

Computational Trust

Computational social scientists have been interested to quantify the concept of trust in

various domains [46] with online social networks being one of them [69]. One of the �rst

works in the area of trust propagation in networks was by Ziegler and Lausen [70]. Some

researchers have been interested to understand the role of trust in message propagation

during time critical situations [71]. Others have worked to assign scores to nodes in a

trust network based on various structural aspects. Kamvar et al. [47] proposedEigen-

trust to rate trust scores of peers in a P2P network. Mishra and Bhattacharya [48]

proposed an iterative matrix algorithm to compute the bias and prestige of nodes in a

network. Inspired from the HITS algorithm, Roy et al. [50] proposed the Trust in Social

Media (TSM) algorithm to compute a pair of complementary trust scores for every node

in a social network, on which our work builds upon.

2.3 Community Health Assessment model

A social network has the characteristic property to exhibit community structures which

are formed based on inter-node interactions. Communities tend to be modular groups

where within-group members are highly connected, and across-group members are
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Figure 2.1: Community Health Assessment model.

loosely connected. Modularity refers to the ratio of density of edges inside a com-

munity to edges outside the community. Thus, based on the edge density, members

within a community would tend to have a higher degree of trust among each other

than between members across di�erent communities. Also, there is variation in the

level of inter-member trust across di�erent communities due to varying modularities.

If such communities are exposed to false information being propagated from neigh-

boring nodes, the likelihood of the whole community getting infected would be high.

Thus it is important to identify vulnerable communities that lie in the path of false

information spreading in order to protect them and thus limit the overall in
uence of

false information in the network. Motivated by this idea we propose the Community

Health Assessment model. As part of the modeling, we �rst propose the ideas of neigh-

bor, boundary and core nodes of a community and then propose metrics to quantify

vulnerability of nodes and communities based on the fundamental measures of trust.

Figure 2.1 explains the three groups of nodes with respect to a community which

are a�ected during the process of information spreading, namely:

1. Neighbor nodes: These nodes are directly connected to at least one node of the

community. The set of neighbor nodes is denoted byN . They are not a part of the
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community.

2. Boundary nodes: These are community nodes that are directly connected to at least

one neighbor node. The set of boundary nodes is denoted byB. Edges connecting

neighbor nodes to boundary nodes are the boundary edges

3. Core nodes: These nodes are only connected to members within the community. The

set of core nodes is denoted asC.

2.3.1 Preliminaries

Trustingness and Trustworthiness

In the context of social media, researchers have used social networks to understand

how trust manifests among users. A recent work is the Trust in Social Media (TSM)

algorithm which assigns a pair of complementary trust scores to each actor, called

Trustingness and Trustworthiness scores [50]. Trustingness quanti�es the propensity

of an actor to trust its neighbors and Trustworthiness quanti�es the willingness of

the neighbors to trust the actor. The TSM algorithm takes a user network, i.e., a

directed graph G(V; E), as input together with a speci�ed convergence criteria or a

maximum permitted number of iterations. In each iteration for every node in the

network, trustingness and trustworthiness are computed using the equations mentioned

below:

ti (v) =
X

8x2 out (v)

�
w(v; x)

1 + ( tw(x)) s

�
(2.1)

tw(u) =
X

8x2 in (u)

�
w(x; u)

1 + ( ti (x)) s

�
(2.2)

where u; v; x 2 V are user nodes,ti (v) and tw(u) are trustingness and trustworthiness

scores ofv and u, respectively, w(v; x) is the weight of edge from v to x, out(v) is

the set of outgoing edges ofv, in (u) is the set of incoming edges ofu, and s is the

involvement score of the network. Involvement is basically the potential risk an actor

takes when creating a link in the network, which is set to a constant empirically. Once

the trust scores are calculated for each node in the network, TSM normalizes the scores

by adhering to the normalization constraint so that both the sum of trustworthiness
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and the sum of trustingness of all nodes in the network equals to 1. However, a salient

problem of such normalization method lies in that the scale of the scores is dependent

on the size of the network. When the network is very large, the resulting scores will

become extraordinarily small. To deal with the issue, min-max normalization based on

the logarithm of the scores output by TSM can be used to normalize the scores into the

range of (0,1]. Details about the TSM algorithm can be found in [45].

Believability

Believability is an edge score derived from Trustingness and Trustworthiness scores [52].

It helps us to quantify the potential or strength of directed edges to transmit infor-

mation by capturing the intensity of the connection between the sender and receiver.

Believability for a directed edge is computed as a function of the trustworthiness of the

sender and the trustingness of the receiver.

More speci�cally, given usersu and v in the context of microblogs such as Twitter, a

directed edge fromu to v exists if v reads a tweet fromu. The believability quanti�es the

strength that v trusts on u when v decides to retweet a news endorsed byu. Therefore,

v is very likely to believe in u if:

I. u has a high trustworthiness score, i.e.,u is highly likely to be trusted by other

users in the network, or

II. v has a high trustingness score, i.e.,v is highly likely to trust others.

So, the believability score is supposed to be proportional to the two values above, which

can be jointly determined and computed as follow:

Believability (u ! v) = tw(u) � ti (v) (2.3)

The idea has been previously applied in [52] where a classi�cation model was built to

identify rumor spreaders in Twitter user network based on believability measure.
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Figure 2.2: Illustration of vulnerability to false information spreading.

2.3.2 Vulnerability metrics

Motivation

False information generally gets no coverage from mainstream news platforms (such as

press or television), so an important factor contributing to a user's decision to spread

a fake news on social media is its inherent trust on its neighbor endorsing it. On the

other hand, a user would most likely endorse a true news since it is typically endorsed

by multiple credible news sources.We hypothesize that the less credible nature of false

information makes it much more reliant on user trust for spreading than true news

does. Thus, we propose our vulnerability metrics based upon the idea of computational

trust, particularly believability, for assessing the health of individuals and communities

encountering false information.

Illustrative Example

We �rst illustrate the idea of our proposed vulnerability metrics through �gure 2.2.

Red nodes in community C2 represent fake news spreaders. C1 and C3 are two other

communities having identical structure. We see that C3 and C1 have 3 and 2 boundary

nodes respectively that are directly connected to the fake news spreaders (represented

through dotted lines). Based on edge count one would believe that C3 is more vulnerable

to fake news spreading than C1. But the boundary nodes of C3 having low trustingness
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scores are connected to spreaders having low trustworthiness scores, while the boundary

nodes of C1, which have high trustingness scores, are connected to spreaders having

high trustworthiness scores. Therefore, our metric should be able to identify C1 as

more vulnerable than C3.

With the believability (Eq. 2.3) which is based on trustingness and trustworthiness

derived from the TSM algorithm, we now derive the metrics to quantify vulnerability

of nodes and communities to false information spreading.Vulnerability Metrics help us

quantify the likelihood of boundary nodes and communities to believe an information

spreading from their neighbors. In healthcare terminology, this analysis tries to model

the immunity of the system. We assume that the information spreading is widespread

outside of the community, i.e., at least some of the neighbor nodes of the community

are spreaders. We de�ne the node- and community-level metrics as follows:

I. Vulnerability of boundary node, V (b): This metric measures the likelihood of a

boundary node b to become a spreader. The metric is derived as follows: The

likelihood of node b to believe an immediate neighborn is a function of the trust-

worthiness of the neighborn (n 2 N b, where Nb is the set of all neighbor nodes

of b) and the trustingness of b, and is quanti�ed as belnb = tw(n) � ti (b), that is,

Believability (n ! b). Thus, the likelihood that b is not vulnerable to n can be

quanti�ed as (1 � belnb). Generalizing this, the likelihood of b not being vulnerable

to all of its neighbor nodes is
Q

8n2N b
(1 � belnb). Therefore, the likelihood of b

to believe any of its neighbors, i.e. the vulnerability of the boundary nodeb is

computed as:

V (b) = 1 �
Y

8n2N b

(1 � belnb) (2.4)

II. Vulnerability of community, eV (C): This metric measures likelihood of the bound-

ary node set of a community C (BC ) to believe an information from any of its

neighbors. The metric is derived as follows: Going forward with the idea in 1),

the likelihood that boundary node b is not vulnerable to its neighbors can be

quanti�ed as (1 � V (b)). Generalizing this to all b 2 BC , the likelihood that none

of the boundary nodes of a community are vulnerable to their neighbors can be
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quanti�ed as
Q

8b2B C
(1 � V (b)). Thus, the likelihood of community C being vul-

nerable to any its neighbors, i.e., the vulnerability of the community, is de�ned

as:
eV (C) = 1 �

Y

8b2B C

(1 � V (b)) (2.5)

The pseudo-code of algorithm to generate the vulnerability metrics is provided in

Algorithm 1 and pictorially represented in Figure 2.3.

Algorithm 1 Vulnerability Metrics Computation
Input: G(V; E): Spreader's follower-following network
Output: V (b): Vulnerability of each boundary node, and
eV(C): Vulnerability of each community
(ti; tw )8v2V  Trust scores using TSM(G)
�  Disjoint communities in G
C  A community s.t. C 2 �
BC  Set of Boundary nodes for communityC
Nb  Set of Neighbor nodes for boundary nodeb
for eachC 2 � do

for eachb 2 BC do
for eachn 2 N b do

belnb = tw(n) � ti (b)
end
V(b) = 1 �

Q
8n2N b

(1 � belnb)
end
eV(C) = 1 �

Q
8b2B C

(1 � V (b))
end

2.4 Experiments and Results

2.4.1 Dataset and setup

We collected two sets of network datasetsDS1 and DS2, summarized in Figure 2.4

for tweets associated with news articles with con�rmed ground truth from various fact

checking websites. DS1 contains 12 news networks categorized the news into three

types: News M 1, M 2, M 3 and M 4 are labelled asMixture which indicates that the

news has signi�cant elements of both truth and falsity in it, news F 1, F 2, F 3 and
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Figure 2.3: Vulnerability metrics using Community Health Assessment model.

F 4 are labelled asFalse which indicates that the primary elements of the news are

basically false, and newsT1, T2, T3 and T4 are labelled asTrue which indicates

that the primary elements of a claim are basically true. DS2 contains news events

N 1 � N 10 with each news event containing false information network:FN 1-FN 10, its

corresponding refutation information network: TN 1-TN 10 . Refutation information can

be de�ned as true information that fact checks a speci�c item of false information. It

is created soon after a false information is identi�ed and tends to co-exist with the

false information. F [ TN 1-F [ TN 10 denotes network obtained by combining false and

refutation networks for speci�c news events. The metadata ofDS1 andDS2 is described

in Table 2.1 and Table 2.2 respectively.

We identi�ed the speci�c source tweet related to each information in question. For

evaluation of metrics, we then identi�ed all the spreaders of the source tweet associated

with the news, which comprised of the source tweeter (identi�ed using Twitter API)

and the list of retweeters (accessible throughtwren.ch or the Twitter search API).

We considered the follower-following network of the spreaders obtained from Twitter
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Table 2.1: Metadata for DS1.

Type ID Snopes link

Mixture

M1 www.snopes.com/fact-check/nike-workers-pay-kaepernick/
M2 www.snopes.com/fact-check/virginia-prisons-tampons/
M3 www.snopes.com/fact-check/sheri�-nike-shirt-mugshots/
M4 www.snopes.com/fact-check/opportunity-rovers-�nal-words/

False

F1 www.snopes.com/fact-check/were-hate-charges-blm-kidnappers-dropped/
F2 www.snopes.com/fact-check/german-news-trump-nato/
F3 www.snopes.com/fact-check/jussie-smollett-cnn-job/
F4 www.snopes.com/fact-check/kamala-harris-jussie-smollett/

True

T1 www.snopes.com/fact-check/eva-ramon-gallegos-hpv/
T2 www.snopes.com/fact-check/nz-prime-minister-massacre-aid/
T3 www.snopes.com/fact-check/betsy-devos-special-olympics/
T4 www.snopes.com/fact-check/texas-governor-tweet-rapist/

API, as a proxy for trust. Code implementation and sample dataset is also provided1.

To evaluate our proposed metrics we used the collection of the twelve di�erent news

spreading networks. We ran the TSM algorithm [50] on follower-following network to

compute the trustingness and trustworthiness scores for every node in the network.

We then identi�ed disjoint communities by trying three popular community detection

algorithms on large networks: Louvain [72] solves an optimization problem that tries to

maximize modularity of communities. Infomap [73] algorithm is based on the principles

of Information Theory. In contrast to maximizing modularity, the fundamental approach

of Infomap is to utilize 
ows in the graph. It uses the map equation framework, which

characterizes community detection as a problem of �nding a description of minimum

information of a random walk process. Label Propagation [74] starts o� by assigning a

unique label to each node, and then iteratively assigns each node the label most common

amongst its neighbors. As a greedy algorithm, Label Propagation is more e�cient which

is linear to the number of edges in the graph. For each of the communities generated

we identi�ed the sets of boundary and neighbor nodes and then computed vulnerability

metrics (see Algorithm 1).

The network statistics based on Community Health Assessment model forDS1

shown in Table 2.3, and for false, refutation and the combined network inDS2 is

1https://github.com/BhavtoshRath/Vulnerability-Metrics
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Table 2.2: Metadata for DS2.

ID Link of debunked article
N1 www.altnews.in/bjp-mla-raja-singh-plagiarises-pakistan-army-song-dedicates-it-to-

indian-army/
N2 www.altnews.in/amit-malviya-targets-yogendra-yadav-via-edited-video-clip-after-tv-

debate-face-o�/
N3 www.altnews.in/shivraj-singh-chouhan-tweets-clipped-video-to-portray-ga�e-by-rahul-

gandhi-in-poll-speech/
N4 www.boomlive.in/pragya-thakur-was-not-4-years-old-at-the-time-of-babri-masjid-

demolition/
N5 www.altnews.in/2017-video-from-gujarat-shared-as-pm-narendra-modis-rally-in-

hyderabad/
N6 www.altnews.in/no-a-bjp-candidate-from-west-bengal-did-not-dress-up-as-hanuman/
N7 www.boomlive.in/did-sp-workers-jump-the-gun-with-a-pm-akhilesh-billboard-not-quite/
N8 https://navbharattimes.indiatimes.com/viral-adda/fake-news-buster/news-about-former-

srilankan-cricketer-sanath-jayasuriyas-death-is-a-hoax-24858/
N9 https://smhoaxslayer.com/%E2%80%8Bimported-dogs-stone-pelters-for-kasmir-or-

imported-entire-video-for-inciting-communal-hatred/
N10 www.altnews.in/hindi/no-mohammad-barkat-ali-is-not-a-regular-audience-of-ndtv/

shown in Tables 2.4, 2.5 and 2.6 respectively. Community size plots are shown in

2.5. We observe that the datasets contain varying number of communities, ranging

from as low as 4/2/7 to as high as 99/2497/1637 with respect to Louvain (L)/Infomap

(I)/Label Propagation (LP). 2 A general observation is that Label Propagation algorithm

tends to generate more number of communities while Infomap generates fewer number

of communities. Louvain gives more balanced results in terms of size and count of

communities.

2.4.2 Evaluation of metrics

To measure how good the proposed metrics are able to quantify the vulnerability of

nodes and communities, we evaluate the quality of ranking on boundary nodes and

communities based on vulnerability scores in comparison with the ground-truth ranking

of nodes and communities derived from the news spread in the network. We adopt the

ranking evaluation measures widely used in Information Retrieval literature [75].

2For the rest of the chapter, L: Louvain, I: Infomap, LP: Label Propagation for all tables.
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Figure 2.4: Dataset summary ofDS1 and DS2.

Evaluation of V (b)

A vulnerable boundary node is highly likely to have strong believability with its neigh-

bors. We thus consider the ground truth of a vulnerable node as a node which retweets.

The ground truth vulnerability of boundary nodes is binary as we only have informa-

tion of whether the node retweets or not. We thus evaluate this metric usingAverage

Precision@k and Mean Average Precision.

Average Precision@k (AP@k): We �rst compute Precision@k (viz. top-k vul-

nerable boundary nodes based on the metric as a percentage of spreader boundary nodes

in a community) and then compute the Average Precision@k (AP @k) (viz. the average

of Precision@k values over all communities in a network).

Mean Average Precision (MAP): Mean Average Precision is computed as the

mean of the average precision scores for the top-k boundary nodes over all communities

in a network. The formula to compute MAP is given by
P K

k=1 AP (k)=K , where K

denotes total number of communities in the network.

Evaluation of eV (C)

A community with more number of spreader boundary nodes is more vulnerable to news

penetration. As most communities of a network have at least few spreader boundary

nodes, it is not feasible to use node ranking metrics above for evaluating community
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(a) Community sizes in false information network.

(b) Community sizes in mixture information network.

(c) Community sizes in true information network.

Figure 2.5: Frequency distribution of community sizes in information spreading net-
works.
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vulnerability. We thus rank the communities by their vulnerability scores and compare

with the ground-truth ranking given by the relative count of spreader boundary nodes in

the community. We use Kendall's tau, which is a correlation measure for ordinal data,

as evaluation metric. Kendall's tau close to 1 indicates strong agreement, and that close

to -1 indicates strong disagreement between evaluated and ground-truth rankings.

Kendall's tau ( � ): Let rel = [ rel1; rel2; : : : ; reln ] represent the `relevant' ranked

list of n communities based on ground-truth vulnerability (quanti�ed as the fraction

of boundary nodes that are spreaders), andret = [ ret1; ret2; : : : ; retn ] represent the

`retrieved' ranked list of communities based on our proposed vulnerability metric. Let

P represent the # of concordant pairs, Q the # of discordant pairs, T the # of ties

only in rel , and U the # of ties only in ret . If a tie occurs for the same pair in both rel

and ret , it is not added to either T or U. Then we calculated � = ( P � Q)=sqrt((P +

Q + T) � (P + Q + U)).

2.4.3 Results for DS1

Table 2.7 shows the evaluation results for the proposed metric assessing the vulnerability

of boundary nodes forDS1. For the twelve networks we show the Average Precision

for k = 1, 5, 10 and 15 and compute the MAP for the top-15 results.

AP@1 shows how well we are able to identify the �rst spreader boundary node based

on our metric. Our metric is able to identify the most vulnerable boundary node in AP

of 0.712 averaged over the mixture news networks, 0.91 averaged over the false news

networks and 0.471 averaged over the true news networks for Louvain; 0.695 averaged

over the mixture news networks, 0.923 averaged over the false news networks and 0.459

averaged over the true news networks for Informap, and 0.811 averaged over the mixture

news networks, 0.915 averaged over the false news networks and 0.74 averaged over the

true news networks for Label Propagation. Thus, we are able to identify the most

vulnerable boundary node of communities in false news networks with average precision

of over 90%. As expected, our metrics show better performance particularly for fake

news networks, followed by mixture and then true news networks. Average precision

for rest of the k-values also shows similar trend.

Metrics for Louvain-/Infomap-based communities follow a similar trend for the re-

maining k values. However, Label Propagation communities for k=3 evaluate with AP
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Figure 2.6: Distribution of vulnerability score of spreaders in DS1.

of 90.25% averaged over the false news networks, which is over 35% and 20% better

than the mixture and the true networks, respectively. In this case, true news networks

are ranked better than mixture news networks. While k=5 also shows a similar trend,

for the rest of the k values Label Propagation-based communities show better perfor-

mance for the mixture than the true news networks. This insensitivity in evaluation

could be attributed to the fact that label propagation algorithm tends to generate more

number of communities. Thus, the average community size is much smaller, causing the

communities to have sparser boundary and neighbor node sets.

We also observe that the MAP averaged over the false news networks is 47.86%

better than the mixture and 150% better than the true news networks for Louvain-based
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communities; and 25.94% better than the mixture, and 139.9% better than the true

news networks for Infomap-based communities; and 33.72% better than the mixture and

37.14% better than the true news networks for Label Propagation-based communities.

Therefore, we are able to identify most vulnerable boundary nodes of communities in

false news networks with an average MAP of over 75%.

Table 2.8 shows the evaluation results for proposed metric to compute the vulnera-

bility of a community for DS1. For the twelve networks the table shows Kendall's tau

value (� ) for communities generated using the three algorithms. We observe that the�

for mixture and true news networks tend to have a negative correlation with the ground

truth community ranking. False news networks on the other hand show a positive corre-

lation, with high values of 0.642 for F1, 0.667 for F2, 0.457 for F3 and 0.714 for F4. For

modular communities generated using Louvain heuristics, our proposed metrics evaluate

all false news networks with a positive correlation (average correlation: 0.208) while all

true news networks are evaluated with a negative correlation (with average correlation

-0.105). Three of the four mixture news networks also have a negative correlation (with

average correlation -0.0095). Therefore, our proposed metrics are con�rmed to produce

better performance on fake news networks, compared to the true and mixture ones.

Figure 2.6 show the vulnerability scores of news spreaders of false, mixture and true

news networks respectively. We observe that the scores of spreaders in false news net-

works have more variance (points are more spread out between 0 and 1) than spreaders

in mixture news networks. Mixture news networks (except M1) have lesser variance,

while true news spreaders have least variance. Thus we can conclude that trust-based

vulnerability metrics are able to distinguish between spreaders with high ( 1) and low

( 0) vulnerability better than true news spreaders (where most spreaders are assigned

similar scores). This in turn a�ects the performance of community vulnerability metrics

in a similar way.

Case study of mixture news spreaders

On observing the trustingness and trustworthiness scores of the spreaders of mixture

news networks as shown in Figure 2.7 we notice that most spreaders ofM1 have high

trustingness and low trustworthiness scores compared toM2, M3 and M4 that have
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Figure 2.7: Case study of spreaders inMixture networks.

low trustingness and high trustworthiness scores. Source ofM1 was tweeted by a con-

servative with political undertones and it is known that conservatives are more likely

to share fake news [76]. The information shows spreading pattern similar to fake news,

as spreaders with high trustingness score sharedM1 without fact checking the claim,

unlike the source and spreaders ofM2, M3 and M4 who are not political conservatives.

2.4.4 Results for DS2

Table 2.9 shows the evaluation results for vulnerability assessment of boundary nodes for

DS1. For the thirty networks (three each for the ten news events) we show the Average

Precision for k = 1, 5, 10 and 15 and compute the MAP for the top-15 results. Based

on the AP@1, we show that our metric is able to identify the most vulnerable boundary

node with average precision (aggregated over all news events) of 0.735, 0.672, 0.694 for

false, refutation and combined networks repectively when communities are generated

using Louvain; 0.705, 0.501, 0.628 when communities are generated using Infomap and

0.744, 0.501, 0.577 when communities are generated using Label propagation method.

As in DS1, we observe that our propsoed metrics are able to identify spreaders in

false information network with higher precision than spreaders in refutation information

networks. This can be attributed to the fact that a person's motivation to spread

refutation information (whose validity is more certain) is driven more by the nature of
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Figure 2.8: Distribution of vulnerability score of spreaders in DS2.

the content; unlike false information (whose content is not validated) which is driven less

by the content on more by the trust dynamics with the endorser. Metric's performance

in identifying false information spreaders in combined network a�ected slightly due to

the presence of refutation information spreading dynamics, but is still better than only

refutation information network.

Trends do not drastically vary for other values of k, with Label Propagation per-

forming slightly better than Louvain while Infomap with lowest performance. ALos we

observe than certain vulnerability scores are drastically low. This can be attributed to

the quality of disjoint communities generated by the community detection algorithm.

In scenarios where the number of communities is too low or too large, this causes large

variation in the boundary and neighbor node count for the community thus a�ecting

the metric score computation.

Through MAP we aggregate the precision scores for top-15 spreader boundary nodes.

We observe precison scores of 0.626. 0.366, 0.766 for fale information network; 0.449/
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0.152/ 0.51 for refutation information network; 0.652/ 0.457/ 0.759 for combined net-

work using L/ I/ LP.

Table 2.10 shows the evaluation results for proposed metric to compute the vulner-

ability of a community for DS2. Similar to Table 2.8, � for false information networks

tend to have more values greater than zero (i.e. positive correlation) compared to

refutation information networks. Figure 2.8 shows a similar trend as Figure 2.6, with

spreaders in false information networks showing more variance than refutation informa-

tion networks and comparable variance with combined networks for most news events.

2.5 Conclusions and Future Work

We propose novel metrics based on the concept of believability derived from compu-

tational trust measures to compute vulnerability of nodes and communities to news

spread and show that the metrics is much more sensitive to false information. We con-

�rm our hypothesis that false information have to rely on strong trust among spreaders

to propagate while true or refuting information does not. Through experiments on two

datasets of large information spreading networks on Twitter we show that our proposed

metrics can identify the vulnerable nodes and communities with high precision. While

detection of fake news spreading is a widely studied problem, its containment is not.

We believe that the proposed model can be used to identify vulnerable individuals and

communities to build content-agnostic fake news spread prevention models. We thus

propose theCommunity Health Assessmentmodel as a preliminary idea that exploits

the structural characteristics of social networks to identify nodes and communities that

are most vulnerable to news spreading.

As part of future work we would like to extend the proposed ideas to understand the

dynamics of news spreading within a community (i.e. through core nodes). We would

also like to include temporal features of news spreading into our model.
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Table 2.3: Community statistics for DS1.
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M1
Louvain 54 45,004 53 69,040 7,107 14,401 47 774
Infomap 36 68,148 81 5,594 1,778 1,408 59 376

Label Propagation 786 3,038 4 603 215 266 3 38

M2
Louvain 67 54,764 34 28,250 3,300 13,717 32 494
Infomap 5 733,843 459 1274 716 453 74 120

Label Propagation 931 3,941 2 1,080 264 620 2 50

M3
Louvain 72 89,756 39 20,406 2,878 11,371 36 412
Infomap 14 461,604 202 49,791 7,848 20,097 186 558

Label Propagation 1,341 4,819 2 1,150 240 702 2 60

M4
Louvain 99 35,477 27 10,606 2,285 2,996 23 484
Infomap 37 94,924 72 16,081 3,933 3,764 66 480

Label Propagation 1,637 2,146 2 709 191 292 2 50

F1
Louvain 28 67,262 103 218,939 14,547 34,442 99 1,028
Infomap 8 235,416 360 1,482 775 616 81 143

Label Propagation 480 3,924 6 933 340 455 5 40

F2
Louvain 50 99,626 57 51,664 5,793 21,101 51 660
Infomap 4 1,245,330 708 1,454 760 637 89 118

Label Propagation 677 7,358 4 2,318 396 1,542 4 84

F3
Louvain 15 52,147 31 417,933 16,382 52,259 31 365
Infomap 133 5,881 3 6,722 1,075 3,225 3 157

Label Propagation 15 52,147 31 5,227 2,285 2,514 24 83

F4
Louvain 15 33,544 19 338,248 13,848 56,711 19 246
Infomap 38 13,241 8 11,255 2,182 5,484 8 171

Label Propagation 7 71,880 41 1,779 992 744 22 64

T1
Louvain 47 232,538 59 47,189 2,171 42,783 39 246
Infomap 34 321,450 82 5,792 1,390 2,261 52 189

Label Propagation 1,283 8,519 2 2,151 202 1,724 2 54

T2
Louvain 37 25,758 5 4,150 509 3,095 3 36
Infomap 9 105,893 22 5,650 1,418 1,777 17 60

Label Propagation 159 5,994 1 1,102 189 752 1 25

T3
Louvain 27 79,849 26 10,135 1,942 5,251 18 180
Infomap 629 3,428 1 1,266 161 641 1 124

Label Propagation 209 10,315 3 1,138 303 584 3 46

T4
Louvain 89 17,202 12 4,511 908 1,502 10 205
Infomap 1,206 1269 1 544 92 271 1 99

Label Propagation 797 1,921 1 723 164 279 1 53
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Table 2.4: Community statistics for false information in DS2.
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FN 1

Louvain 37 23,935 25 9,654 1,482 3,116 20 163
Infomap 3 295,199 314 17,466 4,786 3,224 159 373

Label Propagation 220 4,025 4 1,299 322 623 4 46

FN 2

Louvain 66 39,510 69 35,877 2,274 16,655 62 562
Infomap 6 434,605 759 1 1 1 1 1

Label Propagation 280 9,313 16 2,148 250 1,571 9 40

FN 3

Louvain 53 44,215 65 23,464 2,774 8,280 59 443
Infomap 2497 956 1 926 67 558 1 117

Label Propagation 313 7,628 11 1,519 347 955 7 40

FN 4

Louvain 37 55,031 24 8,758 1,102 6,539 20 144
Infomap 2 1,018,081 447 3,744 1,123 1,959 75 84

Label Propagation 214 9,515 4 1,918 299 1,356 4 43

FN 5

Louvain 47 11,037 17 10,685 1,617 3,319 17 234
Infomap 738 703 1 1,107 107 587 1 155

Label Propagation 119 4,359 7 1,646 426 848 5 49

FN 6

Louvain 26 10,653 6 2,140 422 1,085 5 50
Infomap 4 69,246 40 1,734 584 564 17 64

Label Propagation 97 2,856 2 768 152 379 2 29

FN 7

Louvain 20 7,230 4 1,261 381 324 3 27
Infomap 117 1,236 1 337 74 92 1 29

Label Propagation 35 4,131 2 724 245 207 2 16

FN 8

Louvain 17 23,188 7 1,479 308 911 5 49
Infomap 4 98,551 30 3,439 1,060 1,253 17 60

Label Propagation 83 4,749 1 494 117 200 1 22

FN 9

Louvain 43 11,092 11 3,673 802 1,219 10 135
Infomap 487 979 1 538 77 224 1 90

Label Propagation 162 2,944 3 830 221 356 3 32

FN 10

Louvain 55 19,506 22 5,681 853 2,455 20 200
Infomap 1,045 1,027 1 570 52 281 1 98

Label Propagation 216 4,967 6 1,066 220 641 5 33
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Table 2.5: Community statistics for refutation information in DS2.
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TN 1

Louvain 40 11,338 10 5,856 856 3,018 8 96
Infomap 2 226,769 200 1,260 606 151 37 58

Label Propagation 154 2,945 3 1,564 274 1,019 2 39

TN 2

Louvain 47 9,226 10 3,562 540 1,648 9 103
Infomap 472 919 1 581 58 327 1 80

Label Propagation 167 2,597 3 1,042 169 641 3 34

TN 3

Louvain 15 86,491 32 7,305 987 5,160 10 67
Infomap 457 2,839 1 757 64 437 1 80

Label Propagation 84 15,445 6 1,497 260 1,032 5 29

TN 4

Louvain 45 23,522 11 5,399 590 3,950 10 102
Infomap 523 2,024 1 740 58 502 1 77

Label Propagation 214 4,946 2 1,211 167 827 2 39

TN 5

Louvain 15 17,513 6 4,895 305 4,376 2 28
Infomap 2 131,346 46 5,650 936 2,874 5 45

Label Propagation 40 6,567 2 1,769 159 1,449 2 19

TN 6

Louvain 9 7,458 4 772 220 333 3 10
Infomap 103 652 1 106 25 48 1 16

Label Propagation 26 2,582 1 376 112 99 1 13

TN 7

Louvain 20 3,067 6 1,280 267 478 5 38
Infomap 2 30,666 57 1,636 871 370 26 22

Label Propagation 49 1,252 2 648 149 290 2 21

TN 8

Louvain 4 310,826 23 2,152 233 1,723 7 31
Infomap 2 621,653 47 1,968 601 943 15 42

Label Propagation 64 19,427 1 465 98 208 1 21

TN 9

Louvain 20 13,821 5 1,482 324 836 4 37
Infomap 3 92,143 32 233 81 132 9 16

Label Propagation 78 3,544 1 564 120 244 1 28

TN 10

Louvain 5 29,757 7 1,098 283 643 5 20
Infomap 49 3,036 1 214 54 84 1 14

Label Propagation 31 4,800 1 347 119 90 1 13
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Table 2.6: Community statistics for false and refutation information network combined
in DS2.
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F [ TN 1

Louvain 40 30,764 33 11,340 2,005 4,302 27 216
Infomap 5 246,112 267 18,909 4,486 2,997 177 496

Label Propagation 287 4,288 5 1,718 353 982 4 53

F [ TN 2

Louvain 61 47,556 82 42,135 2,893 18,601 74 603
Infomap 6 483,488 836 1 1 1 1 1

Label Propagation 321 9,037 16 2,362 284 1,759 10 47

F [ TN 3

Louvain 48 51,030 79 29,521 3,331 10,170 72 574
Infomap 2,647 925 1 952 68 549 1 105

Label Propagation 316 7,751 12 1,488 344 929 7 41

F [ TN 4

Louvain 41 64,961 33 16,483 1,784 10,743 32 230
Infomap 1,240 2,148 1 964 67 645 1 99

Label Propagation 419 6,357 3 2,044 242 1,387 3 54

F [ TN 5

Louvain 35 21,636 25 14,600 2,047 4,522 23 219
Infomap 807 938 1 1,075 105 572 1 148

Label Propagation 142 5,333 6 2,023 418 1,210 5 51

F [ TN 6

Louvain 31 10,574 6 2,278 398 1,333 5 5
Infomap 217 1,511 1 545 73 284 1 56

Label Propagation 115 2,850 2 834 150 442 2 31

F [ TN 7

Louvain 27 7,188 7 1,976 404 664 6 41
Infomap 3 64,692 61 6,504 1,590 1,535 52 79

Label Propagation 78 2,488 2 882 217 359 2 27

F [ TN 8

Louvain 14 114,353 15 3,801 371 3,106 5 28
Infomap 3 533,649 70 9,649 1,620 6,213 33 95

Label Propagation 123 13,016 2 755 122 465 2 26

F [ TN 9

Louvain 40 18,008 14 4,912 964 2,089 10 109
Infomap 3 240,101 192 397 174 194 17 27

Label Propagation 192 3,752 3 1,006 237 479 3 39

F [ TN 10

Louvain 50 23,956 25 6,125 898 2,915 17 161
Infomap 1,096 1,093 1 576 51 291 1 98

Label Propagation 228 5,253 5 1,152 231 709 5 36
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Table 2.7: Evaluation of vulnerability of boundary nodes for DS1.

AP@1 AP@5 AP@10 AP@15 MAP
L I LP L I LP L I LP L I LP L I LP

M1 0.759 0.676 0.712 0.736 0.548 0.519 0.606 0.543 0.533 0.661 0.505 0.566 0.672 0.546 0.555
M2 0.818 0.749 0.907 0.769 0.733 0.799 0.821 0.699 0.999 0.733 0.666 0.999 0.785 0.733 0.875
M3 0.805 0.642 0.878 0.567 0.509 0.749 0.590 0.512 0.674 0.524 0.586 0.833 0.596 0.577 0.751
M4 0.468 0.714 0.750 0.366 0.674 0.633 0.323 0.523 0.659 0.325 0.454 0.799 0.350 0.569 0.660
F1 0.892 0.749 0.855 0.824 0.679 0.999 0.922 0.499 0.799 0.899 0.422 0.999 0.876 0.552 0.905
F2 0.819 0.999 0.874 0.727 0.499 0.839 0.741 0.399 0.924 0.706 0.266 0.999 0.714 0.518 0.900
F3 0.933 0.945 0.933 0.955 0.999 0.999 0.999 0.999 0.999 0.999 0.999 0.999 0.972 0.985 0.995
F4 0.999 0.999 0.999 0.955 0.999 0.999 0.979 0.999 0.999 0.999 0.999 0.999 0.991 0.999 0.999
T1 0.222 0.531 0.868 0.424 0.492 0.716 0.439 0.349 0.479 0.377 0.344 0.533 0.450 0.424 0.644
T2 0.548 0.374 0.482 0.299 0.399 0.999 0.049 0.299 0.699 0.033 0.033 0.466 0.173 0.264 0.726
T3 0.666 0.470 0.913 0.519 0.499 0.999 0.299 0.499 0.899 0.266 0.433 0.799 0.391 0.479 0.900
T4 0.449 0.464 0.699 0.399 0.000 0.479 0.409 0.000 0.499 0.362 0.000 0.366 0.399 0.106 0.500

Mavg 0.712 0.695 0.811 0.609 0.616 0.675 0.585 0.569 0.716 0.560 0.552 0.799 0.600 0.606 0.710
Favg 0.910 0.923 0.915 0.865 0.794 0.959 0.901 0.724 0.930 0.900 0.671 0.999 0.888 0.763 0.949
Tavg 0.471 0.459 0.740 0.410 0.347 0.798 0.299 0.286 0.644 0.259 0.202 0.541 0.353 0.318 0.692

Table 2.8: Evaluation of vulnerability of communities in DS1.

� M1 � M2 � M3 � M4 � F1 � F2 � F3 � F4 � T1 � T2 � T3 � T4

L -0.027 0.003 -0.149 -0.035 0.050 0.164 0.457 0.161 -0.045 -0.255 -0.090 -0.030
I 0.072 0.000 0.274 0.138 0.642 0.667 0.117 0.146 -0.037 -0.222 -0.025 -0.031
LP 0.039 -0.014 0.019 0.018 0.039 0.029 0.381 0.714 0.003 0.005 -0.110 -0.036
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Table 2.9: Evaluation of vulnerability of boundary nodes in DS2.

AP@1 AP@5 AP@10 AP@15 MAP
L I LP L I LP L I LP L I LP L I LP

FN 1 0.729 0.999 0.502 0.866 0.533 0.999 0.785 0.333 0.799 0.644 0.222 0.766 0.78 0.48 0.825
TN 1 0.624 0 0.571 0.819 0 0.999 0.766 0 0.999 0.799 0 0.999 0.766 0 0.872

F [ TN 1 0.799 0.799 0.577 0.799 0.599 0.899 0.789 0.299 0.899 0.752 0.244 0.999 0.789 0.44 0.897
FN 2 0.728 0.999 0.728 0.599 0 0.933 0.735 0 0.899 0.776 0 0.933 0.711 0.133 0.881
TN 2 0.702 0.314 0.62 0.616 0 0.499 0.516 0 0.999 0.733 0 0.999 0.565 0.079 0.831

F [ TN 2 0.745 0.999 0.669 0.614 0 0.699 0.737 0 0.899 0.747 0 0.933 0.697 0.133 0.806
FN 3 0.666 0.49 0.541 0.584 0.799 0.999 0.774 0.899 0.999 0.745 0.733 0.999 0.691 0.808 0.874
TN 3 0.733 0.302 0.607 0.949 0.199 0.999 0.799 0.099 0.999 0.933 0.066 0.999 0.916 0.174 0.973

F [ TN 3 0.76 0.532 0.555 0.592 0.879 0.999 0.723 0.849 0.999 0.683 0.866 0.999 0.667 0.846 0.885
FN 4 0.599 0.999 0.556 0.699 0.299 0.999 0.585 0.099 0.899 0.866 0.066 0.999 0.637 0.282 0.878
TN 4 0.622 0.363 0.523 0.516 0 0.699 0.419 0 0.599 0.666 0 0.999 0.531 0.046 0.722

F [ TN 4 0.707 0.369 0.579 0.687 0.999 0.799 0.662 0.499 0.966 0.59 0.399 0.866 0.652 0.62 0.786
FN 5 0.914 0.711 0.957 0.899 0.199 0.999 0.924 0.099 0.999 0.895 0.133 0.999 0.907 0.228 0.997
TN 5 0.599 0.999 0.824 0 0.399 0.399 0 0 0.199 0 0 0.133 0.073 0.279 0.347

F [ TN 5 0.857 0.57 0.666 0.89 0.399 0.699 0.957 0.299 0.599 0.893 0.266 0.999 0.911 0.362 0.726
FN 6 0.769 0.499 0.762 0.519 0.533 0.999 0.499 0.599 0.899 0.466 0.533 0.666 0.549 0.581 0.867
TN 6 0.666 0.562 0.923 0 0 0.599 0.099 0 0 0 0 0 0.08 0.037 0.301

F [ TN 6 0.612 0.349 0.565 0.599 0 0.699 0.533 0 0.899 0.866 0 0.599 0.599 0.173 0.733
FN 7 0.749 0.499 0.914 0.399 0 0.399 0.099 0 0.199 0.066 0 0.133 0.285 0.033 0.314
TN 7 0.649 0.999 0.833 0.633 0.499 0.999 0.749 0.099 0.899 0.533 0.066 0.666 0.688 0.321 0.836

F [ TN 7 0.481 0.999 0.538 0.519 0.733 0.999 0.433 0.749 0.899 0.355 0.533 0.666 0.467 0.74 0.809
FN 8 0.705 0.999 0.724 0.533 0.733 0 0.499 0.566 0 0.333 0.199 0 0.517 0.592 0.097
TN 8 0.499 0.499 0.721 0.499 0.499 0 0 0.349 0 0 0 0 0.218 0.352 0.048

F [ TN 8 0.499 0.999 0.442 0.733 0.933 0.199 0.499 0.599 0.099 0.333 0.422 0.066 0.546 0.713 0.2
FN 9 0.72 0.377 0.849 0.672 0 0.999 0.599 0 0.999 0.483 0 0.933 0.582 0.048 0.952
TN 9 0.631 0.666 0.558 0.499 0.199 0.199 0.249 0.099 0.099 0.333 0.066 0 0.409 0.215 0.133

F [ TN 9 0.724 0.333 0.526 0.619 0.199 0.899 0.539 0.099 0.699 0.516 0.066 0.999 0.568 0.154 0.817
FN 10 0.773 0.475 0.912 0.576 0.666 0.899 0.622 0.399 0.999 0.552 0.366 0.999 0.605 0.474 0.97
TN 10 0.999 0.31 0.599 0.199 0 0 0.199 0 0 0.133 0 0 0.253 0.02 0.039

F [ TN 10 0.759 0.332 0.657 0.599 0.599 0.899 0.614 0.349 0.999 0.599 0.266 0.999 0.627 0.389 0.937

Favg 0.735 0.705 0.744 0.635 0.376 0.822 0.612 0.299 0.769 0.583 0.225 0.742 0.626 0.366 0.766
Tavg 0.672 0.501 0.678 0.473 0.179 0.539 0.379 0.065 0.479 0.413 0.013 0.479 0.449 0.152 0.51

F [ Tavg 0.694 0.628 0.577 0.665 0.534 0.779 0.649 0.374 0.796 0.633 0.306 0.813 0.652 0.457 0.759

Table 2.10: Evaluation of vulnerability of communities in DS2.

� F � T � F [ T

L I LP L I LP L I LP
N1 0.009 0.333 0.075 0.171 1 -0.008 0.128 0 0.027
N2 0.03 0.999 0.044 -0.063 0.015 -0.03 0.066 0.999 0.003
N3 -0.351 -0.001 0.012 0.2 -0.04 0.06 -0.411 -0.012 0.044
N4 0.078 -1 -0.009 -0.222 0.065 -0.011 -0.051 -0.007 -0.022
N5 -0.073 0.003 0.075 -0.238 -1 0.01 -0.055 0.02 0.051
N6 -0.113 1 0.039 -0.055 0.017 0.052 -0.092 0.033 -0.038
N7 -0.284 0.052 0.109 0.157 -1 -0.062 -0.065 0.333 0.066
N8 -0.088 0.333 -0.035 -0.333 -1 -0.089 -0.076 -0.333 0.011
N9 0.08 0.007 0.006 -0.147 0.333 -0.018 0.076 0.333 0.047
N10 -0.019 0.017 0.067 -0.399 -0.022 -0.027 -0.025 -0.028 0.001



Chapter 3

Identi�cation of Infected

Population

3.1 Introduction

In recent years, social media platforms have been increasingly witnessed as an emerging

sphere for generating and spreading false or unveri�ed information. For example, the

news about Facebook CEO Mark Zuckerberg o�ering money to Facebook users who

do not share social media hoaxes is itself a parody of social media hoaxes1. False

rumors can be potentially detrimental, triggering serious repercussions or consequence

in our society. A rumor circulating on Facebook and Twitter since December 5, 2015

claimed that Muslim residents of Dearborn, Michigan, held a pro-ISIS march, where

protesters were carrying ISIS 
ags2. This rumor was circulated following the mass

shooting in San Bernardino, California, by a U.S.-born Muslim who became radicalized

while living in the U.S. and whose wife was from Pakistan. On a daily basis, such

misinformation originates and propagates within social media outlets, rendering the

quality and credibility of social media content seriously inferior.

Social psychology literature de�nes rumor as a story or a statement whose truth

value is unveri�ed or deliberately false [77]. Di�erentiating rumor from fact, or measur-

ing the truthfulness of information directly is technically very challenging. While one

1https://www.snopes.com/zuckerberg-dont-share-hoaxes/
2http://www.factcheck.org/2015/12/dearborns-anti-isis-rally/

41
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way to address this is by debunking the false information using rumor detection and

classi�cation approach [27, 78, 25, 60, 20, 79, 56, 21, 80], another way is by estimating

whether the spreader of concerned information is trusted or not and to what extent by

their peers so as to identify the \high-risk" users who are more likely to spread false

information online. These high-risk users are e�ectively labeled so that other online

users can be drawn appropriate attention or be altered against the credibility of infor-

mation posted by the labeled users. To the best of our knowledge, there is no existing

approach that has fallen into this second category based on computational trust for

rumor spreader detection in social media sphere except ours [52], where we have con-

ducted a pilot study by utilizing the retweet network of Twitter users. This chapter

is a natural extension of the original idea by taking into account other types of trust

proxies such as reply relationship among the users as well as conducting more thorough

experimentations and analyses.

The concept of Trust in Twitter's retweet network can be described generally as

follows: a user which is referred to asA , who receives a post tweeted from userB ,

may intend to share the post with his/her followers with the action of propagating the

information, i.e., retweet. A might also decide to reply the tweeter, which can contain

some additional information or comment in the reply beyond a mere retweet. There

are two essential factors that can in
uence the decision of userA , who may choose to

act on an original post or not: 1) The trustworthiness of user B , i.e., the willingness

of the network to trust B ; and 2) the trustingness of A , i.e., the propensity of A to

trust the other users in the network. According to the prior research of Computational

Trust such as [45, 50], Trustingness and Trustworthiness are characterized as a pair of

complementary measures of user trust in social network and both of them are associ-

ated with each network user. A person having higher trustingness contributes to the

trustworthiness of its neighbors to a lower degree, while a higher trustworthiness is a

result of lots of neighbors linked to the actor having lower trustingness.

Intuitively, users with high trustingness are more likely to spread information online

than those with low trustingness since they are more likely to believe what someone else

tweets. When the circulated message is false, such users tend to be more likely to become

rumor spreaders. On the other hand, users with high trustworthiness are generally less

likely to inject or spread false information than those who have low trustworthiness
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in the sense that the tweets of users who have high trustworthiness are historically

retweeted more extensively and they are subjectively more cautious on what they tweet

for maintaining their own reputation. As a result, the properties of users in terms of

information veracity they are involved in propagating can be inferred somehow based

on the nuance of trust relationships among the users.

In this chapter, we propose a novel approach for the identi�cation of rumor spreaders

based on the concept ofBelievability, which is a measure de�ned on the basis of trust-

ingness and trustworthiness metrics. Speci�cally, Believability represents the strength

of a directed edge between the tweeterB and the responderA , indicating how strong

the potential is for the information from B to be spread through A . The basic idea is

that the Believability of the retweeted message is proportional to the trustingness of the

responderA and the trustworthiness of the tweeter B . To this end, we construct the

trust network among users, using retweets, and additionally replies, as proxies of trust

relationship, for automatically learning the user representation as embeddings in a low-

dimension space. More speci�cally, the representation is inferred from the re-weighted

user network with the believability on its edges by employing a state-of-the-art network

embedding algorithm called LINE [81]. Finally, based on the generated user embed-

dings, we apply supervised machine learning algorithms such as neural networks or

other kind of classi�ers to categorize the given user spreading the speci�c information

as a rumor spreader or not.

In a nutshell, the contributions of the chapter are three-fold:

ˆ To the best of our knowledge, this is the �rst attempt to identify rumor spreaders

on Twitter by exploring the nuance of concepts in Computational Trust, i.e.,

trustingness and trustworthiness, for creating a novel measure of believability

which quanti�es the potential of a message being spread from one user to the

others.

ˆ We propose a novel technical framework that strengthens the representation of user

properties in consideration of information veracity using network feature learning

based on a large-scale believability re-weighted trust network. Experimental re-

sults demonstrate the superiority of the proposed method over technically more

straightforward approaches.
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ˆ We build three Twitter datasets using di�erent trust proxies (i.e., retweet-only,

reply-only, retweet+reply) based on a set of real-world rumorous and non-rumorous

events gathered from rumor debunking websites, which are made publicly available

to research community3.

3.2 Related Work

The task of rumor detection can be classi�ed into two categories: rumor information

detection and rumor spreader detection. Most of prior research focused on rumor infor-

mation detection. Little work has been done, however, for rumor spreader detection.

Automatic detection of rumorous information from social media is based on tra-

ditional classi�ers stemming from the pioneering study of information credibility on

Twitter [27]. In the subsequent studies [56, 78, 25, 60, 20, 21, 80], di�erent sets of

hand-crafted features were proposed and incorporated to determine whether a claim

about some event is credible or not. However, feature engineering in these methods

is painstakingly labor intensive. Ma et al. [60] proposed a RNN-based method that

automatically learns the representations to capture the hidden implications and de-

pendencies of complex signals over time, and achieved better performance due to the

e�ective representation learning capacity of deep neural models. In addition, other neu-

ral models such as Convolutional Neural Networks (CNN) and tree-structure Recursive

Neural Networks (RvNN) have also been attempted by exploiting either social media

content or propagation structures of information in the recent studies [82, 22]. A com-

prehensive survey focusing on rumor information detection can be found in [43], and

two others focusing on detection on fake news and false information in general can be

found in [36, 44]. In our work, we focus on the rumor spreader detection instead of

rumor information detection. To the best of our knowledge, there is no concrete study

conducted so far for identifying rumor spreaders via predictive analytics except for a

few other works considering spreader characteristics as features for rumor information

detection [83, 25].

Computational trust has been studied extensively in recent years. Many researchers

have tried to assign trust scores [46, 47, 48] to the nodes in a network to accomplish

3https://github.com/BhavtoshRath/RNN-Trust/blob/master/data/snam2018.zip
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di�erent type of tasks. Trust scores can be de�ned as scores that an algorithm puts on a

node in a trust network based on various structural aspects of the node. Eigentrust [47]

proposes to rate trust scores of peers in a P2P network. These scores can help an

ordinary user in the network to identify the trustworthy peers and initiate content

download from them. Eigentrust, like Pagerank [49] calculates a single score for each

node in the network. In this algorithm, however, one's reputation does not play a part

in the weight of the node's trust vote. Other researchers have proposed measures to

rank bias and deserve of a node in a network [48], in which they used an iterative matrix

algorithm to calculate bias and deserve of nodes which reinforce each other.

Roy [45, 50] proposed a pair of complementary measures that can be used to measure

trust scores of actors in a social network using involvement of social networks. Based on

the proposed measures, an iterative matrix convergence algorithm based on HITS [84]

was developed that calculates the trustingness and trustworthiness of each actor in

the network. The algorithm runs in O(k � j E j) time where k denotes the number

of iterations and jE j denotes the number of edges in the network. In this chapter,

we propose a novel measure calledbelievability based upon these two complementary

measures for assessing the potential of the message being spread from one user to the

other, which is used to re-weight the edges of the user trust network. Note that the

believability is in essence di�erent from commonly known concept of credibility studied

in many papers [27, 85, 86, 87], where credibility is primarily used to measure the

quality of content being believed in or that of a user being trusted, but believability

here is a measure of \spreadability" of information betweena pair of users instead of

an individual user.

Network-based representation learning is an emerging area in machine learning.

DeepWalk [88] learns node embeddings by exploring local neighborhood of the nodes us-

ing truncated random walks. Since the strategy of the random walk is uniform following

Depth-First-Search (DFS) style, it gives no control over the explored neighborhoods.

Also, it works only for unweighted, undirected graphs. LINE model [81] proposes a

breadth-�rst strategy to explore neighborhoods. Speci�cally, it learns a feature rep-

resentation in two separate phases: �rst, it learns half of the dimensions by Breadth-

First-Search (BFS) style simulations over immediate neighbors of nodes, then it learns

the other half of dimensions by sampling nodes strictly at a 2-hop distance from the
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source nodes. This model works for all types of graphs. Node2vec [89] explores diverse

network neighborhoods which designs a sampling strategy that smoothly interpolates

between BFS and DFS. The assumption is that BFS and DFS are extreme sampling

paradigms suited for structural equivalence (i.e., nodes sharing similar roles) and ho-

mophily (i.e., nodes from the sample network community), respectively. Node2vec's

sampling strategy accommodates for the fact that these notions of equivalence are not

competing or exclusive, and real-world networks commonly exhibit a mixture of both.

Considering the weighted, directed nature of our network and the complexity of the

learning algorithm, in this chapter, we employ LINE algorithm with the 2-hop distance

for generating user embeddings from the trust network, where the edges are re-weighted

by the believability scores.

3.3 Believability

Trustingness and trustworthiness, from di�erent perspectives, are used to measure the

level of trust of each individual user. But they do not quantify the strength of inter-user

trust, i.e., the trust between two speci�c users who have retweet or reply relationship.

The intensity of inter-user trust is very important to indicate the potential or capacity

of user network edges for transmitting messages. When a message is propagated, the

strength of inter-user trust along the propagation path would largely determine how

fast and how far the message could be transmitted over the network. In the original

trust model in Figure 1.3, edges weighed by the frequency of retweets between two

users cannot re
ect such kind of \spreadability" of network edges. In this regard, a new

method of re-weighting the edges is very much desirable.

We propose the new concept calledBelievability, a quantitative �gure that is com-

puted for a directed edge between two nodes used to measure the potential of messages

being transmitted through the edge based on the strength of belief between two neigh-

bors on that edge. In the context of retweet, a directed edge fromB to A exists if a

tweet of A is retweeted byB . The believability quanti�es the strength that B trusts on

A when B decides to retweetA . Therefore, B is more likely to believe in A if:

I. A has a high trustworthiness score, i.e.,A is highly likely to be trusted by other

users in the network, or
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