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Research explores privacy, legal implications
of emerging ITS technologies

Frank Douma and graduate student Jordan Deckenbach are among the researchers ex-
ploring the legal issues surrounding new ITS technologies.

By Frank Douma, Hubert Humphrey
Institute of Public Affairs, University of
Minnesota

Intelligent transportation systems (ITS)
technologies can provide planners and en-
gineers with new tools that produce a safer
and more efficient transportation system.
However, because many of these technolo-
gies rely on the ability to track and record
the movements of individual citizens,
scholars and legal advocates have begun to
raise privacy concerns. Under the aus-
pices of the TechPlan Program, a research
program at the Humphrey Institute of
Public Affairs funded by the ITS Institute,
State and Local Policy Program Assistant
Director Frank Douma is investigating the
implications of privacy law in regards to
emerging ITS technologies. The research
thus far has shown that while privacy
protections for citizens on the open road
are quite sparse, the rapid development of
these technologies may require a reconsid-
eration of parts of the legal framework for
privacy in America.

A key finding has been that privacy pro-
tections, to date, largely do not extend to
the transportation system. As Chief Justice
Rehnquist stated in his majority opinion in
United States v. Knotts, “A person travel-
ing in an automobile on public thorough-
fares has no reasonable expectation of
privacy in his movements from one place
to another” However, as this decision was
handed down more than 25 years ago,
new technologies have emerged that make
surveillance easier, cheaper and more per-
vasive, to the point that one may logically
ask whether the Supreme Court would still
arrive at the same decision if one of these
technologies were challenged.

The US currently does not have a com-
prehensive legal framework for privacy,
but instead relies on a nebulous web of
state and federal constitutional provisions
and statutes. The major issue in examining
ITS is whether the ability of surveillance
technologies to track and record where
a specific vehicle has been in the past, as
well as project where it may go in the fu-
ture, begins to impinge upon some of these
protections.

Most broadly, the United States Supreme
Court has declared that a right to privacy
exists when there is an expectation of
privacy and when society is ready to accept
that expectation of privacy as reasonable.
Though current jurisprudence and statu-
tory regulations do not directly attempt to
regulate ITS technology designs, a number
of state legislatures and courts have begun
to write and interpret laws concerning data
practices, vicarious criminal liability, and
privacy tort actions in ways that may affect
the use of ITS. As it is unlikely that these
legal issues are going to subside, a consid-
eration by ITS engineers and planners of
the legal implications of ITS design and
use is helpful. The following is a sampling
of some ITS technologies and potential
legal implications they face.

Who is watching you?

Automated enforcement of traffic laws

is emerging as a popular utilization of

ITS surveillance technologies. Red-light
intersection cameras, license plate recog-
nition systems, and photo-radar technolo-
gies have begun to be tested and used in a
number of jurisdictions around the United
States. Proponents of these technologies
cite increased road safety and needed
relief in law enforcement agencies that are
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Interactive course
modules enhance
learning

Gaining an understanding of the
complex dynamics that under-

lie traffic flows and intelligent
vehicle guidance systems is a
challenge that many transporta-
tion engineering students grapple
with every semester. Adding

to the difficulty is the fact that
simulation and modeling rely on
expensive dedicated software and
powerful computer servers, so
students rarely have the oppor-
tunity to experiment and explore
outside of course labs.

Now, University of Minnesota
students are benefiting from
greater access to simulation tools
both in and out of the classroom,
thanks to the work of Chen-

Fu Liao, the Minnesota Traffic
Observatory’s senior educational
systems engineer. Liao has devel-
oped several interactive course
modules to help students un-
derstand complex ITS topics like
intersection signal control and
vehicle guidance.

Liao developed the Online
Application for Signal
Intersection Simulation (OASIS)

Modules continued on page 4
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Part of an interactive traffic simu-
lation game developed by Chen-
Fu Liao



Future of vehicle
safety lies in crash
prevention

Seat belts and other
safety technologies
have saved hundreds
of thousands of

lives on U.S. road-
ways since 1960.
Tomorrow’s safety
systems, particularly
those that prevent
crashes, will save
many more, said Ronald Medford at the
CTS Winter Luncheon. Their widespread
deployment, however, hinges on a key
question: What level of reliability will
convince consumers the systems work
and are worth the money—and persuade
manufacturers to install them?

Medford, senior associate admin-
istrator with the National Highway
Transportation Safety Administration
(NHTSA), spoke at the Center for
Transportation Studies’ Winter
Luncheon on February 13. The ITS
Institute sponsors the annual event,
which features a presentation on an
ITS-related topic by a national policy or
technology leader.

Ninety percent of crashes in this
country are related to driver behavior,
with just two percent related to vehicles
and eight percent to road surface. Vehicle
safety systems that compensate for driver
behavior—either by warning drivers of
an impending crash or assuming control
of the vehicle—are becoming more fea-

Ronald Medford

Winter Luncheon continued on page 4

Minnesota Traffic
Observatory launches
new Web site

The Minnesota Traffic Observatory
(MTO) has launched a new Web site
to provide information about research
capabilities and projects, located at
www.mto.umn.edu.

“Researchers and other potential part-
ners who are interested in working with
us will be able to see what we have to
offer and what we have already accom-
plished. We have a lot of unique capa-
bilities, and we're eager to let people
know about them,” said MTO director
John Hourdos.

The MTO is the ITS Institute’s dedicat-
ed traffic management laboratory, and
offers a range of capabilities in the areas
of traffic data collection, simulation and
modeling, and visualization. In addition
to supporting University of Minnesota
researchers, the facility partners with
other universities and corporations to
carry out traffic research.

Young learners explore engineering with
Narrow Commuter Vehicle prototype

A prototype narrow commuter ve-

hicle being developed by Minnesota
researchers with ITS Institute fund-

ing proved a popular attraction at

The Works, a “hands-on, minds-on”
learning center for children and teens.
The vehicle was featured at TechFest, an
annual event held in conjunction with
National Engineers Week.

Lee Alexander, a member of the team
of engineers developing the vehicle,
accompanied the prototype and ex-
plained the vehicle’s cutting-edge fea-
tures to children—and their commute-
savvy parents.

The design features two wheels in
front and a single wheel in the rear,
and tilts automatically when turning.

Human factors research

Student of the Year

Michael Rakauskas,
a doctoral student

in the University

of Minnesota’s
Cognitive and
Biological
Psychology program,
was presented with
the ITS Institute’s
2007 Outstanding
Student of the Year Award at the
Transportation Research Board’s annual
meeting in Washington, DC, January 12,
2008.

The award is sponsored by the USDOT
Research and Innovative Technology
Administration (RITA). Honorees re-
ceive a $2,000 award as well as funding
to travel to the TRB annual meeting.

Rakauskas’ current research focuses
on designing, managing, and analzing
research initiatives from both test tracks
and simulated environments. One

Michael Rakauskas

Lee Alexander explains the workings of a prototype vehicle to a young visitor.

Tilting is necessary to achieve stabil-
ity and safety with a relatively tall and
narrow chassis. The driver never has to
worry about how to tilt—a sophisticated
computerized steering system handles
all the necessary wheel and suspension
adjustments to keep the vehicle safely
upright in corners.

While the narrow commuter vehicle
may be years away from appearing on
city streets, some of the young learn-
ers who visited TechFest might find
themselves at the controls of a similar
set of wheels when they are old enough
to drive—or they might be inspired to
go on and design their own innovative
vehicles.

motivates 2007

recent project involved his design and
implementation on a driving simula-
tor study that examined the effects of
interacting with the 511 public traveler
information system, involving explora-
tion of alternative menu structures that
may improve the user’s interaction and
potentially reduce search times and
increase driving safety.

Rakauskas’ graduate advisor noted
that “his hard work has made some
of our more difficult challenges ap-
pear straightforward.” In addition to
maintaining a 4.0 GPA, Rakauskas has
received several awards during his
graduate studies. Before commenc-
ing his doctoral research at Minnesota,
Rakauskas earned a Master of Science
degree in applied pyschology from
Clemson University and a Bachelor of
Arts degree in psychology from Miami
University.



Students, researchers attend TRB Annual Meeting

University of Minnesota students
joined ITS Institute researchers again
this year at the TRB Annual Meeting in
Washington, D.C.

Twenty-two students received travel
awards from the ITS Institute to attend
the meeting, where they attended pre-
sentations and workshops by research-
ers from around the world and enjoyed
the opportunity to network with fellow
scholars. Among the student attendees

Privacy from page 1

undermanned in enforcing traffic laws
due to the constantly increasing number
of drivers on the road. While these tech-
nologies have not been found to violate
any stated privacy regulation, legal chal-
lenges centered on the issue of vicarious
criminal liability have succeeded.

In a 2006 challenge to Minneapolis
red-light enforcement cameras, the
Minnesota Supreme Court found that
a Minneapolis ordinance, which held
owners of vehicles caught on camera
running red lights responsible for the
offense, was invalid as it conflicted with
state statutes that made the driver the
liable party for the running of a red
light. The fact that the law held owners
responsible for infractions committed
in their vehicles deprived them of due
process through the automatic assign-
ment of guilt. Proponents of automated
enforcement technologies have coun-
tered that the issue of due process under
criminal procedure requirements need
not apply, as only civil penalties are lev-
ied on owners of a vehicle for red light
violations. Though this rationale has
been accepted in Ohio and Washington,
DC, district court, the Minnesota
Supreme Court rejected that argument,
claiming petty misdemeanors, though
not crimes, still fall under the rules of
criminal procedure that demand a pre-
sumption of innocence. The court also
implicitly suggested a solution, noting
that since state laws regulating traffic
require uniform enforcement, local mu-
nicipalities did not have the authority
to assign liability to owners of vehicles
without statewide legislation. In other
words, if a state law extended liability
for running red lights to the owner of
the offending vehicle, it might survive a
subsequent legal challenge.

Keeping an eye on data
Other legal issues with ITS technologies

The Intelligent Transportation Systems Institute

was the Institute’s 2007 Student of the
Year, Michael Rakauskas.

Minnesota researchers presenting at
this year’s event included researchers
from the Minnesota Traffic Observatory,
Northland Advanced Transportation
Systems Research Laboratories, and
Department of Civil Engineering.
Presentation topics included traffic
monitoring and signal control tech-
niques, privacy law and ITS technolo-

center on questions of the kind of data
that are collected and who has access to
that information. As much as ITS can be
used to create safer and more efficient
transitways, law enforcement agencies
could also utilize ITS in fighting crime
and advancing homeland security. It

is not too hard to imagine that some
day soon, ITS technologies might allow
law enforcement officials to backtrack
the activities of a suspect’s vehicle or
discover what vehicles were in a par-

ticular location at a certain time. Though

at first consideration these uses seem
beneficial to society, without proper
legal limitations these technologies can
potentially be used to invade the private
lives of innocent parties.

In The Company v. United States, the
US Court of Appeals for the 9* Circuit
found that the FBI's tapping of an on-
board navigational system with a built-
in cell phone in order to listen in on the
private conversation of the vehicle’s
occupants was inappropriate. However,
the court stated that the problem was
not due to a potential privacy invasion,
but because the tapping disabled the
services of the system, most notably, the
ability of the system to be continually
available to contact emergency services
at any moment. Consequently, it ap-
pears that should this technical problem
be resolved, the knowledge that in-vehi-
cle conversations can be legally tapped
may deter people from using or buying
this type of ITS technology, despite the
opportunity to otherwise obtain signifi-
cant safety benefits from them.

There is also concern that data col-
lected by ITS technologies will be highly
valuable to private litigants in non-
transportation settings. Civil suits, such
as divorce and insurance fraud cases,
are beginning to use subpoenas to ob-
tain information on individuals’ travel
routines as recorded by ITS technolo-
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gies, safety research, congestion pricing,
and traffic simulation.

Civil engineering professor Gary
Davis, known for research that applies
statistical analysis techniques to the
analysis of crash data and near-collision
situations, moderated a session on im-
proving the use of statistical techniques
in transportation research.

Red-light enforcement cameras and
other new technologies are at the center
of emerging privacy debates.

gies. Making ITS collected data anony-
mous as part of the technology design,
coupled with strict data privacy laws,
can curtail some of these concerns;
however, the desire of researchers and
planners for vehicle-specific data will
have to be balanced into the equation.

While the current privacy regulations
do not pose a direct challenge to suc-
cessful development and implementa-
tion of new ITS technologies, the current
legal landscape still contains barriers
that must be considered. Consequently,
as ITS planners and engineers continue
to develop new technologies, they may
also find it useful to advocate for contin-
ued development of privacy and related
protections, such that they facilitate and
support efforts to produce safer and
more efficient transportation systems
while also respecting the expectations of
the users.

— Douma would like to acknowledge
the contributions of Professor Stephen
Simon, as project advisor, as well as of
research assistants Steve Frooman and
Jordan Deckenbach.



Modules from page 1

and Roadway Online Application for
Design (ROAD), both of which have
been incorporated into the curriculum
of the civil engineering department’s
Introduction to Transportation Design
course. OASIS allows students to exam-
ine the effects of different signal timing
strategies on a simulated intersec-
tion; ROAD is used to teach geometric
design techniques for planning road
alignments.

Winter Luncheon from page 2

sible thanks to new sensing systems and
higher computational power, he said.

A major development in this area is
electronic stability control (ESC) for
preventing rollovers. In accordance
with a Congressional mandate, NHTSA
studied rollovers and enacted a regula-
tion requiring ESC for all new vehicles by

In the vehicle realm, Liao’s Simulation
Visualizer for Vehicle Guidance Control
is being used in the mechanical en-
gineering department’s Introduction
to Robotics course in spring semester
2008.

The modules have been well received
by instructors, and Liao is continu-
ing to improve them and develop new
tools that support interactive learning.
He is already at work on a second-gen-

2012. (Nine percent of SUVs sold today
have ESC.)

Medford highlighted NHTSA’s work on
ITS safety initiatives with the USDOT’s
Research and Innovative Technology
Administration. One research initiative
is the Cooperative Intersection Collision
Avoidance Systems (CICAS) program, in

RECENTLY PUBLISHED RESEARCH

eration OASIS, which will incorporate
hardware-in-loop interaction with the
same signal controller hardware used by
many traffic management agencies.
Pre-college students are also being
exposed to transportation engineering
issues through an online intersection
control game aimed at high school sci-
ence classrooms. Liao says he is eager
to do more to increase K-12 students’
familiarity with transportation issues.

which the ITS Institute is a participant.
CICAS brings together federal agencies,
automobile manufacturers, and universi-
ty transportation centers with the goal of
developing new technologies to prevent
collisions. The ITS Institute’s focus is

on preventing crashes at rural highway
intersections.

Available at www.its.umn.edu/publications/researchreports/

Freight Performance Measure Systems (FPMS) System Evaluation and Data Analysis
Chen-Fu Liao - CTS 08-01 (January 2008)

Driving Performance During 511 Information Retrieval: Cell Phone 2
Mick Rakauskas, Nic Ward — Mn/DOT 2007-48 (November 2007)

Using Archived ITS Data to Improve Transit Performance and Management

Ahmed M. EI-Geneidy, Jessica Horning, Kevin Krizek — Mn/DOT 2007-44 (October 2007)

UPCOMING EVENTS

For event details, see www.its.umn.edu/events/

May 20-21

19th Annual CTS Transportation Research Conference, St. Paul RiverCentre, Minnesota.
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