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INFORMATION TECHNOLOGIES COMMITTEE
MINUTES OF MEETING
FEBRUARY 4, 2003

[In these minutes:
Distance Education and Content Management Systems Update, SPAM Update, Removal of Appletalk and
IPX Routing Across Campus]

[These minutes reflect discussion and debate at a meeting of a committee of the University of Minnesota
Senate or Twin Cities Assembly; none of the comments, conclusions or actions reported in these minutes
represent the views of, nor are they binding on, the Senate or Assembly, the Administration or the Board of
Regents.]

PRESENT: April Schwartz, Chair, Josephine Crawford, Stephen Crawley, Eric Celeste, Linda Jorn, David
DeMuth, Alan Ek, Greg Laden, Jim Waddell, Ashutosh Jaiswal, Andrew Sandquist, Michael Varian

REGRETS: Mark Bellcourt, Nancy Herther, Douglas Ernie, Haesun Park
ABSENT: Thomas McRoberts, Jeff Johnson, Yosef Cohen, Stephen Downing

GUEST(S):
Vice Provost for Distributed Education and Instructional Technology, Billie Wahlstrom and Frank Grewe,
Assistant Director, Central Computing Operations

OTHER(S): Bernard Gulachek, Ken Hanna, Myron Lowe, Nancy McGlynn, John Miller

1). April Schwartz called the meeting to order and welcomed those present.

).

Vice Provost for Distributed Education and Instructional Technology, Billie Wahlstrom, provided members
with a distance education and content management systems update. As the Vice Provost for Distributed
Education and Instructional Technology Ms. Wahlstrom explained that her role is to load the University’s
infrastructure with meaningful content. Highlights from her presentation included:

e Vice Provost Wahlstrom announced a $100,000 commitment by the Office of the Executive Vice
President & Provost (EVPP) in the form of TEL grants to support faculty innovations, despite the
budgetary crisis. Ms. Wahlstrom noted a report, “The 1999 — 02 TEL Small Grants Program
Broadening Conversation about Teaching and Learning”. This report summarizes the outcomes from
various projects funded through the 1999 — 2002 TEL (Technology-Enhanced Learning) Small Grants
Program.

For further information, please visit the following URL.: http://dmc.umn.edu/grants/grants.shtml

e Starting in 2003 — 2004, Vice Provost Wahlstrom plans to annually recognize an individual that has
made the best use of technology in building community, either inside or outside the University, through
an award of money.

Ms. Wahlstrom asked that members be watchful of projects that involve creating community.

e The Health Insurance Portability and Accountability Act (HIPPA) is a relatively new federal law that,
among other things, sets privacy standards for individual’s health information. By April 15, 2003 the
University will have trained 35,000 employees on HIPAA via the Portal system. By using the Portal
training method the University will save a significant amount of money as compared to conducting
face-to-face training sessions.

¢ Vice Provost Wahlstrom has been researching “homegrown products” or, in other words, technology
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that has originated at the University but that has had difficulty being propagated through the system.
An example of a “homegrown product” is Portfolio. MnSCU has given Portfolio to K-12 students.
Some of these K-12 students will eventually attend the University and will be well versed with how to
use this resource tool by the time they arrive. Currently, staff, new faculty and first year students at the
University are being trained on using Portfolio to organize their information. Portfolio runs on Portal
and will also interface with WebCT.

Additionally, effective spring semester 2003 Portfolio is being used by the Academic Health Center
(AHC) to improve medical school application rates. Minnesota has one of the worst application rates
for medical school in the country.

To clarify, Ms. Wahlstrom noted that this does not mean that students do not get accepted, but, instead,
they do not apply.

This can, in part, be attributed to the fact that many students do not realize that the rules have changed
for the various health professions.

By making Portfolio a central part of its admissions process, the AHC hopes to improve Minnesota’s
medical school application rates.

The training for Portal is currently being developed. Vice Provost Wahlstrom referred members to the
Portal URL at: http://www.webdepot.umn.edu/ for more information.

In the past, only on-line courses used on-line evaluations. However, the AHC and a handful of other
units will prototype the on-line course evaluation procedure this year. Besides being able to follow-up
with students to remind them to complete their evaluations, another feature of the system will allow
faculty to have all their data on-line and easily accessible. This will come in especially handy when
faculty need this information for promotion and tenure purposes. Eventually, too, data will be available
to faculty allowing them to compare their performance against their peers. A question from a student
member on anonymity was voiced.

The member was assured that the system would be deigned to ensure confidentiality. Only in the event
should someone deliberately choose to violate University directive, which would be a dismissible
offense, and override the code would this information be accessible. All the data will be collected and
protected by the Office of Management Services. Extra care will be taken when the system is designed
to ensure that the data will be protected.

Another question was raised concerning whether faculty would have control over inaccurate
responses?

Vice Provost Wahlstrom noted that the on-line evaluation system would use the same format and data
set as the paper evaluation and she was not sure how the Office of Measurement Services would handle
inaccurate responses.

Faculty will have the option to opt out of using the on-line evaluation system and continue to use
paper.

Additionally, faculty will be given the choice of whether they want their data to be public or private. In
some departments the culture is to encourage faculty make their results public but it is ultimately up to
the faculty whether they release this information on a course-by-course basis.

Vice Provost Wahlstrom deferred to Steve Cawley for an update on WebCT. Currently, the new
version of WebCT, WebCT Vista, is being set-up. An agreement with WebCT has been negotiated
whereby they will provide the University with the software for a specified period of time for evaluation
purposes.

During this time the University will be given technical support and training on the system at no cost.
WebCT Vista is a major improvement in content management over the current WebCT Version 3.8 but
it is not quite the sophisticated content management systems used in corporate learning systems.
Budget constraints have put a halt on the University’s ability to look at systems beyond a certain level
of sophistication.

The WebCT Steering Committee, that has developed evaluation criteria for WebCT Vista, will make a
final recommendation on the product.

This would not be a free upgrade but would require a major re-write in software. Of concern is

6/18/2008 11:02 AM



DRAFT

30f5

http://www1.umn.edu/usenate/scit/03-02-04.html

whether or not faculty will embrace the new version thus making the old version obsolete. WebCT
recommends that both environments, WebCT 3.8 and WebCT Vista, be run two years in parallel to
make the transition as painless as possible.

Linda Jorn added that by the end of April the steering committee expects to have a better understanding
of any technical issues as well as usability, functionality and interface issues. It was noted the steering
committee’s findings should be brought back to the SCIT later this spring. A member asked if WebCT
Vista is currently available in some public space where interested parties can explore the product?
Although it currently is not available in a public space, this suggestion was recognized as a good idea
and efforts will be made to make it available for this purpose. It was further noted that the ultimate
goal of the University’s content management system is to manage its scholarly content, and, as a result,
there may be good reasons for having more than one content management system at the University to
serve different ends.

Mr. Cawley added that should multiple content management systems be necessary then a content
management strategy would be necessary in order to recognize that the content is distributed.

e Vice Provost Wahlstrom noted that for information and updates on what is happening at the University
as well as nationally in terms of technology and enhanced learning to visit the following URL:
http://www.rtportal.umn.edu/

e The Lifelong Learning Channel provides information about how technology has been used to support
lifelong learning in credit and non-credit environments. Additionally, there is the lifelong learning
news feed that contains TEL and other kinds of information. The TEL website
http://www1.umn.edu/tel/
is an aggregative site that pulls together useful information for the University community.

e For member’s information, Ms. Wahlstrom distributed a handout “Intellectual Property and the AAUP”
(American Association of University Professors). The document contains the AAUP’s “Statement on
Copyright’ and addresses issues of control and ownership of academic work as it relates to the
relationship between technology, fair use and copyright.

¢ On a final note, Ms. Wahlstrom noted her two major goals: 1). Foster home-grown materials such as
Portfolio, Dr. Dan Lim’s gaming system, etc. by acting as the University’s “cheerleader’ for things that
have been invented at the University and 2). Coordinate training for faculty and staff.

).

Next, April Schwartz introduced Frank Grewe, Assistant Director, Central Computing Operations who
provided the committee with a SPAM update.

Beginning in the fall of 2002, the University has put in place controls in an attempt to minimize the amount
of SPAM people receive in their central University mailbox.

Mr. Grewe defined SPAM as unwanted email that the recipient wants the University to get rid of. Internet
sites that generate SPAM are classified as not well-behaved sites and these include:

e Insecure sites — Sites that contain open proxies and open relays. SPAMers like to use these sites
because origination points are masked.

e Sites that violate internet protocols.
For example, there are sites that do not recognize “user not found” error messages and continually
bombard the server with countless undeliverable emails.

e Sites not properly defined in domain name service.

e Sites that violate the University’s policy on bulk mail. Any bulk mailing to the University must have
prior approval at the vice presidential level or be sent to people that have requested to be on that
mailing list.

All University customers have options on managing their account. By default, all mailboxes are set to block
all email that originates from not well-behaved sites. Other options include:
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1. Accept all email regardless if a site is considered well-behaved by the University or not.

2. Only accept email that originates from within the University of Minnesota. This means that all email
coming from outside the umn.edu domain will be blocked. Approximately 300 — 400 individuals at the
University have chosen this option.

Another option allows the customer to turn SPAM Assassinator on or off. By default this option is turned
off.

SPAM Assassinator scans incoming email and if it determines that it appears to be SPAM the subject line
will be changed to: *****SPAM***** Most email clients can use the subject line to filter their email into a
folder where it can later be reviewed to verify it is legitimate SPAM. Naturally, there will be occurrences of
false positives.

Statistically, about 7 million emails are processed weekly. Of the 7 million emails approximately 50% are
internal and 50% are external. February, March and April are the busiest email months. Of the 3 -3 1/2
million emails coming into the University each week from external sources, about 40% are blocked. While
everyone still receives SPAM, most are receiving a lot less than before. The amount of email being stopped
at the border is truly amazing.

Another feature of the system allows users to see all the email that has been blocked on their behalf for the
past two weeks.

According to Mr. Grewe the University is experiencing most of its problems in the following two areas:

¢ In the insecure server area, the University is not detecting open proxies fast enough.
e The University is failing to detect fixed open relays fast enough. Thus, the University continues to
block legitimate email despite the fact that the site has been fixed.

Mr. Grewe noted that email that is received from outside the University contains an additional header. By
viewing these headers, customers can find a link that reads “X-Umn —Report-As-Spam:” and are encouraged
to report SPAM. When the link went on web mail, customers started taking advantage of this feature. This
allows the University to detect and block unwanted email. Within the next month or so a SPAM campaign
will be launched to encourage all customers to report SPAM and not just those on web mail or those that
have attended technical coordinator’s meetings.

Unfortunately, people have become accustomed to just deleting SPAM rather than reporting it and this has
given SPAMers an advantage.

Mr. Grewe stressed the importance of being a good network citizen and reporting SPAM. Additionally, he
noted that the University identifies SPAM based on the behavior of the site and not its content.

A member voiced a concern about not wanting to receive a recent Microsoft email that had been approved at
the University’s vice presidential level.

It was noted customers cannot be removed from official University email lists. Steve Cawley stated that this
member has the right to voice a polite disapproval to the sending party.

Concerning bulk mail, a member asked whether every message has a valid return address on it? No, because
it is not necessary to reply to such email. Oftentimes it is intentional not to have a valid return address. In
this member’s opinion while no replies are understandable because they are annoying, he believes it is a
healthy standard to uphold offices to.

Another issue with bulk messages at the University is they do not clearly define to whom they are being sent.
Oftentimes bulk messages look as if they are being sent to just one individual when in fact this is not the
case.

As a result, messages are being forwarded on to other users that have already received the same message. A

4 of 5 6/18/2008 11:02 AM



DRAFT http://www1.umn.edu/usenate/scit/03-02-04.html

recommendation was made that in the “To:” line there be a way to indicate whom the message is being sent
so they are not bounced around afterwards.

Steve Cawley commented that the University does not have a well-defined standard concerning bulk mail and
that more work needs to be done in this area.

April Schwartz thanked Mr. Grewe for his presentation to the committee.

V).

John Miller discussed the removal of AppleTalk and IPX (Novell) from the University of Minnesota system.
A handout was distributed (http://www1.umn.edu/oit/appleipx/) that provided members with an overview of
how the decision came about, the rationale for the change and a timetable for the phase out. Mr. Miller noted
that the removal of AppleTalk and IPX on the Twin Cities campus is being spurred by the much anticipated
data network upgrade.

AppleTalk and IPX are being retired for several important reasons:

1. The University will have a broader selection of hardware from which to choose for its data network
upgrade. Not every vendor supports the IPX and AppleTalk protocols.

2. Product direction from vendors is moving away from IPX and AppleTalk. Apple, for example, does
not route AppleTalk on their own network. Additionally, IPX (Novell) is moving towards IP based
types of functionality and moving away from native IPX.

3. IPX and AppleTalk are becoming more and more difficult to support on campus.

4. Many other schools are either planning or have already pulled AppleTalk and IPX from their networks.
Some schools started retiring these protocols 2 — 3 years ago.

The schedule to turn off AppleTalk and IPX has not been set. The Office of Information Technology (OIT)
is in the process of compiling lists of servers and departments that will be impacted by this initiative. The
change has already been announced at several network related meetings so it should not come as a surprise to
network administrators.

A die-hard Mac user/member understands and supports the University’s decision to remove AppleTalk and
IPX from the system. He noted that Apple does not sell AppleTalk anymore and the newer Macintosh
computers are designed to function without it.

The problem, however, comes when individuals are running older versions.

Another member asked whether the on-line gaming programs that use IPX would be affected by this change?
Mr. Miller replied that only those programs using native IPX would be disabled because there would be no
router. However, if a local subnet is available the programs would still function.

Ms. Schwartz thanked Mr. Miller for the update.
Before adjourning the meeting, Ms. Schwartz solicited agenda items for future meetings. She asked members
to give this request a lot of thought and forward any ideas to her at schwa084@umn.edu

V). Hearing no further business, Ms. Schwartz adjourned the meeting.

Renee Dempsey
University Senate
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