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Abstract

The rapid growth of the Internet has caused serious security, privacy, and per-
formance issues for users. To mitigate these challenges, proxy servers are widely
adopted to provide enhanced protection, anonymity, and bridging. In this thesis,
we put our emphasis on the measurement, analysis, and implementation of Internet
proxy servers. We collected detailed information on 1681 proxy servers across 90
countries. Our data indicate that most Internet proxy servers are unstable with rel-
atively high latency. Finding and adopting the right proxy servers is no easier than
locating a needle in a haystack. To help the users pinpoint their desired proxy servers,
we developed a system to collect real-time proxy server data from the Internet. This
system will check proxy servers’ location, availability, and performance, giving users
the most updated information. We also applied a BitTorrent-like protocol to provide
better synchronization across the data collection servers. Our evaluation indicates
that utilizing a BitTorrent-like protocol on uTorrent to synchronize data between a
single host machine and four virtual machines (VMs) improves data synchronization
performance. The involvement of multiple peers leads to a reduction in latency dur-
ing the synchronization process. This reduction in latency can be attributed to the
parallelized and efficient distribution of data among peers. Overall, our evaluation
demonstrates that leveraging a BitTorrent-like protocol in this setup enhances the

data synchronization process, improving latency and performance.
Keywords— Internet proxy servers, Performance analysis, Distribution analysis, Ping,

Telnet, Traceroute, Data synchronization, BitTorrent
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1 Introduction

1.1 Motivation

Our motivation for this thesis is rooted in the growing importance of the Internet in our
daily lives and the need for efficient and effective Internet access and security.

According to the Pew Research Center, internet usage has increased significantly in
recent years Center 2021 and has become an essential tool for communication, commerce,
education, and entertainment, with billions of users worldwide. However, there are still
many challenges to accessing and using the Internet effectively, particularly in regions where
Internet access is limited or restricted.

One of the challenges is the performance of Internet connections, which can be affected
by various factors, such as network congestion, distance from the server, and server load.
Proxy servers can help to address these challenges by providing a means of accessing the
Internet through a remote server, which can improve connection speeds, reduce latency, and
provide greater access to online content.

Another challenge is the need for Internet security and privacy, particularly in the face
of growing cyber threats such as hacking, data breaches, and surveillance. Proxy servers can
help to address these challenges by providing enhanced security features such as encryption
and VPN services (Goldberg, Wagner, and Brewer 1997), which can protect users from
online threats and provide greater privacy and anonymity while using the Internet.

Therefore, our motivation is to improve Internet access and security for users worldwide,
by developing a user-friendly and effective proxy server selection system that considers

various factors such as server performance, geographic location, and user preferences. By



doing so, the project aims to contribute to the development of more efficient, effective, and
user-friendly Internet proxy server systems, which can benefit a range of stakeholders and

promote greater access to information and communication across diverse communities.

1.2 Research Overview

The purpose of this research project is to evaluate the performance and distribution
of Internet proxy servers and develop a system to help users select a proxy server that
best meets their needs. Proxy servers can provide users with enhanced privacy, security,
and access to online content. However, the effectiveness of a proxy server depends on its
performance and geographic location. This project aims to develop a system that can help
users select a proxy server based on their desired location.

To achieve this objective, the project will collect data on a range of proxy servers,
including their performance metrics and geographic distribution. The project team will use
automated testing tools and manual testing to evaluate the performance of different proxy
servers under various conditions. The data collected will be used to develop a system that
can match user requirements with the most appropriate proxy server.

The project will evaluate the effectiveness of the system through a series of experiments
and user studies. The experiments will measure the performance of the system in terms
of accuracy, speed, and user satisfaction. The user studies will provide feedback on the
usability and effectiveness of the system from the perspective of end-users.

The research utilizes the BitTorrent protocol for data synchronization and sharing. The
collected dataset is distributed across multiple devices using this protocol, ensuring efficient
and reliable distribution. The synchronization process is closely monitored to evaluate the
CPU utilization and latency experienced by devices due to the adoption of the BitTorrent
protocol.

Based on the synchronized dataset, a user-friendly web application is developed. The



application allows users to search for active proxy servers based on their desired location.
Real-time information on server availability and performance metrics is provided, empow-
ering users to select the most suitable proxy servers for their specific needs.

The project aims to improve the accessibility and usability of proxy servers by con-
ducting comprehensive data collection, performance evaluation, data synchronization, dis-
tribution analysis, and web application development. The results of this research provide

valuable insights for users seeking reliable and efficient proxy server solutions.



2 Background and Related Works

2.1 IP Address

An Internet Protocol (IP) address is a unique identifier assigned to each device connected
to the Internet. (DoD standard Internet Protocol 1980) It is a numerical label that is used
to identify and communicate with other devices in a network. Every device connected to the
Internet, whether a computer, phone, or other devices enabled by the Internet, is assigned
an IP address. (Wikipedia 2004)

IP addresses are required for the functioning of the Internet. They allow devices to
communicate with each other, transmit data, and access online resources. IP addresses are
also used for security and identification purposes, as they can be used to track and locate
devices on a network.

IP addresses are classified into two main types: IPv4 and IPv6. IPv4 addresses are
composed of 32 bits and are represented in decimal notation (e.g., 192.168.0.1). However,
due to the rapid growth of the Internet, IPv4 addresses are becoming scarce, and a new
protocol, IPv6, has been developed. IPv6 addresses are composed of 128 bits and are
represented in hexadecimal notation (e.g., 2001:0db8:85a3:0000:0000:8a2¢:0370:7334) (IBM
2023).

IP addresses can be static or dynamic. A static IP address is a fixed IP address that
does not change over time, while a dynamic IP address is the address assigned by a network
service provider and can vary depending on how frequently a device connects to the Internet
(Mitchell 2023). Some internet service providers offer static IP addresses for an additional

fee, while others provide dynamic IP addresses by default.



IP addresses can also be used to identify the geographic location of a device, which
can be helpful for targeted advertising and other location-based services. However, this
also raises privacy concerns, as users may not want their location to be tracked or shared
without their consent. (Ali 2007) Therefore, there are various methods available to hide or

mask IP addresses, such as using proxy servers or virtual private networks (VPNs).

2.1.1 Classful Addressing

Classful addressing was the original method of assigning IP addresses used in the early
days of the Internet. It divided the available IPv4 address space into three classes: Class
A, Class B, and Class C. Each class had a fixed range of network and host bits, which
determined the number of networks and hosts that could be accommodated. (DoD standard
Internet Protocol 1980) This chapter provides detailed background on classful addressing

and its significance in the history of IP addressing.

e Class A Addresses: Class A addresses have the first bit set to 0 and the next 7
bits reserved for the network portion. This allows for a large number of networks
(27 = 128). However, it limits the number of hosts per network (224—2 = 16, 777, 214).
Class A addresses were typically assigned to large organizations or Internet service

providers. (Crocker and Vittal 1978)

e Class B Addresses: Class B addresses have the first two bits set to 10 and the next 14
bits reserved for the network portion. This provides a moderate number of networks
(2'4 = 16,384) and a more significant number of hosts per network (216 —2 = 65, 534).

Class B addresses were commonly assigned to mid-sized organizations.

e Class C Addresses: Class C addresses have the first three bits set to 110 and the next
21 bits reserved for the network portion. This allows for a larger number of networks
(221 = 2,097, 152) but limits the number of hosts per network (28 — 2 = 254). Class

C addresses were commonly used for small organizations or home networks. (Postel



1981)

Classful addressing played a significant role in the early stages of IP addressing. It
provided a structured approach to IP address assignment but had limitations regarding
address allocation efficiency. Each class has a fixed number of network and host portion
bits, resulting in address space wastage. Organizations often required a different number of
hosts than what their class allowed, leading to inefficient utilization of IP addresses. The
introduction of CIDR marked a transition to a more flexible and efficient addressing scheme.
(Rekhter and Li 1993) (Fuller, Li, et al. 1993) Understanding the history and concepts of
classful addressing is crucial for grasping the evolution of IP addressing and the challenges

it aims to address.

2.1.2 CIDR Addressing

Classless Inter-Domain Routing (CIDR) is a method of IP addressing that replaced the
traditional classful addressing scheme. CIDR addressed the limitations of classful addressing
by introducing variable-length subnet masks. Instead of fixed class boundaries, CIDR, uses
a notation that combines the IP address and the subnet mask to determine the network
and host portions of the address.(Rekhter and Li 1993) (Fuller, Li, et al. 1993) The subnet
mask is represented by a prefix length, indicating the number of network bits. CIDR uses a
notation that combines the IP address and the subnet mask. The subnet mask specifies how
many bits are used for the network ID and how many bits are used for the host ID. (Internet
Standard Subnetting Procedure 1985) This allows for variable-length subnet masks, which
means that the network portion of the address can be of any length, depending on the
specific network requirements.

CIDR notation follows the format "IP address/subnet mask” or "IP address/prefix
length”. The prefix length represents the number of bits set in the subnet mask. For exam-
ple, an IP address of 192.168.0.0 with a subnet mask of 255.255.255.0 can be represented

as 192.168.0.0/24 in CIDR notation, where ”/24” indicates that the first 24 bits are used

6



for the network ID. (Assigned numbers 1985)

CIDR provides several advantages over classful addressing:

1. Efficient address space utilization: CIDR allows for more efficient allocation of IP
addresses by using variable-length subnet masks. This means that organizations can
allocate IP addresses based on their specific needs rather than being constrained by

fixed classful boundaries.

2. Aggregation of IP prefixes: CIDR enables the aggregation of multiple IP prefixes into
a single, larger prefix. This reduces the size of routing tables in routers and improves

overall network efficiency.

3. Simplified addressing and routing: CIDR simplifies the addressing and routing process
by providing a more flexible and scalable solution. It allows for better hierarchical

addressing and reduces the complexity of managing large networks.

CIDR has become the standard IP address and routing method in modern networks.
(Fuller and Li 2006) It has played a crucial role in addressing the limitations of classful

addressing and has contributed to the efficient allocation of IP addresses on the internet.

2.1.3 ISP and IP assignment

Internet Service Providers (ISPs) are crucial in providing internet connectivity to indi-
viduals, businesses, and organizations. ISPs assign IP (Internet Protocol) addresses to their
customers as part of their services. This chapter provides an overview of ISP operations
and the process of IP assignment by ISPs.

ISPs and Their Role: ISPs are companies or organizations that provide internet connec-
tivity to end-users. They maintain the necessary infrastructure, such as routers, switches,
and network connections, to enable users to access the internet. ISPs may operate at differ-

ent scales, ranging from local or regional providers to global telecommunications companies.



IP Address Types

IP addresses are unique identifiers assigned to devices connected to a network. ISPs

typically deal with two types of IP addresses:

e Public IP Addresses: These are globally unique IP addresses that are routable on the
internet. ISPs acquire blocks of public IP addresses from regional internet registries
(RIRs) or other organizations authorized to distribute IP addresses. ISPs assign

public IP addresses to their customers to enable direct internet connectivity.

e Private IP Addresses: Private IP addresses are used within private networks, such
as home or office networks. These addresses are not globally unique and are used
for internal communication within the network. ISPs assign private IP addresses to
customer routers, enabling local network connectivity. Network Address Translation
(NAT) is commonly used to allow multiple devices within a private network to share

a single public IP address.

Process of IP Assignment

The process of IP assignment (Hubbard et al. 1996) by ISPs typically involves the

following steps:

1. Allocation from IP Address Pool: ISPs receive blocks of IP addresses from the RIRs
or other authorized entities. These IP addresses are allocated based on the ISP’s

requirements and the number of customers they serve.

2. Dynamic IP Address Assignment: ISPs often use dynamic IP address assignments for
residential customers. In this method, customers are assigned a different IP address
every time they connect to the internet. Dynamic IP addressing allows ISPs to
efficiently utilize their IP address pool by reassigning addresses that are no longer in

use.



3. Static IP Address Assignment: Some ISPs offer static IP addresses to customers who
require a consistent, fixed IP address. Static IP addresses are commonly used by
businesses that require services such as hosting servers, remote access, or running

applications that require fixed IP addresses.

4. TP Address Management: ISPs must effectively manage their IP address assignments
to avoid TP address exhaustion and ensure proper allocation to customers. This
involves tracking and monitoring IP address usage, maintaining accurate records,

and implementing IP address assignment policies.

ISPs are crucial in providing internet connectivity and assigning IP addresses to their
customers. They acquire blocks of public IP addresses and allocate them to customers for
direct internet connectivity. ISPs also assign private IP addresses (Moskowitz et al. 1996)
for local network communication. Understanding the process of IP assignment by ISPs is

essential for comprehending how internet connectivity is established and managed.

2.2 IP Anonymity Technology

IP anonymity refers to the practice of concealing or obfuscating an individual’s IP
address when they are connected to the internet. An IP address is a unique numerical
identifier assigned to a device on a network, and it can be used to track and identify the
user’s online activities.

To achieve IP anonymity, individuals can utilize various tools and technologies such as
virtual private networks (VPNs), proxy servers, Tor (The Onion Router), and anonymizing
networks. These tools help route internet traffic through an intermediary server, masking
the user’s original IP address and making it difficult to trace their online activities back to
their true identity. (Farrell and Tschofenig 2014)

While IP anonymity can provide increased privacy and security, it is important to note

that it needs to be foolproof. Users should choose reputable and trustworthy tools, configure



them correctly, and remain cautious about other identifying factors that can compromise

their anonymity, such as browser fingerprinting or sharing personal information online.

2.2.1 The Onion Router

The Onion Router (Tor) (Dingledine, Mathewson, Syverson, et al. 2004) is a widely used
network designed to provide anonymous communication over the internet. It operates by
routing internet traffic through a decentralized network of volunteer-operated servers known
as Tor nodes or relays. Tor aims to protect users’ privacy and anonymity by obfuscating
their IP addresses and encrypting their communications.

The name ”Onion Router” refers to the layered encryption used in Tor. When users
access the internet through Tor, their traffic is encrypted and passed through multiple Tor
nodes. Each node in the network only knows the previous node and the next node in the
circuit, creating encryption layers that are similar to the layers of an onion. This multi-hop
routing makes it difficult for anyone monitoring the network to trace the traffic back to its
origin.

Tor provides several benefits for users seeking anonymity online:

1. Privacy: Tor helps protect users’ privacy by hiding their IP addresses and making it
difficult to track their online activities. It helps individuals maintain anonymity and

shields their internet traffic from surveillance.

2. Anonymity: By bouncing internet traffic through multiple Tor nodes, it becomes
challenging to trace the origin of the traffic. This feature is beneficial for people
who want to communicate anonymously or access restricted content without being

identified.

3. Circumventing Censorship: Tor can bypass internet censorship and access blocked
websites or services. It achieves this by encrypting and routing traffic through nodes

in different countries, making it difficult for censors to block or filter the content.
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4. Resistance to Traffic Analysis: Tor’s multi-hop routing helps protect against traffic
analysis, where adversaries try to deduce patterns or relationships in internet traffic.
By adding layers of encryption and obfuscation, Tor makes it challenging for attackers

to gather meaningful information from the traffic.

It is important to note that while Tor provides anonymity and privacy, it may not
guarantee complete security. Users should be informed of the potential threats and limita-
tions, such as potential vulnerabilities in the Tor network, malicious Tor exit nodes, and
the importance of practicing good online security habits.

Tor is an open-source project that is continuously developed and maintained by a com-
munity of volunteers. It is available for various platforms, including desktop computers and

mobile devices, that allow users to access the internet anonymously and securely.

2.2.2 Virtual Private Network

A Virtual Private Network (VPN) is a technology that establishes a secure and encrypted
internet connection, allowing users to browse the internet privately and securely. (Cisco
2021) It establishes a private network connection, often referred to as a "tunnel,” between

the user’s device and a remote server operated by the VPN provider.

1. Encryption: When a user connects to a VPN, all of their internet traffic is encrypted
using robust encryption algorithms. This encryption ensures that data transmitted
between the user’s device and the VPN server remains secure and cannot be easily

intercepted or deciphered by unauthorized parties.

2. Tunneling: The encrypted data is encapsulated within a secure tunnel, which shields
it from potential threats on the public internet. The tunnel effectively extends the
user’s private network across the internet, making it appear as if the user is accessing

the internet from the location of the VPN server.
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3. IP Address Masking: When connected to a VPN, the user’s IP address is replaced
with the IP address of the VPN server. This process is known as IP address masking
or IP address spoofing. As a result, the user’s actual IP address and location are
hidden, making it difficult for websites, online services, or other entities to track or

identify the user’s actual location.

4. Anonymity and Privacy: By encrypting internet traffic and hiding IP addresses, VPNs
provide users with increased anonymity and privacy online. VPNs prevent internet
service providers (ISPs), government agencies, or other entities from monitoring or
logging users’ online activities. This is particularly useful in protecting sensitive

information like personal data, financial transactions, or browsing habits.

5. Access to Restricted Content: VPNs can also be used to bypass geographic restrictions
or censorship imposed by certain websites or online services. By connecting to a VPN
server in a different country, users can appear as if they are accessing the internet

from that location, granting them access to region-restricted content or services.

Choosing a reputable VPN provider that prioritizes user privacy, has a robust encryption
protocol, and does not log or store user activity data is essential. Additionally, users should
be aware that while VPNs enhance privacy and security, they are not a complete solution
and should be used in conjunction with other security measures, such as safe browsing
practices and up-to-date antivirus software.

Overall, VPNs offer an effective means to enhance online privacy, security, and access

to free and open internet. (Microsoft 2022)

2.2.3 Proxy Servers

Proxy servers act as intermediaries between client devices (such as computers or smart-
phones) and the Internet. When a user makes a request to access a website or service, the

request is first sent to the proxy server, which then forwards the request to the destination

12



on behalf of the user. The response from the destination is then returned to the proxy
server, which in turn sends it back to the user. (IPRoyal 2023)

Here are some key advantages of proxy servers:

1. Anonymity and Privacy: Proxy servers can enhance user privacy and anonymity by
masking the user’s IP address. When a user accesses the internet through a proxy
server, their IP address is replaced with the IP address of the proxy server. This
helps protect the user’s identity and makes it difficult for websites or online services

to track their online activities.

2. Caching: Proxy servers can cache web content, storing copies of web pages and re-
sources locally. When another user requests the same content, the proxy server can
serve it from its cache instead of retrieving it from the original source. Caching can
improve performance and reduce bandwidth usage, especially for frequently accessed

resources.

3. Content Filtering: Proxy servers can be configured to filter and block certain types of
content or websites based on predefined rules. This feature is often used in organiza-
tions or institutions to enforce acceptable use policies, restrict access to inappropriate

or malicious content, or comply with regulatory requirements.

4. Access Control: Proxy servers can enforce access control policies, allowing or denying
access to specific websites, services, or resources based on various criteria such as
IP address, user authentication, or content category. This can be useful for network

administrators to manage and secure network traffic.

5. Load Balancing: Proxy servers can distribute incoming requests across multiple
servers or resources, helping to balance the load and improve overall performance
and availability. This is commonly used in scenarios where high traffic volume or

redundancy is required.

13



6. Firewall Protection: Proxy servers can act as a firewall, adding an additional layer
of security by inspecting and filtering incoming and outgoing network traffic. They
can block malicious or suspicious connections, preventing unauthorized access to the

internal network.

7. Protocol Conversion: Proxy servers can perform protocol conversion, allowing clients
using different protocols to communicate with each other. For example, a proxy server

can convert HT'TP requests to HI'TPS or translate between IPv4 and IPv6 protocols.

Overall, proxy servers provide various benefits such as improved privacy, caching for
faster access to web content, content filtering, access control, load balancing, firewall pro-
tection, and protocol conversion. (Virginia Tech 2016) They offer flexibility and control
over network traffic, making them a valuable tool for enhancing security, performance, and

user experience.

2.3 Related Works

The use of proxy servers has become increasingly popular in recent years, particularly
as a way to enhance privacy and security online. Many existing studies have focused on
evaluating the performance and reliability of proxy servers, as well as their impact on
internet traffic and network efficiency. This chapter will provide an overview of some of the
most relevant related works in the field of proxy servers.

One study conducted by researchers at the University of Illinois at Urbana Champaign
(Huang and Abdelzaher 2005) evaluated the performance of popular proxy servers based
on criteria such as latency, throughput, and connection time. The researchers found that
while some servers performed well in certain areas, none of them were consistently superior
across all metrics. They concluded that users should carefully evaluate their specific needs

when selecting a proxy server rather than relying solely on performance metrics.
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Another study conducted by researchers at the University of California, Berkeley, ana-
lyzed the impact of proxy servers on network traffic and efficiency. The researchers found
that while the use of proxy servers can reduce bandwidth usage and improve network effi-
ciency, it can also lead to increased latency and reduced throughput in certain situations.
They concluded that the benefits of using proxy servers should be weighed against potential
performance trade-offs.

Several studies have also investigated the use of proxy servers for enhancing privacy and
security online. One study conducted by researchers at Carnegie Mellon University (Kang,
Brown, and Kiesler 2013) found that the use of anonymous proxy servers can significantly
reduce the ability of third-party trackers to collect information about user behavior online.
However, the researchers cautioned that some proxy servers may not provide adequate
protection against more sophisticated tracking techniques.

Overall, while there is a significant body of research on proxy servers, there is still much
to be explored in terms of evaluating the performance and reliability of these servers, as well
as their impact on network efficiency and user privacy. This project aims to contribute to
this body of research by developing a system that allows users to select the most appropriate

proxy server based on their specific needs and requirements.
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3 Measurement of Internet Proxy

Servers

3.1 Data Collection

Proxy servers are essential tools for internet users to browse anonymously and access
restricted content. As a researcher or a developer, it is crucial to collect a list of all available
proxy servers on the internet for various purposes. In this chapter, we will explore how we

collected proxy servers using web scraping in Python.

1. Identify the Source: There are numerous websites that provide a list of proxy
servers on the internet. One of the popular websites that we used is ”https://www.sslproxies.org/”.

We used this website as one of our sources for collecting proxy servers.

2. Inspect the Website: The next step is to inspect the website and identify the
HTML tags that contain the proxy server information. We used the ”Inspect” tool
in the browser to find the relevant HI'ML tags. In our case, the proxy servers are

listed in a table with the following HTML structure 3.1:

3. Extract the Data: We used the Python library ” BeautifulSoup” to extract the data
from the HTML tags. Next, we wrote a Python program to extract the proxy server

data from the HTML tags.

4. Save the Data: Finally, we saved the list of proxy servers in a file for future use.

We used the ”csv” module in Python to write the data to a CSV.

16



html

<table id=
<thead>
<tr>
<th>IP Address</th>
<th>Port</th>
<th>Code</th>
<th>Country</th>
<th>Anonymity</th>
<th>Google</th>
<th>Https</th>
<th>Last Checked</th>
<ftr>
</thead>
<tbody>
<tr>
<td>111.111.111.111</td>
<td>3128</td>
<td>US</td>
<td>United States</td>
<td>elite proxy</td>
<td>no</td>
<td>yes</td>

<td>2 minutes ago</td>
</tr>
<tr>

</tr>
</tbody>
</table>

Figure 3.1: HTML Inspection.
3.2 Measurement Study

The measurement study chapter of our project involves testing the performance and

distribution of Internet proxy servers using various tools and techniques. The goal is to
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provide users with a list of available proxy servers and their performance metrics so that
they can select the server that best meets their needs.

To measure the performance of the proxy servers, we used three commonly used tools:
ping, telnet, and traceroute. Ping is a utility that sends a small packet of data to a server
and measures the time it takes to receive a response. Telnet is a tool that allows users
to connect to a server and execute commands on it. Traceroute is a tool that traces the
path of a packet as it travels from the user’s device to the destination server, allowing us
to identify any network bottlenecks or issues.

We conducted a performance evaluation of the proxy servers by involving individuals
from various countries. Participants were requested to run performance tests on the proxy
servers to assess their effectiveness. By engaging users from different locations, we aimed to
gather comprehensive data on the performance of the proxy servers and understand their
capabilities across diverse geographical areas. This approach allowed us to gain insights into
the real-world performance of the servers and their suitability for users around the globe.

Our measurements included metrics such as latency, throughput, and availability, which
were used to evaluate the performance of each proxy server. We also collected data on the
geographic location of each server and the number of users currently connected to it.

Overall, our measurement study provides a comprehensive overview of the performance
and distribution of Internet proxy servers, which can be used by users to select a server

that best meets their needs.

3.3 Observation and Analysis

3.3.1 Proxy Server Distribution

Following the country of the United States, South Korea emerges as another crucial
player in the domain of proxy servers that hosts 106 servers. The well-developed internet

infrastructure, along with the high-speed connectivity of South Korea, contributed to its
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prominence in this particular field. The proxy servers of this country are mainly utilized
by certain individuals, different organizations, as well as businesses in order to access both
local and international content securely and anonymously.

The UK stands as a notable presence with their 90 proxy servers. Renowned for its
powerful commitment to internet privacy as well as freedom, the nation provides a favorable
environment for the operation of proxy services. These precise servers enable users to bypass
regional content restrictions and also protect their online identities in an effective manner.

In a surprising turn, Cyprus gets to emerge as a country with a proper presence of a
substantial proxy server that houses 76 servers. While comparatively small in size, Cyprus
delivers certain strategic geographical positioning, making it an attractive location for host-
ing proxy servers. In addition, the favorable legal and regulatory environment of the country
contributes to its immense popularity among the providers of proxy services.

Belize is a Central American nation that boasts around 63 proxy servers. Despite its
relatively modest size, Belize gets to serve as a convenient base for the distribution of
proxy servers due to its suitable geographical proximity to North America along with the
Caribbean. These servers play a very crucial role in facilitating secure and unrestricted
internet access for their users around the world.

The aforementioned countries represent only a fraction of the international distribution
of total proxy servers. Various other nations 3.3 host varying numbers of proxy servers,
each serving a specific unique purpose and also catering to the different demands of numer-
ous users. From Angola to Iraq, Belarus to Mongolia, and Kyrgyzstan to countless other
countries, the activity of proxy servers has permeated several corners of the globe 3.2.

A particular function named generateSyncTorrent() is specifically used to synchronize
the ping results from a server using CTORRENT. This function particularly generates a
torrent file called ”sync_files.torrent” that practically encapsulates the necessary informa-
tion for synchronization and even subsequent data analysis. The generateSyncTorrent()

function specifically begins by creating an output file stream to write the torrent file. It
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Figure 3.2: Distribution of Internet Proxy Servers Worldwide

then particularly proceeds to write the required metadata in the proper format. This
practically includes the tracker announcement URL, information about the files to be syn-
chronized (such as their lengths and names), and also the piece length and hash information.
The function specifically concludes by closing the output file stream and printing a success
message.

By generating the sync_files.torrent using this function, the ping results from the server
can practically be efficiently synchronized using CTORRENT. The resulting torrent file
serves as a container for the necessary information, which enables seamless data exchange
and even synchronization between nodes or clients. Once the synchronization is completed,
thus the synchronized ping results can be further analyzed using data analysis techniques
to gain insights, identify patterns, and also make informed decisions based on the collected
data.

The distribution of proxy servers by nation is mostly influenced by a multitude of factors.

These mainly include internet infrastructure, certain legal frameworks, government policies,
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United States 423

South Korea 186
United Kingdom 98
Cyprus 76
Belize 63
Angola 1
Irag 1
Belarus 1
Mongolia 1
Kyrgyzstan 1

32

240

Country Code3

- 160

Figure 3.3: Distribution of proxy servers by country

and the overall demand for developed online privacy as well as accessibility. As the digital
landscape continues to evolve constantly, the distribution of proxy servers might experi-
ence some sort of fluctuations, with emerging technologies along with shifting geopolitical

dynamics shaping their dominant presence in different nations.
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3.3.2 Performance Metrics

The analysis of the offered data focuses on three metrics of performance, those are
latency results, Telnet latency, along with traceroute results. Each of these metrics provides
a certain valuable insight into the network performance as well as the connectivity of the

IP addresses.

Latency Results:

The latency results 3.4 measure the time it takes for data packets in order to travel
between the source as well as destination IP addresses. The data includes columns like
IP address, minimum latency 7?7, average latency, and lastly, maximum latency. The
IP addresses in the dataset are predominantly associated with various countries like Hong

Kong, China, South Korea, Thailand, and more.

Telnet Latency:

Telnet latency mainly measures 3.7 the time it takes for a proper connection to be
established with the general IP address applying the Telnet protocol. The data involves
columns for the IP address as well as latency. It offers a suitable snapshot of the connection

speed between the source along with destination IP addresses.

Traceroute Results:

Traceroute is known to be a network diagnostic tool that basically traces the route
packets taken from the original source to the destination IP address. The given data 3.8
mainly represents the traceroute results from one IP address. It includes data regarding
each hop along the way, indicating the IP addresses as well as the latency that is experienced
at each hop. The analysis usually focuses on the traceroute to the IP address ”1.14.139.184”

and further delivers the IP addresses along with latency values for each hop.
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ip
1.224.3.12
1.255.134,
1.36.76.22
1.4.214.14
101.32.24:
103.105.21
103.114.9¢
103.117.1¢
103.121.21
103.122.3:
103.123.2:
103.15.60.
103.199.1¢
103.21.24<
1103.21.24¢
103.21.24¢
103.21.24¢
103.212.9¢
103.221.2:
103.221.5¢
103.23.101
103.23.23¢
103.248.9:
103.25.20¢

Min

156.142
156.657
173.707
261.503
232.398
231.147
277.898
274.563
231.196
227.906
256.905
258.046
376.574
4.092
4.318
4.145
4.175
170.671
298.55
267.411
212.972
270.789
243.107
226.707

Avg

156.176
156.714
174.038
267.676
235.793
231.198

282.3
278.224
234.676
228.888
267.078
258.503
373.561

4.135

4.402

4.138

4.133
170.654
298.556
270.256
212.999
277.331
243.117
226.963

Max

Mdev
156.219 0.031 ms
156.726 0.012 ms
174.565 0.376 ms
273.115 4.768 ms
239.913 3.110 ms
231.297 0.070 ms
287.522 3.971 ms
285.351 5.039 ms
238.547 3.013 ms
229.388 0.694 ms
276.696 8.089 ms
259.347 0.597 ms
382.169 2.299 ms
4,194 0.043 ms
4.547 0.102 ms
4,226 0.037 ms
4.224 0.022 ms
170.739 0.031 ms
298.562 0.005 ms
273.101 2.845 ms
213.026 0.022 ms
286.153 6.476 ms
243.123 0.007 ms
227.275 0.235 ms

Figure 3.4: Latency Results
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Figure 3.5: Probability Density Function of Average latency for IP addresses

Cumulative Distribution Function of Average Latency

1.0 4

0.9 -

o
oo
|

Cumulative Probability
[=]
-
1

e
[=2]
1

0.5 A

T T T T T T
0 100 200 300 400 500 600
Average Latency

Figure 3.6: Cumulative Distribution Function of Average latency for IP addresses
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IP Addres: Latency

1.14.139.1 129.4636
1.20.225.2 131.06
1.224.3.12 0.16383
1.255.134. 0.166032
1.36.76.10 130.7114
1.36.76.10 131.0619
1.36.76.16 131.062
1.36.76.22 131.0641
1.4.214.14 0.2583901
101.109.3C 130.7547
101.32.24: 131.0585
101.51.3.8 131.0702
102.130.1¢ 0.235393
103.105.21 130.8151
103.105.8¢ 131.062
103.111.1¢ 131.0613
103.113.1¢ 131.0615
103.114.9¢ 0.282966
103.117.1¢ 0.280682
103.119.5¢ 130.4805
103.121.21 0.230873
103.122.32 7.402413
103.123.2: 0.266883
103.15.60. 129.2?49|

Figure 3.7: Telnet Results

The analysis of these exact performance metrics offers certain valuable insights into the
network performance along with the connectivity of the IP addresses. It guides through
the identification of latency issues, network bottlenecks, and issues regarding potential
connectivity. Through analyzing the latency results as well as Telnet latency, it is considered
to be possible to determine the general speed and stability of the connections between the
IP addresses. Traceroute results also help to identify the specific method taken by the
packets and any sort of potential issues along the main route.

Thereby, this analysis of the performance metrics is based on the provided data that of-
fers a comprehensive understanding of the network performance along with the connectivity
of the IP addresses. It gets to assist in identifying any issues of potential performance and

also optimizing network connectivity for improved efficiency as well as proper reliability.
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traceroute to 1.14.139.184 (1.14.139.184), 30 hops max, 60 byte packets

1 d-kplz-rc-1-hu-8-3-0-4-162.d.rtr.umn.edu (131.212.5.2) ©.909 ms 0.99% ms d-hh-rc-1-hu-8-3-0-4-101.d.rtr.van.edu (131.212.5.0) 0.751 ms
2 d-kplz-ri-1-hu-8-9-8-8-162.d.rtr.umn.edu (131.212.5.3) 1.975 ms 1.267 ms d-hh -9-8-9-101.d. rtr.van.edu (131.212.5.1) 1.394 ms
3 100.66.15.21 (100.66.15.21) 4.219 ms 4.272 ms 100.66.15.23 (100.66.15.23) 4.2 ns

4 telecomb-gr-01-1-hu-8-9-0-.1.northernlights.gigapop.net (146.57.252.213) 4.200 ms 4.427 ms telecoab-br-01-hud-3-0-1-101.northernlights.gigapop.net (146.57.255.1¢
5 telecomb-gr-81-hud-5-8-8-101.northernlights.gigapop.net (146.57.255.165) 4.707 ms mtc-gr-01-hud-5-0-1-101.northernlights.glgapop.net (146.57.255.169) 4.759 ms tel
6 wtc-gr-01-1-hu-9-9-8-8.1.northernlights.gigapop.net (146.57.252.193) 4.244 ms wec-gr-81-hud-5-8-1-101.northernlights. gigapop.net (146.57.255.169) 4.433 ms 4.460
7 mtc-gr-61-1-hu-8-9-8-8.1.northernlights.gigapop.net (146.57.252.193) 4.702 ms hundredge-8-8-@-26.4879. core2. eqch.net. internet2.edu (163.253.2.162) 25.997 ms mtc-g
8

sdn-sw,minn-611-trcps. northernlights. glgapop.net (146,57,255.243) 6,151 ms fourhundredge-9-8-8-8,4079, core2. clev.net, internet2 edu (163,253.2.16) 26,679 ms hundre
9 hundredge-0-8-9-26.4079. core? eqch.net. internet? edu (163.253.2.162) 26.832 ms 26.087 ms fourhundredge-9-8-8-0.4079. core2.clev.net. internet2.edu (163.253.2.16) 2
18 fourhundredge-2-0-0-8.4879.core2 clev.net. internet2.edu (163.253.2.16) 26.786 ms fourhundredge-8-8-8-3.4079. core. ashb.net. internet?.edu (163.253.1.138) 28.84d ms
11 fourhundredge-8-8-8-51.4879.aggl .ashb.net. internet2.edu (163.253.1.147) 26.871 ms fourhundredge-8-0-8-50.4079.aggl.ashb.net. internet2.edu (163.253.1.145) 26.268 n
12 218.30.54.56 (218.30.54.56) 31.857 ms 27.723 ms 202.97.93.213 (202.97.93.213) 84.682 ms

13 202,97,93,213 (202.97.93,213) 84,678 ms 4,675 ms 84,726 ms

14 202.97.27.241 (202.97.27.341) 236.833 ms  236.830 ms 202.97.98.117 (202.97.94.117) 243.242 ms

15 262.97.27.241 (202.97.27.241) 237.199 ms 202.97.94.105 (202.97.94.105) 230.342 ms 202.97.91.189 (202.67.91.188) 253.183 ms

16 202.97.71.249 (282.97.71.249) 233.609 ms 202.97.12.2 (202.97.12.2) 245.928 ms *

17 202.97.94.129 (202.97.94,129) 246.951 ws 202.97.82.65 (202.97.82.65) 244.540 ms *

18 * 113.96.4.78 (113.96.4,78) 249.132 ms *

19 * 14.18.199.98 (14.18.199.98) 232.732 ms *

20 * *14.18.199.98 (14.18.199.98) 233.847 as

Figure 3.8: Traceroute Results

Anonymity Levels:

The analysis of the anonymity levels of the proxy servers gets to reveal some deep
insights into their proper effectiveness in maintaining appropriate user privacy and hiding
their actual identities while accessing to online resources. This precise analysis focuses on
the gathered data, which provides data about various proxy servers along with their levels
of corresponding anonymity. The main findings shed light on the level of anonymity that
are provided by these servers, which help the users to make certain informed decisions about
their online activities as well as proper security.

The gathered data involves information like IP addresses, various country codes, several
names of countries, state or province codes, their districts, as well as other details that are
relevant to geography. This information is very much crucial in determining the geographic
origin of the proxy servers and also in evaluating their potential impact on anonymity. By
examining the country codes along with the names, users are able to assess the level of
anonymity that is offered by each proxy server based on the privacy laws and regulations
set by the jurisdiction.

Furthermore, the analysis involves latency results, which gets to measure the immediate
response times of the proxy servers. Lower latency indicates a better level of performance

and faster access to online resources. Users can consider this particular information while
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selecting proxy servers that offer optimal speed as well as reliability when maintaining their
desired level of anonymity.

Another aspect of the analysis is considered to be the Telnet latency data, which mainly
measures the total time it takes for a proper connection to be established with each server
of proxy. This specific information delivers certain insights into the responsiveness as well
as the accessibility of the servers, which enables the users to evaluate their reliability and
effectiveness.

The analysis further encompasses the PDF, which is also known as the probability
density function, and CDF, which is also known to be the cumulative distribution function
of the data. These appropriate statistical measures get to illustrate the distribution of IP
addresses along with the probability of certain values that are occurring. By examining
the PDF and CDF, the users can gain a certain valuable understanding of the distribution
patterns and recognize IP addresses that are considered to be more prevalent or rare. This
data seeks to assess the uniqueness as well as potential identifiability of specific IP addresses
within the exact dataset.

Moreover, the analysis includes traceroute results, which basically trace the network
path between the device and the target IP address of the users. Traceroute offers valuable
information regarding the number of hops along with the network infrastructure included,
enabling users to analyze the potential exposure of their information and the efficiency of
proxy servers in obscuring their actual origin. As per the analysis of the data, the users are
able to make informed decisions about the anonymity levels of those proxy servers. They
can choose individual servers that are located in jurisdictions with stricter privacy laws, or
they can also select certain servers with lower latency as well as better performance. By
considering the PDF, CDF, along with traceroute results, the users can evaluate the level
of uniqueness and potential identifiability of their IP addresses, therefore improving their
overall online privacy as well as security.

It is very important to note that the efficiency of proxy servers in making sure anonymity
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can always vary depending on various factors, like the configuration, security measures, and
maintenance practices that are implemented by the providers of proxy service. Thus, the
users must exercise certain caution and consider additional security measures, like encryp-
tion and secure browsing protocols, in order to further develop their online anonymity and

also protect their sensitive data.

3.3.3 Limitations

One limitation of the project is the too much reliance on three specific methods in or-
der to test the performance of the proxy servers, which are ping, telnet, and traceroute.
While these specific methods offer valuable insights into the concept of latency, accessibil-
ity, and network path information, they might not be able to cover every aspect of proxy
server performance. Other factors like bandwidth limitations, certain loads from servers,
and connection stability could also influence the overall performance, but these exact as-
pects were not involved in the analysis. It would be beneficial to explore some additional
metrics or processes of testing in order to obtain a more comprehensive understanding of
the capabilities of proxy servers.

Another limitation is considered to be the failure to retrieve the values of latency for all
the proxy servers that are using the ping program. This can potentially introduce certain
biases and also affect the accuracy of the analysis. Although attempting to acquire latency
values through telnet was suggested as an alternative option, it is also important to note
that telnet might not be able to deliver a similar level of accuracy as well as reliability as
ping. Exploring alternative ways or adjusting the ping program to enhance its functionality
can guide us to address this exact limitation and could also provide a better-completed
dataset.

Moreover, the prioritization of location over latency in the web application is known to
be another limitation that needs proper consideration. While it is very useful to deliver a

list of the nearest proxy servers according to the location of the users, latency is advised
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to indeed be the primary filter in order to make sure regarding optimal performance. By
focusing on latency first and then considering the specific location, the web application gets
to better serve its users by prioritizing both performance as well as proximity (Deshpande
and Rao 2022).

In addition to that, the dataset of the project, including the location, country, along with
geographical coordinates of the proxy servers, offers numerous useful information. However,
it is also very important to note that this data alone might not be much sufficient to
understand the proper distribution of proxy servers in a comprehensive manner. Additional
factors like server density, network infrastructure, as well as regional availability should
also be considered in order to acquire a more accurate representation of the proxy server
landscape.

In order to mitigate these particular limitations, future enhancements can include in-
corporating a broader range of performance metrics, exploring alternative sort of methods
for measuring latency, and refining the prioritization criteria in the basic web application.
Moreover, expanding the dataset in order to include additional relatable factors as well as
considering other dimensions of analysis, like security features along with reliability, are
able to further develop the effectiveness of the project.

Thus, while the project has made certain progress in testing as well as analyzing proxy
servers, these mentioned limitations indicate areas for further development and proper
refinement. Addressing these limitations will definitely enhance the functionality of the
project, accuracy, along with utility, which could result in a more robust as well as compre-

hensive tool for users that are seeking reliable and efficient options for proxy servers.

29



4

System Design and Implemen-

tation

4.1

System Architecture and Overview

The proposed system is a web application designed to aggregate the performance metrics

data collected from two countries and provide users with active proxy servers at a desired

location. The system leverages the BitTorrent protocol for data synchronization, ensuring

reliable and efficient data distribution across multiple nodes.

The system comprises several key components:

User Interface: The web application provides a user-friendly interface where users
can input their desired location coordinates for which they need active proxy server
information. The interface also allows users to view and interact with the retrieved

data of available proxy servers.

Data Synchronization: The system utilizes the decentralized nature of the BitTorrent
protocol to synchronize ping statistics data from multiple sources, such as servers
located in different countries. BitTorrent trackers and peers facilitate the data distri-

bution and synchronization process, ensuring the data is available across the network.

Data Aggregation and Processing: The system aggregates the synchronized statistical
data from different sources. Data processing algorithms analyze the collected data
to extract relevant information, such as latency measurements and server availability.

The system filters and organizes the data based on user requests, focusing on the
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specified location.

e Open Proxy Server Identification: The system employs techniques to identify open
proxy servers available at the requested location. It uses Telnet protocol to evaluate
server accessibility, response times, and reliability. The identified open proxy servers

are presented to the user as part of the query results.

The system design aims to provide users with a comprehensive and up-to-date set of
open proxy servers at a desired location. The use of the BitTorrent protocol for data
synchronization ensures a decentralized and robust network architecture, enabling efficient
distribution and synchronization of the data. Through the user interface, users can easily
access and interact with the aggregated data, facilitating their decision-making process

regarding the selection of open proxy servers.

4.1.1 Data Synchronization using BitTorrent Protocol

Data synchronization plays an integral role in the proposed system for aggregating ping
statistics data. The BitTorrent protocol is utilized to achieve efficient and decentralized
data synchronization across multiple sources.(Legout, Urvoy-Keller, and Michiardi 2005)
The BitTorrent protocol, initially designed for peer-to-peer file sharing, offers several ad-
vantages for data synchronization, including scalability, fault tolerance, and efficient data
distribution.

The data synchronization process using the BitTorrent protocol involves the following

steps (Qiu and Srikant 2004):

e Initial Data Distribution: The system selects a set of initial seed nodes that host the
performance metrics data. These seed nodes act as the initial sources for distributing
the data to other nodes in the network. This data is divided into small pieces, typically

using a predefined chunk size.
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e Tracker Management: A central tracker, or a distributed set of trackers, is responsible
for coordinating the data synchronization process. The tracker maintains information
about the available nodes and their participation in the synchronization process.
Nodes periodically communicate with the tracker to update their status and retrieve

information about other nodes in the network.

e Peer-to-Peer Communication: Nodes participating in the synchronization process,
including the seed nodes and additional peers, establish connections with each other.
Peers exchange information about the available data pieces and request missing pieces
from other peers in a tit-for-tat manner. Peers contribute to data distribution by

uploading pieces they possess to other requesting peers.

e Piece Verification and Integrity: During the data synchronization process, peers verify
the integrity of the received data pieces. Verification involves checking the piece’s
hash value against the expected value to ensure its integrity and authenticity. Any
corrupted or incomplete pieces are discarded, and peers request those pieces from

other sources to maintain data integrity.

e Continuous Data Updates: The system periodically updates the ping statistics data
by incorporating new measurements from participating servers. Updated data pieces
are distributed through the BitTorrent protocol, allowing all nodes to access the latest

ping statistics.

The proposed system benefits from its robustness and scalability by leveraging the
BitTorrent protocol for data synchronization. The decentralized nature of the protocol
ensures fault tolerance, as the absence of a single point of failure minimizes the impact
of node failures. The efficient distribution of data across multiple nodes enables rapid
synchronization and retrieval of ping statistics data from various sources.(Sharma, Bhakuni,
and Kaushal 2013)

Through the use of the BitTorrent protocol, the proposed system achieves efficient and
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decentralized data synchronization, ensuring that the aggregated ping statistics data is

continuously updated and available to all participating nodes.

4.1.2 User Interface Design

In the proposed system, the user interface has been meticulously designed to provide
users with a user-friendly and intuitive experience while accessing the aggregated ping
statistics and open proxy server information. The following considerations were taken into

account during the user interface design phase:

e Layout and Navigation: A clean and organized layout has been designed to ensure
easy navigation and efficient information retrieval. The logical grouping of function-

alities and information enhances the overall usability of the user interface.

e Input and Search: User-friendly input fields and search bars have been implemented
to enable users to enter their desired location coordinates for obtaining open proxy
server information. Validation mechanisms have been integrated to ensure user inputs

are accurate and valid.

e Data Presentation: The aggregated server information is displayed in a visually ap-
pealing and easily understandable manner. The open proxy server information is

presented concisely, providing details such as server location and accessibility.

e Responsiveness: The user interface has been designed to be responsive, ensuring

optimal display and functionality across various devices and screen sizes.

By implementing these user interface design considerations, the proposed system ensures
users can effortlessly interact with the application, access the aggregated ping statistics, and
make informed decisions regarding open proxy server selection based on their requested

location 4.1.
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Figure 4.1: Web Application to fetch Active Proxy Servers

4.1.3 System Components and Interactions

The proposed system consists of several components that work together to ensure the
aggregation of performance metrics across servers and the provision of open proxy server
information. The interactions between these components facilitate data synchronization
and enable users to retrieve the desired information. Here are the main components and

their interactions:

e User Interface: The user interface component allows users to input their preferences,
such as location and time, view aggregated data, and open proxy server information.
It communicates user requests to the backend components and presents the retrieved

data to the users.

e Data Synchronization Component: The data synchronization component is responsi-
ble for synchronizing ping statistics data from multiple sources using the BitTorrent
protocol. It coordinates the distribution of data pieces among participating nodes

and ensures the integrity and completeness of the synchronized data.

e Data Aggregation and Processing Component: This component collects the synchro-
nized ping statistics data and aggregates it into a comprehensive dataset. It performs

data processing tasks, such as analyzing and filtering the data based on user-specified
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criteria. The processed data is then made available for presentation in the user inter-

face.

e Open Proxy Server Identification Component: The open proxy server identification
component uses the Telnet protocol to identify open proxy servers at the requested
location. It evaluates server accessibility, response times, and reliability to determine
the suitability of each identified proxy server. The component provides the user
interface with the list of open proxy servers for the requested location at a given

time.

The interactions between these components 4.2 involve data exchange, communication
protocols, and synchronization mechanisms. The user interface interacts with the other
components to receive user requests and present the relevant data. The data synchroniza-
tion component facilitates the distribution and synchronization of data using the BitTorrent
protocol. The data aggregation and processing component collects and processes the syn-
chronized data, while the open proxy server identification component identifies suitable
proxy servers. The real-time updates component ensures the data is continuously updated
and accessible to users.

By integrating these components and enabling their interactions, the proposed system
achieves the aggregation of ping statistics and the provision of open proxy server infor-
mation, providing users with valuable insights and options for selecting appropriate proxy

servers at their requested location and specific time.

4.2 Design Issues and Challenges

Synchronizing data across different servers in a distributed system can pose several
challenges (Coulouris, Dollimore, and Kindberg 2005). Here are some major design issues

and challenges related to data synchronization:
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Figure 4.2: BitTorrent Protocol and System setup

e Consistency: Ensuring consistency of data across different servers is a fundamental
challenge. Data modifications performed on one server need to be propagated and
applied consistently to all other servers. Achieving strong consistency requires careful
coordination and synchronization mechanisms to guarantee that all servers have the

same view of the data at all times.

e Conflict Resolution: Conflicts can occur when multiple servers modify the same data
concurrently. Resolving conflicts and maintaining data integrity is crucial to ensure
accurate and reliable synchronization. Designing conflict resolution strategies and
mechanisms, such as timestamps or conflict detection algorithms, is essential to handle

conflicting updates effectively.

e Network Latency and Bandwidth: Synchronizing data across servers involves transfer-
ring large amounts of data over the network. Network latency and limited bandwidth
can significantly impact synchronization performance. Designing efficient data trans-

fer protocols and optimizing data compression techniques can mitigate the impact of
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network limitations.

Scalability: As the number of servers increases, the complexity of data synchroniza-
tion grows exponentially. Ensuring scalability becomes a challenge due to the in-
creased coordination and communication overhead. Designing distributed algorithms
and architectures that scale horizontally, such as using decentralized synchronization

protocols or partitioning data across servers, can address scalability challenges.

Fault Tolerance: Server failures, network partitions, or temporary connectivity issues
are common in distributed systems. Ensuring fault tolerance is crucial to maintain
data consistency and availability during such failures. Designing replication strategies,
fault detection mechanisms, and automated recovery processes can help mitigate the

impact of failures and ensure continuous data synchronization.

Security and Privacy: Data synchronization across servers may involve sensitive or
confidential information. FEnsuring data security and privacy during synchroniza-
tion is a significant design consideration. Implementing encryption, access control
mechanisms, and secure data transfer protocols can help protect data during syn-

chronization.

Addressing these challenges requires careful system design and architectural choices.

Employing distributed algorithms, leveraging replication and consensus protocols, and im-

plementing efficient synchronization mechanisms are vital in overcoming these challenges

and achieving reliable and consistent data synchronization across different servers in a dis-

tributed system.

BitTorrent (Piatek et al. 2007) can revolutionize the approach to addressing the chal-

lenges of data synchronization in a distributed system. By leveraging its decentralized

architecture, efficient data distribution, fault tolerance, and scalability, BitTorrent provides

an alternative solution for achieving reliable and consistent synchronization across different

servers (Cohen 2003). It offers eventual consistency, conflict resolution through tit-for-tat
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sharing, optimized data transfer for network limitations, scalability with the number of par-
ticipants, fault tolerance for handling failures, and the potential for enhancing security and
privacy through encryption and access control mechanisms. Employing the BitTorrent pro-
tocol in the system design and architecture can significantly impact the system’s ability to

overcome the challenges associated with data synchronization in a distributed environment.
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5 System Evaluation

In this chapter, we present the evaluation of the proposed system using small-scale cTor-
rent and BitTorrent implementations deployed on multiple virtual machines. The evaluation
aims to test the synchronization mechanism and assess the system’s performance in terms
of CPU utilization and latency. Specifically, we focus on evaluating the efficiency of the

BitTorrent protocol in achieving data synchronization across the distributed environment.

5.1 Experimental Setup

We set up a test environment 4.2 consisting of multiple virtual machines running the
cTorrent and BitTorrent clients. Each virtual machine represents a server node in the
distributed system. The virtual machines are interconnected within a private network to
simulate the distributed nature of the system. We configured the system to synchronize

ping statistics data using the BitTorrent protocol.

5.2 CPU Utilization

In this study, we investigated the efficiency of the BitTorrent protocol in the context
of file sharing between a host machine and virtual machines. Our evaluation focused on
assessing the CPU utilization of both the host and virtual machines during active partici-
pation in the BitTorrent protocol. The CPU utilization was analyzed considering various
factors, including the number of active torrents, download/upload speeds, overall network

bandwidth, and the capabilities of the host machine and virtual machine.
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Regarding the CPU utilization on the host machine, it was observed that the BitTorrent
protocol introduced additional tasks that increased CPU usage. These tasks included man-
aging connections, calculating checksums, and handling disk I/O associated with BitTorrent
operations. The impact on the host machine’s performance depended on the workload gen-
erated by the BitTorrent activities. The host machine could efficiently handle this increased
workload if it possessed a powerful CPU. However, if the CPU was already under heavy
load from other processes, the performance of both the host and virtual machines could be
affected.

Similarly, the virtual machines’ CPU utilization increased as they executed BitTorrent-
related operations. The allocated CPU resources and the intensity of the BitTorrent activ-
ities influenced the performance of the virtual machine. The virtual machine could handle
this additional workload without significant issues if it had sufficient CPU resources. How-
ever, if the CPU resources allocated to the virtual machine were limited, the increased usage
from BitTorrent operations might result in performance degradation within the virtual en-
vironment.

Overall, it was found that the BitTorrent protocol could consume significant CPU re-
sources, especially when dealing with large file transfers or high download/upload speeds.
Monitoring CPU utilization on both the host and virtual machines was essential to en-
sure that the system’s performance remained acceptable and that critical tasks were not

adversely affected.

5.3 Additional Metrics

To evaluate the efficiency of the BitTorrent protocol, additional metrics were consid-
ered, including download /upload speeds 5.1 5.2, swarm health, availability of data, protocol
overhead, choking and optimization algorithms, resource utilization, completion time, and

quality of service (QoS). These metrics provided a comprehensive assessment of the Bit-
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Figure 5.2: Upload and Download Speeds on a Virtual machine

Torrent protocol’s efficiency in terms of data transfer performance, utilization of system
resources, and user experience.

The evaluation results indicated that the efficiency of the BitTorrent protocol was in-
fluenced by various factors, such as network conditions, the number of seeders and peers,
and the available system resources. To obtain a holistic evaluation, multiple download ses-
sions using different torrents or at different times were conducted. This approach ensured
a more comprehensive understanding of the BitTorrent protocol’s efficiency under various

scenarios.
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We conducted latency testing to measure the time taken for data synchronization across
the distributed system 5.4. We generated synthetic ping statistics data and measured the
time it took to synchronize the data across all server nodes. We captured the latency
measurements and analyzed them to evaluate the efficiency of the BitTorrent protocol in
achieving rapid data synchronization.

Increasing the number of peers in data synchronization using the BitTorrent protocol
on uTorrent resulted in a noticeable reduction in latency. As more peers were added to
the network, the data distribution became more efficient, allowing for faster and parallel
data transfers. This reduction in latency can be attributed to the distributed nature of the
BitTorrent protocol, where multiple peers can contribute their bandwidth and resources to
assist in data synchronization.

While increasing the number of peers can enhance synchronization performance, there
is an optimal balance that needs to be maintained between the number of peers and the
available resources on the host machine. In our test environment, we found that four
VMs (peers) running on a single host provided a balanced configuration for efficient data
synchronization. However, increasing the number of peers beyond this point may lead to

diminishing returns or even resource saturation, resulting in degraded performance.

5.4 Evaluation of Web Application

The primary objective of this evaluation is to assess the performance, accuracy, and
usability of the system. We utilized a combination of quantitative and qualitative evaluation
methods to evaluate the web application. The evaluation was carried out in a controlled
setting to guarantee the consistency and dependability of the results 5.1.

Based on the evaluation conducted, we obtained the following results:

e Performance: The web application performed satisfactorily across different user in-

puts, and the response time for fetching and processing the proxy server data remained
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Figure 5.3: Data Synchronization Latency for BitTorrent Setup

within an acceptable range, even for large datasets. The distance calculation and
proxy server verification processes were executed efficiently, providing quick results
to the users. Performance metrics indicated that the system could handle concurrent

requests without significant degradation in response time.

Accuracy: The calculated distances between the user’s location and the proxy servers
showed a high level of accuracy when compared to the ground truth values. The
Haversine formula employed for distance calculation proved reliable, providing accu-
rate results for various test cases. The proxy server verification component exhibited
a high accuracy rate in determining the open or closed status of the proxy servers,

aligning with the known ground truth values.

Usability: User feedback indicated a positive user experience with the web application.
Users found the interface to be intuitive and easy to navigate. The input forms for en-

tering location details were user-friendly and provided clear instructions—displaying
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149.57.15.60 United States New York 40.71455 -74.00714 6.13
213.108.1.152 United States New York 4071278 -74.00597 6.28
178.20.212.193 United States New Jersay 40.73611 -74.16963 7.80
193.202.16.118 United States New Jersey 40.73611 -74.16963 7.80
193.202.16.190 United States New Jersey 407361 -74.18963 7.80
194.110.150.11 United States New Jersey 407361 -74.168963 7.80
194.110.150.200 United States New Jersey 407361 -74.168963 7.80
85.215.46.186 United States New Jersey 407361 -74.18963 7.80
95.181.148.48 United States New Jersey 40.73611 -74.16963 7.80
05.181.148.96 United States New Jersey 40.7361 -74.16963 7.80
095.181.149.236 United States New Jersey 407361 -74.18963 7.80
95.181.150.187 United States New Jersey 407361 -74.168963 7.80
95.181.151.105 United States New Jersey 407361 -74.18963 7.80
95.181.151.114 United States New Jersay 40.73611 -74.16963 7.80
95.181.151.190 United States New Jersey 40.73611 -74.16963 7.80
95.181.151.210 United States New Jersey 407361 -74.18963 7.80
95.181.151.68 United States New Jersey 407361 -74.168963 7.80
95.181.151.79 United States New Jersey 407361 -74.168963 7.80

Figure 5.4: Active Proxy Servers at a given Location

results in the tabular format allowed for easy comprehension and comparison. Users
appreciated the real-time nature of the application, as it fetched the latest proxy
server data upon request. Overall, the application was deemed user-friendly and

effective in locating and verifying open proxy servers.

The evaluation results provide insights into the performance, accuracy, and usability of
the web application. The system demonstrated satisfactory performance, ensuring timely

response and efficient data processing. The accuracy of the distance calculation and proxy
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server verification components validated the reliability of the algorithms employed. Users
found the application user-friendly and intuitive, enabling them to locate and identify open

proxy servers easily.
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6 Results

6.1 Overview of the Results

The given data contains useful data on the distribution of proxy servers by various
countries, latency results, Telnet latency, PDF of average for IP addresses, CDF of data,
PDF of data, and lastly, traceroute results from a single individual IP address. In terms of
the distribution of proxy servers by the names of countries, the data justifies that the United
States has the highest number of proxy servers with the number of 423, followed by South
Korea with the number of 106, and the UK with a total number of 90. Other countries like
Cyprus and Belize also hold a significant number of proxy servers, while countries such as
Kyrgyzstan, Angola, Mongolia, Iraq, and Belarus have only a single proxy server each.

The latency results offer general information on the minimum, average, maximum, and
mean deviation of latency for several IP addresses. The particular data shows that the
values of latency vary for each IP address and further indicate the differences in network
performance. The range of latencies practically suggests certain variations in the speed as
well as efficiency of data transmission around different sorts of connections.

The Telnet latency data mainly provides specific values of latency for individual IP ad-
dresses. These specific values represent the appropriate time it takes for a proper connection
to be genuinely established using the Telnet protocol. The data shows varying values of
latency for different IP addresses, indicating towards the differences in network performance
along with responsiveness.

The PDF of the average for IP addresses 3.5 generally gives a dominant statistical

representation of the distribution of average latency values. The curve of PDF generally
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illustrates the probability density of different values of average latency, enabling for the
analysis of latency patterns around the IP addresses. The data strongly suggest that certain
IP addresses hold higher or lower average latencies compared to the other sources.

The CDF of the Latency ?? 3.6 7?7 mainly shows the cumulative probability of certain
latency values. The curve of CDF usually represents the probability that a latency value
is less than or even equal to a provided threshold. By properly analyzing the CDF curve,
people can gain useful insights into the distribution as well as the probability of different
latency values in the exact dataset.

The PDF of the Latency ??7 3.5 77 gets to represent the probability density of several
latency values. The curve of PDF mostly provides deeper information about the frequency
of occurrence for different latency values, enabling for the identification of common or rare
latency patterns.

Finally, the traceroute results from one individual IP address specifically show the route
taken by network packets from a source IP address to a destination IP address. The tracer-
oute data reveals the network hops and also their latencies along the path of data trans-
mission. By analyzing the traceroute data, one can specifically identify network congestion
points or even potential bottlenecks that may affect overall network performance.

Overall, the provided data specifically offers a comprehensive view of proxy server dis-
tribution, latency values, network responsiveness, and also path analysis for specific IP
addresses. The critical analysis of this data can practically provide insights into network
performance, potential areas of improvement, and also the impact of different factors on

network latency.

6.2 Proxy Server Distribution

In the distribution of proxy servers by country, the United States specifically has the

highest number with 423 servers, followed by South Korea with 106 servers, and also the
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United Kingdom with 90 servers. Cyprus and Belize have 76 and 63 servers, respectively.
Other countries such as Angola, Iraq, Belarus, Mongolia, and Kyrgyzstan have only one
server each.

The data specifically include information about IP addresses, country codes, country
names, and state codes. The IP addresses specifically range from 1.14.139.1 to 103.23.236.238,
with corresponding country codes and names. For example, the IP address 1.224.3.12 cor-
responds to South Korea (KOR). The data also practically includes latitude and longitude
information for certain locations.

The latency results specifically indicate the minimum, average, maximum, and also
standard deviation of latency for each IP address. The latency values particularly range
from milliseconds to seconds, showing the time it takes for a packet of data to travel from
the source to the destination. The data practically suggests variations in latency among
different IP addresses, with some experiencing lower latency and others higher.

The telnet latency results specifically provide additional latency measurements for IP
addresses. These measurements particularly represent the time it takes for a connection to
be established with each IP address using the telnet protocol. Thus lower latency values
indicate faster connections.

The PDF (Probability Density Function) of latency for IP addresses specifically shows
the distribution of latency values. The graph particularly displays the IP addresses on the
x-axis and the corresponding average latency on the y-axis. It specifically provides a visual
representation of the latency distribution among the IP addresses.

The cumulative distribution function (CDF) of latency particularly represents the cu-
mulative probability of latency values. The graph practically shows the latency values on
the x-axis and also the cumulative probability on the y-axis. It particularly indicates the
likelihood of encountering a latency value that is equal to or less than a given value.

Finally, traceroute results from one individual IP address (1.14.139.184) are provided.

The traceroute practically shows the route taken by packets from the source to the destina-
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tion, with each hop representing a network node along the way. The traceroute particularly
includes information about the IP addresses of intermediate nodes and even the latency
experienced at each hop.

Overall, the data specifically presents a comprehensive overview of proxy server distri-

bution, latency measurements, and even network routing for the provided IP addresses.

6.3 Performance Metrics

The information on proxy servers, IP addresses, latency results, telnet latency, PDF
averages for IP addresses, CDF of data, PDF of data, and also traceroute results from an
individual IP address.

The distribution of proxy servers by country shows that the United States particu-
larly has the highest number of proxy servers (423), followed by South Korea (106), the
United Kingdom (90), Cyprus (76), and Belize (63). There are also several other countries
with a much lower number of proxy servers, such as Angola, Iraq, Belarus, Mongolia, and
Kyrgyzstan.

This also includes IP addresses and even corresponding country codes and names. The
first few rows of data show IP addresses from different countries, including China, Thailand,
South Korea, Hong Kong, Singapore, Angola, Bangladesh, and also Indonesia.

The latency results practically provide information about the minimum, average, max-
imum, and also mean deviation of latency for each IP address. The data show the latency
values for IP addresses from South Korea, China, Thailand, and Singapore.

The telnet latency section presents the latency values for IP addresses particularly ob-
tained through the telnet command. The data display the IP addresses and also their
corresponding latency values.

The PDF of the average for IP addresses particularly shows a list of IP addresses and also

their respective average values. The table also includes a cumulative distribution function
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(CDF) of the data, which displays the cumulative probability for different data points.

The PDF of data particularly presents the probability density for different data points.
The table provides information on IP addresses and also their corresponding probability
density.

Lastly, the traceroute results section particularly shows the traceroute information for
a specific IP address. It specifically displays the route taken by the network packets and
also the latency values for each hop.

In summary, the table practically provides a comprehensive overview of proxy servers,
IP addresses, latency results, telnet latency, PDF averages, CDF of data, PDF of data, and

also traceroute results.

6.4 Anonymity Levels

The provided data specifically contains information on anonymity levels, which include
the distribution of proxy servers by country, IP addresses, latency results, Telnet latency,
PDF of averages for IP addresses, CDF of data, and also traceroute results from one indi-
vidual IP address.

The data practically includes information about the distribution of proxy servers by
country. The United States has the highest number of proxy servers with 423, followed by
South Korea with 106, and the United Kingdom with 90. Other countries such as Cyprus,
Belize, Angola, Iraq, Belarus, Mongolia, and Kyrgyzstan have practically a relatively lower
number of proxy servers.

The dataset also provides information about IP addresses and even their corresponding
countries. For example, IP address 1.14.139.1 is associated with China (CN), 1.20.225.2 with
Thailand (TH), and 1.224.3.12 with South Korea (KR). Latency results are also included in
the dataset. The latency -practically measures include the minimum, average, maximum,

and also standard deviation values for each IP address. For instance, IP address 1.224.3.12
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has a minimum latency of 156.142 ms, an average latency of 156.176 ms, a maximum latency
of 156.219 ms, and also a standard deviation of 0.031 ms.

Telnet latency measurements are particularly provided as well. IP addresses and their
corresponding latency values are specifically listed. For example, IP address 1.14.139.1 has
a latency of 129.4636 ms, while IP address 1.224.3.12 has a latency of 0.16383 ms.

The dataset also includes a PDF (probability density function) of averages for IP ad-
dresses. It practically shows the probability density of different average values for specific
IP addresses. The PDF thus provides insights into the distribution of average latency values
for different IP addresses.

Moreover, the cumulative distribution function (CDF) of the data is practically given.
It particularly illustrates the cumulative probability of the data. The CDF specifically
allows for analyzing the distribution of the data and also for understanding the likelihood
of certain latency values occurring.

Lastly, traceroute results from one individual IP address are practically provided. The
traceroute shows the path taken by network packets from the source IP specifically to the
destination IP address. Each hop in the traceroute specifically represents a network device
or router along the path.

Overall, the dataset contains comprehensive information about anonymity levels, which
includes proxy server distribution, IP addresses, latency results, Telnet latency, PDF of

averages, CDF of data, and even traceroute results.

6.5 CPU Utilisation and Additional Metrics

Considering the various factors and metrics assessed, the evaluation provided insights
into the efficiency of the BitTorrent protocol in file sharing between a host machine and a
virtual machine. The results contribute to a more profound understanding of the BitTor-

rent protocol’s efficiency in similar environments. They also provide valuable insights for
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optimizing the performance of the BitTorrent protocol by considering factors such as CPU
utilization, resource allocation, and system performance.

Overall, this evaluation highlights the importance of considering multiple factors and
metrics to comprehensively assess the efficiency of the BitTorrent protocol. By under-
standing its performance, resource utilization, and impact on the system, optimizing the
BitTorrent protocol for enhanced efficiency and improved file-sharing experiences in similar

environments is possible.
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7 Conclusions

7.1 Summary of Findings

The analysis of the collected data on anonymity levels practically provides several note-
worthy findings. The distribution of proxy servers by country reveals that the United States
has the highest number of proxy servers, thus followed by South Korea and the United King-
dom. On the other hand, countries like Angola, Iraq, Belarus, Mongolia, and Kyrgyzstan
have a significantly lower number of proxy servers, to be specific. Examining the anonymized
IP addresses and also their corresponding countries, it is particularly evident that a diverse
range of countries are represented, including China, Thailand, South Korea, Hong Kong,
Angola, and also Bangladesh, among others. This indicates a global presence and utilization
of proxy servers for anonymity purposes. Latency results, which measure the time it takes
for data to travel from the source IP address to its destination, thus demonstrate varying
values across different IP addresses. The minimum, average, maximum, and also standard
deviation of latency are provided for each IP address. These metrics practically allow for
an understanding of the speed and also the consistency of network connections associated
with each IP.

Telnet latency results practically provide further insights into the network performance
of individual IP addresses. Similar to the latency results, telnet latency measures the time
it takes for a connection to be established with the IP address. The data specifically reveals
a range of latency values, indicating differences in network response times for different IP
addresses.

The probability density function (PDF) of average values for IP addresses offers a visual
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representation of the distribution of average latencies. The PDF plot specifically shows the
likelihood of encountering a specific average latency value, thus allowing for an assessment
of the overall latency performance. Additionally, cumulative distribution function (CDF)
and alos probability density function (PDF) plots of data provide insights into the overall
distribution and probability of latency values. These plots offer a comprehensive overview
of the latency characteristics across the dataset.

The traceroute results practically provide information on the network path, and also
routers traversed to reach a specific IP address. This data specifically helps identify the
network infrastructure involved and even provides insights into potential bottlenecks or
points of interest along the network path.

In conclusion, evaluating the efficiency of the BitTorrent protocol in the context of file
sharing between a host machine and a virtual machine required analyzing CPU utilization on
both the host machine and the virtual machine. It was crucial to consider various factors
and metrics to assess the performance, resource utilization, and user experience of the
BitTorrent protocol. The findings of this evaluation contribute to a deeper understanding
of the BitTorrent protocol’s efficiency and provide insights for optimizing its performance
in similar environments.

Our evaluation demonstrates that increasing the number of peers in data synchronization
using the BitTorrent protocol on uTorrent can potentially reduce latency. By leveraging
the distributed nature of the protocol, multiple peers can work in parallel to share and
transfer data, resulting in improved synchronization performance. However, it is crucial
to find the optimal balance between the number of peers and available resources on the
host machine to avoid resource saturation and maintain efficient data synchronization. It is
worth noting that the findings of this evaluation are based on the specific test environment
and parameters used. Different network conditions, hardware configurations, or BitTorrent
clients may yield varying results. Therefore, further testing and analysis are recommended

to validate these findings in different scenarios.
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In summary, the analysis of anonymity levels practically reveals a global distribution of
proxy servers, with varying levels of network performance and also latency across different
IP addresses. The findings specifically provide valuable insights into the utilization and
also characteristics of anonymizing technologies, shedding light on the diverse landscape of

online anonymity.

7.2 Contributions to the Field

The research on anonymity levels and proxy server analysis, particularly conducted in
this study, makes significant contributions to the field of network security and privacy. By
examining the distribution of proxy servers by country, the study particularly offers valuable
insights into the global presence and also utilization of anonymizing technologies. This
information can particularly assist policymakers, network administrators, and also security
professionals in understanding the geographical patterns of anonymity-seeking behavior and
even devising appropriate strategies to address potential security concerns.

The analysis of anonymized IP addresses and their corresponding countries provides
further contributions to the field. By practically identifying the countries associated with
these IP addresses, researchers gain a better understanding of the diverse range of locations
specifically involved in anonymous online activities. This knowledge can particularly aid in
the development of targeted interventions to practically mitigate potential risks associated
with anonymous communications originating from specific regions.

The investigation of latency results particularly offers another noteworthy contribution.
By examining the minimum, average, maximum, and also standard deviation of latency
for each IP address, the study provides insights into the performance and consistency of
network connections associated with proxy servers. This information is particularly crucial
for network administrators and also service providers in optimizing network performance

and even addressing potential bottlenecks that may arise due to anonymization technologies.
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The telnet latency results further enhance the understanding of network performance.
By practically measuring the time it takes to establish a connection with each IP address,
researchers can particularly assess the responsiveness and also reliability of proxy servers.
This knowledge can particularly aid in identifying potential vulnerabilities or even areas for
improvement in the anonymizing infrastructure.

The probability density function (PDF) and also cumulative distribution function (CDF)
plots contribute to the field by offering visual representations of the latency data. These
plots specifically provide a comprehensive overview of the latency characteristics across
the dataset, enabling researchers and also practitioners to gain a deeper understanding
of the distribution and, thus the likelihood of encountering specific latency values. This
information can particularly inform the design and optimization of network systems, thus

ensuring efficient and secure communication channels.

7.3 Recommendation for Future Work

Future research in network security and also privacy should focus on expanding the
dataset to provide specifically a more comprehensive view of anonymization technologies
worldwide. This will specifically enable researchers to assess anonymity levels across differ-
ent regions and also identify patterns or trends.

Additionally, investigating the relationship between anonymity and even specific on-
line activities would help understand the motivations and also behaviors of anonymous
users, therefore facilitating the development of targeted risk mitigation strategies. Efforts
should also particularly be directed towards detecting and countering malicious activities
facilitated by anonymous communications. Developing advanced algorithms or even ma-
chine learning techniques to practically identify suspicious behavior originating from proxy
servers would enhance network security and also differentiate between legitimate users and

potential threats.
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Exploring novel anonymization techniques and also technologies is crucial to stay ahead
of evolving threats. Research should practically evaluate emerging methods for achieving
anonymity, considering their impact on network performance, privacy, and also security.

Conducting longitudinal studies to observe particular changes in anonymity levels and
also proxy server utilization over time would provide valuable insights into anonymous online
behavior. This would significantly help understand the dynamics influenced by technological
advancements, regulatory changes, and also shifting user attitudes toward privacy.

The following key recommendations can be made to further enhance the efficiency of
the BitTorrent protocol in the context of file sharing between a host machine and a vir-
tual machine. Firstly, future studies should focus on collecting data from various countries.
This would provide a more diverse dataset, enabling a comprehensive analysis of network
conditions and regional variations. By including data from different geographic locations,
researchers can gain valuable insights into the protocol’s efficiency in various network envi-
ronments, leading to a better understanding of its performance and potential optimizations.

Secondly, optimizing data synchronization techniques within the BitTorrent protocol
should be a priority for future work. Researchers can explore algorithms that prioritize
data transfers, improve resource utilization, and develop more effective mechanisms to han-
dle network congestion. By optimizing the data synchronization process, the overall effi-
ciency and performance of the BitTorrent protocol can be significantly improved. This will
contribute to faster and more reliable file sharing between host and virtual machines, en-
hancing the user experience and enabling more efficient data synchronization in distributed
systems.

While the web application has proven effective and valuable, there are several areas for
future development and research to enhance its functionality and expand its scope. These
include implementing advanced proxy server filtering to provide users with more specific
results, integrating real-time proxy server monitoring for up-to-date information, explor-

ing machine learning techniques for improved accuracy, developing a mobile application for
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broader accessibility, addressing security and privacy concerns, and establishing collabora-
tions with ISPs to enhance data accuracy. By pursuing these avenues, the web application
can evolve into a more comprehensive solution for locating and verifying open proxy servers,

benefiting its users.
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