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Abstract—Several test adequacy criteria have been developed
for quantifying the the coverage of deep neural networks (DNNs)
achieved by a test suite. Being dependent on the structure of the
DNN, these can be costly to measure and use, especially given the
highly iterative nature of the model training workflow. Further,
testing provides higher overall assurance when such implemen-
tation dependent measures are used along with implementation
independent ones. In this paper, we rigorously define a new black-
box coverage criterion that is independent of the DNN model
under test. We further describe a few desirable properties and
associated evaluation metrics for assessing test coverage criteria
and use those to empirically compare and contrast the black-box
criterion with several DNN structural coverage criteria. Results
indicate that the black-box criterion has comparable effectiveness
and provides benefits that complement white-box criteria. The
results also reveal a few weaknesses of coverage criteria for DNNs.

I. INTRODUCTION

Software testing approaches are traditionally categorized
as white-box—techniques that utilize the internal structure of
the program under test—or black-box—techniques that utilize
artifacts of higher abstraction. For assessing test adequacy,
white-box criteria measure the coverage over the structure
of the program, whereas black-box criteria measure coverage
of high-level artifacts such as requirements, specification, or
input domain [1], [2]. While white-box criteria have strengths,
including being effective at finding implementation defects,
when relied on exclusively, they entail the risk of missing the
forest for the trees—e.g., a missing functionality may escape
undetected. Black-box testing provides a complementary top-
down perspective, needed to overcome those short-comings.
Both are thus necessary, and in practice, used in tandem.

Testing of DNNs is challenging due to many reasons—
there are no well-accepted ways to derive test cases, and no
established ways of measuring how well a test suite has ex-
ercised the DNN’s behavior. While several metrics have been
proposed to assess the coverage of a DNN under test, those
are broadly along the lines of white-box coverage criteria: they
quantify the coverage of the internal DNN structure—e.g., by
counting the number of neurons that have been activated by
a test suite. Though potentially useful, the rationale for using
the DNN structure as a basis for coverage measurement is not
apparent. E.g., what does it really mean when a neuron is, or
is not, covered, and what should one do about it. Moreover,
these criteria have the same limitations as traditional white-
box criteria in their dependence on the program under test,
with the impact further exacerbated due to the highly iterative

nature of the machine-learning (ML) development workflow.
Small changes to the DNN layers or weights, can have large
consequences for the measured coverage, invalidating any
analysis done with prior coverage information. A black-box
coverage criterion expressible in terms of the input domain
would avoid such issues.

In this paper we rigorously define a black-box coverage
criterion called Manifold Combination Coverage (MCC) that
measures the test adequacy on a high-level artifact called
a manifold, which is analogous to an input domain model
in black-box testing. This artifact is created using manifold
learning, which learns a compact subspace within the input
space, along with an encoder and a decoder function that maps
the input space to and from the manifold. Similar to black-box
testing in a traditional sense, the use of MCC has the benefit
of being independent of the model under test, is inexpensive
to measure, scales well, and is amenable to interpretation.

While preparing to empirically assess MCC, we noticed
that a standardized approach to evaluate and compare ML test
adequacy criteria, taking into account how they are to be used
in practice, is missing. Therefore, we first clarify the usages
of coverage criteria in the ML workflow and define three
metrics for empirically comparing the criteria as indicators of
test suite quality— failure-revealing effectiveness (how well a
test suite triggers failures), semantic balance (how well a test
suite resembles the expected input distribution), and retraining
efficacy (how well a test suite fixes bugs via retraining).
Using these metrics, we experimentally compare MCC and
several white-box criteria on nine realistic models trained
for MNIST [3], CIFAR-10 [4], and Udacity [5]. In addition,
also used a previously defined test prioritization technique [6]
to learn how they influence the effectiveness of coverage
criteria. The results show that 1) MCC is more effective than
white-box criteria in constructing a semantically balanced test
suite without sacrificing failure-revealing effectiveness much,
2) the effectiveness of coverage criteria is highly sensitive to
the dataset, DNN, and coverage configurations, and 3) priori-
tization has a pronounced positive effect on the effectiveness
of test suites constructed with coverage criteria.

In short, the contributions are 1) a rigorous definition
and evaluation of a black-box coverage criterion for testing
DNNs, 2) metrics and method for objectively evaluating
DNN coverage criteria, and 3) an empirical comparison of
the effectiveness of DNN coverage criteria and prioritization
measures in the context of testing DNNs for generalization [7].



II. TESTING DEEP NEURAL NETWORKS

ML testing is defined as any activity designed to reveal
imperfections in the ML system under test that causes a dis-
cordance between existing and desired conditions [8]. These
desired conditions are called properties, and the manifested
discordance are called failures. The latent cause of a failure
is called a fault, which can be in the training data, the model
definition, or the learning framework [9]. Compared to hand-
written software, a fault in an ML system can be more subtle
and difficult to identify, as the decision logic is learned using
a learning algorithm, rather than being coded explicitly. The
eventual goal of ML testing is to identify and fix these faults,
but an immediate prerequisite is to trigger as many diverse
failures as the budget allows. In this paper, we discuss ML
testing in the context of revealing failures in DNNs.

A. Testing in Machine Learning Workflow
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Fig. 1: The nine stages of a machine learning workflow [10]

ML testing cannot be discussed properly without consid-
ering the context in which it is performed, especially since
the workflow of developing an ML system is somewhat dif-
ferent from a traditional software development lifecycle [11].
According to a recent ML workflow model suggested by
Amershi et al. [10] (Figure 1), the most prominent differences
are frequent iterations and feedback loops. These loops exist
in many layers. For instance, stages 1 through 7 may be
performed on a daily basis with updated dataset each time.
Stages 3 through 7 may be iterated multiple times in a sitting
to determine which data needs to be cleaned. Stages 5 through
7 may be iterated for feature engineering, and stages 6 and 7
may be iterated hundreds of times, often by an algorithm, for
tuning the hyper-parameters.

During training, the model is typically tested with a valida-
tion set, which is a dataset that is set aside from the training
dataset for an unbiased evaluation of the model’s performance
during training and hyper-parameter tuning. To select one final
model among candidates, or to evaluate the real-world per-
formance of the selected model, another independent dataset
called test set is used. In this paper, we only consider testing in
the latter context (in stage 7) where one attempts to discover
real failures that may occur once the ML system is deployed.

B. Testing Properties

While the immediate goal of testing is to find many failures,
not every failure points to the same issue. For example, it is
one thing for a system to confuse a mule with a donkey (they
look very similar), and quite another to confuse a donkey with
a cat because the image was adversarially perturbed [12]. The
former case is often called a generalization error, whereas the

latter is called an adversarial robustness issue. These categories
of desired behaviors, which also define the class of failures,
are called generic properties. Testing strategy depends heavily
on what property one aims to test for, although this aspect is
rarely discussed explicitly in the literature. We discuss below,
a few generic properties most relevant to testing of DNNs for
computer vision tasks, to place our approach in proper context.

Robustness is a property of an ML system that indicates the
“degree to which it can function correctly in the presence of
invalid inputs or stressful environmental conditions” [13].

Adversarial Robustness: This is a sub-category of robust-
ness in which failure causing inputs are constrained to be
indistinguishable from benign ones [14]. For a neural network
f , δ-local adversarial robustness is defined as ∀x′·||x− x′|| ≤
δ =⇒ f(x) = f(x′), meaning that a small adversarial
perturbation of size δ or smaller shall not change the output of
the model. Global-adversarial-robustness is defined similarly
for every pair of input (x1, x2) [14]. Testing for adversarial
robustness often means revealing the absence of adversarial
robustness by creating or finding adversarial examples.

Corruption Robustness: This, in contrast to adversarial ro-
bustness, quantifies the robustness under corruptions that may
occur in a normal environment, such as change in brightness or
sensory noise. Unless the objective of testing is to find security
vulnerabilities, corruption robustness more closely captures the
real-world robustness requirement for the MUT. When f is the
MUT, Dgt is the ground-truth distribution of the data, and C
is the distribution of corruptions in the real world, corruption
robustness [15] is defined as Ec∼C [Ex∼DI[f(c(x)) = f(x)]],
where x is an input and I is the indicator function. In other
words, it is the expected performance of the model f measured
by metric I under expected set of corruptions C. The goal of
testing for corruption robustness is to find c ∈ C and x ∈ D
such that f(c(x)) 6= f(x).

Generalization: Although corruption robustness expresses
a more general requirement than adversarial robustness, the
operational domain of DNN is not limited to enumerable
corruptions. In fact, the goal of machine learning can be
framed as training a model f that generalizes to any un-
seen data drawn from a hypothetical ground-truth population
Dgt, instead of simply memorizing the training data [16].
Thus, the generalization capability of a model needs to be
tested just like testing the functionality of any software.
The generalization of the model is quantified as: γgt :
E(x,y)∼Dgt

I[f(x) = y]. However, since the ground truth
distribution is unknown, the performance of a trained model
is instead measured on a test suite Dtest as follows [7]:
γtest : (1/|Dtest|)

∑
(x,y)∈Dtest

I[f(x) = y]. If f generalizes,
the performance of the model measured on a sufficiently large
test dataset Dtest drawn from Dgt shall match the true perfor-
mance measured on Dgt. The goal of testing for generalization
can be (1) to find (x, y) ∈ D · f(x) 6= y, and (2) to find a test
suite Dtest ∼ Dgt that reveals discrepancy between the desired
γgt and the actual γtest. The first goal is achieved by finding
what is called natural adversarial examples [17], [18], or test
cases that are found in the real world that trigger failures. The



second goal is harder to achieve, as it also requires that the
distance between the two distributions Dtest and Dgt is small.

In many recent ML testing papers, the distinction among
these properties were not made clear. Adversarial robustness
was considered to be the goal of testing in many works. But
it is only one property of the model in a specific kind of (ad-
versarial) environment, and whether it correlates to the actual
performance of the model in a non-adversarial environment
is unknown. We believe that testing for generalization differs
from testing for adversarial robustness in the same manner as
functional testing differs from penetrating testing. Each has a
distinct purpose and must be tested for separately. In this work,
we discuss testing only in the context of generalization. We
view corruption robustness as special case of generalization
in that real-world data distribution will include corruptions at
their natural frequency of occurrence.

III. WHITE-BOX COVERAGE CRITERIA FOR DNNS

Exhaustive testing is almost always infeasible. Practitioners
make compromises to achieve a maximum effectiveness—i.e.,
find many faults—while staying within budget. Test adequacy
criteria provide a practical guidance in achieving this goal
through a quantitative measure of test adequacy given a test
suite. When used during test suite construction, coverage can
help avoid duplicate test-cases, and can help ensure some form
of completeness so that a whole range of system behavior can
be tested. As code-based criteria are not applicable to DNNs,
recent works have proposed new criteria designed for testing
DNNs. However, given the ML workflow, there are limitations
to these criteria that are often overlooked. This section revisits
the usage scenarios and the utility of DNN-specific coverage
criteria and further discusses their limitations.

A. Use-Cases of Coverage Criteria

In traditional software development, test adequacy criteria
are used as proxy measures of test completeness [19] in
various stages of verification and validation (V&V). An ML
coverage criterion can also be used in various stages of the
ML workflow (Figure 1), and its primary goal is also a high
correlation with the failure-revealing capability of tests. In
the ML workflow, however, its use-case can extend further
beyond model evaluation to any stage where a judgement on
the adequacy of a dataset becomes useful. These stages include
test data collection, test-data labeling, model evaluation, and
monitoring (highlighted in Figure 1). The utility of a coverage
criterion can also extend beyond finding more faults. For
instance, one may want to use a test suite to fix the model
through retraining. In other cases, one may want to obtain a
semantically balanced test suite such that it can evaluate the
performance of the model objectively.

B. White-Box Testing of DNNs

Traditional white-box criteria measure the coverage over the
internal structure of the program under test. The rationale is
that for a test suite to find a fault, it is necessary for it to exe-
cute the faulty logic inside the program first. Similar rationale

and expectations seem to carry over to DNN coverage criteria,
albeit fault may be attributed to any structural fragment of a
DNN.

Since the first proposal of Neuron Coverage (NC) [20],
increasingly more sophisticated structural criteria have been
proposed [21]–[30]. These criteria base their measurement
of test completeness on the MUT, analogous to measuring
structural coverage on traditional programs. We briefly explain
some of the most popular criteria. • NC requires a test suite
to activate all the neurons inside a DNN, where the activation
is determined by a pre-configured threshold. • k-multisection
neuron coverage (KMNC) [21] is a granular extension of NC
that partitions the range of neuron’s output into k sections, and
requires a test suite to cover each of them. • Neuron boundary
coverage (NBC) [21] requires a test suite to exercise the
neurons beyond the range of values known from the training
data, with the intention of exercising corner-case behaviors of a
DNN. • Surprise adequacy (SA) [22] takes the activation traces
from the DNN—thus qualifies as a white-box criterion—and
interprets them as representations of input data. The relative
surprise of an input is measured by its relative proximity to
inter-class and intra-class data, where the distance is measured
between the activation traces. The coverage is defined by
computing the range of surprise values, dividing it into n
sections, and by requiring a test suite to cover the whole range
of surprise values.

C. Limitations of White-Box Testing of DNNs

Due to the difference between the ML workflow and a
traditional software development life-cycle, white-box test-
ing of DNNs has several shortcomings, such as its model-
dependence, high cost of measurement, and lack of inter-
pretability. We further elaborate the two major shortcomings—
model-dependence and high measurement cost.

Model Dependence: The ML workflow is highly iterative
(Figure 1). It is necessary to experiment with different con-
figurations to obtain a good model. Unlike in a traditional
software development life-cycle where the program evolves
incrementally, the structure of a DNN can change completely
by changing only a few settings among many moving parts—
such as training data, the DNN architecture, and hyper-
parameters. This nature of ML development makes white-
box testing less suitable. For example, suppose a scenario of
testing two different DNNs with NC where the first model
dominantly uses sigmoid for activation whereas the second
model uses tanh. For the first model, a near 100% neuron
coverage will be achieved with a single input, as sigmoid
output is always greater than 0. The coverage will be much
lower for the second model, since the range of tanh output
is in [−1, 1]. This difference in coverage does not indicate
the difference in the relative thoroughness of testing nor the
quality of the model. It means that even for two models that
are equivalent in performance, when tested with the same
test suite, the reported adequacy scores can be dramatically
different, while this difference is not necessarily associated
with the adequacy of the testing.



High Measurement Cost: The time and space complexity of
many popular DNN coverage criteria are linear in the number
of neurons inside a DNN. The size of DNNs used in practical
applications can be enormous, ranging up to a few tens of
million parameters for computer vision models [31]. As the
complexity is also linear in the number of test cases and in
the number of models to test, the overall cost quickly becomes
prohibitively expensive. For example, the coverage vector
for a single test run on a 100M-parameter model consumes
108/(8×220) = 11.9 MB of memory space, accompanied with
the I/O overhead of copying the DNN intermediary output
from GPU to RAM. In fact, the experiment performed in
DeepGauge [21] for evaluating various white-box criteria had
to employ a compute cluster where each node is equipped with
196GB-RAM—a non-trivial cost for coverage measurement.

IV. BLACK-BOX COVERAGE CRITERION

Black-box testing is a testing method that does not require
any information about the internals of the software under test.
When measuring the test adequacy, black-box techniques rely
on artifacts that are in higher level of abstraction, such as input
description, design model, specification, or requirement [2],
[32]. Consequently, a black-box adequacy criterion for ML
is independent of the MUT, and can be applied to any data-
centric software. By being model-independent, the aforemen-
tioned shortcomings of white-box criteria are easily resolved,
and a black-box criterion can scale even to complex software
system that is composed of multiple ML models. We introduce
such a black-box criterion in the sequel.

A. Manifold Combination Coverage

Manifold Combination Coverage (MCC), a concept pro-
posed by Byun and Rayadurgam [33] and formalized below in
Def. 4.1, is analogous to combinatorial coverage for traditional
black-box testing [34]. The key idea is to assess test adequacy
based on the semantics of the input instead of the structure
of the MUT. The challenge for DNN input-space coverage,
however, is that the input space is often highly unstructured
and high-dimensional. For instance, it would be impractical
to apply combinatorial testing on a 256x256 image space.
A pixel-level coverage is too granular to infer any meaning,
and combination over 2562 pixels is infeasible. How can we
effectively summarize the high-dimensional input space while
preserving the information relevant for the MUT?

We address this challenge with an unsupervised learn-
ing technique called manifold (representation) learning [35].
Mathematically, manifold is a topological space that lo-
cally resembles an Euclidean space near each point, and
manifold learning rests on an underlying principle called
the manifold hypothesis which posits that real-world high-
dimensional data—such as images—lie within an embedded
low-dimensional subspace called manifold. With manifold
learning, high-dimensional input space can be compressed
down to a lower dimensional manifold space, and as a result,
the data can be summarized with a much smaller number of
surrogate variables that encode semantic features of the input

Fig. 2: Coverage analysis on 2D Manifold Space.

data. Once we have the capability of projecting any test data
onto the manifold space, we can measure coverage on this
space to gauge the thoroughness of testing. With its inverse
function that can map the encoded test cases back to the input
space, uncovered coverage obligations can be interpreted by
analyzing concrete samples generated from them.

The gist of our approach is to map the high-dimensional
input data to Rd for a small enough d using an encoding
technique and to partition each dimension into k contiguous
ranges such that the partitioning is uniform with respect to the
sample density of a reference set (e.g. the training data set
for the MUT), i.e., an arbitrarily chosen element of the set
has equal probability of falling into any of the k partitions.
MCC of a test suite can then be taken as the fraction of the
kd possible combinations of the partitions that the test data in
the suite map to. With the two tunable parameters k and d,
we define (k, d)-Manifold Combination Coverage as follows.

Definition 4.1 ((k, d)-Manifold Combination Coverage):
The k-section d-dimesional manifold combination coverage
of an input data domain X with respect to an encoding function
q : X → Rd and a binning function ρdk : Rd → Zd

k, is
defined as a real-valued function µ : 2X → [0, 1] given by
µ(A) =

∣∣{ρdk(q(x)) | x ∈ A}∣∣ /kd for any A ⊆ X.
Zk denotes the set {0, ..., k−1}. The function q(·) encodes

input data to the manifold space and the function ρdk maps
the low-dimensional data with the unique combination of the
partitions of the dimensions that it falls into. The binning
function ρdk we used in this paper divides each dimension
into k contiguous ranges containing equal training sample
density per bin in each dimension. If the implicit semantic
features of the dataset can be learnt as a manifold, and if k
partitions are seen as distinct possibilities for each of those
features, then manifold combination coverage requires inclu-
sion of all possible interactions of those features, analogous to
combinatorial testing of traditional software which can expose
interaction faults. Since semantic closeness is preserved as
Euclidean distance in the manifold space, MCC also ensures
that duplicate samples do not count for coverage.

Figure 2 illustrates the concept with (10, 2)-MCC for testing
a model trained with MNIST dataset [3], where d = 2 was
chosen for a 2-D visualization. Among 49 test cases presented
on the left, 45 cases (shaded) were encoded to the manifold
space and covered 34/102 coverage obligations (highlighted
in green). The number of covered obligations is lower than
the number of selected test cases, because some coverage



obligations are satisfied by more than two semantically close
test cases. Test cases with label 2 and 6 were not selected
intentionally. But by analyzing the uncovered obligations, and
by using the inverse function that maps the code back to the
input space, we can see that some of the uncovered obligations
are due to missing test cases of label 2 and 6. Also, by
analyzing an uncovered obligation near the area covered by
0s, a 0 with a distinct style could be generated, informing the
tester what kind of test input is missing in the given test suite.

B. Manifold Learning with Variational Autoencoder (VAE)

We chose VAE among many manifold learning approaches.
It is a latent-variable generative model that is capable of
producing outputs similar to inputs by determining a latent-
variable space Z and an associated probability density function
P (z). Its goal is to ensure that for each datapoint in a given
dataset x ∈ X , there is at least one valuation of the latent
variables z ∈ Z which causes the model to generate x̂ that is
very similar to x. The first part that maps x to z as z = q(x)
is called encoder, and the second part that maps z back to x as
x̂ = p(z) is called decoder. This pair of q and p is instantiated
with DNNs. We refer to a tutorial for more details [36].

One of its distinctive features that matters the most for
coverage measurement is that we can control the distribution
of samples in the manifold space. VAE requires a prior distri-
bution to be specified, and training minimizes the divergence
between the posterior distribution of z and the specified
prior distribution. Multivariate normal distribution N (0, Id)
is typically chosen as a prior. However, this does not ensure
that the posterior distribution will match the prior distribution
perfectly, and furthermore presents non-zero covariance among
dimensions. Our binning function defines the ranges based on
the posterior distribution to account for this mismatch.

As a practical consideration of configuring a VAE, the size
of the latent dimension d has an impact on the precision
of coverage measurement. Although in theory any d can
encode an arbitrarily complex dataset, a higher d allows for
a more capacious latent representation in practice, and offers
a more fine-grained differentiation. However, the benefit of a
higher d also comes with the curse of dimensionality [37] and
combinatorial explosion thereafter. A practical upper-bound
can be determined through a binary search while minimizing
the VAE loss. This d can then be reduced to fit the testing
budget, at the cost of sensitivity to finer-grained features.

V. EFFECTIVENESS OF COVERAGE CRITERIA

While pursuing the quest of evaluating the effectiveness of
MCC against other white-box criteria, we discovered that a
standardized method is missing in the ML testing literature for
an empirical evaluation of coverage criteria. As most existing
works on DNN coverage evaluated their effectiveness only
in the adversarial testing context, the claimed effectiveness
may not extend to other contexts such as when testing for
generalization. Moreover, the notion of effectiveness itself has
not been well established. So, we first define the metrics with
which to empirically evaluate ML coverage criteria.

A. Evaluation Criteria

Coverage score is often interpreted as a measure of failure-
revealing capability of a test suite, and this intuition is named
Strong Coverage Hypothesis (SCH) [38], which says “there
is at least a moderate statistical correlation between the level
of coverage a suite achieves and its level of fault detection.”
SCH can be tested empirically by repeatedly measuring the
correlation for a statistically significant number of test suites.
If SCH holds for a criterion c, test suites T1 and T2 that achieve
different coverage scores, with cT1

> cT2
, can be taken to

mean that T1 finds more faults than T2. SCH was shown to
hold weakly for real-world programs [38]–[40], but has not
been evaluated for DNN coverage criteria.

Unlike in traditional software, it is hard to discuss the
effectiveness in terms of fault finding for DNNs since a fault in
DNN is a product of multiple factors that influence the trained
model. Moreover, failure-revealing effectiveness itself is not
the only goal because, when the purpose of testing is also to
evaluate the performance of the model objectively, the seman-
tic balance of the test suite—a low divergence between Dtest

and Dgt—also matters. Hence, we capture the efficacy of cov-
erage criteria from three different aspects—failure-revealing
effectiveness, semantic balance, and retraining efficacy. These
metrics are quantified over a test suite. The effectiveness of
coverage criteria is measured indirectly through test suites
created with coverage criteria under investigation.

Failure-Revealing Effectiveness: This metric measures the
effectiveness of a test suite in picking out test cases that
reveal failures. Failure-revealing effectiveness of a test suite
T is quantified as the percentage of test cases that reveal
generalization failures: {(x, y) ∈ T |f(x) 6= y} |/ |T |.

Semantic Balance: This metric measures how a test suite
matches Dgt, and in practice, we consider Dtrain as ap-
proximating Dgt. Since comparing the distributions between
high-dimensional datasets T and Dgt is infeasible, we use
available semantic features of a test dataset for compari-
son. Semantic balance is defined as 1.0 minus the Jensen-
Shannon divergence between the two datasets as: 1.0 −
JSD(Pfeat(T )||Pfeat(Dgt)), which evaluates to 1.0 when the
two distributions are identical and converges to 0.0 when the
two diverge. In the experiments, we measure the distribution
with respect to the class label, which is the only available
feature for our datasets. Real-valued labels are discretized.

Retraining Efficacy: This metric measures the performance
of a model after retraining with T . Failure-revealing inputs
are like evidences of faults, and multiple evidences may stem
from the same latent cause. As the number of faults cannot be
measured directly, retraining efficacy measures how much of
the errors caused by a lack of training data can be mitigated
by adding the selected data to the training set. T1 is said to
achieve a higher retraining efficacy than T2 if Dtrain ∪ T1
yields a model of higher performance after retraining than
when trained with Dtrain∪T2, given that every other variable
such as epochs and learning rate are fixed.



B. Test Prioritization and Coverage

In terms of failure-revealing effectiveness, there is another
technique known to be effective—test prioritization [6], [41].
In one of the studies [6], it was shown that the top 20% of the
prioritized test inputs included more than 80% of the failure-
revealing inputs in the pool. This result indicates that test
prioritization can affect the effectiveness of test suites when
applied together with coverage criteria for coverage-directed
test creation or selection. This is applicable only when there
are more test cases available in the pool than what the testing
budget allows for execution, but such a scenario is a practical
case since it is relatively easy to collect large amount of
unlabeled data, while the testing budget—the cost of labeling,
running, and analyzing the result—is finite.

In the experiment, we consider prioritization as an in-
dependent variable when comparing the coverage criteria.
We adopted two prioritization measures [6]—softmax cross-
entropy for classification models, and Bayesian uncertainty for
regression models. Softmax cross entropy quantifies how cer-
tain the classifier is for its prediction, and for a test input x, it is
defined as −

∑C
c=1 pc log pc, where p = f(x) is the probability

vector produced by the classifier f , pc denotes the c-th element
of p, and C is the total number classes. Bayesian uncertainty
is defined as the variance of the output from a Bayesian neural
network, but it can be extended to non-Bayesian neural net-
work with dropout layers since dropout layers can approximate
a Bayesian neural network [42]. The predictive variance is
computed through a finite number of Monte-Carlo simulations
as V ar(y) ≈ 1

T

∑T
t=1 f(x)

T f(x) − E(y)TE(y) with T

samples and the predicted mean E(y) ≈ 1
T

∑T
t=1 f(x) [43].

VI. EXPERIMENT

In the experiment, we compare the effectiveness of MCC
against white-box criteria. We formulate the research questions
based on the metrics defined in Section V-A:
• RQ1: Is manifold coverage as effective as white-box

criteria in terms of failure-finding effectiveness?
• RQ2: Is manifold coverage as effective as white-box

criteria in creating semantically balanced test suites?
• RQ3: Is manifold coverage as effective as white-box

criteria in creating a dataset for retraining the model?
For each research question, we compare the effectiveness with
and without the prioritization separately.

A. Datasets and Models Under Test

The experiments are performed on three different computer
vision tasks—two classification tasks and one regression task.
A classification model outputs a Bernoulli distribution for the
classes it predicts, and the class with the highest predicted
probability is considered as the output of the model. A
regression model outputs a set of real values.

The first task is a ten-class hand-written digit classification,
for which we trained three models with MNIST dataset [3]
consisting of 60,000 black-and-white images of 28 x 28 pixels.
The second task is CIFAR-10 image classification [4]—the

training data consists of 50,000 color images of size 32×32×3.
We trained three CIFAR-10 models of the same architectures.
The third task is Udacity self-driving car dataset [5] which is
a regression task for predicting the steering angle based on the
dashboard camera images. We trained the same set of models,
with 27,046 train data of size 96× 96× 3. These models are
implemented in and trained with TensorFlow 2.3 [44], and
the implementations are adapted from the code written by
Li [45]. The details of each model is described in Table I. Their
train, validation, and test performance measures are presented
as classification accuracy for MNIST/CIFAR-10 and mean
absolute error (MAE) for Udacity.

TABLE I: Models under test
Task Architecture # Params Train Val. Test

MNIST
LeNet [46] 44k 98.53% 98.86% 91.81%

Network-in-Network [47] 957k 99.13% 99.11% 90.17%

ResNet-32 [48] 468k 99.65% 99.41% 90.87%

CIFAR-10
LeNet 62k 72.43% 72.43% 68.87%

Network-in-Network 967k 93.00% 87.90% 82.31%

ResNet-32 468k 99.68% 92.36% 86.00%

Udacity
LeNet 54k 0.0304 0.0272 0.0610

Network-in-Network 965k 0.0603 0.0614 0.0504

ResNet-32 470k 0.0117 0.0102 0.0959

B. Test Suite Construction

We compare the efficacy of coverage criteria indirectly by
comparing the efficacy of test suites that are constructed with
the help of each coverage criterion. To simulate a realistic
setting, we first construct a large pool of test cases called
master suite from which to construct multiple subsets for each
criterion. With each criterion, test cases are picked repeatedly
in a random order, included in the test suite if the new test
case contributes to increasing the coverage, and discarded if
not. This greedy algorithm does not ensure the minimality of
the down-selected test suites, but it resembles realistic use case
and widely adopted in existing testing research [49]–[51].

For a fair comparison among coverage criteria, we control
every other factor besides coverage-based test selection. The
controlled variables include the number of test cases in the
down-selected suites and the order in which the selection is
performed. The order of selection is decided randomly once
and for all and shared. The number of test cases is capped
because the failure-revealing efficacy of a test suite can depend
on the test suite size [52]—if a criterion simply decides to
include every test case, the down-selected suite will be the
same as the master suite and include the highest number of
failure-revealing test cases. This means that we did not aim
at creating suites that achieve 100% coverage for a given
criterion, because in practice, unless the coverage criterion is
known to be very easy to achieve like neuron coverage, it is
rarely feasible to achieve 100%. By capping the number of test
cases, we instead simulate a more common testing situation
where the budget is limited, either for the test execution or for
the analysis, and compare the relative efficacy.



As we aim to test the DNNs for generalization, we con-
structed the master suite by combining multiple datasets
that present sufficient challenges. For MNIST, we used EM-
NIST [53] (an extension of MNIST), and MNIST-C [54], a
corrupted variant. For CIFAR, we used CIFAR-10.1 [7] which
is independently collected while matching the CIFAR-10 data
distribution, and also CIFAR-10-c [15], a corrupted variant.
For the Udacity dataset, we used an independently collected
dataset shared by Udacity [5] that consists of 55,262 data
points. This test data is quite different from the training data,
being collected from different circumstances. The distribution
shift can be observed both visually and in the output distribu-
tion, although the trained models generalize fairly well.

In the case of MNIST and CIFAR-10, combining all the
available generalization and corruption datasets yield more
than one million data points, but we randomly sampled 90,500
for MNIST and 88,000 for CIFAR-10 in order to keep the
computation tractable. The limitation was imposed largely due
to the space complexity of white-box criteria, for keeping track
of millions of coverage obligations for every test case.

C. Experiment Configurations

Since DNNs lack convenient logic structure, most of the
coverage criteria require configuration. As such, studying the
impact of all the different configurations of each structural
criterion is a challenging task, requiring an extensive empirical
validation on its own. We instantiate a small number of
representative configurations for each criterion.

Neuron-level Coverage: To allow for differentiating at least
the number of test cases that we desire to collect—10,000 test
cases, in our experiments—we instantiated NC with higher
threshold values—1.5, 3.0, and 4.0. When the threshold value
is set to a low value like 0, it becomes too easy to cover a
majority of neurons with a small number of test cases. The
implication of choosing the threshold value may change for
a different DNN architecture, and it is especially susceptible
to the choice of activation functions and batch normalization,
as those dictate the range of intermediary neuron outputs. As
KMNC is granular than NC, it can better differentiate test
cases with higher setting of k. However, this merit makes
KMNC become prohibitively expensive as the network grows
larger in size; state-of-the-art CNNs are often comprised of as
many as hundreds of millions of neurons. As an example, if
we attempt to measure k = 100 MNC on a network with 100
million neurons, the number of coverage obligation becomes
ten billion, which amounts to 1.25GB of storage space for
strong a single bit vector that represents the coverage of a
single test case. For these reasons, we limited our experiments
to relatively small k values of 3, 10, and 20. We also limited
the length of the coverage vector by measuring both NC and
MNC on the last few layers of the larger neural networks—
every layer for LeNet, last 7 layers for NiN, and last 11 layers
for ResNet—since, those layers in CNNs are known to encode
higher-level features [55]. Further investigation is needed to
study the impact of the choice of layers.

Surprise Adequacy: SA is configurable in two main ways—
selection of layer for the activation trace, and the granularity
of coverage. For layer, we chose the last fully-connected layer
before the output layer. For granularity, which determines
how many test cases can be uniquely identified, we set it
proportional to the number of test cases we desire to select
for constructing a test suite. In order to ensure that the desired
number of test cases are selected even when a test input does
not exist for a specific surprise segment, we instantiated DSA1
with n×2 segments, and another DSA2 with n×3 segments,
where n is the testing budget.

Manifold Combination Coverage: For the implementa-
tion of the VAE, we revised the open-sourced TensorFlow
code [56] written by Dai et al. [57]. We used the same encoder
and the decoder architecture inspired by InfoGAN [58] for the
three datasets, and they are mainly composed of convolution
and transposed convolution layers. The number of VAE pa-
rameters range from 13 to 38 million. We set the manifold
dimension d to 7 for all three datasets. For configuring
MCC, we instantiated two versions—(5, 7)-MCC and (6, 7)-
MCC. These numbers were empirically determined based on
our budget. The implication of changing these parameters is
beyond the scope of this study.

Miscellaneous: For answering RQ3, we used the same
optimizer and the learning rate last used for training the
original model, and retrained for 20 epochs. We also split the
master suite into a selection pool and a test set by 1:2 ratio,
so that the retraining accuracy can be assessed with a separate
set-aside dataset. The size of test suite T was fixed at 1,000.

VII. RESULTS AND DISCUSSION

We present the raw data in Table II. The columns show
the coverage criterion used for constructing each test suite,
and the rows show the specific MUT. The score is measured
for the three evaluation criteria we proposed, and they are
presented together by three groups of nine rows. In each
row, the highest scores with and without prioritization are
separately highlighted with bold-face, and the higher score
(lower for MAE) between the two is underlined. Especially,
to illustrate how the failure-revealing effectiveness changes as
the size of the test suite grows, we visualized the correlation
in Table III. The efficacy with and without prioritization for
the same setting is presented in the Default and Prioritized
columns, respectively. The x-axis shows the test suite size
as it grows by the coverage-guided selection, and the y-axis
shows the cumulative number of failure-revealing test cases.
The baseline (solid black) is a random selection without any
guidance—with a truly random selection, the slope is equal
to the percentage of failure-revealing test cases in the master
suite. A coverage criterion is deemed effective if its average
slope is greater than that of the baseline; the steeper the
slope, the better. A line that stops before reaching the end
(x = 10000) means that the criterion failed to find additional
test cases from the master suite to improve coverage. This
is generally undesirable, since it is a sign that the specific
instance of a criterion is too coarse.



Model
No Prioritization With Prioritization

Rand MCC DSA NBC kMNC NC None MCC DSA NBC kMNC NC

1 2 1 2 3 10 20 1.5 3.0 4.5 1 2 1 2 3 10 20 1.5 3.0 4.5

Fa
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-R

ev
ea
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g

M-L .110 .071 .071 .207 .151 .014 .004 .018 .038 .001 .005 .005 .410 .209 .272 .239 .306 .025 .033 .099 .163 .012 .020 .023
M-N .115 .075 .077 .244 .191 .063 .022 .089 .107 .009 .013 .015 .310 .201 .247 .266 .295 .123 .087 .232 .290 .032 .040 .045
M-R .110 .077 .076 .266 .259 .045 .010 .039 .077 .019 .021 .019 .409 .221 .289 .263 .349 .116 .067 .180 .268 .067 .079 .069

C-L .114 .117 .115 .109 .114 .005 .013 .040 .073 .001 .004 .008 .245 .214 .232 .117 .160 .007 .041 .101 .164 .004 .016 .020
C-N .011 .114 .112 .155 .140 .039 .043 .093 .100 .012 .020 .024 .372 .297 .347 .253 .319 .050 .218 .337 .360 .060 .096 .118
C-R .112 .113 .116 .178 .138 .039 .036 .090 .101 .019 .037 .032 .433 .348 .402 .273 .351 .058 .214 .389 .414 .089 .163 .151

U-L .160 .345 .467 - - .204 .198 .199 .166 - - - .656 .402 .517 - - .248 .363 .523 .599 - - -
U-N .174 .500 .650 - - .354 .320 .296 .226 - - - .783 .535 .686 - - .411 .417 .631 .709 - - -
U-R .171 .309 .400 - - .155 .165 .350 .251 .100 .063 .044 .557 .311 .410 - - .159 .226 .398 .388 .125 .082 .046

Se
m

an
tic

B
al

an
ce

M-L .978 .951 .976 .921 .946 .848 .870 .865 .878 .796 .831 .895 .835 .904 .869 .766 .823 .790 .814 .828 .836 .713 .796 .836
M-N .980 .953 .979 .925 .953 .874 .910 .918 .953 .902 .921 .894 .865 .911 .875 .825 .871 .886 .864 .886 .881 .815 .856 .858
M-R .976 .976 .975 .977 .976 .967 .969 .972 .977 .960 .969 .951 .979 .977 .982 .972 .975 .980 .971 .977 .974 .961 .971 .972

C-L .990 .990 .989 .985 .991 .045 .972 .985 .989 .907 .946 .955 .806 .848 .819 .888 .892 .800 .864 .873 .886 .857 .820 .845
C-N .986 .989 .989 .991 .987 .989 .978 .988 .989 .943 .968 .975 .784 .852 .824 .881 .821 .855 .843 .822 .809 .835 .835 .847
C-R .985 .950 .977 .967 .981 .909 .917 .958 .972 .928 .924 .914 .897 .915 .989 .931 .926 .898 .885 .893 .894 .894 .898 9.883

U-L .637 .807 .770 - - .686 .684 .655 .645 - - - .643 .805 .770 - - .694 .701 .675 .674 - - -
U-N .642 .803 .764 - - .689 .724 .675 .654 - - - .868 .835 .789 - - .721 .837 .820 .846 - - -
U-R .641 .797 .766 - - .699 .753 .733 .687 .733 .761 .759 .689 .808 .769 - - .708 .771 .749 .720 .758 .777 .765

R
et

ra
in

in
g

E
ffi

ca
cy

M-L .990 .988 .988 .990 .991 .989 .987 .990 .990 .986 .987 .987 .990 .988 .988 .990 .990 .989 .989 .990 .990 .988 .988 .988
M-N .984 .987 .988 .992 .991 .990 .989 .989 .989 .989 .989 .990 .988 .987 .986 .988 .987 .987 .986 .986 .987 .989 .989 .987
M-R .994 .989 .991 .995 .995 .994 .992 .994 .994 .993 .993 .993 .996 .996 .996 .997 .997 .998 .996 .997 .996 .997 .997 .997

C-L .937 .937 9̇37 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937 .937
C-N .956 .957 .956 .956 .956 .955 .957 .956 .957 .956 .956 .956 .957 .957 .957 .957 .957 .957 .957 .957 .957 .957 .957 .957
C-R .961 .960 .960 .962 .961 .959 .961 .960 .961 .961 .960 .960 .965 .966 .966 .967 .967 .969 .969 .969 .969 .970 .970 .970

U-L .088 .088 .083 - - .740 .760 .074 .068 - - .094 .085 .091 - - .083 .084 .075 .075 - - -
U-N .039 .039 .039 - - .039 .039 .039 .039 - - - .041 .041 .041 - - .041 .041 .041 .041 - - -
U-R .057 .052 .049 - - .049 .048 .047 .046 .046 .046 .045 .050 .048 .048 - - .048 .046 .042 .041 .043 .043 .042

TABLE II: Three measures of effectiveness of each criterion (column), for each model under test (row). The acronyms used
in the Model column stand for M: MNIST, C: CIFAR-10, U: Udacity, and L: LeNet, N: Network-in-Network, R: ResNet.

A. RQ1: Failure-Revealing Effectiveness
Table III shows the correlations of test suites with different

coverage scores to the failure-revealing effectiveness of the
test suites. Irrespective of test prioritization, most of the lines
are above the baseline, indicating that coverage is positively
correlated with failure-revealing effectiveness. The relative ef-
fectiveness of coverage criteria was not stable across different
configurations. We will visit them case by case.

In the case of MNIST and CIFAR-10, without prioritization,
the effectiveness of criteria were roughly in the order of DSA1,
DSA2, and the rest. No white-box criterion purely based on
the structure was meaningfully more effective than random
baseline. In the case of Udacity, without prioritization, the
effectiveness of criteria were roughly in the order of MC2,
MC1, NBC, KMNC, and others. Here, the most effective
criterion was manifold coverage, with lower granularity MC1
being more efficient when the suite size is small, but plateauing
quickly just like with DSA, and DSA2 eventually becomes
more effective. One of the reasons why Udacity results look
very different from those of MNIST and CIFAR-10 is due
to the unique setting of Udacity test dataset, where the
training dataset and the master suite were set up differently
to simulate the scenario of a model being evaluated for its
generalization to a different environment. In these cases, cov-
erage criteria that are designed to incentivize novelty beyond
training dataset—such as MC1, MC2, NBC, N4.5—performed
well. The precedence among coverage criteria stays relatively
consistent across different models, except for k = 3 KMNC

in U-R–Default. Although the clear reason is not known, we
conjecture that the batch normalization [59] used uniquely in
ResNet is normalizing the distribution of the internal neuron
outputs, and that is positively affecting KMNC. For other
criteria such as NC, the efficiency was very high in the
beginning, as can be seen from the steepness of the slopes, but
was not able to differentiate after a certain point. It is likely
because NC is too easily achieved with a small number of
test cases, that the small number of remaining obligations are
satisfied only with corner-cases, which translated to initially
high failure-revealing effectiveness.

Most notably, a stark difference is observed between the
results with prioritization and the results without. In general,
the presence of prioritization was a much stronger contributor
to the effectiveness of a test suite than coverage criterion, the
effectiveness changing as much as 243% with prioritization
(C-R). With prioritization, combination with any coverage
criterion negatively affected the failure-revealing effectiveness.
In summary, the failure-revealing effectiveness of MCC is
comparable to those of white-box criteria. Also, when it
comes to the failure-revealing effectiveness alone, test priori-
tization was much more effective than coverage-based test
selection for test suites of the same size.

B. RQ2: Semantic Balance

A coverage criterion can be deemed to contribute to se-
mantic balance when the balance score achieved by a test
suite created with the criterion is higher than when the test
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TABLE III: Failure-revealing effectiveness of test suites constructed by each coverage criterion. The x-axis shows the size of
the test suite, and the y-axis shows the number of failure-finding test cases in each test suite.

suite is constructed randomly. The semantic balance for each
configuration is presented in the second rows of each model in
Table II. The balance score of random test suites are presented
in Rand column, and the scores of suites that are constructed
only with prioritization is presented in None column. The
scores of random suites for MNIST and CIFAR-10 are close
to 1.0 since the master suite contains exactly the same number
of test cases per each class. The scores of random suites
for Udacity, on the other hand, are much lower than 1.0 at
around 0.64, showing that the master suite is skewed when
compared to the training dataset. For every case, the balance
score decreased with prioritization, as shown in None column.
The white-box criteria were not particularly helpful in creating
a balanced test suite, whether with or without prioritization.
Some criteria such as NBC and NC negatively impacted the
balance in many cases. MCC, on the other hand, created test
suites of higher balance scores than Random; especially in
Udacity, the scores were around 0.8, where as the random suite
scored around 0.64. MCC was also effective in preserving the
semantic balance of the test suites under prioritization, even
under a shift in distribution. Other white-box criteria, on the
other hand, were shown to be less effective. In summary MCC
is more effective in creating semantically balanced test

suites than white-box criteria regardless of prioritization.

C. RQ3: Retraining Efficacy
The third rows for each model in Table II present the

performance of the model measured as classification accuracy
or MAE after retraining with the test suites constructed by each
criterion. The difference compared to baseline may seem trivial
for some cases, but even a small difference may translate to a
larger difference in actual operational environment, as demon-
strated in experiments by Rechet et al. [7], [60]. Without prior-
itization, the retrained models were more effective when tests
were selected with coverage criterion. For MNIST and CIFAR-
10, DSA showed the highest retraining efficacy whereas MCC
showed the lowest. Unlike in failure-revealing effectiveness
where prioritization had a huge impact, the retraining efficacy
were not consistently better with prioritization. We conjecture
that this phenomenon is caused by the prevalence of failures
that are caused by the same faults, but the exact reason
is unknown. The relative efficacy among criteria could not
be determined neither. In summary, coverage-guided test
selection, on average, showed marginally higher retraining
efficacy compared to random selection, but MCC was
worse than white-box criteria on average. No criterion was
shown to perform consistently better than others.



D. Discussion

Although our RQs were designed to compare our proposed
approach against others, our experiments revealed that there
are more fundamental issues with coverage criteria—their lack
of consistent effectiveness. We observed that many of the test
suites constructed with most of the white-box criteria except
DSA are not consistently more effective than random suites
of the same size. We also observed that test prioritization
for DNNs does much of what we hope for from a cover-
age criterion—help in constructing effective test suites. This,
however, does not completely discredit the utility of coverage,
as test prioritization assumes that one has access to more
tests than needed, and it cannot not quantify the quality of
a test suite. It was also shown that prioritized test suites were
not always more effective in retraining efficacy, contrary to
the results for failure-revealing effectiveness, indicating that
a superior failure-revealing effectiveness do not necessarily
translate to a better fault detection.

To discuss more about MCC, what is the implication of the
results on its practical utility? MCC showed advantage over
white-box criteria on semantic balance. When combined with
prioritization, its failure-revealing effectiveness was among
the highest. Given these results and the unique benefits of
black-box testing, MCC combined with prioritization can be
one of the best low-cost choice for achieving high failure-
revealing effectiveness and semantic balance. It is also possible
that a combination of these orthogonal approaches—black-box
testing, white-box testing, and test prioritization—may help
one construct test suites that are effective in every regards.

E. Threats to Validity

External: While we tried to ensure the variety of subjects,
they were limited to specific choices of task and DNN
architecture. Our findings may not generalize beyond tested
configuration, and especially should not be expected to gen-
eralize beyond image classification and regression models.
However, we believe that the choice of DNN architecture
and the techniques employed within those networks is quite
representative for image classification and regression tasks.

Internal: As can be seen from the result that test priori-
tization changes the efficacy of criteria, the ordering of test
case selection matters, and our comparison is not free from
the effect of ordering. Also, the upper bound on test suite size
was arbitrarily chosen. The efficacy of the coverage criteria
was shown to be highly sensitive to many factors such as the
type of task, the choice of test dataset, the architecture of the
MUT, and configuration of coverage criteria. For the scope of
the present work, we did not attempt to reveal the full nuances;
a more elaborate study is required to understand the influence
of all the factors on the efficacy of the coverage criteria.

VIII. RELATED WORK

Coverage Criteria for DNNs: With the increasing use of
deep learning in the real-world, the need for testing learning-
enabled systems and measuring the adequacy arose rapidly [8]
leading to the recent development of a host of new coverage

criteria [21]–[30]. The efficacy of these criteria were evaluated
in their own contexts—such as adversarial testing or synthetic
test input generation—and thus it is not possible to answer
which criterion is the most suited for a given application
context. Li et al. [61] raised questions about using NC for
adversarial testing, showing that the high (adversarial) failure-
revealing capability conjectured for neuron coverage is not due
to the strength of the criterion. Harel-Canada et al. [62] further
investigated the utility of NC for synthesizing test inputs,
and showed that it is negatively correlated with characteris-
tics desired of a synthesized input, such as failure-revealing
efficacy and naturalness. Abrecht also studied the effectiveness
of NC in test generation and reached a similar conclusion [63].
However, none of the works have compared the effectiveness
of the coverage criteria in the context of test suite construction.

Testing for Generalization: Since the discovery of adver-
sarial examples [64], [65], adversarial attacks and defenses
have been hot research topics [12], [66]. However, adver-
sarial robustness determination based on deliberately created
attacks does not necessarily translate to better performance
of the models on real-world data distribution [18], and thus
recently generalization has been attracting more attention
under different names: common corruption robustness [15],
generalization [7], [60], and natural adversarial examples [18].
Some recent works acknowledge the importance of gener-
alization to realistic real-world data, and either attempt to
generate new test cases [67], [68] or measure the efficacy of
coverage criterion for realistic test inputs [30]. We believe
that testing research should pay more attention to testing
for the generalization of the model rather than contending
with the discovery of adversarial or unrealistic test inputs, as
evidence suggests that adversarial examples are pervasive and
no practical defense method exists yet [61], [69].

Manifold-based Approaches: the idea of using manifold
for assurance activities, including as a means to assess cov-
erage, is proposed [33], and explored in multiple works [68],
[70], [71]. Byun et al. [68] explored the idea of generating
test cases from manifold using VAE, but the manifold was
searched randomly without any notion of coverage over it.

IX. CONCLUSION

We provided a rigorous definition a new black-box coverage
criterion for testing ML systems and systematically evaluated
its effectiveness by establishing metrics for assessing coverage
criteria on generic properties of interest. Empirical comparison
with white-box criteria showed that the new criterion is
effective for creating a semantically-balanced test suite with
similar fault-revealing ability. The experiments also revealed
the weaknesses of ML coverage criteria in general, and the
need to further investigate the impact of various factors that
influence their effectiveness, an area for future work.
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