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Executive Summary

This paper examines the impact that denial of Global PasitgpSystem (GPS) services would
have on the operation of Small Unmanned Aerial Vehicles (&&)Aised in law enforcement ap-
plications. Autonomous operations of SUAVs requires cardus and accurate measurements of
the vehicle’s position, velocity and attitude (orientadio Existing commercially available SUAV
autopilots rely on GPS for determining position and velpciihey determine attitude using a GPS-
aided Inertial Navigation Systems (INS). This means thateng autopilots will have difficulty
navigating, guiding and controlling SUAVs when GPS is urilabde. The unavailability of GPS
is a credible fault mode which SUAVs need to be robust against

GPS can become unavailable in a given geographical areaseoé Radio Frequency Inter-
ference (RFI) or a spoofing attack. RFI can be the result aftantional, off-band transmissions
by otherwise legitimate radio equipment (e.g, radios, T¥aicasts, radars, etc.) or a malicious
jammer. The effect of RFI is to createGPS-stressedr GPS-deniecgenvironment. The former
is an environment where the quality of GPS is degraded (etgrmittent availability, less accu-
racy) while the latter is one where GPS is completely unesablspoofing attack is one where a
malicious transmitter broadcasts a GPS-like signal wighititent to deceive GPS users.

For dealing with GPS-stressed environments we proposeg@eiuvector tracking GPS re-
ceiver deeply integrated with Inertial Navigation SystdiS). This is an existing technology for
which some military products exist. The existing solutiohgwever, use export controlled sen-
sors, are costly and may not satisfy the Size, Weight and P(BWaP) requirement of SUAVS.
Thus, developing a prototype of a low cost system which natieg a software-defined vector GPS
receiver with inertial sensors is proposed.

To deal with the GPS-denied condition, a non-GPS backupterrate navigation system is
proposed. The proposed system is an aided-dead reckoniigata which fuses inertial sensors
with an aiding sensor. A system that is very similar to thegmoposed has been successfully tested
in a General Aviation application. The key to adopting thistem to SUAV applications hinges
on identifying candidate aiding systems. Accordinglyrfpatential aiding systems are identified:
Vision or camera-based navigators; cell phone signalébaseigators; cooperative navigation
systems; and signal of opportunity navigation systems. akhantages and disadvantages of the
various approaches and what SUAV mission they will be sletadr are identified.

To deal with the spoofing attack, we propose using a GPS saythentication system. An
example of such a system has been developed by the authdrs efhite paper for cargo and
ground vehicle tracking purposes. With minimal modificatihis system architecture can be
integrated into SUAVs and the ground station used to opé¢hnata.

A potential work plan for developing and testing prototypéshe GPS backup navigators is
proposed. The outcome of the proposed work will be, in parigivelop requirements that can be
used by avionics manufacturers in developing SUAV autepilhich can deal with GPS-stressed,
GPS-denied and GPS-spoofed environments.
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1 Introduction

This paper examines the impact that denial of Global Pasitp System (GPS) services would
have on the operation of small unmanned aerial systems ($UABe term UAS as used in this
paper is taken to mean a system consisting of an unmannexd aehicle (UAV) and associated
support systems including a ground station and data linkV4Jgpan a wide range in size and
complexity, where some of the largest ones such as the Ghtdak, Predator or Reaper, weigh
several thousand pounds and are large enough to requireséhefuan airport for launch and
recovery operations. For the applications considered, libecUAVs in question are small and
in the 5-to-10-Ib weight range. We will refer to these vebschs small UAV or SUAV hereafter.
SUAVs are small enough to fit in the trunk of a law-enforcensentad car for easy transportation.
Therefore, they do not require large infrastructure fonduand recovery operations. They fall
in the the so-called “Class I” category of UAVs as defined ih [hey can be operated remotely
by a human operator or autonomously by an automatic pilag.iot uncommon for many SUAS
that can operate autonomously during a major part of theisimin to nevertheless require a human
operator for the launch and recovery phase of operatiorthidrpaper we will further restrict our
focus to SUAS operations in support civilian law enforcetregplications. In these applications
UAVs are used as mobile sensor platforms which can be useeintotely gather data, inspect
infrastructure, or serve as nodes & hoccommunication networks during emergencies [2] - [5].

1.1 GPS: Key Sensor for Navigation, Guidance and Control

Autonomous operations of SUAVs requires a continuous acdrate measurements of the ve-
hicle’s position, velocity and attitude (orientation). éde three quantities together are formally
referred to as the UAV'siavigation state vectoor simply the UAV’'sstate The UAV’s naviga-
tion and attitude determination systems directly measur@directly estimate these states and
make them available to guidance and control systems. Thiéigrostate estimates are used by
the guidance system to define a safe path (or waypoints)dghrthe sky consistent with the goals
of the mission instructions uploaded by the operators frieenground station. The velocity and
attitude estimates, on the other hand, are used by the tepstem to determine how the the con-
trol surfaces and throttle should be manipulated to enfwgdJAV follows the guidance system
instructions. The relationship between navigation, gutgsand control is schematically depicted
in Figure 1 which is a functional block diagram of a typicalAUautopilot such as Could Cap’s
Piccolo [7]; Micropilot's MP2:28 family of autopilots [8]; the open source autopilot Payaar |
[9]; or the Microbotics autopilot based on the MIDG INS/GP&kage[10].

As can be seen in this figure GPS is the key navigation sengbitas an integral part of
virtually all low cost avionics aimed at SUAV operations.idta low cost, off-the-shelf solution
for measuring position and velocity accurately. While GRS be used to directly and accurately

1GPS is Global Navigation Satellite Systems (GNSS) maiethand operated by the United States Department of
Defense. At present the only other operational GNSS is thesiBno Federation’s GLONASS. In the near future one
regional system and two additional global systems will Imee@vailable. The regional system is Japan’s Quasi-Zenith
Satellite System (QZSS). The two global ones are China®sy&nown as Compass or Beidou and the European
Union’s system called Galileo. While the focus of this paigesn GPS, the ideas presented are equally applicable to
the other GNSS. More importantly and as will be discusseat latthis paper, the availability of multiple GNSS does
not solve the GPS- or GNSS-denial problem. This is becahee/drious GNSS use signals that are similar in design
and close in frequency. Thus, in a given geographical argmegammer or interference source can potentially block
all GNSS signals simultaneously.
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Control » & > GPS + Other
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Loop
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Figure 1: Block diagram of the navigation, guidance andmitop of a generic SUAV Autopilot.
Note that GPS is a node in the navigation, guidance and ddotp. Its unavailability directly
affects navigation and guidance while it indirectly affecontrol.

measure attitude, it not normally used for this in SUAV apgiiions. This is because measuring
attitude this way requires multiple GPS receivers with anés spaced far apart on the vehicle [6].
Most SUAS are not large enough to allow installation of wydgtparated antennas. Therefore, the
more common approach used for attitude determination in\&U#ato use the combination of a
single GPS receiver/antenna and a low cost Inertial Naoig&ystem (INS). This combination is
called a GPS-aided INS.

1.2 GPS-Aided Inertial Navigation Systems

Inertial Navigation Systems or INS are systems which datezrposition, velocity and attitude
of a vehicle by measuring its acceleration and rotationsrat€éhe sensors used by an INS to
measure acceleration and rotation rates is called anddhkteéasurement Unit (IMU). Since an
INS relies on an IMU that is installed on the vehicle and doessraquire interaction with any
information outside of the vehicle, they are self-contdimavigation systems that can be used
in all environments (i.e., underwater, in buildings, caws). While this is the strength of INS,
their primary weakness is that the position, velocity ariduate solution they provide have errors
that tend to drift with time. This requires that they are pditally “reset” by another navigation
sensor or external information. The rate at which the erdoifs depends on the quality (and,
thus, cost) of the IMU used. A rough rule of thumb for INS ergoowths is given in Table 1
and the monikers listed in the table are used to identify M&.IBecause of Size, Weight and
Power (SWaP), as well as cost consideration, most SUAV datspse IMUs in the quality range
described as “automotive/consumer” category. The pasiiaft on INS that use this grade of
IMU is greater than of 50 meters (150 ft) per minute.

In view of this limitation of INS, virtually all SUAV autopits use GPS-aided INS for the
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Quality Moniker Position Error Approximate Typical Applications
or Label Drift Rate (km/hr) System Cost Used in
Strategic Grade less than 0.001 $10,000,000+ Submarines, ICBM
Navigation Grade 15 $50,000 - $100,000 Aircraft navigation
Tactical Grade 20-100 $10,000 - $20,000, Smart munitions
Automotive/Consumer Grade 100 + $100 - $10,000 Cars, UAVs, Toys

Table 1: Quality moniker and rule of thumb for INS/IMU dritttes. Without any aiding, a “navi-
gation grade” or “strategic grade” IMU would be required tatoh the performance of GPS.

navigation system. GPS is used to periodically reset thé&iposand velocity estimates made
by the INS. This information allows to indirectly correctetlattitude errors as well. Therefore,
the combined GPS/INS system provides a drift free estimigp@sition, velocity and attitude. A

generic functional diagram of a GPS-aided INS is shown imfE@. As will be shown later, when

GPS is unavailable, the architecture shown in Figure 2 vellento be modified. The purpose of
this paper is, in part, to discuss how this architecture eambdified to support operations in
environments where GPS is not available.

i RF & Code Tracking P ]

— oL L
NCO & Ap) GPS PVT _ GPS
Code Generator’ Filter © Only

_ Carrier Tracking r

el ; P
GPS Receiver
[
. . . Instrument Corrections
PVT = Position, Velocity &Time v GPS/INS
Sensor GPS/INS . Position, Velocity

=

Compensation Blend Filter & Attitude

Solution

GPS/INS Integration Kalman Filter

IMU
Accelerometer Sensor INS PVT o INS
g Algorithms © Only

Inertial Navigation System (INS)

Figure 2: Typical architecture of a GPS-aided INS found irsti®UAV autopilots.

1.3 Performance in GPS-Denied Environments

Table 2 lists some commercial, off-the-shelf GPS/INS systthat are used in both small and large
UAVs. The third column identifies a key performance metrictfe systems which is the expected
position and attitude error drift rate if GPS becomes urale. This is sometime called the
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“free-inertial coasting” or “stand-alone inertial modegnformance of the INS. What is apparent
from this table is that while there are some GPS/INS systehishacan operate satisfactorily for
some time after GPS is lost, they do not satisfy the SWaP drcoostraints of most SUAVsS. For
example, despite being very accurate in stand-alone ahentbde, Rockwell Collins Athena 611
Integrated Flight Control System [12] can be prohibitivenfra SWaP perspective. The cost of this
unit also precludes its use on low-cost UAV applications. t@mother hand, lower end systems
such as the MiDG IIC [10] and the MTiG-700 [11] have such a poavigation solution during
extended GPS outages that they can only provide attitudé@olhich is crucial to maintaining
UAVS stability. The attitude solution during these outagassually obtained using methods such
as described in [6] or [13] - [15] and relies on additionals®s such as magentometers and air
speed sensors available in most IMU packag@&sus, while it is possible to provide and backup
attitude solution during GPS outages, it is not clear howmnoeides a similar position and velocity
solution. The purpose of this paper is to discuss this prolilemore detail and suggest potential
solutions.

Size, Weight, & Inertial Coasting
Product Power Performance (RMS) Cost
5.17 x 2.34” x 0.76” Position Error: N.&
* Piccolo SL/Crista IMU 0.24 Ibs Pitch & Roll Error> 0.6° $7,000
% 4 W max Yaw Error:>1.8
17
) 1.5" x 0.8” x 1.7" Position Error: N.&
‘g MIDG IIC 0.12 Ibs Pitch & Roll Error> 0.4° $6,750
o 1.2 W max Yaw Error>2.0°
2
o
— 0.06” x 0.04” x 0.02” Position Error: N.A&
Xsens MTiG-700 0.12 Ibs Pitch & Roll Error>1.0° $4,950
<1lWwW Yaw Error:>1.0°
(2}
g 5.9” x 6.6”7 x 3.5” Position Error: 7.2 m/min $25,000
5 NovaTel SPAN CPT 1.41bs Pitch & Roll Error: 0.09min +
u>)‘ 15 W max. Yaw Error: 0.9/min antenna
©
c
'_-'CJ 6.1” x 47 x 6.8” Position Error: 1.5 km/hr
=) Rockwell Collins Athena 611 <10 Ibs Pitch & Roll Error: 0.09%hr  >$100,000
I 18.5 W nominal Yaw Error: 0hr

Table 2: Commercial Off-the-shelf INS/GPS Systems

2We should note that while there are other approaches usegtéontine attitude using low cost IMUs aided by
other sensors such as magnetometers, these methods aserabtist as the GPS-aided INS solution. For example,
they may generate an erroneous solution if the SUAV is opdrat turbulent air where the vehicle is makingn-
coordinatedurns. While they are suitable for a backup mode of operdtiey cannot be considered a primary mode
of attitude determination

3During GPS outage, the system degrades to AHRS mode wheredeift due to integrating rate gyro output is
arrested using aiding sensors such as a magnetometer anced@rameter triads. Position error drift rate is typigall
greater than 50 m/min.
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1.4 Problem Statement and Paper Organization

In view of the discussion above, it is apparent that the ometil availability of the GPS signal is
indispensable for safe operation of SUAV. The loss of it wicaffect the ability of these vehicles
to navigate safely and be controlled safely. It is well knpWwawever, that GPS (and any other
GNSS) is susceptible to unintentional Radio Frequencyference (RFI) or malicious jamming
and, thus, leads us to ask the following questibiow can we make SUAVs immune or robust to
the loss of GP3 The purpose of this paper is to examine this question in stetels. It will
also suggest avenues of research and inquiry that shouldriseqa in order to start developing
technical and operation solutions to mitigate this vulbéity of SUAVs to GPS outages.

Accordingly, the remainder of this paper is organized akwa: First, in the section that
follows we will describe the issue of GPS vulnerability téerference and jamming while making
a clear distinction betweeBPS-stressedndGPS-denieaperations. In Section 3 we will discuss
solutions for dealing with SUAV operations in the GPS-segsenvironments. As we will show,
dealing with GPS-stressed environments may not requieenate, non-GPS, backup navigation
system. Dealing with operations in GPS-denied environsjaart the other hand, will require a
backup navigation and attitude determination capabi#i/such, Section 5 will identify candidate
backup systems and discuss their pros and cons relative A $perations. Finally, we will
discuss some suggestions for future research which wil ae$wer the need for a GPS backup in
support of SUAV operations.

Note that another important issue that must be addressedeb®UAVs can be used for law
enforcement operations is how they can be integrated itdNtitional Airspace System (NAS).
In particular, the so-called “sense-and-avoid” problen thitigation of collision risk associated
with it will have to be addressed. While these issues are itapband will be briefly addressed in
Section 5.4, a detailed discussion of them is beyond theesabthis white paper. The interested
reader can find a detailed discussion of these issues irsesgsgive papers such as [16] and [17].

2 GPS Wulnerability

GPS is a GNSS operated by the United States Department oh&e{®oD) which was declared
operational in 1995 [18]. This system uses a constellatidviemlium Earth Orbit (MEO) satellites
which broadcast a continuous signal modulated on L-ban+faglquency carriers. The signal
civilian users of GPS need for positioning is broadcast caraer called’; with a center frequency

of 1575 MHz. A second carrier calleh, at 1226 MHz is used to broadcast signals which can be
accessed by DoD authorized users only. Since the positicthe gatellites are precisely known,

a terrestrial user can determine their position accurdiglgrocessing the ranging signals from at
least four of the GPS satellitésErom the point of view of a SUAV, the threats that can deny the
use of GPS can be divided into two categories: Radio Frequaterference (RFI) and spoofing.

2.1 Radio Frequency Interference (RFI) and GPS

The GPS signal broadcast by the satellites is inherentlyvaplower signal. The signal power
seen by terrestrial user is -160 dBw and is due to the factttieaGPS satellites are very distant
(approximately 20,000 km above the surface of the Earth).tH&ytime their signal arrives at a

4At least four ranging signals are required as the problenositipning using GPS has four unknowns that need
to be solved for: the three position coordinates of the ugdrtiane.
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terrestrial user, it has traveled a large distance and has dgread over a large area of Earth.
In more intuitive terms, this situation is analogous to tlogver received in Los Angeles from a
60 Watt light bulb in located New York city. In practical tesnthis means that the GPS signal
received on Earth is below the ambient background noise.fl@®S receivers are capable of
extracting the signal out of the ambient noise floor and @esiog it. However, if the magnitude
of the background noise floor is elevated, GPS receivershaile problems extracting the signal.
Equivalently, if the background noise floor remains the shotehe GPS signal is attenuated on its
transit from satellite to user (e.g., by interference froimeo radio-frequency signals of the same
frequency or by obstructions such as buildings, trees, thieyeceiver may have problems tracking
it.

Attenuation of the GPS signal caused by obstructions subhifting and trees is problematic.
Its effect is normally temporary and cleared when the usera®®o a new location where there
are no obstructions. Furthermore, for SUAV operations igisot a serious concern as most op-
erations would be above obstructing structirédore problematic is attenuation caused by other
interfering radio signals which includes so-callgidie bandor white noisanterferers or jammers.
These are radio-signals that increase the ambient noise Tlbey are more problematic because
it does not have to be very strong to affect a receiver'stgtidi track the weak GPS signal. This
means any “stray” radio signal from legitimate devices ansmitters can potentially interfere
with GPS. We use the term “stray” to distinguish that therifiet@nce with GPS may not be inten-
tional. For example, failed or low quality electronics in @herwise legitimate device can cause
stray harmonics which will interfere with the GPS signalheit vicinity. This is in contrast to an
intentional jammer which deliberately generates a signaftect or impede the performance of
GPS receivers in a given geographical drea.

Whether it is an un-intentional interferer or intentionaimer, the effect is the same. Fur-
thermore, since the GPS signal received by all users isecbon the samé, frequency, a single
interferer can affect all the GPS users in a given geographrea. We will use the the term Radio
Frequency Interference (RFI) for any radio signal (intemél or un-intentional) that affects the
ability of GPS receivers to track the signals required fangation. The RFI can be a radio signal
at a discrete frequency (“narrow band” or “tone”) or a widmt signal that elevates the noise
floor. The key pointis to note thatsangleRFI source can deny GPS serviceslicusers in a given
geographical area.

2.1.1 GPS-Stressed vs. GPS-Denied

The effect of RFI on GPS in a given geographical area is teeimake it difficult for GPS re-
ceivers to track the signal or prevent them from trackindlitagether. We will call the former
scenario &PS-stressednvironment and the latter@PS-denieegnvironment. In a GPS-stressed
environment the GPS signal is altered from its nominal attarestics. Unless special measures
are taken, in a GPS-stressed environment conventionaveesevill not be able to track the signal
properly. The result can be an intermittent GPS positiontswi or inaccurate position solutions.

SThere are operations where this could be a problem. For eeasgarch and rescue operations in steep-walled
canyons can cause signal GPS signal obstructions. In additiere have been envisioned concepts of operation where
SUAVs are used to inspect infrastructure such as bridgedama. In this case, the infrastructure being inspected can
end up obstructing the GPS signal.

5The GPS constellation is being replenished by newer dateliapable of broadcasting two new civil signal: One
on L, called L2C and a second new one calledat 1176 MHz. Therefore, future civilian users will have a&ax®
three signals which is expected to increase accuracy aetity enhance GPS robustness to RFI.
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There are numerous existing and emerging technical sakitidich will allow continued perfor-
mance in GPS-stressed environments. On the other hand, RSadénied environment RFI has
rendered GPS completely unusable. Receivers, regardi¢issiotype, will not be able to track
the GPS signal. If the RFI source cannot be located and el then the only way for a SUAV
to operate in a GPS-denied environment is to revert to a Ne§;@lternate or backup navigation
system.

Note that a single RFI source can lead to presence of GPSsstteand -denied environments
simultaneously. For example, consider the scenario dapict Figure 3 which shows the effect
of a single RFI source or jammer located at a generic downtvgort. How far away a SUAV
is from the RFI source will determine whether it is operatinga GPS-stressed or GPS-denied
environment. Closer to the RFI source it will be a GPS-derimdronment. As one moves farther
away from the RFI source, the/r? drop-off of RFI signal power will lead to a slow transition
into a GPS-stressed environment. Even farther away, onétrgnsition into a GPS-normal
environment. The size of the GPS-stressed and -denieddsibbbwn in Figure 3 depend on the
strength of the RFI source.

GPS-Denied Region
(Brown)

x

GPS-Stressed Region
(Light Blue)

Figure 3: GPS-stressed vs. GPS-denied environmentsingsiibom the presence of a single
RFl/jammer source.

2.2 GPS-Spoofing

GPS-spoofing is a denial of service attack whereby a mabkagmtity generates a GPS-like signal
to mislead GPS receivers in a given geographical area. Thetedf this is to make receivers
“believe” that they are located somewhere other than tretirad location. Spoofing attacks are
less of an issue for military users of GPS because they haessdo an encrypted code on the
GPS signal which allows them to reject spoofers. This erterypode on the current GPS signal
is called the P(Y)-code and is sometimes referred to agttieSpoof Modul¢18]. In the future a
new code called the M-code will supersede the P(Y)-codesThoD authorized users are more
immune to spoofing attacks.
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GPS-spoofing is of more concern for civilian users and spatiéthods for dealing with it are
discussed later in Section 4. At this point, it is sufficiemtbte that we believe SUAVs should be
equipped with a method for detecting the presence of a spddfee a spoofer has been detected,
the GPS receiver on the SUAVs should either attempt to igtimraatellite signals that are known
to be spoofed or issue an alarm and return to base.

3 Dealing with GPS-Stressed Environments

As noted earlier, GPS-stressed environments are ones ohulie GPS signal strength has been
attenuated by RFI. Developing GPS receivers that can asmtmoperate in a GPS-stressed envi-
ronment has been the subject of research for some time. Asil, rgeveral techniques for dealing
with GPS-stressed environments have emerged. Of theselldgghiight two techniques that can
potentially be used on SUAVs to allow operations in GPSssid environments: Vector tracking
GPS receivers and cooperative/assisted GPS.

For completeness we note that there is a third way to deal @GRB-stressed environments
which may not necessarily be practical in SUAV applicatioRsis is the method of using antennas
which adaptively adjust their gain to null or attenuatelifeeng signals. Such antennas are called
Controlled Reception Pattern Antennas or CRPAs. There &éas & considerable amount of work
done to develop CRPAs over the years and there are severahemmally available products.
While CRPAs will enhance performance in GPS-stressed @mvients, they are not the solution
for GPS-denied operations. Furthermore, from a SUAV pdiniew, CRPAs may not be a viable
solution because most of the do not satisfy the SWaP conttrand/or are very costly.

3.1 Vector Tracking GPS-Receivers

Vector trackings an advanced way of processing GPS satellite signals vemkbhnces robustness
to RFI. To understand how vector tracking provides an addadyim against RFI requires com-
paring it to conventional GPS receivers. Conventional G&t®ivers process the satellite signals
internally using an architecture callsdalar tracking The key feature of scalar tracking is the fact
that each satellite’s signal is tracked independently bypgles channel dedicated to that particular
satellite. This is shown in the functional block diagram d&BS receiver shown in Figure 4. In
the digital portion of the receiver (shown in blue), sevg@alallel channels for signal acquisition,
tracking and data demodulation are shown. Each channelépendent in that there is no infor-
mation exchange between them. In contrast, Figure 5 showscéidnal block diagram of a vector
tracking receiver. In vector receivers all the satellitesteacked simultaneously using an estimator
(normally an Extended Kalman Filter). This simultaneouscpssing of signals helps because, for
example, a satellite whose signal has been attenuated bgdRAbe aided by information from
the other satellites. In the event all satellites are adiédty RFI, their signals can all be “pulled
together” to increase their effective power. More detaildlte workings of vector vs. scalar GPS
receivers can be found in [19, 20].

The benefits of using vector over scalar GPS receivers caedeitwe consider Figure 6.
This figure shows the performance of a vector tracking recdiva GPS-stressed environment.
The figure shows the results of an experiment where satsltiteals collected from a GPS an-
tenna at a given location were recorded and later “playel’badoth a conventional scalar GPS
receiver and a vector receiver. Note that vector receiversat readily available on the market
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Figure 4: Function block diagram of a conventional GPS rexei

today. The playback was done in a software-defined labgratatotype of a vector receiver de-
veloped at the University of Minnesota [21] as part of Dement of Homeland Security (DHS)
sponsored research. We assess the capability of the rebgigalculating the difference between
the position solutions generated in a GPS-stressed emveotrelative to that in a GPS-nominal
environment. Viewed another way, we are determining howhmudegradation relative to a normal
GPS environment occurs when the receiver is operating inl@Rkronment.

Figure 6 shows the result of this comparison where a vectmiver is attempting to track a
signal with various attenuated power levels due to RFI.iAtegion of power to those levels shown
in Figure 6 are not uncommon in urban settings. What this éigamows is that the signal can
continue to be tracked if a vector GPS receiver is used. Vgoadar or conventional GPS receivers
would stop working at signal-to-noise ratios of less tharBoHz, vector receivers will continue
to work. Even though the accuracy of the position solutiom @kctor receiver degrades as the
the signal power becomes smaller, it can still be used toegaid SUAV out of a GPS-stressed
environment.

4 Dealing with GPS-Spoofing

As noted earlier GPS-spoofing is a denial of service attackrelhy a malicious entity generates
a GPS-like signal to mislead GPS receivers in a given gebgralparea. The issue is more of a
concern for civilian users since DoD authorized users dirdemve a means for dealing with this
threat. Recently there has been a number of research effioick have explored inexpensive ways
by which civilian users can counter spoofers [22] - [28].

What these works have shown is that simultaneously spoofiritipie users that can commu-
nicate with each other is difficult. This means that a SUAM th&n contact with and can exchange
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Figure 6: Performance of a vector receiver in a GPS-strems@donment. GPS-stressed environ-
ments are those where the carrier-to-noise power denartdess than 45 dB-Hz.

information with other SUAVs or ground-based users will f@allt to spoof. Stated in a different
way, while spoofing attacks are indeed credible there ar&adstfor easily countering them on
a moving platform such as a small SUAV. The methods discussftb] and [26] can easily be
implemented in next generation receivers to detect an@ igsw@alarm in the event of a spoofing at-
tack. More relevant to SUAV applications, the system désctin [28] and shown in Figure 7 can
be used to protect against spoofing attacks. In this systemitecture, the SUAV will periodically
send samples of the GPS signal it is using to a trusted authémt The samples can be sent over
a dedicated data link or a cell phone connection. The auttaat then determines whether the
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GPS signal being used by the SUAV is genuine or forged by afepobhe check involves looking
for watermarks that exist in the the current GPS signal. Aqiype of this system built by the
University of Minnesota has been tested and shown to be aloletect a certain class of spoofing
attacks [28].

GPS Satellite \ﬁ

Authentication Site

§ \ (DHS or Law Enforcement)

0

Collocated Differential
GPS & Cell Phone

Tower ’_‘

«—2z—> [l

=

Cell Phone Tower

Figure 7: System architecture of a GPS signal authentidat@rotecting against GPS-spoofing
attacks.

It should be noted that while itis not technically a spoofitigek as defined above, the situation
where GPS is being used to track the whereabouts of a remeteresents a similar challenge
that has to be dealt with. To illustrate this point, consitter scenario where we are interested
in tracking the position of a SUAV launched by someone othantus. This is something, for
example, that the Federal Aviation Adminstration (FAA) webdo for air traffic control purposes
when UAVs are operating in controlled airspace. Anothenade where this might occur is close
to a border where a SUAV is being used for civilian purposeklaw enforcement wants to track
its position continuously so that it is not used for illegatiaties. Use of radar to track such
vehicles is impractical and a more likely solution would beuse periodic GPS position reports
the SUAV makes. In this case, spoofing is a very credible thréhe SUAV with an associate
on the ground can use a spoofer to generate a false posiport.r& hus, those that are tracking
the SUAV will think it is one location when in reality it is s@where else. Once again, however,
methods such as those in [23, 28] can be used to deal withtieiatt

In summary, GPS-spoofing is a credible threat that needs telée with. While it is possible
to spoof a GPS receiver on a SUAV to believe that it is somegvhkse than it really is, countering
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such threat is straight forward. A more sinister threat esg¢hse of remote user whose positions
are being tracked using GPS position reports. In this casppafer can be used to easily forge
position reports. Methods designed to work with the cur@RSS signals [28] as well as those
intended for future satellite signals [27] will be able tadeith this threat.

5 Dealing with GPS-Denied Environments

For SUAV operations the GPS-denied environment preseatsithst severe challenge. In a GPS-
denied environment RFI has rendered GPS completely ureiaatl thus, any GPS receiver will be
incapable of tracking a signal. The only way for a SUAV to @terin a GPS-denied environment
is to revert to an non-GPS, alternate or backup navigatistesy. In what follows we will discuss

potential non-GPS navigation systems that can serve akappagstem in the event GPS is denied.

5.1 GPS-Denied Navigator Architecture

In GPS-denied environments the typical SUAV autopilotdeshgavigation system architecture
shown in Figure 2 will have to be reconfigured to a system tbakd like that shown in Fig-
ure 8. The architecture shown in Figure 8 is very similar toystesm described in [29] which
was flight-tested successfully as a backup navigator fore@rAviation applications in GPS-
denied scenarios. In simple terms, this system uses a dekoiniag navigator which fuses air
speed measurements with an attitude solution derived froAtttude Heading Reference System
(AHRS). The AHRS generates an attitude estimate by fusitegggro measurements with mag-
netometer, airspeed and accelerometer measurementsnusthgds described in [6]. Since the
air speed/AHRS dead reckoning solution drifts with timejqdic updates from an aiding system
are used. The aiding system is some form of a position fixirsgesy as shown at the bottom of
Figure 8. In the case of [29], the aiding system used was Distdleasuring Equipment (DME) .
However, for SUAV applications DME may not be an appropreiting sensor. This is because,
in part, because DME signals are not always available atltiheces and environments in which
SUAV are expected to fly. Therefore, other candidate aidysgesns need to be used. In the lower
right corner of Figure 8 potential candidate aiding systamisable for SUAV applications are
identified. In the discussion that follows we discuss eadahafrthese aiding systems.

Before we proceed, it should be noted that it is unlikely #natickup system will perform at
the same level as GPS with respect to accuracy. It is ourfliblig the backup system should be
seen as a system that allows the SUAV to navigate out of a @R&d environment and return to
base. That is, is should be a system that allows the SUAV tapherically “limp back home.”
Expecting a backup system that is as good as GPS may not losticeat least for now. While
it is possible that such system will become available in thtare, waiting until such a system is
realized would be to postpone reaping the real benefits #rabe realized from using SUAVS in
law enforcement operations today. The approach takensmtper is that of viewing the backup
system as a method that allows an SUAV to return to base saf¢he event GPS is stressed or
denied. We do not view it as a system that will allow launchangission when it is knowa priori
that GPS is unavailable.
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Figure 8: System architecture of a GPS-backup, aided deadmang navigator.

5.2 Vision-Based Navigation

Vision-based navigation systems determine the positiohadiitude of a user from images taken
by a digital camera. Since the process of taking a digitalgenand extracting a position and
attitude solution is a computationally intensive processrent computers that satisfy the SWaP
constraints for SUAVs will not be able to generate a visiasdd solution at a high rate. Thus,
on their own vision-based navigation systems cannot be fase2lUAV navigation, guidance and
control. If the high update rates required for SUAV contna aecessary, vision-based navigation
system will have to be coupled with an INS or dead reckonirggesy. When coupled, the INS or
dead reckoning system will provide the high rate positiod attitude solution needed for SUAV
navigation, guidance and control. The vision-based n&wagasolution is used periodically to
provide updates which bound the drift of the INS or dead rackg solution.

5.2.1 Description of the Method

In operation of a vision-based aiding system, the first thivag happens is that a camera takes a
picture of the scene below the SUAV. Then the image is praecely a feature extraction program
to identify and catalo@eature pointsThe feature points are objects in the image that can beyeasil
identified as discrete entities. For example, a manholeraoven image may be a feature point.
Note that sometime feature extraction programs will idgrai collection of points that do not
necessarily constitute a discrete object as a feature.uatsin like this would be, for example, if
part of a manhole cover and a lane marking next to it were luhbpgether as a feature. Regardless,
once the features are identified, they are cataloged anelisitoa temporary database. How these
feature points are used to determine position and attitegemdls on whether the vision-based
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| Vendor (Model) || Est. Price (USD) Size (W x H x L) (mm)| Weight (g) | Power (W)]

Elphel 353 $3,000 44 x45x 118 235 2.4-5.8
Intersense 1S-120( $1,000 47.7x29.4x25.8 58 1.7

Table 3: Specifications for the Elphel 353 Intersense 1k20nera-IMU systems.

navigation system is operating in absolute mod¢30, 31] orrelative modg32].

In the absolute mode the vision-based navigation systeindeiermine the global position
coordinates (like GPS) of the SUAV. It does this by compatiing just-captured image with a
reference image and matching feature points in both imabes.reference image is an image of
the area below the SUAV which includes the scene just cagtoue was prepared before hand.
This preparation includes assigning position coordintiesach point in the image. For example,
if the there is a manhole cover in the reference image, thagiposoordinates of the manhole
cover will have been identified prior to the image being ud&d.use the termsurveyingor geo-
taggingto the process of assigning position coordinate to poinenimmage. The surveying or
geo-tagging can be dorgepriori when GPS is available. In the GPS-denied environment when
the just-captured image is compared to the reference intlag@osition (or world) coordinates of
the matched feature points will be known. Knowing the worbdlinates of the feature points
and their pixel coordinates in the image plane of the camiérevsadetermining the position and
attitude of the SUAV.

In the relative mode of vision-based navigation, the firsage taken by the SUAV serves as
the first reference image. However, unlike the referencegemased in the absolute mode this
image will not be surveyed or geo-tagged. Therefore, whéseguent images are compared to
this reference image, the position and the attitude of th¥ W&ative to position and attitude
where the first image was taken will be known. Once the SUAVfloagn far enough where the
scene below does not overlap with the first image taken, a avence image is selected from
one of the images taken subsequent to the first referenceeiniBige process is, therefore, one
of “bootstrapping” a position and attitude solution fromeaiss is images. The relative mode is
easier to implement than the absolute mode in that it doesempiire the time consuming and
tedious process of surveying or geo-tagging. It is lessratephowever, as any errors introduced
during the process of bootstrapping from one image to thew#bpropagate forward in time and
continue to build-up.

5.2.2 Pros for Vision-Based Navigation

There are two major advantages for using vision-based atwigas a backup in a GNSS-denied
environment. First, the hardware technology required tolément these system is, for the most
part, in existence. Figure 9, for example, shows two sepafi&the-shelf, integrated camera-IMU
systems that can be used to implement a vision-based niawvigatstem. The specification for
these two sensor systems is given in Table 3. From this tabdnibe seen that cost of the either
system is rather modest and they both easily satisfy the S@@Rrements of most SUAVs. The
second advantage of vision-based navigation systemstishiéna are completely self-contained
and do not require infrastructure external to the SUAVS.
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Figure 9: Examples of off-the-shelf, integrated cameraJisystems. (a) Elphel 353 (left) from
[33]. (b) Intersense 1S-1200 (right) from [34]

5.2.3 Cons for Vision-Based Navigation

One of the major disadvantages of vision-based navigasiomait it is susceptible to weather and
environmental effects such as smoke, fog and haze. Thekaffedt the ability of the camera to
identify features in captured images. Furthermore, ligheffects that can widely vary during a
given day will have a significant impact on the ability of treteras to capture images from which
feature points can be extracted easily. Operations ouvetitethat lacks contrast for feature detec-
tion (e.g., snow covered terrain or large bodies of watex)sdso problematic. The combination of
these factors implies that a vision-based navigation sygeaot an all-weather/all-terrain solution
for dealing with GPS-denied scenarios.

Another issue that needs to be considered is the complekityeaalgorithms. In the case of
the absolute mode of vision-based navigation, a large databf geo-tagged reference images will
have to be carried by the SUAV. This in itself is not that sfgaint of a limitation as only a small
subset of the database needs to be uploaded to the flight tengfa SUAV for each individual
flight. However, the ability of the small flight computer tapgess the information in a short period
of time and generate accurate and unambiguous positioti@ols not clear. The relative mode of
vision-based navigation will obviate some of these prolslsince large image databases are not
required. The shortcoming of the relative mode, howevehas position error grows with time
and, thus, cannot be relied on for along GPS outage. Furtireriwhile the relative mode problem
has been studied in some detail for ground robotics appitsitit has not been examined closely
in UAV applications. There is a significant difference betwehe terrestrial robotics application
and the UAV applications. In the UAV problem all the featuranis arebelowthe vehicle while
in terrestrial robotics application feature points areaatlund the vehicle. Furthermore the speeds
involved in UAV flight are greater which means the scene bel®UAV will be changing rapidly.
Thus, the utility of the relative mode of vision-based naign for a low flying UAV is still unclear
and is an area that needs close examination.

In summary, vision-based navigation is potentially a goaddidate for a backup navigation
system. However, while there has been an extensive amouwvrsfdone on characterizing the
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algorithms for doing vision-based navigation in terredtrobotics application the same level of
treatment for UAV application has not been done. The UAV faobis significantly different and
will require further study. Furthermore, the vision-basegligation approach is not an all weather
solution. This does not mean that it should not be considerdtie GPS-denied scenarios. Rather,
it will have to be one of many solution that are used simulbaiséy by a SUAV to negotiate a path
out of a GPS-denied environment.

5.3 Positioning Based on Cell Phone Signals

These days cell phones and cell phone towers/transmittersbaquitous. It is well-known that
cell phone signals are used to determine the position oVithgials making E-911 calls. Even
though the position solution generated by using cell-prsigeals may not be as accurate as GPS,
they can, in principle, be used as an aiding source for an IN& dead reckoning navigator in
GPS-denied environments.

5.3.1 Description of the Method

Signals from cell phone towers can be used in at least two veagistermine a position solution.
The first approach is method sometimes referred to as “fingetiny.” At any given location
where there is cell phone coverage one normally receivemlsigrom multiple cell towers. The
strength of the signal received from a particular cell todegpends on many things but one of them
is distance. Therefore, at a given location the relativengjths of signals from multiple cell towers
will have an identifiable pattern or relation which can beduas a “finger print” of the location.
A catalog or map which relates position to finger print is gatexl ahead of time when GPS is
available. The catalog or map can be updated regularly ®itdk account new cell phone towers
or factors which affect the signal strength in a given lomati

Once the map described above is made then in a GPS-deniedraneint a machine learning
algorithm can be used to determine position of an SUAV n&ddth this map. In [35] it was demon-
strated that this method can achieve accuracies on the ofd€200 m. As demonstrated in [29]
this accuracy is sufficient to aid a low cost dead reckoninggaaor like the one shown in Figure
8. The second method in which cell phone signals can be usedhs traditional multi-lateration
approach. If cell towers, whose position coordinates aosvkn(or can be determined) can be used
as ranging or signal-direction-of-arrival sources, theanuti-lateration position solution can be
computed.

5.3.2 Pros for Cell-Phone-Based Navigation

There are two major advantages of using cell phone signasaskup in a GPS-denied environ-
ments. The first advantage was noted earlier and it is theéffattell phone towers and signals are
ubiquitous in and around urban settings. Second, the téotpdéor extracting information from
cell phone signals that can be used for navigation existstand, a prototype system for evalua-
tion can potentially be put together quickly. More impottgnbecause of the large user base of
cell phones, the hardware required for such a system mayenery expensive.

"Multi-lateration is a term used to express the generalided of triangulation. While the term triangulation im-
plies only three ranging or direction measurements are, nselti-lateration implies that more than four measureraent
can be used.
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5.3.3 Cons for Cell-Phone-Based Navigation

One obvious disadvantage of using cell phone signals ligifact that coverage may be sparse in
areas where there is definitely interest in using SUAVs. kanmgple, in border security application
there are areas which are very remote where the use of SUAVkIWe beneficial but cell phone
coverage is sparse (e.g., stretches of the US/Canada homt@thern Minnesota).

In areas where coverage is not sparse there are some tdalmioawns that need to be ad-
dressed before cell phone signals can be considered ableeptaa backup for GPS-denied sce-
narios. Perhaps one of the key unknowns has to do with thénifgaange measurements for the
multi-lateration approach. Ideally in multi-lateratiopsgems range measurements are determined
by one- or two-way transmission times of radio signals. Téelires access to components of the
cell phone signal that service providers are not willingdgtease. Range measurements can still
be obtained indirectly without having to measure signaktitight by relying on Received Signal
Strength Indicator (RSSI). Signal strength (as measure@®$l) is an indirect indication of or
(“surrogate” for) how far a cell tower is. Unfortunately,Jeever, RSSI-based range estimation is
not as accurate as direct time of flight measurements. Kjrib# precise position coordinates of
cell tower are not always publicly available. In theory gagssition coordinates can be determined
ahead of time when GPS is available by inverting the muteriion problem. However, it is not
clear what the accuracy of this approach is.

In summary, while the coverage issue can only be solved bygahdore cell towers, the other
technical issues need more research and study before omkefranely conclude that cell phone-
based positioning is a viable GPS-backup for some SUAV eaafitins.

5.4 Navigation using Cooperative Methods

GPS (and GNSSs) operate principally by users obtainingerangasurements frotmeaconsat
known locations. In the case of GPS, these beacons arenglsititellites, however the same
principle can be applied to navigate by means of other besac®my source with a known location,
and from which relative measurements can be obtained cander@ means to navigate with
respect to that source. If the absolute position of the igrknown, then navigation in an absolute
frame can be continued. If radio transmitters on SUAVs oepthw enforcement vehicles are
used opportunistically as navigation beacons, then we aa@dooperative navigatianThe radio
transmitters on the various vehicles are referred toodlaborators This terminology reflects the
fact that, unlike GPS satellites, the relative measuresnetjuire active cooperation between the
user SUAV and the collaborating beacons. A functional bidielgram of cooperative navigation is
shown in Figure 10. Here we present the general frameworkaberative navigation as a backup
to GPS for SUAVS, as well as several hardware systems thdieased.

5.4.1 Description of the Method

A GPS-denial scenario can affect an entire geographicitotathere a SUAV may be operat-

ing. Neighboring areas where potential collaborators nxast avill either be included in the GPS

denied environment, or possibly be outside of the affecbe@dzIn the latter situation, these collab-
orators may continue to rely on GPS or other navigation ssufor updating their state estimate.
Naturally a static collaborator will only need an initialgtion fix, and thereafter would be immune
to any onset of GPS interference. The collaborator inteemily broadcasts its own estimated po-
sition, which is to be received by the SUAV. Additionallygtieollaborator would respond to any
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Figure 10: Architecture for a cooperative navigation systevolving a SUAV.

interrogation signal from the SUAV, which could enable ramgeasurements, derived from round-
trip timing, to be obtained. The combined range and locatiéormation of the collaborator can
help mitigate the error growth of the low-cost INS on boarel BUAV. Even a single collaborator
could greatly reduce the rate of error growth. If three oremamllaborators are available, the SUAV
could triangulate its position, independent of the on bdbi® solution. The requirement is that
the collaborator have an estimate of its own position. Tioeeethe collaborator should either be
static, or be equipped with a sensor suite which would altde continually broadcast a position
estimate with reasonable quality, even when GPS is denied.

Two possible hardware implementations are presented. ieyistem is based on the Traffic
Collision Avoidance System (TCAS) and Automatic Dependamntveillance-Broadcast (ADS-B).
In May of 2010 the Federal Aviation Administration instiédta Final Rule which requires the
majority of aircraft to have ADS-B hardware and softwardatied by the year of 2020 [36]. This
enables aircraft to share their current position with grbreceivers or with ADS-B equipped ve-
hicles. Mode S transponders with ADS-B In/Out capability aommercially available for UAVSs.
The SWaP specifications for one such product from Sagetgeli@d] is in line with a variety of
SUAV applications:

e Size and Weight: 3.5"x 1.8" x 0.7”, 100 grams
e Power: <5 Watts
e Price:$3.5-4.5K

On the other hand, the authors of this paper are unaware af@nynercial TCAS products for
SUAVs. TCAS solutions for UAVs in general, is an open probkemd there is no simple extension
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of current TCAS systems, designed for manned aircraft, t&¢/4JAA set of recent studies by
MIT Lincoln Laboratory analyzing the use of TCAS on the GlbHawk remotely piloted vehicle
confirms that TCAS, or perhaps an extension of TCAS, is dgtlveing explored for UAVs as part
of the solution to thesee and avoidor sense and avo)collision avoidance problem [38].

An alternative system could again use ADS-B for positioraldicasts, but rely on data modems
for range measurements derived from round-trip timing. Gbkaborators in this case could be
other UAVS, presumably outside of the GPS-denied zone, @n ¢éve ground station. One sug-
gestion is for this to be integrated with the law enforcemastticles, thereby not requiring any
additional ground infrastructure. Another potential systthat can be considered in this regard
is LocatdM[39]. Locata is a commercially available multi-lateratisystem based on specially
designed radio transmitters and receivers. The systemng legaluated for use in military test
ranges to provide sub-meter accurate positioning in GRf&edeenvironments [40].

5.4.2 Pros for Cooperative Navigation

The primary benefit of cooperative navigation systems isflidbility and scalability of the
method. If more than two collaborators (e.g., squad car¥,dJAr equipped aircraft) are available,
a SUAV may be able to continue its mission even in the abseh@GP&. The requirement for a
position broadcast and receiving system is actually inwith evolving standards for UAVs. The
International Civil Aviation Organization (ICAO) has rebmnended equipping UAVs with altitude
reporting Mode S transponders [41], which is at the heartDEA. This makes the SUAV visi-
ble to other equipped aircraft as well, something of grei@rest for safely integrating UAVS into
the national airspace [42]. Therefore the only real hardwaquirement is a means for obtaining
range measurements.

5.4.3 Cons for Cooperative Navigation

As implied from its name, cooperative navigation requiretsva cooperation from other collabo-
rators like ground stations or neighboring aircraft. Timsaduces several disadvantages, namely
limiting the availability of cooperative navigation to wigecollaborators exist and are within com-
munication and measuring range. A minimum number of theabollators themselves must be
robust to GPS denial, and should continue providing pasiistimates. This would require the
collaborator to either be static, or be equipped with a sesisibe enabling them to continue pro-
viding reasonably accurate position estimates. Thrdegsbllaborator spoofing would need to be
considered as well. Finally, if left unrestricted, coopeeanavigation can introduce error loops
which can amplify positioning errors. However, these availes are not new and insights from
existing systems can be used to design a suitable cooperatitgation system for SUAVS.

5.5 Signal of Opportunity Navigation

Signal of Opportunity or SOP navigation is the idea of oppeidtically using any and all signals
for determining a navigation solution. The term “opporatizally” indicates that we are using
signals that were not intended for navigation purposes.theronvords, we are opportunistically
extracting information from these signals. For exampleyefused AM radios, FM radio or High

Definition TV (HDTV) signal for navigation that would be a easf SOP navigation. While

the term SOP has been normally used to describe opporturastio-navigation, the signals used
opportunistically do not have to be radio-frequency signgbr example, the Earth’s magnetic field
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as altered by man-made objects (building, transmissioasyétc) can be used opportunistically to
determine the position of a SUAV or any other object.

5.5.1 Description of the Method

There are many approaches to SOP navigation described ltettzture. For the discussion here
we can break them up into the following categories: singlerisystems and cooperative systems.
In the single user systems, a user determines their potigmndoessing signals from varied SOPs
without having to cooperate with other users. Systems #ibinf this category include a system
that uses HDTV signals [43] and the commercially availablwise Skyhook"[44]. Cooperative
systems are ones where users exploits available SOPs anohfalsnation exchange with other
users. They use the same sets of signals that a single-tstenswould process but in addition
exchange information with cooperating users. As discussgtb, 46, 47] the cooperation allows
dealing with robustness issues that are encountered itesiisgr systems. However, cooperative
systems have the same issues that come with having to relgomaunity of users as described
in the Section 5.4 earlier.

5.5.2 Pros for SOP Navigation

In the future, there are going to be more and more radio-&Bqgy signals. Thus, the potential
for SOP navigation should be enhanced. What is more, thediiy®f signals should make SOP
navigation systems robust. Since it opportunisticalliesebn signals that are being used for other
purposes, there should be no or little infrastructure awrstife user.

5.5.3 Cons for SOP Navigation

However, the biggest drawback to SOP navigation is thatat mascent technology. Therefore,
more research and development work or evaluation of egisgystem that purport to do SOP
navigation must be done. This is particularly true when ines to SUAV navigation because
unlike other users SUAV must be able to extract position dsageattitude information from SOP
systems. A SUAV has six degrees of freedom which means motinstraints that are available to
other types of users (ground robots, persons) cannot beatpe.

6 Recommendation for Future Work

We have discussed the impact GPS-stressed and GPS-ddngttbas would have on SUAV op-
erations. It was shown that either situation will severetpéede the ability of currently available
autopilots designed for the autonomous operation of SUAW¥Kile it is obvious to see how the
loss of GPS impacts navigation and guidance, its effect erhility to control a UAV is indirect.
This is because control of SUAVs requires that an accurétade solution be available. The atti-
tude solution of most commercial autopilots is generateohfa low cost inertial navigation system
(INS) aided by GPS. In the absence of GPS, the attitude salggnerated by the INS will drift
and become unusable. Without a reasonably accurate estohattitude it is difficult to control
SUAVS.

While several candidate backup systems were identifiesl uilikely that any of them will be
as capable as GPS in the near future. Furthermore, each afahtfied backups has strengths
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and weaknesses which makes them suitable for differentcapipins. For example, vision-aided
navigation systems would not work in conditions where treigd below the UAV is obscured by
weather or lacks distinguishable features (e.g., operatiwer snow covered terrain or large bodies
of water). On the other hand, cell-phone based multi-létaravould work in these situations but
may not be a viable solution far away from urban settingss fineans that the applicable backup
system depends on the operation and operational envirdrihree8UAV will be deployed in.

In view of the above, we note that future work to develop anlidate backup navigation
capability must take into account the concept of operat{@Q@NOP) of the SUAV and cannot be
viewed separately from it. This suggests the following kesks for future work:

1. Develop a method for formalizing SUAV navigation, guidarand control avionics capabil-
ity requirements which takes into account CONOPs.

2. For CONOPs that are similar and will potentially have géanumber of users, develop and
validate the capability of suitable backup systems.

Each of these items is discussed separately below.

6.1 Formalize SUAV Avionics Capability Requirements

The idea of formalizing the avionics capability requirenseis depicted graphically in Figure
11. What this figure suggests is the GPS-backup systembleufta a given CONOP will not
necessarily be the same for another mission. For examples iflequirements of the CONOP are
that the mission continues regardless of GPS availabiity.( search and rescue/first responder
operations) then the backup system must have a capabdig ¢tb that of GPS.

On the other hand if the CONOP requires that the vehicle tetaithe mission and “limp
back home,” then the capability required will be differe@ther than GPS and very expensive
inertial navigation systems, there are no viable solutibas are universal at the moment. Thus,
CONOP requirements will drive what type of capability is weqd. While it is not practical
to write requirements for all possible CONOPs, we can idgrdommon features in different
CONOPs with respect to operations in GPS-stressed or -die@mé@ronments. This is similar to
the work discussed in [3] and [4].

6.2 Develop, Test and Validate GPS-Backup Systems

In this paper we have identified candidate systems that cae ss backups for GPS. Two sys-
tems that hold promise are vision-aided INS and cell-phase8 multi-lateration. Therefore, a
systematic testing and validation effort should be underido develop benchmarks and require-
ments which can be used by avionics manufacturers to prositgtems with backup navigation
capabilities.

Vision-aided navigators are good candidates to examirntebfasause the required mechaniza-
tion sensors already exist on board most SUAVs. As we notdieeawvo examples of these
systems include the Elphel 353 and the Intersense 1S-1200my These systems can be used as
prototypical systems to develop benchmarks for avionistesy requirements. Cell phones are
also considered a good candidate because of the ubiquitgbfdtignals and the fact that products
that integrate all the sensors required to mechanize tlyssenss are easily obtainable.
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CONOP
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CANDIDATE
GPS BACKUPS

ESTABLISH GPS BACKUP

REQUIREMENTS DESIGN

VALIDATE PERFORMANCE
VIATESTING AND SIMLUATION

Figure 11: Process for defining GPS-backup requirementsediming SUAV CONOPs.
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