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Abstract

Optimization plays an indispensable role in modern machine learning, due to its

necessity in many aspects, especially in model training. Over the past decade, the rapid

development of research in deep machine learning models posed many new challenges for

machine learning optimization. As a result, designing efficient and robust optimization

algorithms remains an active research area within machine learning. In addition, some

new and notable optimization algorithms were proposed to tackle the new challenges in

model training. An important class of the new algorithms is motivated by the idea of

incorporating adaptation into algorithm design, so that the algorithms can adapt to the

local geometry of the optimization landscape. However, some of these newly designed

algorithms with adaptation are tailored to achieve superior empirical performance for

certain classes of optimization problems but are not well understood theoretically. Thus,

the performance of these algorithms is less predictable in other domains or applications.

In this thesis, we try to build theories for some algorithms with adaptation. In particular,

the result of this thesis can be separated into three parts. In the first part, we analyze a

class of algorithms with adaptation, which we call Adam-type algorithms, for nonconvex

unconstrained optimization. We provide conditions for these algorithms to converge

and shed light on design principles for this class of algorithms. In the second part, we

extend the previous analysis to zeroth-order constrained/unconstrained optimization and

propose an algorithm called ZO-AdaMM, which has superior performance in generating

black-box adversarial attacks. In the third part, we study the gradient clipping operation

for differentially private SGD. Gradient clipping adds a form of adaptation to SGD that

can potentially hurt convergence. We identify regimes where gradient clipping is not

an issue and verify the existence of these regimes in practice. Further, we provide a

perturbation mechanism to mitigate the adversarial effect caused by gradient clipping.

ii



Contents

Acknowledgements i

Abstract ii

List of Figures vi

1 Introduction 1

2 Convergence analysis of a class of Adam-type algorithms 4

2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.2 Preliminaries and Adam-Type Algorithms . . . . . . . . . . . . . . . . . 8

2.3 Convergence Analysis for Generalized Adam . . . . . . . . . . . . . . . 11

2.3.1 Explanation of convergence conditions . . . . . . . . . . . . . . . 13

2.3.2 Tightness of the rate bound (2.4) . . . . . . . . . . . . . . . . . . 14

2.3.3 Convergence of AMSGrad and AdaFom . . . . . . . . . . . . . . 17

2.4 Empirical performance of Adam-type algorithms . . . . . . . . . . . . . 19

2.4.1 Advantages and Disadvantages of Adaptive gradient method . . 21

2.5 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

2.6 Delayed proofs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

2.6.1 Convergence proof for Generalized Adam . . . . . . . . . . . . . 26

2.6.2 Proof of Corollary 1 . . . . . . . . . . . . . . . . . . . . . . . . . 44

2.6.3 Proof of Corollary 2 . . . . . . . . . . . . . . . . . . . . . . . . . 46

3 Zeroth order optimization with adaptive gradient 50

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

iii



3.2 Preliminaries: Gradient Estimation via ZO Oracle . . . . . . . . . . . . 53

3.3 AdaMM from First to Zeroth Order . . . . . . . . . . . . . . . . . . . . 53

3.4 Convergence Analysis of ZO-AdaMM . . . . . . . . . . . . . . . . . . . . 55

3.4.1 Importance of Mahalanobis distance based projection operation . 56

3.4.2 Unconstrained nonconvex optimization . . . . . . . . . . . . . . . 58

3.4.3 Constrained nonconvex optimization . . . . . . . . . . . . . . . . 59

3.5 Applications to Black-Box Adversarial Attacks . . . . . . . . . . . . . . 62

3.5.1 Experiment setup . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

3.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

3.7 Delayed Results and Proofs . . . . . . . . . . . . . . . . . . . . . . . . . 67

3.7.1 Smoothing Function and Random Gradient Estimate . . . . . . . 67

3.7.2 Proof for convergence analysis . . . . . . . . . . . . . . . . . . . . 68

4 Understanding gradient clipping in private SGD 86

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

4.1.1 Our results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

4.1.2 Related work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

4.2 Convergence of SGD with clipped gradient . . . . . . . . . . . . . . . . . 90

4.2.1 Symetricity-Based Analysis on Gradient Distribution . . . . . . . 91

4.2.2 Beyond symmetric distributions . . . . . . . . . . . . . . . . . . . 93

4.3 DP-SGD with Gradient Clipping . . . . . . . . . . . . . . . . . . . . . . 95

4.4 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

4.4.1 Visualization with random projections. . . . . . . . . . . . . . . . 98

4.4.2 Symmetricity of angles. . . . . . . . . . . . . . . . . . . . . . . . 99

4.4.3 Evaluation on the probability term. . . . . . . . . . . . . . . . . . 99

4.4.4 Repetition of random projection . . . . . . . . . . . . . . . . . . 103

4.5 Mitigating Clipping Bias with Perturbation . . . . . . . . . . . . . . . . 105

4.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

4.7 Delayed Results and Proofs . . . . . . . . . . . . . . . . . . . . . . . . . 107

4.7.1 Proof of Theorem 4 . . . . . . . . . . . . . . . . . . . . . . . . . . 107

4.7.2 Proof of Theorem 5 . . . . . . . . . . . . . . . . . . . . . . . . . . 107

4.7.3 Proof of Theorem 6 . . . . . . . . . . . . . . . . . . . . . . . . . . 114

iv



4.7.4 Proof of Theorem 8 . . . . . . . . . . . . . . . . . . . . . . . . . . 116

4.7.5 Proof of Theorem 9 . . . . . . . . . . . . . . . . . . . . . . . . . . 120

4.7.6 Additional results and discussions on the probability term gradient

correction in Section 4.5 . . . . . . . . . . . . . . . . . . . . . . . 123

v



List of Figures

2.1 A toy example to illustrate effect of Term A on Adam, AMSGrad, and SGD. 15

2.2 A toy example to illustrate effect of Term B on Adam and AMSGrad. . 16

2.3 Comparison of AMSGrad, Adam, AdaFom and AdaGrad under MNIST in training loss

and testing accuracy. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

2.4 Comparison of AMSGrad, Adam, AdaFom and AdaGrad under CIFAR in training loss

and testing accuracy. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

2.5 Comparison of algorithms with αt = 0.1, we defined α0 = 0 . . . . . . . 23

2.6 Comparison of algorithms with αt = 0.01, we defined α0 = 0 . . . . . . . 23

2.7 Comparison of algorithms with αt = 0.001, we defined α0 = 0 . . . . . . 24

2.8 Comparison of algorithms with αt = 0.1/
√
t, we defined α0 = 0 . . . . . 24

3.1 The attack loss and adversarial distortion v.s. iterations. Each box represents results

from 100 images. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

3.2 Attack loss and distortion of universal attack. . . . . . . . . . . . . . . . . . . 66

4.1 Gradient distributions on MNIST (top row) and CIFAR10 (bottom row) at the

end of different epochs (indexed by columns). The gradients for epoch 0 are

computed at initialization (before training). . . . . . . . . . . . . . . . . . . 98

4.2 Gradient distributions on MNIST at the end of epoch 9 projected using different

random matrices. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

4.3 Histogram of cosine between stochastic gradients and the true gradient at the

end of different epochs. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

4.4 Distribution of different statistics at epoch 3. . . . . . . . . . . . . . . . . . 100

4.5 Distribution of different statistics at epoch 9. . . . . . . . . . . . . . . . . . 101

4.6 Distribution of different statistics at epoch 59. . . . . . . . . . . . . . . . . 102

vi



4.7 Distribution of gradients on MNIST after epochs 0 projected using different

random matrices. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

4.8 Distribution of gradients on MNIST after epochs 3 projected using different

random matrices. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

4.9 Distribution of gradients on MNIST after epochs 9 projected using different

random matrices. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

4.10 Distribution of gradients on MNIST after epochs 59 projected using different

random matrices. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

vii



Chapter 1

Introduction

Designing algorithms to better exploit the optimization landscape has always been

an important research topic in continuous optimization. Many classical optimization

algorithms fall into this category, for example, Newton’s Method, Heavy Ball Method

[Polyak, 1964], Conjugate Gradient Method [Hestenes and Stiefel, 1952]. There is

also a vast amount of more recent literature, e.g., Nesterov Momentum [Nesterov,

1983] and Cubic regularized Newton’s method [Nesterov and Polyak, 2006]. These

algorithms are all shown to improve the convergence rate for certain classes of optimization

problems. In modern machine learning, optimization remains to be an active research

area. However, modern machine learning optimization problems usually have highly

complicated structures, especially optimization problems involving deep neural networks.

Such a property makes it very difficult to analyze and exploit the landscape of these

optimization problems. Thus, optimization algorithms designed for machine learning in

the past decade are more driven or popularized by their empirical performance, instead of

having strong theoretical guarantees. A notable class of algorithms in the aforementioned

category is adaptive gradient (momentum) methods designed for neural network training.

Representative algorithms include Adam [Kingma and Ba, 2014], AdaGrad [Duchi et al.,

2011], AdaDelta [Zeiler, 2012], to name a few. A common feature of these algorithms is

their adaptation to local geometries by gradually adjusting preconditioning matrices or

stepsizes over time. However, due to the lack of theoretical understanding of many of

these algorithms, their behavior is less predictable when applied to new problems. Some

of these algorithms are even found to be divergent in certain cases [Reddi et al., 2018].
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In this work, we take a step toward bridging the gap between theory and practice for

some of these algorithms. The following chapters are summarized below.

• In Chapter 2, we study a class of adaptive gradient (momentum) methods (AdaMM)

that update the search directions and learning rates simultaneously using past

gradients. This class, which we refer to as the “Adam-type”, includes the popular

algorithms such as Adam [Kingma and Ba, 2014] , AMSGrad [Reddi et al., 2018] ,

AdaGrad [Duchi et al., 2011]. We develop an analysis framework and a set of mild

sufficient conditions that guarantee the convergence of the Adam-type methods, with

a convergence rate of order O(log T/
√
T ) for non-convex stochastic optimization.

Our convergence analysis applies to a new algorithm called AdaFom (AdaGrad with

First Order Momentum). We show that the conditions are essential, by identifying

concrete examples in which violating the conditions makes an algorithm diverge.

Besides providing one of the first comprehensive analyses for Adam-type methods

in the non-convex setting, our results can also help the practitioners easily monitor

the progress of algorithms and determine their convergence behavior. These results

are included in Chen et al. [2019a].

• In Chapter 3, we extend the analysis approach in Chapter 2 to zeroth-order

constrained and unconstrained nonconvex optimization. We propose a zeroth-order

adaptive momentum method (ZO-AdaMM), that generalizes adaptive momentum

methods to the gradient-free regime. We show that the convergence rate of ZO-

AdaMM for nonconvex optimization is roughly a factor of O(
√
d) worse than that of

the first-order AdaMM algorithm, where d is problem size. In particular, we provide

a deep understanding of why Mahalanobis distance-based projection matters in

the convergence of ZO-AdaMM. As a byproduct, our analysis makes the first step

toward understanding adaptive learning rate methods for nonconvex constrained

optimization. Furthermore, we demonstrate two applications, designing per-image

and universal adversarial attacks from black-box neural networks, respectively.

We perform experiments on ImageNet and empirically show that ZO-AdaMM

converges much faster to a solution of high accuracy compared with some other

state-of-the-art zeroth-order optimization methods. These results are parts of Chen

et al. [2019b].



3

• In Chapter 4, we study (differentially) private stochastic gradient descent (SGD)

with gradient clipping, an algorithm popularly used for training machine learning

models privately. The gradient clipping operation can be viewed as a special form

of adaptivity that can potentially hurt convergence in certain regimes. Yet, this

algorithm sometimes mysteriously performs well in practice. We first demonstrate

how gradient clipping can prevent SGD from converging to a stationary point.

We then provide a theoretical analysis that fully quantifies the clipping bias

on convergence with a disparity measure between the gradient distribution and

geometrically symmetric distribution. Our empirical evaluation further suggests

that the gradient distributions along the trajectory of private SGD indeed exhibit

symmetric structures that favors convergence. Together, our results provide an

explanation for why private SGD with gradient clipping remains effective in practice

despite its potential clipping bias. Finally, we develop a new perturbation-based

technique that can provably correct the clipping bias even for instances with highly

asymmetric gradient distributions. These results are from Chen et al. [2020].



Chapter 2

Convergence analysis of a class of

Adam-type algorithms

2.1 Introduction

First-order optimization has witnessed tremendous progress in the last decade, especially

to solve machine learning problems [Bottou et al., 2018]. Almost every first-order method

obeys the following generic form [Boyd and Vandenberghe, 2004], xt+1 = xt − αt∆t,

where xt denotes the solution updated at the tth iteration for t = 1, 2, . . . , T , T is the

number of iterations, ∆t is a certain (approximate) descent direction, and αt > 0 is some

learning rate. The most well-known first-order algorithms are gradient descent (GD) for

deterministic optimization [Nesterov, 2013, Cartis et al., 2010] and stochastic gradient

descent (SGD) for stochastic optimization [Zinkevich, 2003, Ghadimi and Lan, 2013],

where the former determines ∆t using the full (batch) gradient of an objective function,

and the latter uses a simpler but more computationally-efficient stochastic (unbiased)

gradient estimate.

Recent works have proposed a variety of accelerated versions of GD and SGD [Nesterov,

2013]. These achievements fall into three categories: a) momentum methods [Nesterov,

1983, Polyak, 1964, Ghadimi et al., 2015] which carefully design the descent direction ∆t;

b) adaptive learning rate methods [Becker et al., 1988, Duchi et al., 2011, Zeiler, 2012,

Dauphin et al., 2015] which determine good learning rates αt, and c) adaptive gradient

(momentum) methods that enjoy dual advantages of a) and b). In particular, Adam

4
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[Kingma and Ba, 2014], belonging to the third type of methods, has become extremely

popular to solve deep learning problems, e.g., to train deep neural networks. Despite

its superior performance in practice, theoretical investigation of Adam-like methods for

non-convex optimization is still missing.

More recently, the work Reddi et al. [2018] pointed out the convergence issues of

Adam even in the convex setting, and proposed AMSGrad, a corrected version of Adam.

Although AMSGrad has made a positive step towards understanding the theoretical

behavior of adaptive gradient methods, the convergence analysis of Reddi et al. [2018]

was still very restrictive because it only works for convex problems, despite the fact

that the most successful applications are for non-convex problems. Apparently, there

still exists a large gap between theory and practice. To the best of our knowledge, the

question that whether adaptive gradient methods such as Adam, AMSGrad, AdaGrad

converge for non-convex problems is still open in theory before this research.

Related Work Momentum methods take into account the history of first-order infor-

mation [Nesterov, 2013, 1983, Nemirovskii et al., 1983, Ghadimi and Lan, 2016, Polyak,

1964, Ghadimi et al., 2015, Ochs et al., 2015, Yang et al., 2016, Johnson and Zhang, 2013,

Reddi et al., 2016a, Lei et al., 2017]. A well-known method, called Nesterov’s accelerated

gradient (NAG) originally designed for convex deterministic optimization [Nesterov, 2013,

1983, Nemirovskii et al., 1983], constructs the descent direction ∆t using the difference

between the current iterate and the previous iterate. A recent work Ghadimi and Lan

[2016] studied a generalization of NAG for non-convex stochastic programming. Similar

in spirit to NAG, heavy-ball (HB) methods [Polyak, 1964, Ghadimi et al., 2015, Ochs

et al., 2015, Yang et al., 2016] form the descent direction vector through a decaying sum

of the previous gradient information. In addition to NAG and HB methods, stochastic

variance reduced gradient (SVRG) methods integrate SGD with GD to acquire a hybrid

descent direction of reduced variance [Johnson and Zhang, 2013, Reddi et al., 2016a, Lei

et al., 2017]. Recently, certain accelerated version of perturbed gradient descent (PAGD)

algorithm is also proposed in Jin et al. [2017], which shows the fastest convergence rate

among all Hessian free algorithms.

Adaptive learning rate methods accelerate ordinary SGD by using knowledge of the

past gradients or second-order information into the current learning rate αt [Becker et al.,
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1988, Duchi et al., 2011, Zeiler, 2012, Dauphin et al., 2015]. In [Becker et al., 1988],

the diagonal elements of the Hessian matrix were used to penalize a constant learning

rate. However, acquiring the second-order information is computationally prohibitive.

More recently, an adaptive subgradient method (i.e., AdaGrad) penalized the current

gradient by dividing the square root of averaging of the squared gradient coordinates in

earlier iterations [Duchi et al., 2011]. Although AdaGrad works well when gradients are

sparse, its convergence is only analyzed in the convex world. Other adaptive learning

rate methods include Adadelta [Zeiler, 2012] and ESGD [Dauphin et al., 2015], which

lacked theoretical investigation although some convergence improvement was shown in

practice.

Adaptive gradient methods update the descent direction and the learning rate simulta-

neously using knowledge in the past, and thus enjoy dual advantages of momentum and

adaptive learning rate methods. Algorithms of this family include RMSProp [Tieleman

and Hinton, 2012], Nadam [Dozat, 2016], and Adam [Kingma and Ba, 2014]. Among these,

Adam has become the most widely-used method to train deep neural networks (DNNs).

Specifically, Adam adopts exponential moving averages (with decaying/forgetting factors)

of the past gradients to update the descent direction. It also uses inverse of exponential

moving average of squared past gradients to adjust the learning rate. The work Kingma

and Ba [2014] showed Adam converges with at most O(1/
√
T ) rate for convex problems.

However, the recent work Reddi et al. [2018] pointed out the convergence issues of Adam

even in the convex setting, and proposed a modified version of Adam (i.e., AMSGrad),

which utilizes a non-increasing quadratic normalization and avoids the pitfalls of Adam.

Although AMSGrad has made a significant progress toward understanding the theoretical

behavior of adaptive gradient methods, the convergence analysis of Reddi et al. [2018]

only works for convex problems.

After the non-convergence issue of Adam has been raised in [Reddi et al., 2018], there

have been a few recent works on proposing new variants of Adam-type algorithms. In the

convex setting, reference [Huang et al., 2018] proposed to stabilize the coordinate-wise

weighting factor to ensure convergence. Chen and Gu [2018] developed an algorithm that

changes the coordinate-wise weighting factor to achieve better generalization performance.

Concurrent with this work, several works are trying to understand performance of Adam

in non-convex optimization problems. Basu et al. [2018] provided convergence rate of
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original Adam and RMSprop under full-batch (deterministic) setting, and Ward et al.

[2018] proved convergence rate of a modified version of AdaGrad where coordinate-wise

weighting is removed. Furthermore, the work Zhou et al. [2018] provided convergence

results for AMSGrad that exhibit a tight dependency on problem dimension compared

to Reddi et al. [2018]. The works Zou and Shen [2018] and Li and Orabona [2018]

proved that both AdaGrad and its variant (AdaFom) converge to a stationary point with

a high probability. The aforementioned works are independent of ours. In particular,

our analysis is not only more comprehensive (it covers the analysis of a large family of

algorithms in a single framework), but more importantly, it provides insights on how

oscillation of stepsizes can affect the convergence rate.

Contributions Our work aims to build the theory to understand the behavior for a

generic class of adaptive gradient methods for non-convex optimization. In particular,

we provide mild sufficient conditions that guarantee the convergence for the Adam-type

methods. We summarize our contribution as follows.

• (Generality) We consider a class of generalized Adam, referred to as the “Adam-

type”, and we show for the first time that under suitable conditions about the stepsizes

and algorithm parameters, this class of algorithms all converge to first-order stationary

solutions of the non-convex problem. This class includes the recently proposed AMSGrad

[Reddi et al., 2018], AdaGrad [Duchi et al., 2011], and stochastic heavy-ball methods as

well as two new algorithms explained below.

• (AdaFom) Adam adds momentum to both the first and the second moment

estimate, but this leads to possible divergence [Reddi et al., 2018]. We show that

the divergence issue can actually be fixed by a simple variant which adds momentum

to only the first moment estimate while using the same second moment estimate as

that of AdaGrad, which we call AdaFom (AdaGrad with First Order Moment).

• (Constant Momemtum) Our convergence analysis is applicable to the constant

momentum parameter setting for AMSGrad and AdaFom. The divergence example

of Adam given in [Reddi et al., 2018] is for constant momentum parameter, but the

convergence analysis of AMSGrad in [Reddi et al., 2018] is for diminishing momen-

tum parameter. This discrepancy leads to a question whether the convergence of
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AMSGrad is due to the algorithm form or due to the momentum parameter choice –

we show that the constant-momentum version of AMSGrad indeed converges, thus

excluding the latter possibility.

• (Practicality) The sufficient conditions we derive are simple and easy to check in

practice. They can be used to either certify the convergence of a given algorithm for a

class of problem instances, or to track the progress and behavior of a particular realization

of an algorithm.

• (Tightness and Insight) We show the conditions are essential and “tight”, in the

sense that violating them can make an algorithm diverge. Importantly, our conditions

provide insights on how oscillation of a so-called “effective stepsize" (that we define

later) can affect the convergence rate of the class of algorithms. We also provide

interpretations of the convergence conditions to illustrate why under some circumstances,

certain Adam-type algorithms can outperform SGD.

Notations We use z = x/y to denote element-wise division if x and y are both vectors

of size d; x⊙ y is element-wise product, x2 is element-wise square if x is a vector,
√
x is

element-wise square root if x is a vector, (x)j denotes jth coordinate of x, ∥x∥ is ∥x∥2
if not otherwise specified. We use [N ] to denote the set {1, · · · , N}, and use O(·), o(·),
Ω(·), ω(·) as standard asymptotic notations.

2.2 Preliminaries and Adam-Type Algorithms

Stochastic optimization is a popular framework for analyzing algorithms in machine

learning due to the popularity of mini-batch gradient evaluation. We consider the following

generic problem where we are minimizing a function f , expressed in the expectation form

as follows

min
x∈Rd

f(x) = Eξ[f(x; ξ)], (2.1)

where ξ is a certain random variable representing randomly selected data sample or

random noise.



9

In a generic first-order optimization algorithm, at a given time t we have access to

an unbiased noisy gradient gt of f(x), evaluated at the current iterate xt. The noisy

gradient is assumed to be bounded and the noise on the gradient at different time t is

assumed to be independent. An important assumption that we will make throughout this

paper is that the function f(x) is continuously differentiable and has Lipschitz continuous

gradient, but could otherwise be a non-convex function. The non-convex assumption

represents a major departure from the convexity that has been assumed in recent papers

for analyzing Adam-type methods, such as [Kingma and Ba, 2014] and [Reddi et al.,

2018].

Our work focuses on the generic form of exponentially weighted stochastic gradient

descent method presented in Algorithm 1, for which we name as generalized Adam due

to its resemblance to the original Adam algorithm and many of its variants.

Algorithm 1 Generalized Adam
S0. Initialize m0 = 0 and x1
for t = 1, 2, . . . , T do

S1. mt = β1,tmt−1 + (1− β1,t)gt
S2. v̂t = ht(g1, g2, ..., gt)
S3. xt+1 = xt − αtmt/

√
v̂t

end for

In Algorithm 1, αt is the step size at time t, β1,t > 0 is a sequence of problem

parameters, mt ∈ Rd denotes some (exponentially weighted) gradient estimate, and

v̂t = ht(g1, g2, ..., gt) ∈ Rd takes all the past gradients as input and returns a vector of

dimension d, which is later used to inversely weight the gradient estimate mt. And note

that mt/
√
v̂t ∈ Rd represents element-wise division. Throughout the paper, we will refer

to the vector αt/
√
v̂t as the effective stepsize.

We highlight that Generalized Adam includes many well-known algorithms as special

cases. We summarize some popular variants of the generalized Adam algorithm in Table

2.1.
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Table 2.1: Variants of generalized Adam

v̂t

β1,t β1,t = 0
β1,t ≤ β1,t−1

β1,t −−−→
t→∞

b ≥ 0 β1,t = β1

v̂t = 1 SGD N/A∗ Heavy-ball
method

v̂t =
1
t

∑t
i=1 g

2
i AdaGrad AdaFom AdaFom

vt = β2vt−1 + (1− β2)g
2
t ,

v̂t = max(v̂t−1, vt)
AMSGrad AMSGrad AMSGrad

v̂t = β2v̂t−1 + (1− β2)g
2
t RMSProp N/A Adam

∗ N/A stands for an informal algorithm that was not defined in literature.

We present some interesting findings for the algorithms presented in Table 2.1.

• Adam is often regarded as a “momentum version” of AdaGrad, but it is different

from AdaFom which is also a momentum version of AdaGrad 1. The difference

lies in the form of v̂t. Intuitively, Adam adds momentum to both the first and

second order moment estimate, while in AdaFom we only add momentum to the

first moment estimate and use the same second moment estimate as AdaGrad.

These two methods are related in the following way: if we let β2 = 1− 1/t in the

expression of v̂t in Adam, we obtain AdaFom. We can view AdaFom as a variant

of Adam with an increasing sequence of β2, or view Adam as a variant of AdaFom

with exponentially decaying weights of g2t . However, this small change has large

impact on the convergence: we prove that AdaFom can always converge under

standard assumptions (see Corollary 2) , while Adam is shown to possibly diverge

[Reddi et al., 2018].

• The convergence of AMSGrad using a fast diminishing β1,t such that β1,t ≤
β1,t−1, β1,t −−−→

t→∞
b, b = 0 in convex optimization was studied in [Reddi et al., 2018].

However, the convergence of the version with constant β1 or strictly positive b

and the version for non-convex setting are unexplored before our work. We notice

that an independent work [Zhou et al., 2018] has also proved the convergence of

AMSGrad with constant β1.
1AdaGrad with first order momentum is also studied in [Zou and Shen, 2018] which appeared online

after our first version
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It is also worth mentioning that Algorithm 1 can be applied to solve the popular
“finite-sum” problems whose objective is a sum of n individual cost functions. That is,

min
x∈Rd

∑n
i=1 fi(x) := f(x), (2.2)

where each fi : Rd → R is a smooth and possibly non-convex function. If at each time

instance the index i is chosen uniformly randomly, then Algorithm 1 still applies, with

gt = ∇fi(xt). It can also be extended to a mini-batch case with gt =
1
b

∑
i∈It ∇fi(xt),

where It denotes the minibatch of size b at time t. It is easy to show that gt is an

unbiased estimator for ∇f(x).
In the remainder of this paper, we will analyze Algorithm 1 and provide sufficient

conditions under which the algorithm converges to first-order stationary solutions with

sublinear rate. We will also discuss how our results can be applied to special cases of

generalized Adam.

2.3 Convergence Analysis for Generalized Adam

The main technical challenge in analyzing the non-convex version of Adam-type algorithms

is that the actually used update directions could no longer be unbiased estimates of the

true gradients. Furthermore, an additional difficulty is introduced by the involved form of

the adaptive learning rate. Therefore the biased gradients have to be carefully analyzed

together with the use of the inverse of exponential moving average while adjusting the

learning rate. The existing convex analysis [Reddi et al., 2018] does not apply to the

non-convex scenario we study for at least two reasons: first, non-convex optimization

requires a different convergence criterion, given by stationarity rather than the global

optimality; second, we consider constant momentum controlling parameter.

In the following, we formalize the assumptions required in our convergence analysis.

Assumptions

A1.1: f is differentiable and has L-Lipschitz gradient, i.e. ∀x, y, ∥∇f(x)−∇f(y)∥ ≤
L∥x− y∥. It is also lower bounded, i.e. f(x∗) > −∞ where x∗ is an optimal solution.

A1.2: At time t, the algorithm can access a bounded noisy gradient and the true

gradient is bounded, i.e. ∥∇f(xt)∥ ≤ H, ∥gt∥ ≤ H, ∀t > 1.

A1.3: The noisy gradient is unbiased and the noise is independent, i.e. gt =
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∇f(xt) + ζt, E[ζt] = 0 and ζi is independent of ζj if i ̸= j.

Reference [Reddi et al., 2018] uses a similar (but slightly different) assumption as

A2, i.e., the bounded elements of the gradient ∥gt∥∞ ≤ a for some finite a. The bounded

norm of ∇f(xt) in A2 is equivalent to Lipschitz continuity of f (when f is differentiable)

which is a commonly used condition in convergence analysis. This assumption is often

satisfied in practice, for example it holds for the finite sum problem (2.2) when each

fi has bounded gradient, and gt = ∇fi(xt) where i is sampled randomly. A3 is also

standard in stochastic optimization for analyzing convergence.

Our main result shows that if the coordinate-wise weighting term
√
v̂t in Algorithm 1 is

properly chosen, we can ensure the global convergence as well as the sublinear convergence

rate of the algorithm (to a first-order stationary solution). First, we characterize how

the effective stepsize parameters αt and v̂t affect convergence of Adam-type algorithms.

Theorem 1. Suppose that Assumptions A1.1-A1.3 are satisfied, β1 is chosen such that
β1 ≥ β1,t, β1,t ∈ [0, 1) is non-increasing, and for some constant G > 0,

∥∥αtmt/
√
v̂t
∥∥ ≤

G, ∀ t. Then Generalized Adam yields

E

[
T∑

t=1

αt⟨∇f(xt),∇f(xt)/
√
v̂t⟩

]
(2.3)

≤E

C1

T∑
t=1

∥∥∥αtgt/
√
v̂t

∥∥∥2 + C2

T∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
1

+ C3

T−1∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
2
+ C4

where C1, C2, C3 are constants independent of d and T , C4 is a constant independent of

T , the expectation is taken with respect to all the randomness corresponding to {gt}.
Further, let γt := minj∈[d]min{gi}ti=1

αt/(
√
v̂t)j denote the minimum possible value of

effective stepsize at time t over all possible coordinate and past gradients {gi}ti=1. Then
the convergence rate of Generalized Adam is given by

min
t∈[T ]

E
[
∥∇f(xt)∥2

]
= O

(
s1(T )

s2(T )

)
, (2.4)

where s1(T ) is defined through the upper bound of RHS of (2.3), namely, O(s1(T )), and∑T
t=1 γt = Ω(s2(T )).

Proof : See Section 2.6.1. Q.E.D.

In Theorem1, ∥αtmt/
√
v̂t∥ ≤ G is a mild condition. Roughly speaking, it implies

that the change of xt at each each iteration should be finite. As will be evident later,
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with ∥gt∥ ≤ H, the condition ∥αtmt/
√
v̂t∥ ≤ G is automatically satisfied for both

AdaGrad and AMSGrad. Besides, instead of bounding the minimum norm of ∇f in

(2.4), we can also apply a probabilistic output (e.g., select an output xR with probability

p(R = t) = γt∑T
t=1 γt

) to bound E[∥∇f(xR)∥2] [Ghadimi and Lan, 2013, Lei et al., 2017]. It

is worth mentioning that a small number ϵ could be added to v̂t for ensuring the numerical

stability. In this case, our Theorem 1 still holds given the fact the resulting algorithm is

still a special case of Algorithm 1. Accordingly, our convergence results for AMSGrad and

AdaFom that will be derived later also hold as ∥αtmt/(
√
v̂t + ϵ)∥ ≤ ∥αtmt/

√
v̂t∥ ≤ G

when ϵ is added to v̂t. We will provide a detailed explanation of Theorem 1 in Section

2.3.1.
Theorem 1 implies a sufficient condition that guarantees convergence of the Adam-

type methods: s1(T ) grows slower than s2(T ). We will show in Section 2.3.2 that the
rate s1(T ) can be dominated by different terms in different cases, i.e. the non-constant
quantities TermA and B below

E

[ T∑
t=1

∥∥∥∥αtgt/
√
v̂t

∥∥∥∥2︸ ︷︷ ︸
TermA

+

T∑
t=2

∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥
1︸ ︷︷ ︸

TermB

+

T−1∑
t=2

∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥2] = O(s1(T )), (2.5)

where the growth of third term at LHS of (2.5) can be directly related to growth of

Term B via the relationship between ℓ1 and ℓ2 norm or upper boundedness of (αt/
√
v̂t)j .

2.3.1 Explanation of convergence conditions

From (2.4) in Theorem 1, it is evident that s1(T ) = o(s2(T )) can ensure proper conver-

gence of the algorithm. This requirement has some important implications, which we

discuss below.

• (The Bounds for s1(T ) and s2(T )) First, the requirement that s1(T ) = o(s2(T ))

implies that E[
∑T

t=1 ∥αtgt/
√
v̂t∥2] = o(

∑T
t=1 γt). This is a common condition generalized

from SGD. Term A in (2.5) is a generalization of the term
∑T

t=1 α∥atgt∥2 for SGD (where

{αt} is the stepsize sequence for SGD), and it quantifies possible increase in the objective

function brought by higher order curvature. The term
∑T

t=1 γt is the lower bound on the

summation of effective stepsizes, which reduces to
∑T

t=1 αt when Generalized Adam is

simplified to SGD.
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• (Oscillation of Effective Stepsizes) Term B in (2.5) characterizes the oscillation

of effective stepsizes αt/
√
v̂t. In our analysis such an oscillation term upper bounds

the expected possible ascent in objective induced by skewed update direction gt/
√
v̂t

(“skewed” in the sense that E[gt/
√
v̂t] is not parallel with ∇f(xt)), therefore it cannot be

too large. Bounding this term is critical, and to demonstrate this fact, in Section 2.3.2

we show that large oscillation can result in non-convergence of Adam for even simple

unconstrained non-convex problems.

• (Advantage of Adaptive Gradient). One possible benefit of adaptive gradient

methods can be seen from Term A. When this term dominates the convergence speed in

Theorem 1, it is possible that proper design of v̂t can help reduce this quantity compared

with SGD (An example is provided in Section 2.4.1 to further illustrate this fact.) in

certain cases. Intuitively, adaptive gradient methods like AMSGrad can provide a flexible

choice of stepsizes, since v̂t can have a normalization effect to reduce oscillation and

overshoot introduced by large stepsizes. At the same time, flexibility of stepsizes makes

the hyperparameter tuning of an algorithm easier in practice.

2.3.2 Tightness of the rate bound (2.4)

In the next, we show our bound (2.4) is tight in the sense that there exist problems

satisfying Assumption 1 such that certain algorithms belonging to the class of Algorithm

1 can diverge due to the high growth rate of Term A or Term B.

Non-convergence of SGD and ADAM due to effect of Term A

We demonstrate the importance of Term A in this subsection. Consider a simple

one-dimensional optimization problem minx f(x), with f(x) = 100x2 if |x| <= b, and

f(x) = 200b|x| − 100b2 if |x| > b, where b = 10. In Figure 2.1, we show the growth

rate of different terms given in Theorem 1, where α0 ≜ 0, αt = 0.01 for t ≥ 1, and

β1,t = 0, β2,t = 0.9 for both Adam and AMSGrad. We observe that both SGD and Adam

are not converging to a stationary solution (x = 0), which is because
∑T

t=1

∥∥αtgt/
√
v̂t
∥∥2

grows with the same rate as accumulation of effective stepsizes as shown in the figure.

Actually, SGD only converges when αt < 0.01 and our theory provides an perspective of

why SGD diverges when αt ≥ 0.01. In the example, Adam is also not converging to 0

due to Term A. From our observation, Adam oscillates for any constant stepsize within
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[10−4, 0.1] for this problem and Term A always ends up growing as fast as accumulation

of effective stepsizes, which implies Adam only converges with diminishing stepsizes

even in non-stochastic optimization. In contrast to SGD and Adam, AMSGrad converges

in this case since both Term A and Term B grow slower than accumulation of effective

stepsizes. For AMSGrad and Adam, v̂t has a strong normalization effect and it allows

the algorithm to use a larger range of αt. The practical benefit of this flexible choice

of stepsizes is easier hyperparameter tuning, which is consistent with the impression of

practitioners about the original Adam. We present more experimental results in Section

2.4.1 accompanied with more detailed discussions.

Figure 2.1: A toy example to illustrate effect of Term A on Adam, AMSGrad, and SGD.

Non-convergence of Adam due to effect of Term B

Next, we use an example to demonstrate the importance of the Term B for the convergence

of Adam-type algorithms.
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Figure 2.2: A toy example to illustrate effect of Term B on Adam and AMSGrad.

Consider optimization problem minx f(x) =
∑11

i=1 fi(x) where

fi(x) =

I[i = 1]5.5x2 + I[i ̸= 1](−0.5x2), if |x| ≤ 1

I[i = 1](11|x| − 5.5) + I[i ̸= 1](−|x|+ 0.5), if |x| > 1
(2.6)

and I[1 = 1] = 1, I[1 ̸= 1] = 0. It is easy to verify that the only point with ∇f(x) = 0 is

x = 0. The problem satisfies the assumptions in Theorem 1 as the stochastic gradient

gt = ∇fi(xt) is sampled uniformly for i ∈ [11]. We now use the AMSGrad and Adam

to optimize x, and the results are given in Figure 2.2, where we set αt = 1, β1,t = 0,

and β2,t = 0.1. We observe that
∑T

t=1 ∥αt/
√
v̂t − αt−1/

√
v̂t−1∥1 in Term B grows with

the same rate as
∑T

t=1 αt/
√
v̂t for Adam, where we recall that

∑T
t=1 αt/

√
v̂t is an upper

bound of
∑T

t=1 γt in Theorem 1. As a result, we obtain O(s1(T )/s2(T )) ̸= o(1) in (2.4),

implying the non-convergence of Adam. Our theoretical analysis matches the empirical

results in Figure 2.2. In contrast, AMSGrad converges in Figure 2.2 because of its
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smaller oscillation in effective stepsizes, associated with Term B. We finally remark that

the importance of the quantity
∑T

t=1 ∥αt/
√
v̂t −αt−1/

√
v̂t−1∥1 is also noticed by [Huang

et al., 2018]. However, they did not analyze its effect on convergence, and their theory is

only for convex optimization.

2.3.3 Convergence of AMSGrad and AdaFom

Theorem 1 provides a general approach for the design of the weighting sequence {v̂t}
and the convergence analysis of Adam-type algorithms. For example, SGD specified by

Table 2.1 with stepsizes αt = 1/
√
t yields O(log T/

√
T ) convergence speed by Theorem

1. Moreover, the explanation on the non-convergence of Adam in [Reddi et al., 2018]

is consistent with our analysis in Section 2.3.2. That is, Term B in (2.5) can grow as

fast as s2(T ) so that s1(T )/s2(T ) becomes a constant. Further, we notice that Term A

in (2.5) can also make Adam diverge which is unnoticed before. Aside from checking

convergence of an algorithm, Theorem 1 can also provide convergence rates of AdaGrad

and AMSGrad, which will be given as corollaries later.

Algorithm 2 AMSGrad
(S0). Define m0 = 0, v0 = 0, v̂0 = 0;
for t = 1, 2, . . . , T do

(S1). mt = β1,tmt−1 + (1− β1,t)gt
(S2). vt = β2vt−1 + (1− β2)g

2
t

(S3). v̂t = max{v̂t−1, vt}
(S4). xt+1 = xt − αtmt/

√
v̂t

end for

Algorithm 3 AdaFom
(S0). Define m0 = 0, v̂0 = 0;
for t = 1, 2, . . . , T do

(S1). mt = β1,tmt−1 + (1− β1,t)gt
(S2). v̂t = (1− 1/t)v̂t−1 + (1/t)g2t
(S3). xt+1 = xt − αtmt/

√
v̂t

end for

Our proposed convergence rate of AMSGrad matches the result in [Reddi et al., 2018]

for stochastic convex optimization. However, the analysis of AMSGrad in [Reddi et al.,

2018] is constrained to diminishing momentum controlling parameter β1,t. Instead, our

analysis is applicable to the more popular constant momentum parameter, leading to a

more general non-increasing parameter setting.

In Corollary 1 and Corollary 2, we derive the convergence rates of AMSGrad and

AdaFom, respectively. Note that AdaFom is more general than AdaGrad since when

β1,t = 0, AdaFom becomes AdaGrad.

Corollary 1. Assume ∃ c > 0 such that |(g1)i| ≥ c,∀i ∈ [d], for AMSGrad (pseudo code

in Section 2.6.2) with β1,t ≤ β1 ∈ [0, 1) and β1,t is non-increasing, αt = 1/
√
t, we have
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for any T ,

min
t∈[T ]

E
[
∥f(xt)∥2

]
≤ 1√

T
(Q1 +Q2 log T ) (2.7)

where Q1 and Q2 are two constants independent of T .

Proof: See Section 2.6.2. Q.E.D.

Corollary 2. Assume ∃ c > 0 such that |(g1)i| ≥ c,∀i ∈ [d], for AdaFom (Algorithm 4

in Section 2.6.3) with β1,t ≤ β1 ∈ [0, 1) and β1,t is non-increasing, αt = 1/
√
t, we have

for any T ,

min
t∈[T ]

E
[
∥f(xt)∥2

]
≤ 1√

T
(Q′

1 +Q′
2 log T ) (2.8)

where Q′
1 and Q′

2 are two constants independent of T .

Proof: See Section 2.6.3. Q.E.D.

The assumption |(g1)i| ≥ c,∀i is a mild assumption and it is used to ensure v̂1 ≥ r for

some constant r. It is also usually needed in practice for numerical stability (for AMSGrad

and AdaGrad, if (g1)i = 0 for some i, division by 0 error may happen at the first iteration).

In some implementations, to avoid numerical instability, the update rule of algorithms like

Adam, AMSGrad, and AdaGrad take the form of xt+1 = xt−αtmt/(
√
v̂t+ϵ) with ϵ being

a positive number. These modified algorithms still fall into the framework of Algorithm

1 since ϵ can be incorporated into the definition of v̂t. Meanwhile, our convergence proof

for Corollary 1 and Corollary 2 can go through without assuming |(g1)i| ≥ c,∀i because
√
v̂t ≥ ϵ. In addition, ϵ can affect the worst case convergence rate by a constant factor in

the analysis.

We remark that the derived convergence rate of AMSGrad and AdaFom involves

an additional log T factor compared to the fastest rate of first order methods (1/
√
T ).

However, such a slowdown can be mitigated by choosing an appropriate stepsize. To be

specific, the log T factor for AMSGrad would be eliminated when we adopt a constant

rather than diminishing stepsize, e.g., αt = 1/
√
T . It is also worth mentioning that our

theoretical analysis focuses on the convergence rate of adaptive methods in the worst

case for nonconvex optimization. Thus, a sharper convergence analysis that can quantify

the benefits of adaptive methods still remains an open question in theory.
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2.4 Empirical performance of Adam-type algorithms

In this section, we compare the empirical performance of Adam-type algorithms, including

AMSGrad, Adam, AdaFom and AdaGrad, on training a convolutional neural network

(CNN) on MNIST and CIFARNET on CIFAR-10.

In the experiment on MNIST, we consider a convolutional neural network (CNN),

which includes 3 convolutional layers and 2 fully-connected layers. In convolutional

layers, we adopt filters of sizes 6× 6× 1 (with stride 1), 5× 5× 6 (with stride 2), and

6× 6× 12 (with stride 2), respectively. In both AMSGrad2 and Adam, we set β1 = 0.9

and β2 = 0.99. In AdaFom, we set β1 = 0.9. We choose 50 as the mini-batch size and

the stepsize is choose to be αt = 0.0001 + 0.003e−t/2000.

The architecture of the CIFARNET that we are using is as below. The model starts

with two convolutional layers with 32 and 64 kernels of size 3 x 3, followed by 2 x 2 max

pooling and dropout with keep probability 0.25. The next layers are two convolutional

layers with 128 kernels of size 3 x 3 and 2 x 2, respectively. Each of the two convolutional

layers is followed by a 2 x 2 max pooling layer. The last layer is a fully connected

layer with 1500 nodes. Dropout with keep probability 0.25 is added between the fully

connected layer and the convolutional layer. All convolutional layers use ReLU activation

and stride 1. The learning rate αt of Adam and AMSGrad starts with 0.001 and decrease

10 times every 20 epochs. The learning rate of AdaGrad and AdaFom starts with 0.05

and decreases to 0.001 after 20 epochs and to 0.0001 after 40 epochs. These learning

rates are tuned so that each algorithm has its best performance.
2We customized our algorithms based on the open source code https://github.com/taki0112/

AMSGrad-Tensorflow.

https://github.com/taki0112/AMSGrad-Tensorflow
https://github.com/taki0112/AMSGrad-Tensorflow
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(a) Training loss versus iterations (b) Testing accuracy versus iterations

Figure 2.3: Comparison of AMSGrad, Adam, AdaFom and AdaGrad under MNIST in training loss
and testing accuracy.

(a) Training loss versus iterations (b) Testing accuracy versus iterations

Figure 2.4: Comparison of AMSGrad, Adam, AdaFom and AdaGrad under CIFAR in training loss
and testing accuracy.

In Figure 2.3, we present the training loss and the classification accuracy of Adam-type

algorithms versus the number of iterations for MNIST. As we can see, AMSGrad performs

quite similarly to Adam which confirms the result in [Reddi et al., 2018]. The performance

of AdaGrad is worse than other algorithms, because of the lack of momentum and/or the

significantly different choice of v̂t. We also observe that the performance of AdaFom

lies between AMSGrad/Adam and AdaGrad. This is not surprising, since AdaFom can
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be regarded as a momentum version of AdaGrad but uses a simpler adaptive learning

rate (independent on β2) compared to AMSGrad/Adam. In Figure 2.4, we consider to

train a larger network (CIFARNET) on CIFAR-10. As we can see, Adam and AMSGrad

perform similarly and yield the best accuracy. AdaFom outperforms AdaGrad in both

training and testing, which agrees with the results obtained in the MNIST experiment.

2.4.1 Advantages and Disadvantages of Adaptive gradient method

In this section, we provide some additional experiments to demonstrate how specific

Adam-type algorithms can perform better than SGD and how SGD can out perform

Adam-type algorithms in different situations.

One possible benefit of adaptive gradient methods is the “sparse noise reduction” effect

pointed out in Bernstein et al. [2018]. Below we illustrate another possible practical

advantage of adaptive gradient methods when applied to solve non-convex problems,

which we refer to as flexibility of stepsizes.

To highlight ideas, let us take AMSGrad as an example, and compare it with SGD.

First, in non-convex problems there can be multiple valleys with different curvatures.

When using fixed stepsizes (or even a slowly diminishing stepsize), SGD can only converge

to local optima in valleys with small curvature while AMSGrad and some other adaptive

gradient algorithms can potentially converge to optima in valleys with relative high

curvature (this may not be beneficial if one don’t want to converge to a sharp local

minimum). Second, the flexible choice of stepsizes implies less hyperparameter tuning

and this coincides with the popular impression about original Adam.

We empirically demonstrate the flexible stepsizes property of AMSGrad using a

deterministic quadratic problem. Consider a toy optimization problem minx f(x), f(x) =

100x2, the gradient is given by 200x. For SGD (which reduces to gradient descent in this

case) to converge, we must have αt < 0.01; for AMSGrad, v̂t has a strong normalization

effect and it allows the algorithm to use larger αt’s. We show the growth rate of different

terms given in Theorem 1 for different stepsizes in Figure 2.5 to Figure 2.8 (where we

choose β1,t = 0, β2,t = 0.9 for both Adam and AMSGrad). In Figure 2.5, αt = 0.1 and

SGD diverges due to large αt, AMSGrad converges in this case, Adam is oscillating

between two non-zero points. In Figure 2.6, stepsizes αt is set to 0.01, SGD and Adam are

oscillating, AMSGrad converges to 0. For Figure 2.7, SGD converges to 0 and AMSGrad
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is converging slower than SGD due to its smaller effective stepsizes, Adam is oscillating.

One may wonder how diminishing stepsizes affects performance of the algorithms, this is

shown in Figure 2.8 where αt = 0.1/
√
t, we can see SGD is diverging until stepsizes is

small, AMSGrad is converging all the time, Adam appears to get stuck but it is actually

converging very slowly due to diminishing stepsizes. This example shows AMSGrad can

converge with a larger range of stepsizes compared with SGD.

From the figures, we can see that the term
∑T

t=1 ∥αtgt/
√
v̂t∥2 is the key quantity that

limits the convergence speed of algorithms in this case. In Figure 2.5, Figure 2.6, and

early stage of Figure 2.8, the quantity is obviously a good sign of convergence speed. In

Figure 2.7, since the difference of quantity between AMSGrad and SGD is compensated

by the larger effective stepsizes of SGD and some problem independent constant, SGD

converges faster. In fact, Figure 2.7 provides a case where AMSGrad does not perform

well. Note that the normalization factor
√
v̂t can be understood as imitating the largest

Lipschitz constant along the way of optimization, so generally speaking dividing by this

number makes the algorithm converge easier. However when the Lipschitz constant

becomes smaller locally around a local optimal point, the stepsizes choice of AMSGrad

dictates that
√
v̂t does not change, resulting a small effective stepsizes. This could be

mitigated by AdaGrad and its momentum variants which allows v̂t to decrease when gt
keeps decreasing.
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(a)
∑T

t=1 αt/
√
v̂t (b)

∑T
t=1 ∥αtgt/

√
v̂t∥2

(c)
∑T

t=1 ∥αt/
√
v̂t − αt−1/

√
v̂t−1∥1 (d) ∥∇f(xT )∥2

Figure 2.5: Comparison of algorithms with αt = 0.1, we defined α0 = 0

(a)
∑T

t=1 αt/
√
v̂t (b)

∑T
t=1 ∥αtgt/

√
v̂t∥2

(c)
∑T

t=1 ∥αt/
√
v̂t − αt−1/

√
v̂t−1∥1 (d) ∥∇f(xT )∥2

Figure 2.6: Comparison of algorithms with αt = 0.01, we defined α0 = 0
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(a)
∑T

t=1 αt/
√
v̂t (b)

∑T
t=1 ∥αtgt/

√
v̂t∥2

(c)
∑T

t=1 ∥αt/
√
v̂t − αt−1/

√
v̂t−1∥1 (d) ∥∇f(xT )∥2

Figure 2.7: Comparison of algorithms with αt = 0.001, we defined α0 = 0

(a)
∑T

t=1 αt/
√
v̂t (b)

∑T
t=1 ∥αtgt/

√
v̂t∥2

(c)
∑T

t=1 ∥αt/
√
v̂t − αt−1/

√
v̂t−1∥1 (d) ∥∇f(xT )∥2

Figure 2.8: Comparison of algorithms with αt = 0.1/
√
t, we defined α0 = 0
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2.5 Discussion

We provided some mild conditions to ensure convergence of a class of Adam-type

algorithms, which includes Adam, AMSGrad, AdaGrad, AdaFom, SGD, SGD with

momentum as special cases. Apart from providing general convergence guarantees

for algorithms, our conditions can also be checked in practice to monitor empirical

convergence. We also provide insights on how oscillation of effective stepsizes can affect

convergence rate for the class of algorithms which could be beneficial for the design

of future algorithms. This chapter focuses on unconstrained non-convex optimization

problems, and we well extend the analysis in the next chapter to constrained non-convex

optimization problems when designing efficient zeroth order adaptive gradient methods.
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2.6 Delayed proofs

2.6.1 Convergence proof for Generalized Adam

In this section, we present the convergence proof of Algorithm 1. We will first give several

lemmas prior to proving Theorem 1.

Proof of Auxiliary Lemmas

Lemma 1. Let x0 ≜ x1 in Generalized Adam, consider the sequence

zt = xt +
β1,t

1− β1,t
(xt − xt−1), ∀t ≥ 1. (2.9)

Then the following holds true

zt+1 − zt =−
(

β1,t+1

1− β1,t+1
− β1,t

1− β1,t

)
αtmt/

√
v̂t

− β1,t
1− β1,t

(
αt√
v̂t

− αt−1√
v̂t−1

)
⊙mt−1 − αtgt/

√
v̂t, ∀ t > 1

and

z2 − z1 = −
(

β1,2
1− β1,2

− β1,1
1− β1,1

)
α1m1/

√
v̂1 − α1g1/

√
v̂1.

Proof. [Proof of Lemma 1] By the update rules S1-S3 in Generalized Adam, we have
when t > 1,

xt+1 − xt = −αtmt/
√
v̂t

S1
= − αt(β1,tmt−1 + (1− β1,t)gt)/

√
v̂t

S3
=β1,t

αt

αt−1

√
v̂t−1√
v̂t

⊙ (xt − xt−1)− αt(1− β1,t)gt/
√
v̂t

= β1,t(xt − xt−1) + β1,t

(
αt

αt−1

√
v̂t−1√
v̂t

− 1

)
⊙ (xt − xt−1)− αt(1− β1,t)gt/

√
v̂t

S3
=β1,t(xt − xt−1)− β1,t

(
αt√
v̂t

− αt−1√
v̂t−1

)
⊙mt−1 − αt(1− β1,t)gt/

√
v̂t. (2.10)
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Since xt+1 − xt = (1− β1,t)xt+1 + β1,t(xt+1 − xt)− (1− β1,t)xt, based on (2.10) we have

(1− β1,t)xt+1 + β1,t(xt+1 − xt)

=(1− β1,t)xt + β1,t(xt − xt−1)− β1,t

(
αt√
v̂t

− αt−1√
v̂t−1

)
⊙mt−1 − αt(1− β1,t)gt/

√
v̂t.

Divide both sides by 1− β1,t, we have

xt+1 +
β1,t

1− β1,t
(xt+1 − xt)

=xt +
β1,t

1− β1,t
(xt − xt−1)−

β1,t
1− β1,t

(
αt√
v̂t

− αt−1√
v̂t−1

)
⊙mt−1 − αtgt/

√
v̂t. (2.11)

Define the sequence

zt = xt +
β1,t

1− β1,t
(xt − xt−1).

Then (2.11) can be written as

zt+1 = zt +

(
β1,t+1

1− β1,t+1
− β1,t

1− β1,t

)
(xt+1 − xt)

− β1,t
1− β1,t

(
αt√
v̂t

− αt−1√
v̂t−1

)
⊙mt−1 − αtgt/

√
v̂t

= zt −
(

β1,t+1

1− β1,t+1
− β1,t

1− β1,t

)
αtmt

√
v̂t

− β1,t
1− β1,t

(
αt√
v̂t

− αt−1√
v̂t−1

)
⊙mt−1 − αtgt/

√
v̂t, ∀t > 1,

where the second equality is due to xt+1 − xt = −αtmt/
√
v̂t.
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For t = 1, we have z1 = x1 (due to x1 = x0), and

z2 − z1 =x2 +
β1,2

1− β1,2
(x2 − x1)− x1

=x2 +

(
β1,2

1− β1,2
− β1,1

1− β1,1

)
(x2 − x1) +

β1,1
1− β1,1

(x2 − x1)− x1

=

(
β1,2

1− β1,2
− β1,1

1− β1,1

)
(−α1m1/

√
v̂1) +

(
β1,1

1− β1,1
+ 1

)
(x2 − x1)

=

(
β1,2

1− β1,2
− β1,1

1− β1,1

)
(−α1m1/

√
v̂1) +

1

1− β1,1
(−α1(1− β1,1)g1/

√
v̂1)

=−
(

β1,2
1− β1,2

− β1,1
1− β1,1

)
(a1m1/

√
v̂1)− α1g1/

√
v̂1,

where the forth equality holds due to (S1) and (S3) of Generalized Adam.

The proof is now complete. Q.E.D.

Without loss of generality, we initialize Generalized Adam as below to simplify our

analysis in what follows, (
α1√
v̂1

− α0√
v̂0

)
⊙m0 = 0. (2.12)

Lemma 2. Suppose that the conditions in Theorem 1 hold, then

E [f(zt+1)− f(z1)] ≤
6∑

i=1

Ti, (2.13)
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where

T1 = −E

[
t∑

i=1

⟨∇f(zi),
β1,i

1− β1,i

(
αi√
v̂i

− αi−1√
v̂i−1

)
⊙mi−1⟩

]
, (2.14)

T2 = −E

[
t∑

i=1

αi⟨∇f(zi), gi/
√
v̂i⟩

]
, (2.15)

T3 = −E

[
t∑

i=1

⟨∇f(zi),
(

β1,i+1

1− β1,i+1
− β1,i

1− β1,i

)
αimi/

√
v̂i⟩

]
, (2.16)

T4 = E

[
t∑

i=1

3

2
L

∥∥∥∥( β1,t+1

1− β1,t+1
− β1,t

1− β1,t

)
αtmt/

√
vt

∥∥∥∥2
]
, (2.17)

T5 = E

 t∑
i=1

3

2
L

∥∥∥∥∥ β1,i
1− β1,i

(
αt√
v̂i

− αi−1√
v̂i−1

)
⊙mi−1

∥∥∥∥∥
2
 , (2.18)

T6 = E

[
t∑

i=1

3

2
L
∥∥∥αigi/

√
v̂i

∥∥∥2] . (2.19)

Proof. [Proof of Lemma 2] By the Lipschitz smoothness of ∇f , we obtain

f(zt+1) ≤ f(zt) + ⟨∇f(zt), dt⟩+
L

2
∥dt∥2 , (2.20)

where dt = zt+1 − zt, and Lemma 1 together with (2.12) yield

dt =−
(

β1,t+1

1− β1,t+1
− β1,t

1− β1,t

)
αtmt/

√
v̂t

− β1
1− β1

(
αt√
v̂t

− αt−1√
v̂t−1

)
⊙mt−1 − αtgt/

√
v̂t, ∀t ≥ 1. (2.21)
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Based on (2.20) and (2.21), we then have

E[f(zt+1)− f(z1)] =E

[
t∑

i=1

f(zi+1)− f(zi)

]

≤E

[
t∑

i=1

⟨∇f(zi), di⟩+
L

2
∥di∥2

]

=− E

[
t∑

i=1

⟨∇f(zi),
β1,i

1− β1,i

(
αi√
v̂i

− αi−1√
v̂i−1

)
⊙mi−1⟩

]

− E

[
t∑

i=1

αi⟨∇f(zi), gi/
√
v̂i⟩

]

− E

[
t∑

i=1

⟨∇f(zi),
(

β1,i+1

1− β1,i+1
− β1,i

1− β1,i

)
αimi/

√
v̂i⟩

]

+ E

[ t∑
i=1

L

2
∥di∥2

]
= T1 + T2 + T3 ++E

[ t∑
i=1

L

2
∥di∥2

]
, (2.22)

where {Ti} have been defined in (2.14)-(2.19). Further, using inequality ∥a+ b+ c∥2 ≤
3∥a∥2 + 3∥b∥2 + 3∥c∥2 and (2.22), we have

E

[
t∑

i=1

∥di∥2
]
≤ T4 + T5 + T6.

Substituting the above inequality into (2.22), we then obtain (2.13). Q.E.D.

The next series of lemmas separately bound the terms on RHS of (2.13).

Lemma 3. Suppose that the conditions in Theorem 1 hold, T1 in (2.14) can be bounded

as

T1 = −E

[
t∑

i=1

⟨∇f(zi),
β1,t

1− β1,t

(
αi√
v̂i

− αi−1√
v̂i−1

)
⊙mi−1⟩

]

≤H2 β1
1− β1

E

 t∑
i=2

d∑
j=1

∣∣∣∣
(
αi√
v̂i

− αi−1√
v̂i−1

)
j

∣∣∣∣


Proof. [Proof of Lemma 3] Since ∥gt∥ ≤ H, by the update rule of mt, we have ∥mt∥ ≤ H,

this can be proved by induction as below.
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Recall that mt = β1,tmt−1 + (1− β1,t)gt, suppose ∥mt−1∥ ≤ H, we have

∥mt∥ ≤ (β1,t + (1− β1,t))max(∥gt∥, ∥mt−1∥) = max(∥gt∥, ∥mt−1∥) ≤ H, (2.23)

then since m0 = 0, we have ∥m0∥ ≤ H which completes the induction.

Given ∥mt∥ ≤ H, we further have

T1 =− E

[
t∑

i=2

⟨∇f(zi),
β1,t

1− β1,t

(
αi√
v̂i

− αi−1√
v̂i−1

)
⊙mi−1⟩

]

≤E

 t∑
i=1

∥∇f(zi)∥ ∥mi−1∥
(

1

1− β1,t
− 1

) d∑
j=1

∣∣∣∣
(
αi√
v̂i

− αi−1√
v̂i−1

)
j

∣∣∣∣


≤H2 β1
1− β1

E

 t∑
i=1

d∑
j=1

∣∣∣∣
(
αi√
v̂i

− αi−1√
v̂i−1

)
j

∣∣∣∣


where the first equality holds due to (2.12), and the last inequality is due to β1 ≥ β1,i.

The proof is now complete. Q.E.D.

Lemma 4. Suppose the conditions in Theorem 1 hold. For T3 in (2.16), we have

T3 = −E

[
t∑

i=1

⟨∇f(zi),
(

β1,i+1

1− β1,i+1
− β1,i

1− β1,i

)
αimi/

√
v̂i⟩

]

≤
(

β1
1− β1

− β1,t+1

1− β1,t+1

)(
H2 +G2

)
Proof. [Proof of Lemma 4]

T3 ≤E

[
t∑

i=1

∣∣∣∣ β1,i+1

1− β1,i+1
− β1,i

1− β1,i

∣∣∣∣ 12 (∥∇f(zi)∥2 + ∥αimi/
√
v̂i∥2

)]

≤E

[
t∑

i=1

∣∣∣∣ β1,i+1

1− β1,i+1
− β1,i

1− β1,i

∣∣∣∣ 12 (H2 +G2
)]

=
t∑

i=1

(
β1,i

1− β1,i
− β1,i+1

1− β1,i+1

)
1

2

(
H2 +G2

)
≤
(

β1
1− β1

− β1,t+1

1− β1,t+1

)(
H2 +G2

)
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where the first inequality is due to⟨a, b⟩ ≤ 1
2(∥a∥

2 + ∥b∥2), the second inequality is using

due to upper bound on ∥∇f(xt)∥ ≤ H and ∥αimi/
√
v̂i∥ ≤ G given by the assumptions

in Theorem 1, the third equality is because β1,t ≤ β1 and β1,t is non-increasing, the last

inequality is due to telescope sum.

This completes the proof. Q.E.D.

Lemma 5. Suppose the assumptions in Theorem 1 hold. For T4 in (2.17), we have

2

3L
T4 = E

[
t∑

i=1

∥∥∥∥( β1,t+1

1− β1,t+1
− β1,t

1− β1,t

)
αtmt/

√
vt

∥∥∥∥2
]

≤
(

β1
1− β1

− β1,t+1

1− β1,t+1

)2

G2

Proof. [Proof of Lemma 5] The proof is similar to the previous lemma.

2

3L
T4 =E

[
t∑

i=1

(
β1,t+1

1− β1,t+1
− β1,t

1− β1,t

)2

∥αtmt/
√
vt∥2

]

≤E

[
t∑

i=1

(
β1,t

1− β1,t
− β1,t+1

1− β1,t+1

)2

G2

]

≤
(

β1
1− β1

− β1,t+1

1− β1,t+1

) t∑
i=1

(
β1,t

1− β1,t
− β1,t+1

1− β1,t+1

)
G2

≤
(

β1
1− β1

− β1,t+1

1− β1,t+1

)2

G2

where the first inequality is due to ∥αtmt/
√
vt∥ ≤ G by our assumptions, the second

inequality is due to non-decreasing property of β1,t and β1 ≥ β1,t, the last inequality is

due to telescoping sum.

This completes the proof. Q.E.D.
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Lemma 6. Suppose the assumptions in Theorem 1 hold. For T5 in (2.18), we have

2

3L
T5 =E

 t∑
i=1

∥∥∥∥∥ β1,i
1− β1,i

(
αt√
v̂i

− αi−1√
v̂i−1

)
⊙mi−1

∥∥∥∥∥
2


≤
(

β1
1− β1

)2

H2E

 t∑
i=2

d∑
j=1

(
αt√
v̂i

− αi−1√
v̂i−1

)2

j


Proof. [Proof of Lemma 6]

2

3L
T5 ≤E

 t∑
i=2

(
β1

1− β1

)2 d∑
j=1

( αt√
v̂i

− αi−1√
v̂i−1

)2

j

(mi−1)
2
j


≤
(

β1
1− β1

)2

H2E

 t∑
i=2

d∑
j=1

(
αt√
v̂i

− αi−1√
v̂i−1

)2

j


where the fist inequality is due to β1 ≥ β1,t and (2.12), the second inequality is due to

∥mi∥ < H.

This completes the proof. Q.E.D.

Lemma 7. Suppose the assumptions in Theorem 1 hold. For T2 in (2.15), we have

T2 =− E

[
t∑

i=1

αi⟨∇f(zi), gi/
√
v̂i⟩

]

≤
t∑

i=2

1

2
∥αigi/

√
v̂i∥2 + L2

(
β1

1− β1

)2( 1

1− β1

)2

E

[
t−1∑
i=1

∥αigi/
√
v̂i∥2

]

+ L2H2

(
1

1− β1

)2( β1
1− β1

)4

E

 d∑
j=1

t−1∑
i=2

∣∣∣∣∣ αi√
v̂i

− αi−1√
v̂i−1

∣∣∣∣∣
2

j


+ 2H2E

 t∑
i=2

d∑
j=1

∣∣∣∣∣∣
(
αi√
v̂i

− αi−1√
v̂i−1

)
j

∣∣∣∣∣∣


+ 2H2E

 d∑
j=1

(α1/
√
v̂1)j

− E

[
t∑

i=1

αi⟨∇f(xi),∇f(xt)/
√
v̂i⟩

]
. (2.24)



34

Proof. [Proof of Lemma 7] Recall from the definition (2.9), we have

zi − xi =
β1,i

1− β1,i
(xi − xi−1) = − β1,i

1− β1,i
αi−1mi−1/

√
v̂i−1 (2.25)

Further we have z1 = x1 by definition of z1. We have

T2 =− E

[
t∑

i=1

αi⟨∇f(zi), gi/
√
v̂i⟩

]

=− E

[
t∑

i=1

αi⟨∇f(xi), gi/
√
v̂i⟩

]
− E

[
t∑

i=1

αi⟨∇f(zi)−∇f(xi), gi/
√
v̂i⟩

]
. (2.26)

The second term of (2.26) can be bounded as

− E

[
t∑

i=1

αi⟨∇f(zi)−∇f(xi), gi/
√
v̂i⟩

]

≤E

[
t∑

i=2

1

2
∥∇f(zi)−∇f(xi)∥2 +

1

2
∥αigi/

√
v̂i∥2

]

≤L
2

2
T7 +

1

2
E

[
t∑

i=2

∥αigi/
√
v̂i∥2

]
, (2.27)

where the first inequality is because ⟨a, b⟩ ≤ 1
2

(
∥a∥2 + ∥b∥2

)
and the fact that z1 = x1,

the second inequality is because

∥∇f(zi)−∇f(xi)∥ ≤ L∥zi − xi∥ = L∥ β1,t
1− β1,t

αi−1mi−1/
√
v̂i−1∥,

and T7 is defined as

T7 = E

[
t∑

i=2

∥∥∥∥ β1,i
1− β1,i

αi−1mi−1/
√
v̂i−1

∥∥∥∥2
]
. (2.28)

We next bound the T7 in (2.28), by update rule mi = β1,imi−1 +(1− β1,igi), we have
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mi =
∑i

k=1[(
∏i

l=k+1 β1,l)(1− β1,k)gk]. Based on that, we obtain

T7 ≤
(

β1
1− β1

)2

E

 t∑
i=2

d∑
j=1

(
αi−1mi−1√

v̂i−1

)2

j


=

(
β1

1− β1

)2

E

 t∑
i=2

d∑
j=1

 i−1∑
k=1

αi−1

(∏i−1
l=k+1 β1,l

)
(1− β1,k)gk√

v̂i−1

2

j


≤2

(
β1

1− β1

)2

E

 t∑
i=2

d∑
j=1

 i−1∑
k=1

αk

(∏i−1
l=k+1 β1,l

)
(1− β1,k)gk

√
v̂k

2

j


︸ ︷︷ ︸

T8

+ 2

(
β1

1− β1

)2

E

 t∑
i=2

d∑
j=1

 i−1∑
k=1

(
i−1∏

l=k+1

β1,l

)
(1− β1,k)(gk)j

(
αi−1√
v̂i−1

− αk√
v̂k

)
j

2
︸ ︷︷ ︸

T9

(2.29)

where the first inequality is due to β1,t ≤ β1, the second equality is by substituting

expression of mt, the last inequality is because (a+ b)2 ≤ 2(∥a∥2 + ∥b∥2), and we have

introduced T8 and T9 for ease of notation.
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In (2.29), we first bound T8 as below

T8 =E

 t∑
i=2

d∑
j=1

i−1∑
k=1

i−1∑
p=1

(
αkgk√
v̂k

)
j

(
i−1∏

l=k+1

β1,k

)
(1− β1,k)

(
αpgp√
v̂p

)
j

 i−1∏
q=p+1

β1,p

 (1− β1,p)


(i)

≤E

 t∑
i=2

d∑
j=1

i−1∑
k=1

i−1∑
p=1

(
βi−1−k
1

)(
βi−1−p
1

) 1

2

(αkgk√
v̂k

)2

j

+

(
αpgp√
v̂p

)2

j


(ii)
=E

 t∑
i=2

d∑
j=1

i−1∑
k=1

(
βi−1−k
1

)(αkgk√
v̂k

)2

j

i−1∑
p=1

(
βi−1−p
1

)
(iii)

≤ 1

1− β1
E

 t∑
i=2

d∑
j=1

i−1∑
k=1

(
βi−1−k
1

)(αkgk√
v̂k

)2

j


(iv)
=

1

1− β1
E

 t−1∑
k=1

d∑
j=1

t∑
i=k+1

(
βi−1−k
1

)(αkgk√
v̂k

)2

j


≤
(

1

1− β1

)2

E

 t−1∑
k=1

d∑
j=1

(
αkgk√
v̂k

)2

j

 =

(
1

1− β1

)2

E

[
t−1∑
i=1

∥αigi/
√
v̂i∥2

]
(2.30)

where (i) is due to ab < 1
2(a

2+ b2) and follows from β1,t ≤ β1 and β1,t ∈ [0, 1), (ii) is due

to symmetry of p and k in the summation, (iii) is because of
∑i−1

p=1

(
βi−1−p
1

)
≤ 1

1−β1
,

(iv) is exchanging order of summation, and the second-last inequality is due to the similar

reason as (iii).



37

For the T9 in (2.29), we have

T9 =E

 t∑
i=2

d∑
j=1

 i−1∑
k=1

(
i−1∏

l=k+1

β1,k

)
(1− β1,k)(gk)j

(
αi−1√
v̂i−1

− αk√
v̂k

)
j

2
≤H2E

 t∑
i=2

d∑
j=1

 i−1∑
k=1

(
i−1∏

l=k+1

β1,k

)∣∣∣∣∣ αi−1√
v̂i−1

− αk√
v̂k

∣∣∣∣∣
j

2
≤H2E

 t−1∑
i=1

d∑
j=1

(
i∑

k=1

βi−k
1

∣∣∣∣ αi√
v̂i

− αk√
v̂k

∣∣∣∣
j

)2


≤H2E

 t−1∑
i=1

d∑
j=1

 i∑
k=1

βi−k
1

i∑
l=k+1

∣∣∣∣∣ αl√
v̂l

− αl−1√
v̂l−1

∣∣∣∣∣
j

2 (2.31)

where the first inequality holds due to β1,k < 1 and |(gk)j | ≤ H, the second inequality

holds due to β1,k ≤ β1, and the last inequality applied the triangle inequality. For RHS of

(2.31), using Lemma 8 (that will be proved later) with ai =
∣∣∣∣ αi√
v̂i

− αi−1√
v̂i−1

∣∣∣∣
j

, we further

have

T9 ≤H2E

 t−1∑
i=1

d∑
j=1

 i∑
k=1

βi−k
1

i∑
l=k+1

∣∣∣∣∣ αl√
v̂l

− αl−1√
v̂l−1

∣∣∣∣∣
j

2
≤H2

(
1

1− β1

)2( β1
1− β1

)2

E

 d∑
j=1

t−1∑
i=2

∣∣∣∣∣ αl√
v̂l

− αl−1√
v̂l−1

∣∣∣∣∣
2

j

 (2.32)

Based on (2.27), (2.29), (2.30) and (2.32), we can then bound the second term of
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(2.26) as

− E

[
t∑

i=1

αi⟨∇f(zi)−∇f(xi), gi/
√
v̂i⟩

]

≤L2

(
β1

1− β1

)2( 1

1− β1

)2

E

[
t−1∑
i=1

∥αigi/
√
v̂i∥2

]

+ L2H2

(
1

1− β1

)2( β1
1− β1

)4

E

 d∑
j=1

t−1∑
i=2

∣∣∣∣∣ αl√
v̂l

− αl−1√
v̂l−1

∣∣∣∣∣
2

j


+

1

2
E

[
t∑

i=2

∥αigi/
√
v̂i∥2

]
. (2.33)

Let us turn to the first term in (2.26). Reparameterize gt as gt = ∇f(xt) + δt with

E[δt] = 0, we have

E

[
t∑

i=1

αi⟨∇f(xi), gi/
√
v̂i⟩

]

=E

[
t∑

i=1

αi⟨∇f(xi), (∇f(xi) + δi)/
√
v̂i⟩

]

=E

[
t∑

i=1

αi⟨∇f(xi),∇f(xi)/
√
v̂i⟩

]
+ E

[
t∑

i=1

αi⟨∇f(xi), δi/
√
v̂i⟩

]
. (2.34)

It can be seen that the first term in RHS of (2.34) is the desired descent quantity,
the second term is a bias term to be bounded. For the second term in RHS of (2.34), we
have

E

[
t∑

i=1

αi⟨∇f(xi), δi/
√
v̂i⟩

]

=E

[
t∑

i=2

⟨∇f(xi), δi ⊙ (αi/
√
v̂i − αi−1/

√
v̂i−1)⟩

]
+ E

[
t∑

i=2

αi−1⟨∇f(xi), δi ⊙ (1/
√
v̂i−1)⟩

]
+ E

[
α1⟨∇f(x1), δ1/

√
v̂1⟩
]

≥E

[
t∑

i=2

⟨∇f(xi), δi ⊙ (αi/
√
v̂i − αi−1/

√
v̂i−1)⟩

]
− 2H2E

 d∑
j=1

(α1/
√
v̂1)j

 (2.35)
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where the last equation is because given xi, v̂i−1, E
[
δi ⊙ (1/

√
v̂i−1)|xi, v̂i−1

]
= 0 and

∥δi∥ ≤ 2H due to ∥gi∥ ≤ H and ∥∇f(xi)∥ ≤ H based on Assumptions A2 and A3.

Further, we have

E

[
t∑

i=2

⟨∇f(xi), δt ⊙ (αi/
√
v̂i − αi−1/

√
v̂i−1)⟩

]

=E

 t∑
i=2

d∑
j=1

(∇f(xi))j(δt)j(αi/(
√
v̂i)j − αi−1/(

√
v̂i−1)j)


≥− E

 t∑
i=2

d∑
j=1

|(∇f(xi))j | |(δt)j |
∣∣∣(αi/(

√
v̂i)j − αi−1/(

√
v̂i−1)j)

∣∣∣


≥− 2H2E

 t∑
i=2

d∑
j=1

∣∣∣(αi/(
√
v̂i)j − αi−1/(

√
v̂i−1)j)

∣∣∣
 (2.36)

Substituting (2.35) and (2.36) into (2.34), we then bound the first term of (2.26) as

− E

[
t∑

i=1

αi⟨∇f(xi), gi/
√
v̂i⟩

]

≤2H2E

 t∑
i=2

d∑
j=1

∣∣∣(αi/(
√
v̂i)j − αi−1/(

√
v̂i−1)j)

∣∣∣
+ 2H2E

 d∑
j=1

(α1/
√
v̂1)j


− E

[
t∑

i=1

αi⟨∇f(xi),∇f(xi)/
√
v̂i⟩

]
(2.37)

We finally apply (2.37) and (2.33) to obtain (2.24). The proof is now complete. Q.E.D.

Lemma 8. For ai ≥ 0, β ∈ [0, 1), and bi =
∑i

k=1 β
i−k
∑i

l=k+1 al, we have

t∑
i=1

b2i ≤
(

1

1− β

)2( β

1− β

)2 t∑
i=2

a2i
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Proof. [Proof of Lemma 8] The result is proved by following

t∑
i=1

b2i =
t∑

i=1

(
i∑

k=1

βi−k
i∑

l=k+1

al

)2

(i)
=

t∑
i=1

(
i∑

l=2

l−1∑
k=1

βi−kal

)2

=
t∑

i=1

(
i∑

l=2

βi−l+1al

l−1∑
k=1

βl−1−k

)2

(ii)

≤
(

1

1− β

)2 t∑
i=1

(
i∑

l=2

βi−l+1al

)2

=

(
1

1− β

)2 t∑
i=1

(
i∑

l=2

i∑
m=2

βi−l+1alβ
i−m+1am

)
(iii)

≤
(

1

1− β

)2 t∑
i=1

i∑
l=2

i∑
m=2

βi−l+1βi−m+1 1

2

(
a2l + a2m

)
(iv)
=

(
1

1− β

)2 t∑
i=1

i∑
l=2

i∑
m=2

βi−l+1βi−m+1a2l
(v)

≤
(

1

1− β

)2 β

1− β

t∑
l=2

t∑
i=l

βi−l+1a2l

≤
(

1

1− β

)2( β

1− β

)2 t∑
l=2

a2l

where (i) is by changing order of summation, (ii) is due to
∑l−1

k=1 β
l−1−k ≤ 1

1−β , (iii) is

by the fact that ab ≤ 1
2(a

2 + b2), (iv) is due to symmetry of al and am in the summation,

(v) is because
∑i

m=2 β
i−m+1 ≤ β

1−β and the last inequality is for similar reason.

This completes the proof. Q.E.D.

Proof of Theorem 1

Proof. [Proof of Theorem 1] We combine Lemma 2, Lemma 3, Lemma 4, Lemma 5,

Lemma 6, and Lemma 7 to bound the overall expected descent of the objective. First,



41

from Lemma 2, we have

E [f(zt+1)− f(z1)] ≤
6∑

i=1

Ti

=− E

[
t∑

i=1

⟨∇f(zi),
β1,i

1− β1,i

(
αi√
v̂i

− αi−1√
v̂i−1

)
⊙mi−1⟩

]
− E

[
t∑

i=1

αi⟨∇f(zi), gi/
√
v̂i⟩

]

− E

[
t∑

i=1

⟨∇f(zi),
(

β1,i+1

1− β1,i+1
− β1,i

1− β1,i

)
αimi/

√
v̂i⟩

]

+ E

[
t∑

i=1

3

2
L

∥∥∥∥( β1,t+1

1− β1,t+1
− β1,t

1− β1,t

)
αtmt/

√
vt

∥∥∥∥2
]

+ E

 t∑
i=1

3

2
L

∥∥∥∥∥ β1,i
1− β1,i

(
αt√
v̂i

− αi−1√
v̂i−1

)
⊙mi−1

∥∥∥∥∥
2
+ E

[
t∑

i=1

3

2
L
∥∥∥αigi/

√
v̂i

∥∥∥2]

(2.38)

Then from above inequality and Lemma 3, Lemma 4, Lemma 5, Lemma 6, Lemma 7,
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we get

E [f(zt+1)− f(z1)]

≤H2 β1
1− β1

E

 t∑
i=2

d∑
j=1

∣∣∣∣
(
αi√
v̂i

− αi−1√
v̂i−1

)
j

∣∣∣∣


+

(
β1

1− β1
− β1,t+1

1− β1,t+1

)(
H2 +G2

)
+

(
β1

1− β1
− β1,t+1

1− β1,t+1

)2

G2

+

(
β1

1− β1

)2

H2E

 t∑
i=2

d∑
j=1

(
αi√
v̂i

− αi−1√
v̂i−1

)2

j

+ E

[
t∑

i=1

3

2
L
∥∥∥αigi/

√
v̂i

∥∥∥2]

+ E

[
t∑

i=2

1

2
∥αigi/

√
v̂i∥2

]
+ L2 β1

1− β1

(
1

1− β1

)2

E

t−1∑
k=1

d∑
j=1

(
αkgk√
v̂k

)2

j


+ L2H2

(
1

1− β1

)2(
β1

1− β1

)4

E

 d∑
j=1

t−1∑
i=2

(
αi√
v̂i

− αi−1√
v̂i−1

)2

j


+ 2H2E

 t∑
i=2

d∑
j=1

∣∣∣∣∣∣
(
αi√
v̂i

− αi−1√
v̂i−1

)
j

∣∣∣∣∣∣


+ 2H2E

 d∑
j=1

(α1/
√
v̂1)j

− E

[
t∑

i=1

αi⟨∇f(xi),∇f(xi)/
√
v̂i⟩

]

By merging similar terms in above inequality, we further have

E [f(zt+1)− f(z1)]

≤
(
H2 β1

1− β1
+ 2H2

)
E

 t∑
i=2

d∑
j=1

∣∣∣∣∣∣
(
αi√
v̂i

− αi−1√
v̂i−1

)
j

∣∣∣∣∣∣


+

(
1 + L2

(
1

1− β1

)2(
β1

1− β1

)2
)
H2

(
β1

1− β1

)2

E

 d∑
j=1

t−1∑
i=2

(
αi√
v̂i

− αi−1√
v̂i−1

)2

j


+

(
3

2
L+

1

2
+ L2 β1

1− β1

(
1

1− β1

)2
)
E

[
t∑

i=1

∥∥∥αigi/
√
v̂i

∥∥∥2]

+

(
β1

1− β1
− β1,t+1

1− β1,t+1

)(
H2 +G2

)
+

(
β1

1− β1
− β1,t+1

1− β1,t+1

)2

G2

+ 2H2E

 d∑
j=1

(α1/
√
v̂1)j

− E

[
t∑

i=1

αi⟨∇f(xi),∇f(xi)/
√
v̂i⟩

]
(2.39)
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Rearranging (2.39), we have

E

[
t∑

i=1

αi⟨∇f(xi),∇f(xi)/
√
v̂i⟩

]

≤
(
H2 β1

1− β1
+ 2H2

)
E

 t∑
i=2

d∑
j=1

∣∣∣∣∣∣
(
αi√
v̂i

− αi−1√
v̂i−1

)
j

∣∣∣∣∣∣
+

+

(
1 + L2

(
1

1− β1

)2( β1
1− β1

))2

H2

(
β1

1− β1

)2

E

 d∑
j=1

t−1∑
i=2

(
αi√
v̂i

− αi−1√
v̂i−1

)2

j


+

(
3

2
L+

1

2
+ L2 β1

1− β1

(
1

1− β1

)2
)
E

[
t∑

i=1

∥∥∥αigi/
√
v̂i

∥∥∥2]

+

(
β1

1− β1
− β1,t+1

1− β1,t+1

)(
H2 +G2

)
+

(
β1

1− β1
− β1,t+1

1− β1,t+1

)2

G2

+ 2H2E

 d∑
j=1

(α1/
√
v̂1)j

+ E [f(z1)− f(zt+1)]

≤E

C1

t∑
i=1

∥∥∥αtgt/
√
v̂t

∥∥∥2 + C2

t∑
i=2

∥∥∥∥∥ αi√
v̂i

− αi−1√
v̂i−1

∥∥∥∥∥
1

+ C3

t−1∑
i=2

∥∥∥∥∥ αi√
v̂i

− αi−1√
v̂i−1

∥∥∥∥∥
2
+ C4

where

C1 ≜

(
3

2
L+

1

2
+ L2 β1

1− β1

(
1

1− β1

)2
)

C2 ≜

(
H2 β1

1− β1
+ 2H2

)
C3 ≜

(
1 + L2

(
1

1− β1

)2( β1
1− β1

))
H2

(
β1

1− β1

)2

C4 ≜

(
β1

1− β1

)(
H2 +G2

)
+

(
β1

1− β1

)2

G2

+ 2H2E
[
∥α1/

√
v̂1∥1

]
+ E [f(z1)− f(z∗)]

and z∗ is an optimal of f , i.e. z∗ ∈ argminz f(z).

Using the fact that (αi/
√
v̂i)j ≥ γi, ∀j by definition, inequality (2.4) directly follows.

This completes the proof. Q.E.D.
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2.6.2 Proof of Corollary 1

Proof. [Proof of Corollary 1]

We first bound non-constant terms in RHS of (2.3), which is given by

E

C1

T∑
t=1

∥∥∥αtgt/
√
v̂t

∥∥∥2 + C2

T∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
1

+ C3

T−1∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
2
+ C4.

For the term with C1, assume minj∈[d] (
√
v̂1)j ≥ c > 0 (this is natural since if it is 0,

division by 0 error will happen), we have

E

[
T∑
t=1

∥∥∥αtgt/
√
v̂t

∥∥∥2]

≤E

[
T∑
t=1

∥αtgt/c∥2
]
= E

[
T∑
t=1

∥∥∥∥ 1√
t
gt/c

∥∥∥∥2
]
= E

[
T∑
t=1

(
1

c
√
t

)2

∥gt∥2
]

≤H2/c2
T∑
t=1

1

t
≤ H2/c2(1 + log T )

where the first inequality is due to (v̂t)j ≥ (v̂t−1)j , and the last inequality is due to∑T
t=1 1/t ≤ 1 + log T .

For the term with C2, we have

E

[
T∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
1

]
= E

 d∑
j=1

T∑
t=2

(
αt−1

(
√
v̂t−1)j

− αt

(
√
v̂t)j

)
=E

 d∑
j=1

(
α1

(
√
v̂1)j

− αT

(
√
v̂T )j

) ≤ E

 d∑
j=1

α1

(
√
v̂1)j

 ≤ d/c (2.40)

where the first equality is due to(v̂t)j ≥ (v̂t−1)j and αt ≤ αt−1, and the second equality

is due to telescope sum.
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For the term with C3, we have

E

T−1∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
2


≤E

[
1

c

T−1∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
1

]
≤d/c2

where the first inequality is due to |(αt/
√
v̂t − αt−1/

√
v̂t−1)j | ≤ 1/c.

Then we have for AMSGRAD,

E

C1

T∑
t=1

∥∥∥αtgt/
√
v̂t

∥∥∥2 + C2

T∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
1

+ C3

T−1∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
2
+ C4

≤C1H
2/c2(1 + log T ) + C2d/c+ C3(d/c)

2 + C4 (2.41)

Now we lower bound the effective stepsizes, since v̂t is exponential moving average of g2t
and ∥gt∥ ≤ H, we have (v̂t)j ≤ H2, we have

α/(
√
v̂t)j ≥

1

H
√
t

And thus

E

[
T∑
t=1

αi⟨∇f(xt),∇f(xt)/
√
v̂t⟩

]
≥ E

[
T∑
t=1

1

H
√
t
∥∇f(xt)∥2

]
≥

√
T

H
min
t∈[T ]

E
[
∥∇f(xt)∥2

]
(2.42)

Then by (2.3), (2.41) and (2.42), we have

1

H

√
T min

t∈[T ]
E
[
∥∇f(xt)∥2

]
≤ C1H

2/c2(1 + log T ) + C2d/c+ C3d/c
2 + C4
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which is equivalent to

min
t∈[T ]

E
[
∥∇f(xt)∥2

]
≤ H√

T

(
C1H

2/c2(1 + log T ) + C2d/c+ C3d/c
2 + C4

)
=

1√
T
(Q1 +Q2 log T )

One more thing is to verify the assumption ∥αtmt/
√
v̂t∥ ≤ G in Theorem 1, since

αt+1/(
√
v̂t+1)j ≤ αt/(

√
v̂t)j and α1/(

√
v̂1)j ≤ 1/c in the algorithm, we have ∥αtmt/

√
v̂t∥ ≤

∥mt∥/c ≤ H/c.

This completes the proof. Q.E.D.

2.6.3 Proof of Corollary 2

Proof. [Proof of Corollary 2]

The proof is similar to proof for Corollary 1, first let’s bound RHS of (2.3) which is

E

C1

T∑
t=1

∥∥∥αtgt/
√
v̂t

∥∥∥2 + C2

T∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
1

+ C3

T−1∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
2
+ C4

We recall from Table 2.1 that in AdaGrad, v̂t = 1
t

∑t
i=1 g

2
t . Thus, when αt = 1/

√
t, we

obtain αt/
√
v̂t = 1/

∑t
i=1 g

2
i . We assume minj∈[d] |(g1)j | ≥ c > 0, which is equivalent to

minj∈[d](
√
v̂1)j ≥ c > 0 (a requirement of the AdaGrad). For C1 term we have

E

[
T∑
t=1

∥∥∥αtgt/
√
v̂t

∥∥∥2] = E

 T∑
t=1

∥∥∥∥∥∥ gt√∑t
i=1 g

2
i

∥∥∥∥∥∥
2 = E

 d∑
j=1

T∑
t=1

(gt)
2
j∑t

i=1(gi)
2
j


≤E

 d∑
j=1

(
1− log((g1)

2
j ) + log

T∑
t=1

(gt)
2
j

) ≤ d(1− log(c2) + 2 logH + log T )

where the third inequality used Lemma 9 and the last inequality used ∥gt∥ ≤ H and

minj∈[d] |(g1)j | ≥ c > 0.
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For C2 term we have

E

[
T∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
1

]
= E

 d∑
j=1

T∑
t=2

 1√∑t−1
i=1(gi)

2
j

− 1√∑t
i=1(gi)

2
j


=E

 d∑
j=1

 1√
(g1)2j

− 1√∑T
i=1(gi)

2
j

 ≤ d/c

For C3 term we have

E

T−1∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
2


≤E

[
1

c

T−1∑
t=2

∥∥∥∥∥ αt√
v̂t

− αt−1√
v̂t−1

∥∥∥∥∥
1

]
≤d/c2

where the first inequality is due to |(αt/
√
v̂t − αt−1/

√
v̂t−1)j | ≤ 1/c.

Now we lower bound the effective stepsizes αt/(
√
v̂t)j ,

αt

(
√
v̂t)j

=
1√∑t

i=1(gi)
2
j

≥ 1

H
√
t
,

where we recall that αt = 1/
√
t and ∥gt∥ ≤ H. Following the same argument in the proof

of Corollary 1 and the previously derived upper bounds, we have

√
T

H
min
t∈[T ]

E
[
∥∇f(xt)∥2

]
≤ C1d(1− log(c2) + 2 logH + log T ) + C2d/c+ C3d/c

2 + C4

which yields

min
t∈[T ]

E
[
∥∇f(xt)∥2

]
≤ H√

T

(
C1d(1− log(c2) + 2 logH + log T ) + C2d/c+ C3d/c

2 + C4

)
=

1√
T

(
Q′

1 +Q′
2 log T

)
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The last thing is to verify the assumption ∥αtmt/
√
v̂t∥ ≤ G in Theorem 1, since

αt+1/(
√
v̂t+1)j ≤ αt/(

√
v̂t)j and α1/(

√
v̂1)j ≤ 1/c in the algorithm, we have ∥αtmt/

√
v̂t∥ ≤

∥mt∥/c ≤ H/c.

This completes the proof. Q.E.D.

Lemma 9. For at ≥ 0 and
∑t

i=1 ai ̸= 0, we have

T∑
t=1

at∑t
i=1 ai

≤ 1− log a1 + log
T∑
i=1

ai.

Proof. [Proof of Lemma 9] We will prove it by induction. Suppose

T−1∑
t=1

at∑t
i=1 ai

≤ 1− log a1 + log
T−1∑
i=1

ai,

we have

T∑
t=1

at∑t
i=1 ai

=
aT∑T
i=1 ai

+

T−1∑
t=1

at∑t
i=1 ai

≤ aT∑T
i=1 ai

+ 1− log a1 + log

T−1∑
i=1

ai.

Applying the definition of concavity to log(x), with f(z) ≜ log(z), we have f(z) ≤
f(z0)+f

′(z0)(z−z0), then substitute z = x−b, z0 = x, we have f(x−b) ≤ f(x)+f ′(x)(−b)
which is equivalent to log(x) ≥ log(x − b) + b/x for b < x, using x =

∑T
i=1 ai, b = aT ,

we have

log
T∑
i=1

ai ≥ log
T−1∑
i=1

ai +
aT∑T
i=1 ai

and then

T∑
t=1

at∑t
i=1 ai

≤ aT∑T
i=1 ai

+ 1− log a1 + log

T−1∑
i=1

ai ≤ 1− log a1 + log

T∑
i=1

ai.

Now it remains to check first iteration. We have

a1
a1

= 1 ≤ 1− log(a1) + log(a1) = 1
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This completes the proof. Q.E.D.



Chapter 3

Zeroth order optimization with

adaptive gradient

3.1 Introduction

In this chapter, we will take a step on developing zeroth-order adaptive gradient (momen-

tum) methods, with an application in black-box adversarial attacks. The development of

gradient-free optimization methods has become increasingly important to solve many

machine learning problems in which explicit expressions of the gradients are expensive

or infeasible to obtain [Liu et al., 2018b, Sahu et al., 2018, Feurer et al., 2015, Kotthoff

et al., 2017, Chen et al., 2017, Ilyas et al., 2018a, Tu et al., 2018]. Zeroth-Order (ZO)

optimization methods, one type of gradient-free optimization methods, mimic first-order

(FO) methods but approximate the full gradient (or stochastic gradient) through random

gradient estimates, given by the difference of function values at random query points

[Nesterov and Spokoiny, 2015, Ghadimi and Lan, 2013]. Compared to Bayesian opti-

mization, derivative-free trust region methods, genetic algorithms and other types of

gradient-free methods [Shahriari et al., 2016, Conn et al., 2009a, Whitley, 1994, Conn

et al., 2009b], ZO optimization has two main advantages: a) ease of implementation,

via slight modification of commonly-used gradient-based algorithms, and b) comparable

convergence rates to first-order algorithms.

Due to the stochastic nature of ZO optimization, which arises from both data sam-

pling and random gradient estimation, existing ZO methods suffer from large variance of

50
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the noisy gradient compared to FO stochastic methods [Liu et al., 2019]. In practice,

this causes poor convergence performance and/or function query efficiency. To partially

mitigate these issues, ZO sign-based SGD (ZO-signSGD) was proposed by Liu et al. [2019]

with the rationale that taking the sign of random gradient estimates (i.e., normalizing

gradient estimates elementwise) as the descent direction improves the robustness of gra-

dient estimators to stochastic noise. Although ZO-signSGD has faster convergence speed

than many existing ZO algorithms, it is only guaranteed to converge to a neighborhood

of a solution. In the FO setting, taking the sign of a stochastic gradient as the descent

direction gives rise to signSGD [Bernstein et al., 2018]. The use of sign of stochastic

gradients also appears in adaptive gradient (momentum) methods (AdaMM) such as

Adam [Kingma and Ba, 2014], RMSProp [Tieleman and Hinton, 2012], AMSGrad [Reddi

et al., 2018], Padam [Chen and Gu, 2018], and AdaFom [Chen et al., 2019a]. Indeed, it

has been suggested by Balles and Hennig [2018] that AdaMM enjoy dual advantages of

sign descent and variance adaption.

Considering the motivation of ZO-signSGD and the success of AdaMM in FO opti-

mization, one question arises: Can we generalize AdaMM to the ZO regime? To answer

this question, we develop the zeroth-order adaptive momentum method (ZO-AdaMM)

and analyze its convergence properties in nonconvex settings for both constrained and

constrained optimization.

Contributions Theoretically, for nonconvex optimization, we show that ZO-AdaMM

is roughly a factor of O(
√
d) worse than that of the FO AdaMM algorithm, where d is

the number of optimization variables. We also show that the Euclidean projection based

AdaMM-type methods could suffer non-convergence issues for constrained optimization.

This highlights the necessity of Mahalanobis distance based projection. And we establish

the Mahalanobis distance based convergence analysis, which makes the first step toward

understanding adaptive learning rate methods for nonconvex constrained optimization.

Practically, we formalize the experimental comparison of ZO-AdaMM with 6 state-

of-the-art ZO algorithms in the application of black-box adversarial attacks to generate

both per-image and universal adversarial perturbations. Our proposal could provide an

experimental benchmark for future studies on ZO optimization.
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Related work Many types of ZO algorithms have been developed, and their convergence

rates have been rigorously studied under different problem settings. We highlight some

recent works as below. For unconstrained stochastic optimization, ZO stochastic gradient

descent (ZO-SGD) [Ghadimi and Lan, 2013] and ZO stochastic coordinate descent (ZO-

SCD) [Lian et al., 2016] were proposed, which have O(
√
d/

√
T ) convergence rate, where

T is the number of iterations. Compared to FO stochastic algorithms, ZO optimization

suffers a slowdown dependent on the variable dimension d, e.g., O(
√
d) for ZO-SGD

and ZO-SCD. In Duchi et al. [2015], the tightness of the dimension-dependent factor

O(
√
d) has been proved in the framework of ZO stochastic mirror descent (ZO-SMD).

In order to further improve the iteration complexity of ZO algorithms, the technique

of variance reduction was applied to ZO-SGD and ZO-SCD, leading to ZO stochastic

variance reduced algorithms with an improved convergence rate in T , namely, O(d/T )

[Liu et al., 2018c, Gu et al., 2016, Liu et al., 2018a]. This improvement is aligned with

ZO gradient descent (ZO-GD) for deterministic nonconvex programming [Nesterov and

Spokoiny, 2015]. Moreover, ZO versions of proximal SGD (ProxSGD) [Ghadimi et al.,

2016], Frank-Wolfe (FW) [Balasubramanian and Ghadimi, 2018, Sahu et al., 2018, Chen

et al., 2018], and online alternating direction method of multipliers (OADMM) [Liu et al.,

2018b, Gao et al., 2014] have been developed for constrained optimization. Aside from the

recent works on ZO algorithms mentioned before, there is rich literature in derivative-free

optimization (DFO). Traditional DFO methods can be classified into direct search-based

methods and model-based methods. Both the two types of methods are mostly iterative

methods. The difference is that direct search-based methods refine their search directions

based on the queried function values directly, while a model-based method builds a model

that approximates the function to be optimized and updates the search direction based

on the model. Representative methods developed in DFO literature include NOMAD

[Le Digabel, 2011, Audet and Dennis Jr, 2006], PSWarm [Vaz and Vicente, 2009], Cobyla

[Powell, 1994], and BOBYQA [Powell, 2009]. More comprehensive discussions on DFO

methods can be found in Rios and Sahinidis [2013], Audet and Hare [2017].
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3.2 Preliminaries: Gradient Estimation via ZO Oracle

The ZO gradient estimate of a function f is constructed by the forward difference of two
function values at a random unit direction:

∇̂f(x) = (d/µ)[f(x+ µu)− f(x)]u, (3.1)

where u is a random vector drawn uniformly from the sphere of a unit ball, and µ > 0 is

a small step size, known as the smoothing parameter. In many existing work such as

[Nesterov and Spokoiny, 2015, Ghadimi and Lan, 2013], the random direction vector u

was drawn from the standard Gaussian distribution. Here the use of uniform distribution

ensures that the ZO gradient estimate (3.1) is defined in a bounded space rather than

the whole real space required for Gaussian. As will be evident later, the boundedness of

random gradient estimates is one of important conditions in the convergence analysis of

ZO-AdaMM.
The rationale behind the ZO gradient estimate (3.1) is that although it is a biased

approximation to the true gradient of f , it is unbiased to the gradient of the randomized
smoothing version of f with parameter µ [Duchi et al., 2015, Liu et al., 2018c, Gao et al.,
2014], i.e.,

fµ(x) =Eu∼UB [f(x+ µu)], (3.2)

where u ∼ UB denotes the uniform distribution over the unit Euclidean ball B. We

review properties of the smoothing function (3.2) and connections to the ZO gradient

estimator (3.1) in Section 3.7.1.

3.3 AdaMM from First to Zeroth Order

Consider a stochastic optimization problem of the generic form

min
x∈X

f(x) = Eξ[f(x; ξ)], (3.3)

where x ∈ Rd are optimization variables, X is a closed convex set, f is a differentiable

(possibly nonconvex) objective function, and ξ is a certain random variable that captures

environmental uncertainties. In problem (3.3), if ξ obeys a uniform distribution built on
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empirical samples {ξi}ni=1, then we recover a finite-sum formulation with the objective

function f(x) = 1
n

∑n
i=1 f(x; ξi).

First-order AdaMM in terms of AMSGrad [Reddi et al., 2018]. We specify the

algorithmic framework of AdaMM by AMSGrad [Reddi et al., 2018], a modified version

of Adam [Kingma and Ba, 2014] with convergence guarantees for nonconvex optimization.

In the algorithm, the descent direction mt is given by an exponential moving average

of the past gradients. The learning rate rt is adaptively penalized by a square root of

exponential moving averages of squared past gradients. It has been proved in [Reddi

et al., 2018, Chen et al., 2019a, Zhou et al., 2018, Phuong and Phong, 2019] that AdaMM

can reach O(1/
√
T )1 convergence rate. Here we omit its possible dependency on d for

simplicity, but more accurate analysis will be provided later in Section 3.4.

Algorithm 4 ZO-AdaMM

1: Input: x1 ∈ X , step sizes {αt}Tt=1, β1,t, β2 ∈ (0, 1], and set m0, v0 and v̂0

2: for t = 1, 2, . . . , T do
3: let ĝt = ∇̂ft(xt) by (3.1), ft(xt) := f(xt; ξt)
4: mt = β1,tmt−1 + (1− β1,t)ĝt
5: vt = β2vt−1 + (1− β2)ĝ

2
t

6: v̂t = max(v̂t−1,vt), and V̂t = diag(v̂t)

7: xt+1 = Π
X ,
√

V̂t
(xt − αtV̂

−1/2
t mt)

8: end for

ZO-AdaMM. By integrating AdaMM with the random gradient estimator (3.1),
we obtain ZO-AdaMM in Algorithm 4. Here the square root, the square, the maximum,
and the division operators are taken elementwise. Also, ΠX ,H(a) denotes the projection
operation under Mahalanobis distance with respect to H, i.e., argminx∈X ∥

√
H(x− a)∥22.

If X = Rd, the projection step simplifies to xt+1 = xt − αtV̂
−1/2
t mt. Clearly, αtV̂

−1/2
t

and mt can be interpreted as the adaptive learning rate and the momentum-type descent
direction, which adopt exponential moving averages as follows,

mt =

t∑
j=1

[(
t−j∏
k=1

β1,t−k+1

)
(1− β1,j)ĝj

]
, vt = (1− β2)

t∑
j=1

(βt−j
2 ĝ2

j ). (3.4)

Here we assume that m0 = 0, v0 = 0 and 00 = 1 by convention, and let ĝt = ∇̂ft(xt) by
1In the paper, we could omit log(T ) in Big O notation.
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(3.1) with ft(xt) := f(xt; ξt).

Motivation and rationale behind ZO-AdaMM. First, gradient normalization

helps noise reduction in ZO optimization as shown by Ilyas et al. [2018a], Liu et al.

[2019]. In the similar spirit, ZO-AdaMM also normalizes the descent direction mt

by
√
v̂t. In the extreme case of β1,t = β2 → 0 and v̂t = vt, ZO-AdaMM could

reduce to ZO-signSGD Liu et al. [2019] (ignoring the max operation in line 6) since

V̂
−1/2
t mt = mt/

√
vt = ĝt/

√
ĝ2
t = sign(ĝt) known from (3.4). However, the downside of

ZO-signSGD is its worse convergence accuracy than ZO-SGD, i.e., it only converges to

a neighborhood of a stationary point even for unconstrained optimization. Compared

to ZO-signSGD, ZO-AdaMM is able to cover ZO-SGD as a special case when β1,t = 0,

β2 = 1, v0 = 1 and v̂0 ≤ 1 from Algorithm1. Thus, we hope that with appropriate

choices of β1,t and β2, ZO-AdaMM could enjoy dual advantages of ZO-signSGD and ZO-

SGD. Another motivation comes from the possible presence of time-dependent gradient

priors [Ilyas et al., 2018c]. Given this, the use of past gradients in momentum also helps

noise reduction.

Why is ZO-AdaMM difficult to analyze? The convergence analysis of ZO-AdaMM

becomes significantly more challenging than existing ZO methods due to the involved

coupling among stochastic sampling, ZO gradinet estimation, momentum, adaptive

learning rate, and projection operation. In particular, the use of Mahalanobis distance in

projection step plays a key role on convergence guarantees. And the conventional variance

bound on ZO gradient estimates is insufficient to analyze the convergence of ZO-AdaMM

due to the use of adaptive learning rate. In the next sections, we will carefully study the

convergence of ZO-AdaMM under different settings.

3.4 Convergence Analysis of ZO-AdaMM

In this section, we begin by providing a deep understanding on the importance of Maha-

lanobis distance used in ZO-AdaMM (Algorithm 4), and then introduce the Mahalanobis

distance based convergence analysis for both unconstrained and constrained nonconvex

optimization. Our analysis makes the first step toward understanding adaptive learning

rate methods for nonconvex constrained optimization. Throughout the section, we make
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the following assumptions.

A2.1: ft(·) := f(·; ξt) has Lg-Lipschitz continuous gradient, where Lg > 0.

A2.2: ft has η-bounded stochastic gradient ∥∇ft(x)∥∞ ≤ η.

3.4.1 Importance of Mahalanobis distance based projection operation

Recall from Algorithm4 that ZO-AdaMM takes the projection operation Π
X ,
√

V̂t
(·)

onto the constraint set X under Mahalanobis distance with respect to (w.r.t.) V̂t. In

some recent adversarial learning algorithms Kurakin et al. [2016], Ilyas et al. [2018b],

the Euclidean projection ΠX (·) was used in both FO and ZO AdaMM-type methods

rather than the Mahalanobis distance based projection in Algorithm 4. However, such an

implementation could lead to non-convergence: Proposition 1 shows the non-convergence

issue of Algorithm4 using the Euclidean projection operation when solving a simple

linear program subject to ℓ1-norm constraint. This is an important point which is ignored

in design of many algorithms on adversarial training Madry et al. [2017].

Proposition 1. Consider the following problem

minimize
x=[x1,x2]T

−2x1 − x2; subject to |x1 + x2| ≤ 1, (3.5)

then Algorithm4, initialized by x = [0.5, 0.5]T , using the Euclidean projection ΠX (·)
converges to a fixed point [0.5, 0.5]T rather than a stationary point of (3.5).

Proof: The proof investigates a special case of Algorithm4, projected signSGD; See

Section 3.7.2.

Proposition 1 indicates that replacing the Mahalanobis distance based projection in

Algorithm 4 with Euclidean projection will lead to a divergent algorithm, highlighting

the importance of using Mahalanobis distance. However, the use of Mahalanobis dis-

tance based projection complicates the convergence analysis, especially in constrained

optimization. Accordingly, we define a Mahalanobis based convergence measure that can

simplify the analysis and can be converted into the traditional convergence measure.
Let x+ = xt+1, x− = xt, g = mt, ω = αt and H = V̂

1/2
t , the projection step of

Algorithm4 can be written in the generic form

x+ = argmin
x∈X

{⟨g,x⟩+ (1/ω)DH(x,x−)}, (3.6)
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where DH(x,x−) = ∥H1/2(x− x−)∥2/2 gives the Mahalanobis distance w.r.t. H, and
∥ · ∥ denotes ℓ2 norm. Based on (3.6), the concept of gradient mapping Ghadimi et al.
[2016] is given by

PX ,H(x−,g, ω) := (x− − x+)/ω. (3.7)

The gradient mapping PX ,H(x−,g, ω) yields a natural interpretation: a projected version

of g at the point x− given the learning rate ω, yielding x+ = x−−ωPX ,H(x−1,g, ω). We

note that different from Ghadimi et al. [2016], Reddi et al. [2016b], the gradient mapping

in (3.7) is defined on the projection under the Mahalanobis distance DH(·, ·) rather than

the Euclidean distance.
With the aid of (3.7), we propose the Mahalanobis distance based convergence

measure for ZO-AdaMM:

∥G(xt)∥2 := ∥V̂1/4
t PX ,V̂

1/2
t

(xt,∇f(xt), αt)∥2. (3.8)

If X = Rd, then the convergence measure (3.8) reduces to

∥V̂−1/4
t ∇f(xt)∥2, (3.9)

which corresponds to the squared Euclidean norm of gradient in a linearly transformed

coordinate system yt = V̂
1/4
t xt. As will be evident later, the measure (3.9) can be

transformed to the conventional measure ∥∇f(xt)∥2 for unconstrained optimization.

We remark that Mahalanobis (M-) distance facilitates our convergence analysis in

an equivalently transformed space, over which the analysis can be generalized from the

conventional projected gradient descent framework. To get intuition, let us consider

a simpler first-order case with the x-descent step given by Algorithm4 as β1,t = 0

and X = Rd: xt+1 = xt − αV̂
−1/2
t ∇f(xt). Note that the ZO case is more involved

but follows the same intuition. Upon defining yt ≜ V̂
1/4
t xt, the x-update can then

be rewritten as the update rule in y: yt+1 = yt − αV̂
−1/4
t ∇f(xt). Since ∇ytf(xt) =

(∂xt
∂yt

)T∇f(xt) = V̂
−1/4
t ∇f(xt), the y-update, yt+1 = yt − α∇yf(xt), obeys the gradient

descent framework. In the constrained case, a similar but more involved analysis can

be made, showing that the M-projection in the x-coordinate system is equivalent to the

Euclidean projection in the y-coordinate system which makes projected gradient descent

applicable to the update in y. By contrast, the direct use of Euclidean projection in the

x-coordinate system leads to divergence in ZO-AdaMM (Proposition 1).
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3.4.2 Unconstrained nonconvex optimization

We next demonstrate the convergence analysis of ZO-AdaMM for unconstrained nonconvex

optimization. In Proposition 2, we begin by exploring the relationship between the

convergence measure (3.9) and ZO gradient estimates; See Section 3.7.2 for proof.

Proposition 2. Suppose that A2.1-A2.2 hold and let X = Rd, v̂1/2
0 ≥ c1, fµ(x1) −

minx fµ(x) ≤ Df , β1,t = β1, γ := β1/β2 < 1, µ = 1/
√
Td, and αt = 1/

√
Td in

Algorithm4, then ZO-AdaMM yields

E
[∥∥∥V̂−1/4

R ∇f(xR)
∥∥∥2] ≤L2

g

2c

d

T
+ 2Df

√
d√
T

+
Lg(4 + 5β2

1)(1− β1)

2(1− β1)2(1− β2)(1− γ)

√
d√
T

+
2

c
E
[
2η2 +

ηmaxt∈[T ]{∥ĝt∥∞}
1− β1

]
d

T
, (3.10)

where xR is picked uniformly randomly from {xt}Tt=1, and ĝt = ∇̂ft(xt) by (3.1).

Proposition 2 implies that the convergence rate of ZO-AdaMM has a dependency on

ZO gradient estimates in terms of Gzo := maxt∈[T ]{∥ĝt∥∞}. Moreover, if we consider

the first order AdaMM in Chapter 2 in which the ZO gradient estimate ĝt is replaced

with the stochastic gradient, then one can simply assume maxt∈[T ]{∥gt∥∞} to be a

dimension-independent constant under A2.2. However, in the ZO setting, Gzo is no

longer independent of d. For example, it could be directly bounded by ∥∇̂f(x)∥2 ≤
(d/µ)∥f(x+ µu)− f(x)∥2 ≤ dLc under the following assumption:

A2.3: ft is Lc-Lipschitz continuous.

In Proposition 3, we show that the dimension-dependency of Gzo can be further

improved by using sphere concentration results; See Section 3.7.2 for proof.

Proposition 3. Under A2.3, max{d, T} ≥ 3, and given δ ∈ (0, 1), then with probability
at least 1− δ,

max
t∈[T ]

{∥ĝt∥∞} ≤ 2Lc

√
d log(dT/δ). (3.11)

Here we provide some insights on Proposition 3. Since the unit random vector

used to define ĝt is uniformly sampled on a sphere, ∥ĝt∥∞ can be improved to O(
√
d)

with high probability. This is a tight bound since when the function difference is a

constant, the lower bound satisfies ∥ĝt∥∞ = Ω(
√
d) by sphere concentration. It is also
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not surprising that our bound (3.11) grows with T since we bound the maximum ∥ĝt∥∞
over T realizations with high probability. The time-dependence is required to compensate

the growth of the probability that there exists an estimate with the extreme ℓ∞ value

versus time. Note that as long as T has polynomial rather than exponential dependency

on d, we then always have maxt∈[T ]{∥ĝt∥∞} = O(
√
d log (d)). Based on Proposition 2

and Proposition 3, the convergence rate of ZO-AdaMM is provided by Theorem 2. See

Section 3.7.2 for proof.

Theorem 2. Suppose that A2.1 and A2.3 hold. Given parameter settings in Proposi-
tion 2 and 3, then with probability at least 1− 1/(T

√
d), ZO-AdaMM yields

E
[∥∥∥V̂−1/4

R ∇f(xR)
∥∥∥2] = O

(√
d/

√
T + d1.5/T

)
. (3.12)

We can also extend the convergence rate of ZO-AdaMM in Theorem2 using the
measure E[∥∇f(xR)∥2]. Since V̂ −1/2

t,ii ≥ 1/maxt∈[T ]{∥ĝt∥∞} (by the update rule), we
obtain from (3.11) that

E
[
∥∇f(xR)∥2

]
≤2Lc

√
d log(dT/δ)E

[∥∥∥V̂−1/4
R ∇f(xR)

∥∥∥2] . (3.13)

Theorem2, together with (3.13), implies O(d/
√
T + d2/T ) convergence rate of ZO-

AdaMM under the conventional measure. We remark that compared to the first order

rate O(
√
d/

√
T + d/T ) [Zhou et al., 2018] of AdaMM for unconstrained nonconvex

optimization under A2.1-A2.2, ZO-AdaMM suffers O(
√
d) and O(d) slowdown on the

rate term O(1/
√
T ) and O(1/T ), respectively. This dimension-dependent slowdown is

similar to ZO-SGD versus SGD shown by [Ghadimi and Lan, 2013]. We also remark that

compared to FO-AdaMM, ZO-AdaMM requires additional A2.3 to bound the ℓ∞ norm

of ZO gradient estimates.

3.4.3 Constrained nonconvex optimization

To analyze ZO-AdaMM in a general constrained case, one needs to handle the coupling

effects from all three factors: momentum, adaptive learning rate, and projection operation.

Here we focus on addressing the coupling issue in the last two factors, which yields our

results on ZO-AdaMM at β1,t = 0. This is equivalent to the ZO version of RMSProp

Tieleman and Hinton [2012] with Reddi’s convergence fix in Reddi et al. [2018]. When



60

the momentum factor comes into play, the scenario becomes much more complicated.

We leave the answer to the general case β1,t ̸= 0 for future research. Even for SGD

with momentum, we are not aware of any successful convergence analysis for stochastic

constrained nonconvex optimization.

It is known from SGD Ghadimi et al. [2016] that the presence of projection induces

a stochastic bias (independent of iteration number T ) for constrained nonconvex opti-

mization. In Theorem3, we show that the same challenge holds for ZO-AdaMM. Thus,

one has to adopt the variance reduced gradient estimator, which induces higher querying

complexity than the estimator (3.1); See Section 3.7.2 for proof.

Theorem 3. Suppose that A2.1-A2.2 hold, v̂
1/2
0 ≥ c1, fµ(x1) − minx fµ(x) ≤ Df ,

αt = α ≤ c
Lg

, µ = 1√
Td

, and β1,t = 0 in Algorithm4, then the convergence rate of
ZO-AdaMM under (3.8) satisfies

E[∥G(xR)∥2] ≤
6Df

αT
+

3L2
gd

4cT
+

6η2

c4T
(max
t∈[T ]

E[∥ĝt − fµ(xt)∥2] + dη2)

+
3c+ 9

c
max
t∈[T ]

E[∥ĝt − fµ(xt)∥2],

where xR is picked uniformly randomly from {xt}Tt=1, G(x) has been defined in (3.8), and

fµ is the smoothing function of f defined in (3.2).

Theorem3 implies that regardless of the number of iterations T , ZO-AdaMM only
converges to a solution’s neighborhood whose size is determined by the variance of ZO
gradient estimates maxt∈[T ] E[∥ĝt−fµ(xt)∥2]. To make this term diminishing, we consider
the following variance reduced gradient estimator built on multiple stochastic samples
and random direction vectors Liu et al. [2019],

ĝt =
1

bq

∑
j∈It

q∑
i=1

∇̂f(xt;ui,t, ξj), ∇̂f(xt;ui,t, ξj) :=
d[f(xt + µui,t; ξj)− f(xt; ξj)]

µ
ui,t, (3.14)

where It is a mini-batch containing b stocahstic samples at time t, and {ui,t}qi=1 are q

random direction vectors at time t. We present the variance of (3.14) in Lemma 1, whose

proof is induced from [Liu et al., 2019, Proposition 2] by using ∥∇ft∥22 ≤ d∥∇ft∥2∞ = dη2

in A2.2.

Lemma 1. Suppose that A2.1-A2.2 hold, then for µ ≤ 1/
√
d, the variance of (3.14)
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yields

E
[
∥ĝt −∇fµ(xt)∥22

]
= O

(
d/b+ d2/q

)
. (3.15)

Based on Lemma1, the rate of ZO-AdaMM in Theorem3 becomes E[∥G(xR)∥2] =
O(d/T + d/b+ d2/q). Note that if A2.3 holds, then the dimension-dependency can be

improved by O(d) factor based on Lemma1. To the best of our knowledge, even in the

FO case we are not aware of existing convergence rate analysis on adaptive learning rate

methods for nonconvex contrained optimization.

Comparison with other ZO methods Since the existing convergence analysis for

different ZO methods is built on different problem settings and assumptions. The direct

comparison over the convergence rates might not be fair enough. Thus, in Table 3.1

we compare ZO-AdaMM with others ZO methods from 4 perspectives: a) the type of

gradient estimator, b) the setting of smoothing parameter µ, c) convergence rate, and d)

function query complexity.

Table 3.1 shows that for unconstrained nonconvex optimization, the convergence of

ZO-AdaMM achieves worse dependency on d than ZO-SGD Ghadimi and Lan [2013],

ZO-SCD Lian et al. [2016] and ZO-signSGD Liu et al. [2019]. However, it has milder

choice of µ than ZO-SGD, less query complexity than ZO-SCD, and no T -independent

convergence bias compared to ZO-signSGD. Also, for constrained nonconvex optimization,

ZO-AdaMM yields the similar rate to ZO-ProxSGD Ghadimi et al. [2016], which also

implies ZO projected SGD (ZO-PSGD). We also highlight that at the first glance, ZO-

AdaMM has a worse d-dependency (regardless of choice of µ) than ZO-SGD. However,

even in the FO setting, AdaMM has an extra O(
√
d) dependency in the worst case due

to the effect of (coordinate-wise) gradient normalization when bounding the distance of

two consecutive updates. Thus, in addition to comparing with different ZO methods,

Table 3.1 also summarizes the convergence performance of FO AdaMM. Note that our

rate yields O(
√
d) slowdown compared to FO AdaMM though bounding ZO gradient

estimate norm requires stricter assumption.
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Table 3.1: Summary of convergence rate and query complexity of various ZO algorithms
given T iterations.

Method Assumptions Gradient
estimator

Smoothing
parameter µ Rate Query

ZO-SGD Ghadimi and Lan [2013] NC1, UCons1, A2.1, A2.32 GauGE1 O
(

1
d
√
T

)
O
(√

d√
T
+ d

T

)
O (T )

ZO-SCD Lian et al. [2016] NC, UCons, A2.1, A2.32 CooGE1 O
(

1√
T
+ 1√

d

)
O
(√

d√
T
+ d

T

)
O (dT )

ZO-signSGD Liu et al. [2019] NC, UCons, A2.1, A2.3 sign-UniGE1 O
(

1√
dT

)
O(

√
d√
T
+

√
d√
b
+ d√

bq
)3 O (bqT )

ZO-ProxSGD /
ZO-PSGD Ghadimi et al. [2016] NC, Cons4, A2.1, A2.3 GauGE O

(
1√
dT

)
O
(

d2

qT + d
q

)
O (qT )

ZO-SMD Duchi et al. [2015] C, Cons, A2.3 GauGE/UniGE O
(
1
dt

)
O
(√

d√
T

)
O(T )

AdaMM Chen et al. [2019a], Zhou et al. [2018] NC, UCons, A2.1, A2.2 SGE1 n/a O
(√

d√
T
+ d

T

)
n/a

AdaMM Reddi et al. [2018], Chen and Gu [2018], Phuong and Phong [2019] C, Cons, A2.2 SGE n/a O
(

d√
T

)
n/a

ZO-AdaMM NC, UCons, A2.1, A2.3 UniGE O
(

1√
dT

)
O
(

d√
T
+ d2

T

)
O (T )

ZO-AdaMM NC, Cons, A2.1, A2.3
β1,t = 0

UniGE O
(

1√
dT

)
O
(

d
T + 1

b +
d
q

)
O (bqT )

1 Abbreviations. NC: Nonconvex; UCons: Unconstrained; GauGE: Gaussian random vector based gradient estimate; UniGE: Uniform random vector based gradient estimate; CooGE: Coordinate-
wise gradient estimate; SGE: stochastic (first-order) gradient estimate
2 Assumption of bounded variance of stochastic gradients is implied from A2.3. 3 Convergence of ZO-signSGD is measured by E[∥∇f(xT )∥2] rather than its square used in other algorithms for
nonconvex optimization.

3.5 Applications to Black-Box Adversarial Attacks

In this section, we demonstrate the effectiveness of ZO-AdaMM by experiments on

generating black-box adversarial examples. Our experiments will be performed on

Inception V3 Szegedy et al. [2016] using ImageNet Deng et al. [2009]. Here we focus on

two types of black-box adversarial attacks: per-image adversarial perturbation Xu et al.

[2019] and universal adversarial perturbation against multiple images Chen et al. [2017],

Ilyas et al. [2018a], Suya et al. [2017], Cheng et al. [2018]. For each type of attack, we

allow both constrained and unconstrained optimization problem settings. We compare

our propos ed ZO-AdaMM method with 6 existing ZO algorithms: ZO-SGD, ZO-SCD

and ZO-signSGD for unconstrained optimization, and ZO-PSGD, ZO-SMD and ZO-NES

for constrained optimization. The first 5 methods have been summarized in Table 3.1,

and ZO-NES refers to the black-box attack generation method in Ilyas et al. [2018a],

which applies a projected version of ZO-signSGD using natural evolution strategy (NES)

based random gradient estimator. In our experiments, every method takes the same

number of queries per iteration. Accordingly, the total query complexity is consistent

with the number of iterations.

3.5.1 Experiment setup

It is known that DNN-based image classifiers are vulnerable to adversarial examples—

one can carefully craft images with imperceptible perturbations (a.k.a. adversarial
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perturbations or adversarial attacks) that can fool image classifiers even under a black

box threat model, where details of the model are unknown to the attacker Chen et al.

[2017], Ilyas et al. [2018a], Suya et al. [2017], Cheng et al. [2018].
We focus on two problem settings of black-box adversarial attacks: per-image adver-

sarial perturbation and universal adversarial perturbation. Let (x, t) denote a legitimate
image x with the true label t ∈ {1, 2, . . . ,K}, where K is the total number of image
classes. And let x′ = x+ δ denote an adversarial example, where δ is the adversarial
perturbation. Our goal is to design δ for a single image x or multiple images {xi}Mi=1.
Spurred by Carlini and Wagner [2017], we consider the optimization problem

minimize
δ

λ
M

∑M
i=1 f(xi + δ) + ∥δ∥22

subject to (xi + δ) ∈ [−0.5, 0.5]d,∀i,
(3.16)

where f(x0 + δ) denotes the (black-box) attack loss function, λ > 0 is a regularization

parameter that strikes a balance between minimizing the attack loss and the ℓ2 distortion,

and we normalize the pixel values to [−0.5, 0.5]d. In problem (3.16), we specify the

loss function for untargeted attack Carlini and Wagner [2017], f(x′) = max{Z(x′)t −
maxj ̸=t Z(x

′)j ,−κ}, where Z(x′)k denotes the prediction score of class k given the input

x′, and the parameter κ > 0 governs the gap between the confidence of the predicted

label and the true label t. In experiments, we choose κ = 0, and the attack loss f reaches

the minimum value 0 as the perturbation succeeds to fool the neural network.
In problem (3.16), if M = 1, then it becomes our first task to find per-image

adversarial perturbations. If M > 1, then the problem corresponds to the task of finding
universarial adversarial perturbations to M images. Problem (3.16) yields a constrained
formulation for the design of black-box adversarial attacks. Since some ZO algorithms
are designed only for unconstrained optimization (see Table 3.1), we also consider the
unconstrained version of problem (3.16) Liu et al. [2018c],

minimize
w∈Rd

λ
M

∑M
i=1

[
f
(
0.5 tanh(tanh−1(2xi) +w)

)
+∥0.5 tanh(tanh−1(2xi) +w)− xi∥22

]
,

(3.17)

where w ∈ Rd are optimization variables, and we eliminate the inequality constraint in

(3.16) by leveraging 0.5 tanh(tanh−1(2xi) +w) = xi + δ ∈ [−0.5, 0.5]d.

The experiments of generating black-box adversarial examples will be performed on

Inception V3 Szegedy et al. [2016] under the dataset ImageNet Deng et al. [2009]. We
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will compare the proposed ZO-AdaMM method with 6 existing ZO algorithms, ZO-SGD

Ghadimi and Lan [2013], ZO-SCD Lian et al. [2016] and ZO-signSGD Liu et al. [2019]

for unconstrained optimization, and ZO-PSGD Ghadimi et al. [2016], ZO-SMD Duchi

et al. [2015] and ZO-NES Ilyas et al. [2018a] for constrained optimization. The first

5 methods have been summarized in Table 3.1, and ZO-NES refers to the black-box

attack generation method in Ilyas et al. [2018a], which applies a projected version of

ZO-signSGD using natural evolution strategy (NES) based random gradient estimator.

In all the aforementioned ZO algorithms, we adopt the random gradient estimator (3.14)

and set b = 1 and q = 10 so that every method takes the same query cost per iteration.

Accordingly, the total query complexity is consistent with the number of iterations.

Per-image adversarial perturbation In Fig. 3.1, we present the attack loss and

the resulting ℓ2-distortion against iteration numbers for solving both unconstrained and

constrained adversarial attack problems, namely, (3.17) and (3.16) (M = 1 and λ = 10),

over 100 randomly selected images. In ZO-AdaMM, we set v0 = v̂0 = 10−5, m0 = 0,

β1t = β1 = 0.9, β2 = 0.3 and T = 1000. Here the exponential moving average parameters

(β1, β2) are exhaustively searched over {01, 0.3, 0.5, 0.7, 0.9}2. In ZO-AdaMM, we also

choose a decaying learning rate αt = α/
√
t with α = 0.01. For fair comparison, we use

the decaying strategy for all other ZO algorithms, and we determine the best choice of α

by greedy search over the interval [10−4, 10−2].

In this set of experiments, every algorithm is initialized by zero perturbation. Thus,

as the iteration increases, the attack loss decreases until it converges to 0 (indicating

successful attack) while the distortion could increase. At this sense, the best attack

performance should correspond to the best tradeoff between the fast convergence to

0 attack loss and the low distortion power (evaluated by ℓ2 norm). As we can see,

ZO-AdaMM consistently outperforms other ZO methods in terms of the fast convergence

of attack loss and relatively small perturbation. We also note that ZO-signSGD and

ZO-NES have poor convergence accuracy in terms of either large attack loss or large

distortion at final iterations. This is not surprising, since it has been shown in Liu

et al. [2019] that ZO-signSGD only converges to a neighborhood of a solution, and

ZO-NES can be regarded as a Euclidean projection based ZO-signSGD, which could

induce convergence issues shown by Prop. 1. More detailed statistics are shown in Table
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3.2.

Problem Methods ASR Ave. iters
(1st succ.)

∥δt∥22
(1st succ.)

Final
∥δT ∥22

(3.17)

ZO-SCD 78% 240 57.88 57.51
ZO-SGD 78% 159 38.36 37.85

ZO-signSGD 74% 179 23.00 28.52
ZO-AdaMM 81% 173 28.58 28.20

ZO-NES 82% 229 82.78 84.41

(3.16)

ZO-PSGD 78% 112 60.32 58.10
ZO-SMD 76% 198 35.08 35.05

ZO-AdaMM 78% 197 23.77 23.72

Table 3.2: Performance of per-image attack over 100 images under T = 1000 iterations, where ASR
represents attack success rate, and the distortion ∥δ∥22 is averaged over successful attacks only.
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Figure 3.1: The attack loss and adversarial distortion v.s. iterations. Each box represents results
from 100 images.

Universal adversarial perturbation We now focus on designing a universal adver-

sarial perturbation using the constrained attack problem formulation. Here we attack

M = 100 random selected images from ImageNet. In Fig. 3.2, we present the attack loss

as well as the ℓ2 norm of universal perturbation at different iteration numbers. As we can

see, compared with the other ZO algorithms, ZO-AdaMM has the fastest convergence

speed to reach the smallest adversarial perturbation (namely, strongest universal attack).

Moreover, in Table 3.3 we present detailed attack success rate and ℓ2 distortion over

T = 40000 iterations. Consistent with Fig. 3.2, ZO-AdaMM achieves highest success rate

with lowest distortion.
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Figure 3.2: Attack loss and distortion of universal
attack.

Methods Attack
success rate

Final
∥δT ∥22

ZO-NES 74% 67.74
ZO-PSGD 78% 49.92
ZO-SMD 79% 47.36

ZO-AdaMM 84% 38.40

Table 3.3: Summary of attack success rate
and eventual ℓ2 distortion for universal attack
against 100 images under T = 40000 iterations.

3.6 Conclusion

In this paper, we propose ZO-AdaMM, the first effort to integrate adaptive momentum

methods with ZO optimization. In theory, we show that ZO-AdaMM has convergence

guarantees for nonconvex constrained optimization. Compared with (first-order) AdaMM,

it suffers a slowdown factor of O(
√
d). Particularly, we establish a new Mahalanobis

distance based convergence measure whose necessity and importance are provided in char-

acterizing the convergence behavior of ZO-AdaMM on nonconvex constrained problems.

To demonstrate the utility of the algorithm, we show the superior performance of ZO-

AdaMM for designing adversarial examples from black-box neural networks. Compared

with 6 state-of-the-art ZO methods, ZO-AdaMM has the fastest empirical convergence

to strong black-box adversarial attacks that require the minimum distortion strength.
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3.7 Delayed Results and Proofs

3.7.1 Smoothing Function and Random Gradient Estimate

Lemma 2. a) Relationship between fµ and f : If f is convex, then fµ is convex. If f is

Lc-Lipschitz continuous, then fµ is Lc-Lipschitz continuous. Moreover for any x ∈ Rd,

|fµ(x)− f(x)| ≤ Lcµ. (3.18)

If f has Lg-Lipschitz continuous gradient, then fµ has Lg-Lipschitz continuous gradient.

Moreover for any x ∈ Rd,

|fµ(x)− f(x)| ≤ Lgµ
2/2 (3.19)

∥∇fµ(x)−∇f(x)∥22 ≤ µ2d2L2
g/4. (3.20)

b) Statistical properties of ∇̂f : For any x ∈ Rd,

Eu

[
∇̂f(x)

]
= ∇fµ(x). (3.21)

If f has Lg-Lipschitz continuous gradient, then

Eu

[
∥∇̂f(x)∥22

]
≤ 2d∥∇f(x)∥22 + µ2L2

gd
2/2. (3.22)

Proof: We refer readers to [Gao et al., 2014, Lemma4.1] for the detailed proof of

a)-b) except the Lipschitz continuity of fµ and (3.18). Suppose that f is Lc-Lipschitz

continuous, based on the definition of fµ in (3.2), we obtain

|fµ(x)− fµ(y)| ≤
1

α(d)

∫
B
|f(x+ µu)− f(y + µu)|du ≤ Lc∥x− y∥2,

where α(d) denotes the volume of the unit ball B in Rd.

Moreover, we prove (3.18) as below.

|fµ(x)− f(x)| =
∣∣∣∣ 1

α(d)

∫
B
f(x+ µu)− f(x)du

∣∣∣∣ ≤ µLc

α(d)

∫
B
∥u∥2du =

µLcd

d+ 1
≤ µLc,

where the first equality holds due to (3.2), Jensen’s inequality and Lipschitz continuity
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of f , and the last equality holds since (1/α(d))
∫
B ∥u∥p2du = n

n+p [Gao et al., 2014,

Lemma 6.3.a]. Q.E.D.

In Lemma2, it is clear from (3.20) and (3.21) that the ZO gradient estimate (3.1)

becomes unbiased to the true gradient ∇f only when µ → 0. However, if µ is too

small, then the difference of empirical function values is also too small to represent the

function differential Lian et al. [2016], Liu et al. [2018c]. Thus, the tolerance on the

smoothing parameter µ is an important factor to indicate the convergence performance

of ZO optimization methods. It is also known from (3.22) that regardless of the value

of µ, the variance of the ZO gradient estimate is always proportional to the dimension

d. This is one of reasons for the dimension-dependent slowdown in convergence of ZO

optimization methods. This also introduces technical difficulties for analyzing the effect

of adaptive learning rate on the convergence of ZO-AdaMM in nonconvex optimization.

3.7.2 Proof for convergence analysis

Proof of Proposition 1

Let us consider a special case of Algorithm4 with the average ZO gradient estimate

∇̂f(x) = d
qµ

∑q
i=1 {[f(x+ µui)− f(x)]ui} under β1,t = β2 → 0, µ→ 0 and q → ∞. The

conditions of β1,t = β2 → 0 enables Algorithm4 to reduce to ZO-signSGD in Liu et al.

[2019], and the conditions of µ→ 0 and q → ∞ makes the ZO gradient estimate unbiased

to ∇f(x) and its variance close to 0 [Liu et al., 2019, Proposition 2]. As a result, we

obtain ĝt → ∇f(xt), and Algorithm1 becomes signSGD Bernstein et al. [2018],

xt+1 =ΠX ,I(xt − αtsign(∇f(xt))) (3.23)

where sign(x) = 1 if x > 0 and −1 if x < 0, and it is taken elementwise for a vector

argument.

Let f(x) = −2x1 − x2 in (3.5). We then run (3.23) at x1 = x2 = 0.5, which yields

xt+1 =ΠX ([0.5, 0.5]
T − αt[−1,−1]T ) = ΠX([0.5 + αt, 0.5 + αt]

T ) = [0.5, 0.5]T , (3.24)

where X encodes the constraint |x1 + x2| ≤ 1.

It is clear that the updating rule (3.24) will converge to x = [0.5, 0.5]T regardless
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of the choice of αt. The remaining question is whether or not it is a stationary point.

Recall that a point x∗ is a stationary point if it satisfies the following conditions:

⟨∇f(x∗),x− x∗⟩ ≥ 0, ∀x ∈ X . (3.25)

Since the gradient at [0.5, 0.5]T is [−2,−1]T , and the inequality (3.25) at x = [0.6, 0.4]T ∈
X does not hold, given by ⟨[−2,−1]T , [0.6, 0.4]T − [0.5, 0.5]T ⟩ = −0.1 < 0. This implies

that x∗ = [0.5, 0.5]T is not a stationary point of problem (3.5).

Next, we apply the Mhalanobis distance V̂t = diag(∇f(xt)
2) to (3.23),

xt+1 =ΠX ,V̂
1/2
t

(xt − αtsign(∇f(xt))) = ΠX ,V̂
1/2
t

(xt − αtV̂
−1/2
t ∇f(xt)). (3.26)

Similar to (3.23), we then consider the impact of fixed point xt+1 = xt on (3.26). By the

definition of projection operator, we have

xt = argmin
x∈X

∥V̂1/4(x− xt + αtV̂
−1/2
t ∇f(xt)))∥ (3.27)

The optimality condition of (3.27) is given by

⟨V̂1/2(xt − xt + αtV̂
−1/2
t ∇f(xt)),x− xt⟩ ≥ 0, ∀x ∈ X,

which reduces to

⟨∇f(xt),x− xt⟩ ≥ 0, ∀x ∈ X. (3.28)

It thus means that xt is a stationary point by (3.25). Q.E.D.

Proof of Proposition 2

Before proving the main result Proposition 2, we first prove a few auxiliary lemmas.

Lemma 10. Given {xt} from Algorithm4, consider the sequence

zt = xt +
β1

1− β1
(xt − xt−1), ∀t ≥ 1, (3.29)
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where let x0 := x1. Then for β1,t = β1 and X = Rd, ∀t > 1

zt+1 − zt

=− β1
1− β1

(
αtV̂

−1/2
t − αt−1V̂

−1/2
t−1

)
mt−1 − αtV̂

−1/2
t ĝt

and

z2 − z1 = −α1ĝ1/
√
v̂1.

Proof of Lemma 10: The proof follows from Lemma 6.1 in Chen et al. [2019a] by

setting β1,t = β1.

Lemma 11. By ZO-AdaMM update rule, we have

E[fµ(zt+1)− fµ(z1)] ≤
T∑
t=1

E [⟨∇fµ(xt), zt+1 − zt⟩] +
4Lg + 5Lgβ

2
1

2(1− β1)2

T∑
t=1

E
[
∥xt+1 − xt∥2

]
(3.30)

Proof of Lemma 11: By smoothness of function f , we can have

fµ(zt+1)− fµ(zt)

≤⟨∇fµ(zt), zt+1 − zt⟩+
Lg

2
∥zt+1 − zt∥2

=⟨∇fµ(xt), zt+1 − zt⟩+
Lg

2
∥zt+1 − zt∥2 + ⟨∇fµ(zt)−∇fµ(xt), zt+1 − zt⟩

≤⟨∇fµ(xt), zt+1 − zt⟩+
Lg

2
∥zt+1 − zt∥2 +

1

2
(
1

Lg
∥∇fµ(zt)−∇fµ(xt)∥2 + Lg∥zt+1 − zt∥2)

≤⟨∇fµ(xt), zt+1 − zt⟩+ Lg∥zt+1 − zt∥2 +
1

2
Lg∥zt − xt∥2

=⟨∇fµ(xt), zt+1 − zt⟩+ Lg∥zt+1 − zt∥2 +
1

2
Lg∥

β1
1− β1

(xt − xt−1)∥2 (3.31)

Further, by (3.29), we have

zt+1 − zt =
1

1− β1
(xt+1 − xt) +

β1
1− β1

(xt − xt−1)
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and thus

∥zt+1 − zt∥2 ≤
2

(1− β1)2
∥xt+1 − xt∥2 +

2β21
(1− β1)2

∥xt − xt−1∥2 (3.32)

Substituting (3.32) into (3.31), we get

fµ(zt+1)− fµ(zt)

≤⟨∇fµ(xt), zt+1 − zt⟩+
2Lg

(1− β1)2
∥xt+1 − xt∥2 +

2β21Lg

(1− β1)2
∥xt − xt−1∥2

+
1

2
Lg

β21
(1− β1)2

∥xt − xt−1∥2

=⟨∇fµ(xt), zt+1 − zt⟩+
2Lg

(1− β1)2
∥xt+1 − xt∥2 +

5Lgβ
2
1

2(1− β1)2
∥xt − xt−1∥2 (3.33)

Summing t from 1 to T and take expectation, we get

E[fµ(zt+1)− fµ(z1)]

≤E
[ T∑

t=1

(
⟨∇fµ(xt), zt+1 − zt⟩+

2Lg

(1− β1)2
∥xt+1 − xt∥2 +

5Lgβ
2
1

2(1− β1)2
∥xt − xt−1∥2

)]

≤
T∑
t=1

E [⟨∇fµ(xt), zt+1 − zt⟩] +
4Lg + 5Lgβ

2
1

2(1− β1)2

T∑
t=1

E
[
∥xt+1 − xt∥2

]
Q.E.D.

Lemma 12. Assume ∥ĝt∥∞ ≤ Gzo, ∀t ∈ [T ] and m0 = 0, By ZO-AdaMM update rule,

we have

T∑
t=1

E[⟨∇fµ(xt), zt+1 − zt⟩] ≤E

[(
ηGzo

1− β1
+ η2

) d∑
i=1

α1√
v̂0,i

]

−
T∑
t=1

E
[
⟨∇fµ(xt), αtV̂

−1/2
t ∇fµ(xt)⟩

]
. (3.34)
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Proof of Lemma 12: By Lemma 10, we have

⟨∇fµ(xt), zt+1 − zt⟩

=⟨∇fµ(xt),−
β1

1− β1

(
αtV̂

−1/2
t − αt−1V̂

−1/2
t−1

)
mt−1 − αtV̂

−1/2
t ĝt⟩

=⟨∇fµ(xt),−
β1

1− β1

(
αtV̂

−1/2
t − αt−1V̂

−1/2
t−1

)
mt−1⟩ − ⟨∇fµ(xt), αtV̂

−1/2
t ĝt⟩, (3.35)

and

⟨∇fµ(xt), αtV̂
−1/2
t ĝt⟩

=⟨∇fµ(xt), αtV̂
−1/2
t ∇fµ(xt)⟩+ ⟨∇fµ(xt), αtV̂

−1/2
t (ĝt −∇fµ(xt))⟩

=⟨∇fµ(xt), αtV̂
−1/2
t ∇fµ(xt)⟩+ ⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩

+ ⟨∇fµ(xt),
(
αtV̂

−1/2
t − αt−1V̂

−1/2
t−1

)
(ĝt −∇fµ(xt))⟩. (3.36)

Substitute (3.36) into (3.35), we have

⟨∇fµ(xt), zt+1 − zt⟩

≤⟨∇fµ(xt),−
β1

1− β1

(
αtV̂

−1/2
t − αt−1V̂

−1/2
t−1

)
⊙mt−1⟩

− ⟨∇fµ(xt), αtV̂
−1/2
t ∇fµ(xt)⟩ − ⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩

− ⟨∇fµ(xt),
(
αtV̂

−1/2
t − αt−1V̂

−1/2
t−1

)
(ĝt −∇fµ(xt))⟩

=⟨∇fµ(xt),−
(
αtV̂

−1/2
t − αt−1V̂

−1/2
t−1

) mt

1− β1
⟩

− ⟨∇fµ(xt),−
(
αtV̂

−1/2
t − αt−1V̂

−1/2
t−1

)
∇fµ(xt)⟩

− ⟨∇fµ(xt), αtV̂
−1/2
t ∇fµ(xt)⟩ − ⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩

≤(
ηGzo

1− β1
+ η2)

d∑
i=1

∣∣∣∣∣ αt−1√
v̂t−1,i

− αt√
v̂t,i

∣∣∣∣∣
− ⟨∇fµ(xt), αtV̂

−1/2
t ∇fµ(xt)⟩ − ⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩ (3.37)

where the last inequality follows from the assumption that V̂t = diga(v̂t), ∥∇fµ(xt)∥∞ ≤
η and ∥ĝt∥∞ ≤ Gzo.

The upper bound on ∥mt∥∞ can be proved by a simple induction. Recall that
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mt = β1,tmt−1 + (1− β1,t)ĝt, suppose ∥mt−1∥ ≤ Gzo, we have

∥mt∥∞ ≤(β1,t + (1− β1,t))max(∥ĝt∥∞, ∥mt−1∥∞)

=max(∥ĝt∥∞, ∥mt−1∥∞) ≤ Gzo. (3.38)

Then since m0 = 0, we have ∥m0∥ ≤ Gzo, which completes the induction.

Sum t from 1 to T and take expectation over randomness of ĝt, we have

T∑
t=1

E[⟨∇fµ(xt), zt+1 − zt⟩]

≤E

[
T∑
t=1

(
ηGzo

1− β1
+ η2

) d∑
i=1

∣∣∣∣∣ αt−1√
v̂t−1,i

− αt√
v̂t,i

∣∣∣∣∣
]

−
T∑
t=1

E
[
⟨∇fµ(xt), αtV̂

−1/2
t ∇fµ(xt)⟩

]
−

T∑
t=1

E
[
⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩

]
≤E

[(
ηGzo

1− β1
+ η2

) d∑
i=1

α1√
v̂0,i

]
−

T∑
t=1

E
[
⟨∇fµ(xt), αtV̂

−1/2
t ∇fµ(xt)⟩

]
where the last inequality follows from following facts.

1. Since v̂t = max(v̂t−1,vt), we know v̂t is non-decreasing. Given the fact that αt

is non-increasing (by our choice), we have αt−1/v̂t−1,i − αt/v̂t,i ≥ 0. Thus, following

inequality holds.

E

[
T∑
t=1

d∑
i=1

∣∣∣∣∣ αt−1√
v̂t−1,i

− αt√
v̂t,i

∣∣∣∣∣
]
= E

[
d∑

i=1

T∑
t=1

∣∣∣∣∣ αt−1√
v̂t−1,i

− αt√
v̂t,i

∣∣∣∣∣
]

=E

[
d∑

i=1

T∑
t=1

(
αt−1√
v̂t−1,i

− αt√
v̂t,i

)]
≤ E

[
d∑

i=1

α1√
v̂0,i

]
(3.39)

2. We have E[ĝt|ĝ1:t−1] = ∇fµ(xt) by the assumption that E[ĝt] = ∇fµ(xt) and the

noise on ĝt is independent of ĝ1:t−1. Thus, the following holds

E
[
⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩

]
= 0 (3.40)

Q.E.D.
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Lemma 13. Assume γ := β1/β2 < 1, ZO-AdaMM yields

∥xt+1 − xt∥2 ≤α2
t d

1− β1
1− β2

1

1− γ
(3.41)

Comment:This is an important lemma for ZO-AdaMM, it shows the squared update

quantity is not dependent on size of stochastic gradient, thus giving a tighter dependency

on d compared with [Reddi et al., 2018].

Proof of Lemma 13: By the update rule, we have

∥xt+1 − xt∥2 = α2
t

∥∥∥∥ mt√
v̂t

∥∥∥∥2
≤α2

t

d∑
i=1

((1− β1)
∑t−1

j=0 β
t−j
1 ĝj,i)

2

(1− β2)
∑t−1

j=0 β
t−j
2 ĝ2

j,i

≤ α2
t

d∑
i=1

(1− β1)
2(
∑t−1

j=0 β
t−j
1 )(

∑t−1
j=0 β

t−j
1 ĝ2

j,i)

(1− β2)
∑t−1

j=0 β
t−j
2 ĝ2

j,i

≤α2
t

d∑
i=1

(1− β1)
∑t−1

j=0 β
t−j
1 ĝ2

j,i

(1− β2)
∑t−1

j=0 β
t−j
2 ĝ2

j,i

≤ α2
t

d∑
i=1

t−1∑
j=0

(1− β1)β
t−j
1 ĝ2

j,i

(1− β2)β
t−j
2 ĝ2

j,i

≤α2
t d

t−1∑
j=0

1− β1
1− β2

γt−j ≤ α2
t d

1− β1
1− β2

1

1− γ

where the second inequality is due to Cauchy-Schwarz and γ = β1/β2 < 1.

Q.E.D.

Proof of Proposition 2: Substitute (3.41) and (3.34) into (3.30), we get

E[fµ(zt+1)− fµ(z1)]

≤
T∑
t=1

E[⟨∇fµ(xt), zt+1 − zt⟩] +
4Lg + 5Lgβ

2
1

2(1− β1)2

T∑
t=1

E[∥xt+1 − xt∥2]

≤E
[(

ηGzo

1− β1
+ η2

)∥∥∥∥ α1√
v̂0

∥∥∥∥
1

]
−

T∑
t=1

E
[
⟨∇fµ(xt), αtV̂

−1/2
t ∇fµ(xt)⟩

]
+

T∑
t=1

α2
t d

4Lg + 5Lgβ
2
1

2(1− β1)2
1− β1
1− β2

1

1− γ
(3.42)
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Rearrange and assume fµ(z1)−minz fµ(z) ≤ Df , we get

T∑
t=1

E
[
⟨∇fµ(xt), αtV̂

−1/2
t ∇fµ(xt)⟩

]
≤Df + E

[(
ηGzo

1− β1
+ η2

)∥∥∥∥ α1√
v̂0

∥∥∥∥
1

]
+

T∑
t=1

α2
t d

4Lg + 5Lgβ
2
1

2(1− β1)2
1− β1
1− β2

1

1− γ
(3.43)

Set αt = α = 1/
√
Td and divide both sides by Tα, uniformly randomly pick R from 1 to

T ,

E
[
∥V̂−1/2

R ∇fµ(xR)∥2
]
=

1

T

T∑
t=1

E
[
∥V −1/2

t ∇fµ(xt)∥2
]

≤
Df

Tα
+

1

T
E
[(

ηGzo

1− β1
+ η2

)∥∥∥∥ 1√
v̂0

∥∥∥∥
1

]
+ αd

4Lg + 5Lgβ
2
1

2(1− β1)2
1− β1
1− β2

1

1− γ

=

√
d√
T
Df +

1

T
E
[(

ηGzo

1− β1
+ η2

)∥∥∥∥ 1√
v̂0

∥∥∥∥
1

]
+

√
d√
T

4Lg + 5Lgβ
2
1

2(1− β1)2
1− β1
1− β2

1

1− γ
(3.44)

Since V̂
1/2
0,ii ≥ c, ∀i ∈ [d]. By Lemma 2, we have

∥V̂−1/4
t (∇fµ(x)−∇fµ(x))∥2 ≤

µ2d2L2

4c
(3.45)

Then we can easily adapt (3.44) to

E
[
∥V̂−1/4

t ∇f(xR)∥2
]
≤µ

2d2L2

2c
+ 2

√
d√
T
Df + 2

1

T
E
[(

ηGzo

1− β1
+ 2η2

)∥∥∥∥ 1√
v̂0

∥∥∥∥
1

]
+

√
d√
T

4Lg + 5Lgβ
2
1

(1− β1)2
1− β1
1− β2

1

1− γ

Substituting into µ finishes the proof. Q.E.D.

Proof of Proposition 3

Upon defining Gzo,i := maxt∈[T ] |ĝt,i|
by [Dasgupta and Gupta, 2003, Lemma 2.2], for a vector u sampled from a unit sphere
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in Rd, we have for any i ∈ [d],

P [|ui| ≥
√
ξ/d] ≤ exp ((1− ξ + log ξ) /2) . (3.46)

Let ξ = 4 log dT
δ , and by the assumption of max(d, T ) ≥ 3 we have 1+ log ξ ≤ ξ/2. Thus,

we obtain from (3.46) that

P [|ui| ≥
√
ξ/d] ≤ exp (−ξ/4) = exp (− log (dT/δ)) = δ/dT. (3.47)

Recall that the ZO gradient estimate ĝt is given by the form

∇̂f(x) = (d/µ)[f(x+ µu)− f(x)]u. (3.48)

By Lipschitz of f under A2.2, the ith coordinate of the ZO gradient estimate (3.48) is

upper bounded by dLc|ui|. Since u is drawn uniformly randomly from a unit sphere, by

(3.47) we have

P [dLc|ui| ≥ Lc

√
ξd] ≤ δ/dT. (3.49)

Also, since |ĝt,i| ≤ dLc|ui|, based on (3.49) we obtain that

P [|ĝt,i| ≥ Lc

√
ξd] ≤ P [dLc|ui| ≥ Lc

√
ξd] ≤ δ/dT. (3.50)

Substituting ξ = 4 log dT
δ into (3.50), we have

P [|ĝt,i| ≥ 2Lc

√
d log(dT/δ)] ≤ δ/dT (3.51)

Then by the union bound and (3.51), we have

P [|ĝt,i| ≥ 2Lc

√
d log(dT/δ), ∀i, t]

≤
∑
t∈[T ]

∑
i∈[d]

P [|ĝt,i| ≥ 2Lc

√
d log(dT/δ)] ≤ dT (δ/dT ) = δ,

which implies the inequality (3.11). Q.E.D.



77

Proof of Theorem 2

The idea is to prove a similar result as Proposition 2 conditioned on the event in

Proposition 3 (maxt∈[T ]{∥ĝt∥∞} ≤ 2Lc

√
d log(dT/δ)). Thus, the proof follows the same

flow as Proposition 2. The difference is that (3.40) does not hold conditioned on the

event and more efforts are need to bound the corresponding term in (3.40). Denote the

event that maxt∈[T ]{∥ĝt∥∞} ≤ 2Lc

√
d log(dT/δ) to be U(δ), we need to upper bound

E
[
⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩|U(δ)

]
(3.52)

where E[·|U(δ)] is conditional expectation conditioned on U(δ).

By Proposition 3, we know P (U(δ)) ≥ 1 − δ and using the fact that E[·|A] =
E[·]−E[·|Ac]P (Ac)

P (A) for any event A and its complimentary event Ac, we have

E
[
⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩|U(δ)

]
≤
E
[
⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩

]
1− δ

+
δ
∣∣∣E [⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩|U(δ)c

]∣∣∣
1− δ

(3.53)

and further we have ∣∣∣E [⟨∇fµ(xt), αt−1V̂
−1/2
t−1 (ĝt −∇fµ(xt))⟩|U(δ)c

]∣∣∣
≤dαt−1

c
(η2 + ηmax

t∈[T ]
∥ĝt∥∞)

≤dαt−1

c
(η2 + ηdLc) (3.54)

where the first inequality is due to ∥∇fµ(xt)∥∞ ≤ η and v̂
1/2
t−1 ≥ v̂

1/2
0 ≥ c1, the second

inequality is due to (3.1) and Lipschitz continuity of f(x; ξ).

Using the fact that E
[
⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩

]
= 0 proved in in (3.40)
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and set δ = 1/Td0.5, we have for T ≥ 2

E
[
⟨∇fµ(xt), αt−1V̂

−1/2
t−1 (ĝt −∇fµ(xt))⟩|U(1/Td0.5)

]
≤2

1

Td0.5
d
αt−1

c
(η2 + ηdLc) = 2

d1.5

T

αt−1

c
ηLc + 2

d0.5

T

αt−1

c
η2 (3.55)

Replacing (3.40) with (3.55) and going through the rest of the proof of Proposition

(2), one can finally get

E
[
∥V̂−1/4

t ∇f(xR)∥2
∣∣U(1/Td0.5)

]
≤µ

2d2L2

2c
+ 2

√
d√
T
Df + 2

1

T
E
[(

ηGzo

1− β1
+ 2η2

)∥∥∥∥ 1√
v̂0

∥∥∥∥
1

∣∣∣∣U(1/Td0.5)

]
+

√
d√
T

4Lg + 5Lgβ
2
1

(1− β1)2
1− β1
1− β2

1

1− γ
+ 2

d1.5

T

ηLc

c
+ 2

d0.5

T

η2

c
.

Since in the event of U(1/Td0.5), we have

Gzo = max
t∈[T ]

{∥ĝt∥∞} ≤ 2Lc

√
d log(d1.5T 2) = 2Lc

√
d
√

1.5 log d+ 2 log T . (3.56)

Substituting the above inequality into (3.56), we get the desired result. Q.E.D.

Proof of Theorem 3

To proceed into proof of Theorem 3, we give a few technical lemmas for the properties of

(3.7).

Lemma 14. For any symmetric H ⪰ 0,g, ω, we have

⟨g, PX ,H(x−,g, ω)⟩ ≥ ∥H1/2PX ,H(x−,g, ω)∥2 (3.57)

Proof of Lemma 14: By definition of x+, the optimality condition of (3.6) is

⟨g +
1

ω
H(x+ − x−),x− x+⟩ ≥ 0 ∀x ∈ X
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Thus

⟨g +
1

ω
H(x+ − x),x− x+⟩ ≥ 0

which can be rearranged to

⟨g, PX ,H(x−,g, ω)⟩ = 1

ω
⟨g, x− x+⟩ ≥ 1

ω2
⟨H(x− x+), x− x+⟩ = ∥H1/2PX ,H(x−,g, ω)∥2

This completes the proof. Q.E.D.

Lemma 15. Let x+
1 and x+

2 be given by (3.6) with g replaced by g1 and g2, with H ≻ 0,

we have

∥x+
1 − x+

2 ∥ ≤ ω

λmin(H)
∥g1 − g2∥ (3.58)

∥H1/2(x+
1 − x+

2 )∥ ≤ ω∥H−1/2(g1 − g2)∥. (3.59)

where λmin(H) is the minimum eigenvalue of H.

Proof of Lemma 15: By definition of x+, the optimality condition of (3.6) is

⟨g +
1

ω
H(x+ − x−),x− x+⟩ ≥ 0 ∀x ∈ X

Thus, we have

⟨g1 +
1

ω
H(x+

1 − x−,x+
2 − x+

1 ⟩ ≥ 0

⟨g2 +
1

ω
H(x+

2 − x−,x+
1 − x+

2 ⟩ ≥ 0

Summing up the above two inequalities, we get

⟨g1 − g2,x
+
2 − x+

1 ⟩ ≥
1

ω
⟨H(x+

2 − x+
1 ),x

+
2 − x+

1 ⟩ (3.60)
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By Cauchy-Schwarz inequality, we get

∥g1 − g2∥∥x+
2 − x+

1 ∥ ≥ ⟨g1 − g2,x
+
2 − x+

1 ⟩ ≥
1

ω
⟨H(x+

2 − x+
1 ),x

+
2 − x+

1 ⟩

≥ 1

ω
λmin(H)∥x+

2 − x+
1 ∥

2

which gives (3.58).

Further, by (3.60) and Cauchy-Schwarz, we also have

∥H−1/2(g1 − g2)∥∥H1/2(x+
2 − x+

1 )∥ ≥ ⟨g1 − g2,x
+
2 − x+

1 ⟩

≥ 1

ω
⟨H(x+

2 − x+
1 ),x

+
2 − x+

1 ⟩ =
1

ω
∥H1/2(x+

2 − x+
1 )∥

2

which gives (3.59). This completes the proof. Q.E.D.

The following lemma characterizes the difference between projected points if different

distance matrices are used in ZO-AdaMM.

Lemma 16. Assume V
1/2
t ≥ cI, ZO-AdaMM yields

∥∥∥∥(PX ,V̂
1/2
t−1

(xt,∇fµ(xt), αt)− PX ,V̂
1/2
t

(xt,∇fµ(xt), αt))

∥∥∥∥2 ≤ d∑
i=1

v
1/2
t,i (v̂

1/2
t,i − v̂

1/2
t−1,i)

1

c4
η2.

(3.61)

Proof of Lemma 16: Recall the optimality condition of (3.6) is

⟨g +
1

ω
H(x+ − x−,x− x+⟩ ≥ 0 ∀x ∈ X (3.62)

Let us define

x∗
t ≜ xt − αtPX ,V̂

1/2
t−1

(xt,∇fµ(xt), αt)

x̃∗
t ≜ xt − αtPX ,V̂

1/2
t

(xt,∇fµ(xt), αt).
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By optimality condition (3.62), we have

⟨∇fµ(xt) +
1

αt
V̂

1/2
t (x̃∗

t − xt),x
∗
t − x̃∗

t ⟩ ≥ 0

⟨∇fµ(xt) +
1

αt
V̂

1/2
t−1(x

∗
t − xt), x̃

∗
t − x∗

t ⟩ ≥ 0

Summing the above up, we get

⟨V̂1/2
t (x̃∗

t − xt)− V̂
1/2
t−1(x

∗
t − xt),x

∗
t − x̃∗

t ⟩ ≥ 0

which is equivalent to

⟨(V̂1/2
t − V̂

1/2
t−1)(x

∗
t − xt),x

∗
t − x̃∗

t ⟩

+ ⟨V̂1/2
t (x̃∗

t − x∗
t ),x

∗
t − x̃∗

t ⟩ ≥ 0.

Further rearranging, we have

⟨(V̂1/2
t − V̂

1/2
t−1)(x

∗
t − xt),x

∗
t − x̃∗

t ⟩ ≥ ∥V̂1/4
t (x̃∗

t − x∗
t )∥2 ≥ c∥(x̃∗

t − x∗
t )∥2

which implies (by using Cauchy-Swartz on the left hand side and then squaring both

sides)

c2∥(x̃∗
t − x∗

t )∥2 ≤∥(V̂1/2
t − V̂

1/2
t−1)(x

∗
t − xt)∥2 =

d∑
i=1

(v̂
1/2
t,i − v̂

1/2
t−1,i)

2(x̂∗t,i − xt,i)
2

(a)

≤
d∑

i=1

v̂
1/2
t,i (v̂

1/2
t,i − v̂

1/2
t−1,i)∥x̂

∗
t − xt∥2

(b)

≤
d∑

i=1

v̂
1/2
t,i (v̂

1/2
t,i − v̂

1/2
t−1,i)

1

c2
α2
t ∥∇fµ(xt)∥2

≤
d∑

i=1

v̂
1/2
t,i (v̂

1/2
t,i − v̂

1/2
t−1,i)

1

c2
α2
t η

2 (3.63)

where (a) is due to v̂
1/2
t,i ≥ v̂

1/2
t−1,i and (b) is due to Lemma 15 by treating g1 =

∇fµ(xt), g2 = 0, x− = xt, H = V̂
1/2
t . Substituting (3.7) into LHS of the above in-

equality and rearrange, we get (3.61). This completes the proof. Q.E.D.

Now we are ready to prove our main theorem.

Proof of Theorem 3:
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We start with standard decent lemma in nonconvex optimization. By Lipschitz

smoothness of fµ, we have

fµ(xt+1) ≤fµ(xt)− αt⟨∇fµ(xt), PX ,V̂
1/2
t

(xt, ĝt, αt)⟩+
L

2
α2
t ∥PX ,V̂

1/2
t

(xt, ĝt, αt)∥2.

(3.64)

We need to upper bound RHS of the above inequality and split out a descent quantity.

− ⟨∇fµ(xt), PX ,V̂
1/2
t

(xt, ĝt, αt)⟩

=− ⟨ĝt, PX ,V̂
1/2
t

(xt, ĝt, αt)⟩+ ⟨ĝt −∇fµ(xt), PX ,V̂
1/2
t

(xt, ĝt, αt)⟩

≤ − ∥V̂1/4
t PX ,V̂

1/2
t

(xt, ĝt, αt)∥2 + ⟨ĝt −∇fµ(xt), PX ,V̂
1/2
t

(xt, ĝt, αt)⟩ (3.65)

where the inequality is by Lemma (14) and some simple substitutions.

Further, for the last term in RHS of (3.65) we have

⟨ĝt −∇fµ(xt), PX ,V̂
1/2
t

(xt, ĝt, αt)⟩

=
+⟨ĝt −∇fµ(xt), PX ,V̂

1/2
t

(xt, ĝt, αt)⟩

−⟨ĝt −∇fµ(xt), PX ,V̂
1/2
t

(xt,∇fµ(xt), αt)⟩

A

+⟨ĝt −∇fµ(xt), PX ,V̂
1/2
t

(xt,∇fµ(xt), αt)⟩

−⟨ĝt −∇fµ(xt), PX ,V̂
1/2
t−1

(xt,∇fµ(xt), αt)⟩

B

+ ⟨ĝt −∇fµ(xt), PX ,V̂
1/2
t−1

(xt,∇fµ(xt), αt)⟩︸ ︷︷ ︸
C

(3.66)

Next, we bound the three terms in RHS of (3.66).

Let’s bound term A first, with the assumption V̂1/2 ≥ cI, by Lemma 15, (3.7) and

Cauchy-Schwartz inequality, we have:

A =⟨ĝt −∇fµ(xt), PX ,V̂
1/2
t

(xt, ĝt, αt)− PX ,V̂
1/2
t

(xt,∇fµ(xt), αt)⟩ ≤
1

c
∥ĝt − fµ(xt)∥2

(3.67)

Now let’s bound term C, because E[ĝt] = ∇fµ(xt) and the noise in ĝt is independent
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of ∇fµ(xt) and V̂t−1, we have

E[⟨∇fµ(xt)− ĝt, PX ,V̂
1/2
t−1

(xt,∇fµ(xt), αt)⟩] = 0 (3.68)

Substituting the above bounds for A and C, into (3.66) and (3.65), using Young’s

inequality on term B, we have

− E[⟨∇fµ(xt), PX ,V̂
1/2
t

(xt, ĝt, αt)⟩]

≤− E[∥V̂1/4
t PX ,V̂

1/2
t

(xt, ĝt, αt)∥2] +
1

c
E[∥ĝt − fµ(xt)∥2] +

1

2
E[∥ĝt − fµ(xt)∥2] +

1

2
E[B2]

(3.69)

where we define

B2 :=

∥∥∥∥(PX ,V̂
1/2
t−1

(xt,∇fµ(xt), αt)− PX ,V̂
1/2
t

(xt,∇fµ(xt), αt))

∥∥∥∥2 .
What remains is to bound the term B2 which is given by Lemma 16.

Combining (3.64), (3.69), (3.61), we have

E[fµ(xt+1)] ≤E[fµ(xt)]− αtE[∥V̂1/4
t PX ,V̂

1/2
t

(xt, ĝt, αt)∥2] + αt(
1

c
+

1

2
)E[∥ĝt − fµ(xt)∥2]

+ αt
1

2
E
[ d∑
i=1

v̂
1/2
t,i (v̂

1/2
t,i − v̂

1/2
t−1,i)

1

c4
η2
]
+
L

2
α2
tE
[
1

c2
∥V̂1/4

t PX ,V̂
1/2
t

(xt, ĝt, αt)∥2
]

(3.70)

which can be rearranged into

(αt −
L

2c2
α2
t )E[∥V̂

1/4
t PX ,V̂

1/2
t

(xt, ĝt, αt)∥2]

≤E[fµ(xt)]− E[fµ(xt+1)] + αt(
1

c
+

1

2
)E[∥ĝt − fµ(xt)∥2]

+ αt
1

2
E

[
d∑

i=1

v̂
1/2
t,i (v̂

1/2
t,i − v̂

1/2
t−1,i)

1

c4
η2

]
. (3.71)
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In addition, we have

∥V̂1/4
t PX ,V̂

1/2
t

(xt,∇f(xt), αt)∥2 ≤ 3∥V̂1/4
t PX ,V̂

1/2
t

(xt, ĝt, αt)∥2

+ 3 ∥V̂1/4
t (PX ,V̂

1/2
t

(xt,∇fµ(xt), αt) −PX ,V̂
1/2
t

(xt,∇f(xt), αt))∥2

+ 3∥V̂1/4
t (PX ,V̂

1/2
t

(xt, ĝt, αt) −PX ,V̂
1/2
t

(xt,∇fµ(xt), αt))∥2

≤3∥V̂1/4
t PX ,V̂

1/2
t

(xt, ĝt, αt)∥2 +
3

c
∥∇fµ(xt)−∇f(xt)∥2 +

3

c
∥ĝt −∇fµ(xt)∥2 (3.72)

where the second inequality is by (3.7) and Lemma (15)

Combining (3.72) and (3.71), we have(
αt −

L

2c2
α2
t

)
∥V̂1/4

t PX ,V̂
1/2
t

(xt,∇f(xt), αt)∥2

≤3(E[fµ(xt)]− E[fµ(xt+1)]) + (3αt(
1

c
+

1

2
) +

3

c
(αt −

L

2c2
α2
t ))E[∥ĝt − fµ(xt)∥2]

+
3

2
αtE[

d∑
i=1

v̂
1/2
t,i (v̂

1/2
t,i − v̂

1/2
t−1,i)

1

c4
η2] +

3

c
(αt −

L

2c2
α2
t )∥∇fµ(xt)−∇f(xt)∥2 (3.73)

Summing over t from 1 to T , setting αt = α, and dividing both sides by T (α− Lgα2

2c2
), we

get

1

T

T∑
t=1

E[∥V̂1/4
t PX ,V̂

1/2
t

(xt∇f(xt), αt)∥2]

≤ 3

T (α− Lgα2

2c )
(E[fµ(x1)]− E[fµ(xT+1)]) +

(
3α(c+ 2)

2Tc(α− Lgα2

2c )
+

3

Tc

)
T∑
t=1

E[∥ĝt − fµ(xt)∥2]

+
3α

2T (α− Lgα2

2c )
E[

d∑
i=1

v̂T,i]
1

c4
η2 +

3

Tc

T∑
t=1

E[∥∇fµ(xt)−∇f(xt)∥2]. (3.74)

Choose α ≤ c
L , we have

α− Lgα
2

2c
= α

(
1− Lgα

2c

)
≥ α(1− 1

2
) =

α

2
(3.75)
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and (3.74) becomes

1

T

T∑
t=1

E
[
∥V̂1/4

t PX ,V̂
1/2
t

(xt∇f(xt), αt)∥2
]

≤ 6

Tα
Df +

1

T
(
9

c
+ 3)

T∑
t=1

E
[
∥ĝt − fµ(xt)∥2

]
+

3

T

1

c4
η2E

[
d∑

i=1

v̂T,i

]
+

3

c

µ2d2L2
g

4
(3.76)

where we defined Df := E[fµ(x1)] − minx fµ(x) and used the fact that ∥∇fµ(xt) −
∇f(xt)∥2 ≤

µ2d2L2
g

4 by Lemma 2.

Further, we have

E

[
d∑

i=1

v̂T,i

]
= E

[
d∑

i=1

max
t∈[T ]

(1− β2)
t∑

k=1

βt−k
2 ĝ2k,i

]

≤E

[
dmax
t∈[T ]

(1− β2)

t∑
k=1

βt−k
2 ∥ĝk∥∞

]

≤E
[
dmax
t∈[T ]

∥ĝt∥∞
]

(3.77)

where the last inequality holds since
∑T

k=1 β
T−k
2 ≤ 1/(1− β2).

Uniformly randomly picking R from 1 to T and substituting (3.77) into (3.76) finishes

the proof. Q.E.D.



Chapter 4

Understanding gradient clipping in

private SGD

4.1 Introduction

In this chapter, we study gradient clipping, a different form of adaptivity. It is shown

in Zhang et al. [2020] that GD with gradient clipping achieves faster convergence when

the problems satisfies a special smoothness assumption. However, for SGD, gradient

clipping could create estimation bias on gradient, preventing convergence. In this chapter,

we focus on understanding the adversarial effect of gradient clipping, which is of great

importance to further understand the performance of (differentially) private SGD in

practice.

Many modern applications of machine learning rely on datasets that may contain

sensitive personal information, including medical records, browsing history, and geographic

locations. To protect the private information of individual citizens, many machine learning

systems now train their models subject to the constraint of differential privacy [Dwork

et al., 2006], which informally requires that no individual training example has a significant

influence on the trained model. To achieve this formal privacy guarantee, one of the

most popular training methods, especially for deep learning, is differentially private

stochastic gradient descent (DP-SGD) [Bassily et al., 2014, Abadi et al., 2016b, Song

et al., 2013]. At a high level, DP-SGD is a simple modification of SGD that makes

each step differentially private with the Gaussian mechanism: at each iteration t, it

86
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first computes a gradient estimate gt based on a random subsample, and then updates

the model using a noisy gradient g̃t = gt + η, where η is a noise vector drawn from a

multivariate Gaussian distribution.

Despite the simple form of DP-SGD, there is a major disparity between its theoretical

analysis and practical implementation. The formal privacy guarantee of Gaussian

mechanism requires that the per-coordinate standard deviation of the noise vector η

scales linearly with the ℓ2 sensitivity of the gradient estimate gt—that is, the maximal

change on gt in ℓ2 distance if by changing a single example. To bound the ℓ2-sensitivity,

existing theoretical analyses typically assume that the loss function is L-Lipschitz in the

model parameters, and the constant L is known to the algorithm designer for setting the

noise rate [Bassily et al., 2014, Wang and Xu, 2019]. Since this assumption implies that

the gradient of each example has ℓ2 norm bounded by L, any gradient estimate from

averaging over the gradients of m examples has ℓ2-sensitivity bounded by L/m. However,

in many practical settings, especially those with deep learning models, such Lipschitz

constant or gradient bounds are not a-priori known or even computable (since it involves

taking the worst case over both examples and pairs of parameters). In practice, the

bounded ℓ2-sensitivity is ensured by gradient clipping [Abadi et al., 2016b] that shrinks

an individual gradient whenever its ℓ2 norm exceeds certain threshold c. More formally,

given any gradient g on a simple example and a clipping threshold c, the gradient clipping

does the following

clip(g, c) = g ·min

(
1,

c

∥g∥

)
. (4.1)

The clipping operation can be viewed as a special form of adaptivity, and it is shown

in Zhang et al. [2020] that SGD with gradient clipping can be provably faster than

SGD under certain assumptions. However, the clipping operation in general can create

a substantial bias in the update direction, leading to divergence. To illustrate this

clipping bias, consider the following two optimization problems even without the privacy

constraint.

Example 1. Consider optimizing f(x) = 1
3

∑3
i=1

1
2(x − ai)

2 over x ∈ R, where a1 =

a2 = −3 and a3 = 9. Since the gradient ∇f(x) = x − 1, the optimum is x∗ = 1. Now

suppose we run SGD with gradient clipping with a threshold of c = 1. At the optimum,
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the gradients for all three examples are clipped and the expected clipped gradient is 1/3,

which leads the parameter to move away from x∗.

Example 2. Let f(x) = 1
2

∑2
i=1

1
2(x− ai)

2, where a1 = −3 and a2 = 3. The minimum

of f is achieved at x∗ = 0, where the expected clipped gradient is also 0. However, SGD

with clipped gradients and c = 1 may never converge to x∗ since the expected clipped

gradients are all 0 for any x ∈ [−2, 2], which means all these points are "stationary" for

the algorithm.

Both examples above show that clipping bias can prevent convergence in the worst

case. Existing analyses on gradient clipping quantify this clipping bias either with 1)

the difference between clipped and unclipped gradients [Pichapati et al., 2019], or 2) the

fraction of examples with gradient norms exceeding the clip threshold c [Zhang et al.,

2020]. These approaches suggest that a small clip threshold will lead to large clipping

bias and worsen the training performance of DP-SGD. However, in practice, DP-SGD

often remains effective even with a small clip threshold [Beaulieu-Jones et al., 2019, Bu

et al., 2019], which indicates a gap in the current theoretical understanding of gradient

clipping.

4.1.1 Our results

We study the effects of gradient clipping on SGD and DP-SGD and provide:

Symmetricity-based analysis. We characterize the clipping bias on the convergence

to stationary points through the geometric structure of the gradient distribution. To

isolate the clipping effects, we first analyze the non-private SGD with gradient clipping

(but without Gaussian perturbation), with the following key analysis steps. 1) We first

show that the inner product E[⟨∇f(xt), gt⟩] goes to zero in SGD, where ∇f(x) denotes

the true gradient and gt denotes a clipped stochastic gradient. 2) We then show that when

the gradient distribution is symmetric, inner product upper bounds a constant re-scaling

of ∥∇f(xt)∥, and so SGD minimizes the gradient norm. 3) We quantify the clipping bias

via a coupling between the gradient distribution and a nearby symmetric distribution

and express it as a disparity measure (that resembles the Wasserstein distance) between

the two distributions. As a result, when the gradient distributions are near-symmetric or
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when the clipping bias favors convergence, the clipped gradient remains aligned with the

true gradient, even if clipping aggressively shrinks almost all the sample gradients.

Theoretical and empirical evaluation of DP-SGD. Building on the previous

SGD analysis, we obtain a similar convergence guarantee on DP-SGD with gradient

clipping. Importantly, we are able to prove such convergence guarantee even without

Lipschitzness of the loss function, which is often required for DP-SGD analyses. We

also provide extensive empirical studies to investigate the gradient distributions of DP-

SGD across different epoches on two real datasets. To visualize the symmetricity of

the gradient distributions, we perform multiple random projections on the gradients

and examine the two-dimensional projected distributions. Our results suggest that the

gradient distributions in DP-SGD quickly exhibit symmetricity, despite the asymmetricity

at initialization.

Gradient correction mechanism. Finally, we provide a simple modification to

DP-SGD that can mitigate the clipping bias. We show that perturbing the gradients

before clipping can provably reduce the clipping bias for any gradient distribution. The

pre-clipping perturbation does not by itself provide privacy guarantees, but can trade-off

the clipping bias with higher variance.

4.1.2 Related work

The divergence caused by the clipping bias was also studied by prior work. In Pichapati

et al. [2019], an adaptive gradient clipping method is analyzed and the divergence is

characterized by a bias depending on the difference between the clipped and unclipped

gradients. However, they study a different variant of clipping that bounds the ℓ∞ norm

of the gradient instead of ℓ2 norm; the latter, which we study in this paper, is the more

commonly used clipping operation [Abadi et al., 2016b,a]. In Zhang et al. [2020], the

divergence is characterized by a bias depending on the clipping probability. These results

suggest that, the clipping probability as well as the bias are inversely proportional to the

size of the clipping threshold. For example, small clipping threshold results in large bias

in the gradient estimation, which can potentially lead to worse training and generalization

performance. Thakkar et al. [2019] provides another adaptive gradient clipping heuristic
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that sets the threshold based on a privately estimated quantile, which can be viewed as

minimizing the clipping probability.

4.2 Convergence of SGD with clipped gradient

In this section, we analyze convergence of SGD with clipped gradient, but without

the Gaussian perturbation. This simplification is useful for isolating the clipping bias.

Consider the standard stochastic optimization formulation

min
x∈Rd

f(x) = Es∼D[f(x, s)], (4.2)

where x ∈ Rd is the optimization variable; D denotes the underlying distribution over

the examples s. In the next section, we will instantiate D as the empirical distribution

over the private dataset. We assume that the algorithm is given access to a stochastic

gradient oracle: given any iterate xt of SGD, the oracle returns ∇f(xt) + ξt, where ξt
is independent noise with zero mean. In addition, we assume f(x) is G-smooth, i.e.

∥∇f(x) −∇f(y)∥ ≤ G∥x − y∥,∀x, y. At each iteration t, SGD with gradient clipping

performs the following update:

xt+1 = xt − αclip(∇f(xt) + ξt, c) := xt − αgt, (4.3)

where gt := clip(∇f(xt) + ξt, c) denotes the realized clipped gradient.

To carry out the analysis of iteration (4.3), we first note that the standard convergence

analysis for SGD-type method consists of two main steps:

S1) Show that the term E[⟨∇f(xt), gt⟩] diminishes to zero.

S2) Show that the aforementioned quantity is proportional to ∥∇f(xt)∥2 or c∥∇f(xt)∥,
indicating that the size of gradient also decreases to zero.

In our analysis below, we will see that showing the first step is relatively easy, while

the main challenge is to show that the second step holds true. Our first result is given

below.

Theorem 4. Let G be the Lipschitz constant of ∇f such that ∥∇f(x) − ∇f(y)∥ ≤
G∥x − y∥, ∀x, y. For SGD with gradient clipping of threshold c, if we set α = 1√

T
, we
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have

1

T

T∑
t=1

E [⟨∇f(xt), gt⟩] ≤
Df√
T

+
G

2
√
T
c2, (4.4)

where Df := f(x1)−minx f(x).

Note that for SGD without clipping, we have E[⟨∇f(xt), gt⟩] = ∥∇f(xt)∥2, so the

convergence can be readily established. However, when clipping is applied, the expectation

is different but if we have E[⟨∇f(xt), gt⟩] being positive, or have it to scale with ∥∇f(xt)∥,
we can still establish a convergence guarantee. However, the divergence examples

(Example 1 and 2) indicate proving this second step requires additional conditions. Now

we study a geometric condition that is observed empirically.

4.2.1 Symetricity-Based Analysis on Gradient Distribution

Let pt(ξt) be the probability density function of ξt and p̃t(ξt) is an arbitrary distribution.
To quantify the clipping bias, we start the analysis with the following decomposition:

Eξt∼p[⟨∇f(xt), gt⟩] =Eξt∼p̃[⟨∇f(xt), gt⟩] +
∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩(pt(ξt)− p̃t(ξt))dξt︸ ︷︷ ︸

:=bt

.

(4.5)

In (4.5), we can choose p̃(ξt) to be some "nice" distribution that can effectively relate

Eξt∼p̃[⟨∇f(xt), gt⟩] to ∥∇f(xt)∥2 and the remaining term will be treated as the bias.

This way of splitting ensures that when the gradients follow a "nice" distribution, the

bias will diminish with the distance between p and p̃t. More precisely, we want to find

a distribution p̃ such that Eξt∼p̃[⟨∇f(xt), gt⟩] is lower bounded by norm sqaured of the

true gradient and thus convergence can be ensured.

A straightforward "nice" distribution will be ⟨∇f(xt), gt⟩ ≥ Ω(∥∇f(xt)∥22), ∀gt, i.e.

all stochastic gradients are positively aligned with the true gradient. This may be satisfied

when the gradient is large and the noise ξ is bounded. However, when the gradient

is small, it is hard to argue that this can still be true in general. Specifically, in the

training of neural nets, the cosine similarities between many stochastic gradients and

the true gradient (i.e. cos(∇f(xt),∇f(xt) + ξt)) can be negative, which implies that this
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assumption does not hold (see Figure 4.3 in Section 4.4).

Although Figure 4.3 seems to exclude the ideal distribution, we observe that the

distribution of cosine of the gradients appears to be symmetric. Will such a "symmetric-

ity" property help define the "nice" distribution for gradient clipping? If so, how to

characterizes the performance of gradient clipping in this situation? In the following

result, we rigorously answer to these questions.

Theorem 5. Assume p̃(·) is a symmetric distribution satisfying p̃(ξt) = p̃(−ξt), ∀ ξt ∈ Rd.

Then gradient clipping with threshold c has the following properties:

1. If ∥∇f(xt)∥ ≤ 3

4
c, then Eξt∼p̃[⟨∇f(xt), gt⟩] ≥ ∥∇f(xt)∥2Pξt∼p̃

(
∥ξt∥ <

c

4

)
;

2. If ∥∇f(xt)∥ >
3

4
c, then Eξt∼p̃[⟨∇f(xt), gt⟩] ≥

3 · c
4

∥∇f(xt)∥Pξt∼p̃

(
∥ξt∥ <

c

4

)
.

Theorem 5 states that when the noise distribution is symmetric, gradient clipping

will keep the expected clipped gradients positively aligned with the true gradient. This

is the desired property that can guarantee convergence. Combining Theorem 5 with

Theorem 4, we have Corollary 3 to fully characterize the convergence behavior of SGD

with gradient clipping.

Corollary 3. Consider the SGD algorithm with gradient clipping given in (4.3). Set

α = 1√
T
, and choose p̃(·) as a symetric distribution satisfying p̃t(ξt) = p̃t(−ξt), ∀ ξ ∈ Rd.

Then the following holds:

1

T

T∑
t=1

Pξt∼p̃t

(
∥ξt∥ <

c

4

)
min

{
∥∇f(xt)∥,

3

4
c

}
∥∇f(xt)∥ ≤

Df√
T

+
G

2
√
T
c2 − 1

T

T∑
t=1

bt,

(4.6)

where we have defined bt :=
∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩(pt(ξt)− p̃t(ξt))dξt.

The above result suggests that, as long as the probabilities Pξt∼p̃t

(
∥ξt∥ < c

4

)
are

bounded away from 0 and the symmetric distributions p̃t are close approximations to

pt (small bias bt),1 then gradient norm goes to 0. Moreover, when ∥ξt∥ is drawn from a

sub-gaussian distribution with constant variance, the probability does not diminish with
1Both Theorem 5 and Corollary 3 hold under a more relaxed condition of p̃(ξ) = p̃(−ξ) for ξ with ℓ2

norm exceeding c/4.
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the dimension. This is consistent with the observations in recent work of Li et al. [2020],

Gur-Ari et al. [2018] on deep learning training, and we also provide our own empirical

evaluation on the probability term in the Appendix. Note if the bias is negative and

very large, the bound on the rhs will not be meaningful. Therefore, it is useful to further

study properties of such bias term. In the next section, we will discuss how large the bias

term can be for a few choices of p and p̃. It turns out that the accumulation of bt can

help in some cases. In addition, one can extend the convergence results to some special

non-symmetric distributions.

4.2.2 Beyond symmetric distributions

Theorem 5 and Corollary 3 suggest that as long as the distribution p is sufficiently close

to a symmetric distribution p̃, the convergence bias expressed as
∑T

t=1 bt will be small.

We now show that our bias decomposition result enables us to analyze the effect of the

bias even for some highly asymmetric distributions. Note that when bt ≥ 0, the bias in

fact helps convergence according Corollary 3.

We now provide three examples where bt can be non-negative. Therefore, near-

symmetricity is not a necessary condition for convergence, and our symmetricity-based

analysis remains an effective tool to establish convergence for a broad class of distribu-

tions.
Positively skewed. Suppose p is positively skewed, that is, p(ξ) ≥ p(−ξ), for all

ξ with ⟨ξ,∇f(x)⟩ > 0. With such distributions, the stochastic gradients tend to be
positively aligned with the true gradient. If one chooses p̃(ξt) = 1

2(p(ξt) + p(−ξt)), the
bias bt can be written as∫
ξt∈{ξ:⟨ξ,∇f(xt)⟩>0}

⟨∇f(xt), clip(∇f(xt) + ξt, c)− clip(∇f(xt)− ξt, c)⟩
(
1

2
(p(ξt)− p(−ξt))

)
dξt,

which is always positive since ⟨∇f(xt), clip(∇f(xt) + ξt, c) − clip(∇f(xt) − ξt, c)⟩ ≥ 0.

Substituting into (4.5), we have Eξt∼p[⟨∇f(xt), gt⟩] strictly larger than Eξt∼p̃[⟨∇f(xt), gt⟩],
which means the positive skewness helps the convergence (we want Eξt∼p[⟨∇f(xt), gt⟩] as

large as possible).

Mixture of symmetric. The distribution of stochastic gradient ∇f(xt) + ξt is a

mixture of two symmetric distributions p0 and p1 with mean 0 and v respectively. Such

a distribution might be possible when most of samples are well classified. In this case,
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even though the distribution of ξt is not symmetric, one can apply similar argument of

Theorem 5 to the component with mean v, and the zero mean component yield a bias

0. In particular, let w0 be the probability that ∇f(xt) + ξt is drawn from p0. One can

choose p̃ = p− w0p0 which is the component symmetric over v. The bias become∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩w0p0(ξt)dξt = 0. (4.7)

This is because p0(ξt) corresponds to a zero mean symmetric distribution of ∇f(xt) + ξt,

and the fact that if ∇f(xt) + ξt follows a symmetric distribution centered at 0, so does

clip(∇f(xt) + ξt, c) for any c > 0. Note that despite p̃ = p− w0p0 is not a distribution

since
∫
p̃(ξt) = 1 − w0, Theorem 5 can still be applied with everything on r.h.s. of

inequalities multiplied by 1 − w0 because one can apply Theorem 5 to distribution

p̃(ξt)/(1− w0) and then scale everything down.

Mixture of symmetric or positively skewed. If p is a mixture of multiple

symmetric or positively skewed distributions, one can split the distributions into multiple

ones and use their individual properties. That is, one can easily establish convergence

guarantee for p being a mixture of m spherical distributions with mean u1, ..., um and

⟨f(xt), ui⟩ ≥ 0,∀i ∈ [m] as in the following theorem.

Theorem 6. Given m distributions with the pdf of the ith distribution being pi(ξ) =

ϕi(∥ξ− ui∥) for some function ϕi. If ∇f(xt) =
∑m

i=1wiui for some wi ≥ 0,
∑m

i=1wi = 1.

Define a mixture of these distributions with zero mean as below:

p′(ξ) =

m∑
i=1

wipi(ξ −∇f(xt)).

If ⟨ui,∇f(xt)⟩ ≥ 0,∀i ∈ [m], we have

Eξt∼p′ [⟨∇f(xt), gt⟩] ≥∥∇f(xt)∥
m∑
i=1

wi min

(
∥ui∥,

3

4
c

)
cos(∇f(xt), ui)Pξt∼pi

(
∥ξt∥ <

c

4

)
≥ 0.

Besides these examples of favorable biases above, there are also many cases where bt
can be negative and lead to a convergence gap, such as negatively skewed distributions

or multimodal distributions with highly imbalanced modes. We have illustrated possible

distributions in our divergence examples (Examples 1 and 2). In such cases, one should
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expect that clipping has an adversarial impact on the convergence guarantee. However,

as we also show in Section 4.4, the gradient distributions on real datasets tend to be

symmetric, so their clipping biases are small.

4.3 DP-SGD with Gradient Clipping

We now extend the results above to analyze the overall convergence DP-SGD with gradient

clipping. To match up with the setting in Section 4.2, we consider the distribution D to

be the empirical distribution over a private dataset S of n examples {s1, . . . , sn}, and so

f(x) = 1
n

∑n
i=1 f(x, si). For any iterate xt ∈ Rd and example si, let ξt,i = ∇f(xt, si)−

∇f(xt) denote the gradient noise on the example, and pt denote the distribution over

ξt,i. At each iteration t, DP-SGD performs:

xt+1 = xt − α

((
1

|St|
∑
i∈St

clip(∇f(xt) + ξt,i, c)

)
+ Zt

)
, (4.8)

where St is a random subsample of S (with replacement)2 and Zt ∼ N (0, σ2I) is the

noise added for privacy. We first recall the privacy guarantee of the algorithm below:

Theorem 7 (Privacy (Theorem 1 in Abadi et al. [2016b])). There exist constants u

and v so that given the number of iterations T , for any ϵ ≤ uq2T , where q = |St|
n ,

DP-SGD with gradient clipping of threshold c is (ϵ, δ)-differentially private for any δ > 0,

if σ2 ≥ v
c2T ln( 1

δ )
n2ϵ2

.

By accounting for the sub-sampling noise and Gaussian perturbation in DP-SGD, we

obtain the following convergence guarantee, where we further bound the clipping bias

term bt with the Wasserstein distance between the gradient distribution and a coupling

symmetric distribution.

Theorem 8 (Convergence). Suppose x ∈ Rd, let m = |St|, and let p̃t be a symmetric

distribution with p̃t(ξt) = p̃t(−ξt), ∀ ξt ∈ Rd. For DP-SGD with gradient clipping, set

α =

√
Dfd ln(

1
δ )

nϵc
√
L

.

2Alternatively, subsampling with replacement [Wang et al., 2019] and Poisson subsampling [Zhu and
Wang, 2019] have also been proposed.
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Then there exist u and v such that for any ϵ ≤ um2

n2 T , σ2 = v
c2T ln( 1

δ )
n2ϵ2

, we have

1

T

T∑
t=1

Pξt∼p̃

(
∥ξt∥ <

c

4

)
hc(∥∇f(xt)∥) ≤

(
1

2
v +

3

2

) c×
√
DfGd ln(

1
δ )

nϵ
+

1

T

T∑
t=1

W∇f(xt),c(p̃t, pt),

where hc(y) := min(y2, 34cy); Df := f(x1) − minx f(x); Wv,c(p, p
′) is the Wasserstein

distance between p and p′ with metric function

d∇f(xt),c(a, b) := |⟨∇f(xt), clip(∇f(xt) + a, c)⟩ − ⟨∇f(xt), clip(v + b, c)⟩|.

Remark on the Wasserstein distance. In (4.6), it is clear that the convergence

bias bt can be bounded by the total variation distance between pt and p̃t or some similar

distance between distributions such as the one below

−bt =
∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩(p̃t(ξt)− pt(ξt))dξt

≤ c · ∥∇f(xt)∥
∫

|pt(ξt)− p̃t(ξt)|dξt. (4.9)

However, the above bound (or the total variation distance) becomes trivial when pt is
the empirical distribution over a finite sample, because it is always 2 (always 1 for the
total variation distance) when p̃ is continuous. In addition, the bias is hard to interpret
without further transformation. This is why we bound bt by the Wasserstein distance as
follows:

−bt =
∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩(p̃(ξt)− p(ξt))dξt

=

∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩p̃(ξt)dξt −

∫
⟨∇f(xt), clip(∇f(xt) + ξ′t, c)⟩p(ξ′t)dξ′t

=

∫ ∫
(⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩ − ⟨∇f(xt), clip(∇f(xt) + ξ′t, c)⟩)γ(ξt, ξ′t)dξtdξ′t

≤
∫ ∫

|⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩ − ⟨∇f(xt), clip(∇f(xt) + ξ′t, c)⟩|γ(ξt, ξ′t)dξtdξ′t,

(4.10)

where γ(·, ·) is any joint distribution with marginal p̃(·) and p(·). Thus, we have

−bt ≤ inf
γ∈Γ(p̃,p)

∫ ∫
|⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩ − ⟨∇f(xt), clip(∇f(xt) + ξ′t, c)⟩|γ(ξt, ξ′t)dξtdξ′t,
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where Γ(p̃, p) is the set of all couplings with marginals p̃ and p on the two factors,

respectively. If we define the distance function

dy,c(a, b) := |⟨y, clip(y + a, c)⟩ − ⟨y, clip(y + b, c)⟩|.

Then we have

−bt ≤ inf
γ∈Γ(p̃,p)

∫ ∫
d∇f(xt),c(ξt, ξ

′
t)γ(ξt, ξ

′
t)dξtdξ

′
t. (4.11)

The right hand side (r.h.s.) of the above inequality is the Wasserstein distance defined

on the distance function d∇f(xt),c. It converges to the distance between the population

distribution of gradient and p̃ with n being large since the empirical distribution will be

similar to the population distribution.

Thus, if the population distribution of gradient is approximate symmetric, the bias

term tends to be small. In addition, the distance function is uniformly bounded by

∥∇f(x)∥c which makes it is more favorable than ℓ2 distance. Compared with the

expression of bt in Corollary 3, the Wasserstein distance is easier to interpret when p̃ is

discrete.

4.4 Experiments

In this section, we investigate whether the gradient distributions of DP-SGD are ap-

proximate symmetric in practice. However, since the gradient distributions are high-

dimensional, certifying symmetricity is in general intractable. We instead consider two

simple proxy measures and visualizations.

Setup. We run DP-SGD implemented in Tensorflow 3 on two popular datasets MNIST

[LeCun et al., 2010] and CIFAR-10 [Krizhevsky and Hinton, 2009]. For MNIST, we train

a CNN with two convolution layers with 16 4×4 kernels followed by a fully connected

layer with 32 nodes. We use DP-SGD to train the model with α = 0.15, and a batchsize

of 128. For CIFAR-10, we train a CNN with two convolutional layers with 2×2 max

pooling of stride 2 followed by a fully connected layer, all using ReLU activation, each

layer uses a dropout rate of 0.5. The two convolution layers respectively has 32 and
3https://github.com/tensorflow/privacy/tree/master/tutorials
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64 kernels, each of size 3× 3; further the fully connected layer has 1, 500 nodes. We

use α = 0.001 and decrease it by 10 times every 20 epochs. The clip norm of both

experiments is set to be c = 1 and the noise multiplier is 1.1.

(a) Epoch 0 (b) Epoch 5 (c) Epoch 10 (d) Epoch 59

Figure 4.1: Gradient distributions on MNIST (top row) and CIFAR10 (bottom row) at the end
of different epochs (indexed by columns). The gradients for epoch 0 are computed at initialization
(before training).

(a) Repeat 1 (b) Repeat 2 (c) Repeat 3 (d) Repeat 4

(e) Repeat 5 (f) Repeat 6 (g) Repeat 7 (h) Repeat 8

Figure 4.2: Gradient distributions on MNIST at the end of epoch 9 projected using different
random matrices.

4.4.1 Visualization with random projections.

We visualize the gradient distribution by projecting the gradient to a two-dimensional

space using random Gaussian matrices. Note that given any symmetric distribution,
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its two-dimensional projection remains symmetric for any projection matrix. On the

contrary, if for all projection matrix, the projected gradient distribution is symmetric,

the original gradient distribution should also be symmetric. We repeat the projection

using different randomly generated matrices and visualize the induced distributions.

We can see that on both datasets, the gradient distribution is non-symmetric before

training (Epoch 0), but over the epochs, the gradient distributions become increasingly

symmetric. The distribution of gradients on MNIST at the end of epoch 9 projected

to a random two-dimensional space using different random matrices is shown in Figure

4.2. It can be seem that the approximate symmetric property holds for all 8 realizations.

We provide many more visualizations from different realized random projections across

different epochs in the Appendix.

4.4.2 Symmetricity of angles.

We also measure the cosine similarities between per-sample stochastic gradients and the

true gradient. We observe that the cosine similarities between per-sample stochastic

gradients and the true gradient, defined as cos(∇f(xt) + ξt,i,∇f(xt)), is approximate

symmetric around 0 as shown in the histograms in Figure 4.3.

(a) Epoch 4 (b) Epoch 10 (c) Epoch 59

Figure 4.3: Histogram of cosine between stochastic gradients and the true gradient at the end
of different epochs.

4.4.3 Evaluation on the probability term.

In this section, we evaluate the probability term in Corollary 3 using a few statistics

of the empirical gradient distribution on MNIST. Specifically, at the end of different

epochs, we plot histogram of norm of stochastic gradient and norm of noise, along with

the inner product between stochastic gradient (and clipped stochastic gradient) and the
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true gradient. The results are shown in Figure 4.4 –4.6. One observation is that the norm

of stochastic gradients is concentrated around 0 while having a heavy tail. The noise

distribution is concentrated around some positive value with a heavy tail, the mode of

the noise actually corresponds to the approximate 0 norm mode of stochastic gradients.

As the training progresses, the norm of stochastic gradients and the norm of noise are

approaching 0. We set clipping threshold to be 1 in the experiment, so actually the

probability P(∥ξt∥ ≤ 1
4c) is 0 for the empirical distribution p. When we use a distribution

p̃ with P(∥ξt∥ ≤ 1
4c) ≥ l for some value l > 0 to approximate p, this approximation

indeed can create an approximation bias. However, the bias may not be too large since

the mode of the norm of noise is not too much bigger than c
4 . Furthermore, in Corollary

3 and Theorem 5, we actually can change Pξt∼p̃(∥ξt∥ ≤ 1
4c) to Pξt∼p̃(∥ξt∥ ≤ zc) with any

z < 1 and simultaneously change the 3
4c to (1− z)c to make the probability term larger.

(a) Norm of gradients (b) Norm of noise

(c) Inner product between true
gradient and clipped stochastic

gradients

(d) Inner product between true
gradient and stochastic gradients

Figure 4.4: Distribution of different statistics at epoch 3.

Despite the discussions above, the distribution of the norm of stochastic gradients

and the norm of the noise combined with the 2d visualization experiments implies the
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noise on gradient might follow a mixture of distributions with each component being

approximate symmetric. Specifically, one component may correspond to an approximate

zero mean distribution of stochastic gradients. Intuitively this can be true since each

class of data may corresponds to a few variations of stochastic gradients and the gradient

noise is observed to be low rank in Li et al. [2020]. We have some discussions in Section

4.2.2 to explain how convergence can be achieved in the cases of symmetric distribution

mixtures but it may not be the complete explanation here. Further exploration of gradient

distribution in practice might be an important question.

(a) Norm of gradients (b) Norm of noise

(c) Inner product between true
gradient and clipped stochastic

gradients

(d) Inner product between true
gradient and stochastic gradients

Figure 4.5: Distribution of different statistics at epoch 9.
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(a) Norm of gradients (b) Norm of noise

(c) Inner product between true
gradient and clipped stochastic

gradients

(d) Inner product between true
gradient and stochastic gradients

Figure 4.6: Distribution of different statistics at epoch 59.
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4.4.4 Repetition of random projection

In this section, we show the projection of stochastic gradients into 2d spaces described in

Section 4.4 for different projection matrices in Figure 4.7 –4.10. It can be seen that as

the training progresses, the gradient distribution in 2d space tends to be increasingly

more symmetric.

(a) Repeat 1 (b) Repeat 2 (c) Repeat 3 (d) Repeat 4

(e) Repeat 5 (f) Repeat 6 (g) Repeat 7 (h) Repeat 8

Figure 4.7: Distribution of gradients on MNIST after epochs 0 projected using different random
matrices.

(a) Repeat 1 (b) Repeat 2 (c) Repeat 3 (d) Repeat 4

(e) Repeat 5 (f) Repeat 6 (g) Repeat 7 (h) Repeat 8

Figure 4.8: Distribution of gradients on MNIST after epochs 3 projected using different random
matrices.
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(a) Repeat 1 (b) Repeat 2 (c) Repeat 3 (d) Repeat 4

(e) Repeat 5 (f) Repeat 6 (g) Repeat 7 (h) Repeat 8

Figure 4.9: Distribution of gradients on MNIST after epochs 9 projected using different random
matrices.

(a) Repeat 1 (b) Repeat 2 (c) Repeat 3 (d) Repeat 4

(e) Repeat 5 (f) Repeat 6 (g) Repeat 7 (h) Repeat 8

Figure 4.10: Distribution of gradients on MNIST after epochs 59 projected using different
random matrices.
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4.5 Mitigating Clipping Bias with Perturbation

From previous analyses, SGD with gradient clipping and DP-SGD have good convergence

performance when the gradient noise distribution is approximately symmetric or when the

gradient bias favors convergence (e.g., mixture of symmetric distributions with aligned

mean). Although in practice, gradient distributions do exhibit (approximate) symmetry

(see Sec. 4.4), it would be desirable to have tools to handle situations where the clipping

bias does not favor convergence. Now we provide an approach to decrease the bias. If

one adds some Gaussian noise before clipping, i.e.

gt = clip(∇f(xt) + ξt + kζt, c), ζt ∼ N (0, I), (4.12)

we can prove |bt| = O

(
σ2
ξt
k2

)
as in Theorem 9.

Theorem 9. Let gt = clip(∇f(xt)+ ξt+kζt, c) and ζt ∼ N (0, I). Then gradient clipping

algorithm has following properties:

Eξt∼p,ζt [⟨∇f(xt), gt⟩] ≥ ∥∇f(xt)∥min

{
∥∇f(xt)∥,

3

4
c

}
P
(
∥kζt∥ <

c

4

)
− ∥∇f(xt)∥O

(
σ2ξt
k2

)
,

(4.13)

where σ2ξt is the variance of the gradient noise ξt.

More discussion can be found in the Appendix. By adding the noise, one trades off

bias with variance. Larger noise makes the algorithm converges possibly slower but better.

This trick can be helpful when the gradient distribution is not favorable. To verify its

effect in practice, we run SGD with gradient clipping on a few unfavorable problems

including examples in Section 4.1 and a new high dimensional example. For the new

example, we minimize the function f(x) = 1
n

∑n
i=1

1
2∥x− zi∥2 with n = 10000. Each zi

is drawn from a mixture of isotropic Gaussian with 3 components of dimension 10. The

covariance matrix of all components is I and the means of the 3 components are drawn

from N (0, 36I), N (0, 4I), N (0, I), respectively. We set α = 0.1 for the new examples

and α = 0.001 for the examples in Section 4.1. Figure ?? shows ∥xt − argminx f(x)∥
versus t. We can see that SGD with gradient clipping converges to non-optimal points as

predicted by theory. In contrast, pre-clipping perturbation ensures convergence.
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(b) Synthetic data

4.6 Conclusion

In this paper, we provide a theoretical analysis on the effect of gradient clipping in SGD

and private SGD. We provide a new way to quantify the clipping bias by coupling the

gradient distribution with a geometrically symmetric distribution. Combined with our

empirical evaluation showing that gradient distribution of private SGD follows some

symmetric structure along the trajectory, these results provide an explanation why

gradient clipping works in practice. We also provide a perturbation-based technique to

reduce the clipping bias even for adversarial instances.
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4.7 Delayed Results and Proofs

4.7.1 Proof of Theorem 4

By smoothness assumption, we have

f(xt+1) ≤ f(xt) + ⟨∇f(xt), xt+1 − xt⟩+
G

2
∥xt+1 − xt∥2. (4.14)

Then, by update rule and the fact that ∥gt∥ ≤ c, we have

f(xt+1) ≤f(xt)− α⟨∇f(xt), gt⟩+
Gα2

2
∥gt∥2

≤f(xt)− α⟨∇f(xt), gt⟩+
Gα2c2

2
. (4.15)

Take expectation, sum over t from 1 to T , divide both sides by Tα, rearranging and

substituting into α = 1√
T

, we get

1

T

T∑
t=1

E[⟨∇f(xt), gt⟩] ≤
1

Tα
(f(x1)− f(xT+1)) +

Gαc2

2

≤ 1√
T
E[f(x1)− f(xT+1)] +

Gc2

2
√
T

≤ 1√
T
Df +

Gc2

2
√
T
, (4.16)

where Df = f(x1)−minx f(x). Q.E.D.

4.7.2 Proof of Theorem 5

In the proof, we assume ξt ∼ p̃t, and we omit subscript of P and E to simplify notations.

Further, we will denote ḡt ≜ ∇f(xt).

When gradient is small

Let us first consider the case with ∥ḡt∥ ≤ 3
4c.

Denote B to be the event that ∥ḡt + ξt∥ ≤ c and ∥ḡt − ξt∥ ≤ c, we have P(B) ≥
P(∥ξt∥ ≤ c

4). Define D = {ξ : ∥ḡt + ξt∥ > c or ∥ḡt − ξt∥ > c}. Taking an expectation
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conditioning on xt, we have

E[⟨ḡt, gt⟩] =⟨ḡt,E[clip(ḡt + ξt, c)]⟩

=

〈
ḡt,E

[
clip(ḡt + ξt, c)

∣∣∣∣B]〉P(B) +

〈
ḡt,

∫
D

clip(ḡt + ξt, c)p̃(ξt)dξt

〉
≥∥ḡt∥2P

(
∥ξt∥ ≤ c

4

)
+

〈
ḡt,

∫
D

clip(ḡt + ξt, c)p̃(ξt)dξt

〉
︸ ︷︷ ︸

T1

,

where the last inequality is due to clip(ḡt + ξt, c) = ḡt + ξt when B happens and

P(B) ≥ P(∥ξt∥ ≤ c
4) and the assumption that p̃(ξ) = p̃(−ξ).

Now we need to analyze T1. We have

T1 =
1

2

(〈
ḡt,

∫
D

clip(ḡt + ξt, c)p̃(ξt)dξt

〉
+

〈
ḡt,

∫
D

clip(ḡt − ξt, c)p̃(ξt)dξt

〉)
=
1

2

〈
ḡt,

∫
D

(clip(ḡt + ξt, c) + clip(ḡt − ξt, c)) p̃(ξt)dξt

〉
=
1

2
∥ḡt∥ ×

∫
D

(∥clip(ḡt + ξt, c)∥ cos(ḡt, ḡt + ξt) + ∥clip(ḡt − ξt, c)∥ cos(ḡt, ḡt − ξt))︸ ︷︷ ︸
T2(ξt)

p̃(ξt)dξt,

(4.17)

where the last equality is because ⟨a, b⟩ = ∥a∥∥b∥ cos(a, b) for any vector a, b, and that

the clipping operation keeps directions.

Now we will show that T2(ξt) ≥ 0. Towards this end, let us consider three cases.

Case I. Suppose ||ḡt + ξt|| ≥ c and ||ḡt − ξt|| ≥ c. In this case, we have

T2(ξ) = c · (cos(ḡt, ḡt + ξt) + cos(ḡt, ḡt − ξt)) ≥ 0, (4.18)

where the inequality is due to Lemma 17.

Case II. One of ∥ḡt + ξt∥ and ∥ḡt − ξt∥ is less than c.

Case II (a). First we assume cos(ḡt, ḡt−ξt) < 0. Then we must have cos(ḡt,−ξt) < 0

so that ⟨ḡt,−ξt⟩ < 0 and cos(ḡt, ḡt + ξt) =
⟨ḡt,ḡt+ξt⟩

∥ḡt∥∥ḡt+ξt∥ > 0. Then, from Lemma 18, we

have

∥ḡt + ξt∥ ≥ ∥ḡt − ξt∥, (4.19)
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and it follows that ∥ḡt − ξt∥ ≤ c. So in this case, we have

T2(ξt) =∥clip(ḡt + ξt, c)∥ cos(ḡt, ḡt + ξt) + ∥clip(ḡt − ξ, c)∥ cos(ḡt, ḡt − ξ)

=c · cos(ḡt, ḡt + ξt) + ∥clip(ḡt − ξt, c)∥ cos(ḡt, ḡt − ξt)

≥c · cos(ḡt, ḡt + ξt) + c · cos(ḡt, ḡt − ξt)

≥0, (4.20)

where the last inequality is due to Lemma 17.

Case II (b). Similar argument applies to the case with cos(ḡt, ḡt + ξt) < 0.

Case II (c). Suppose cos(ḡt, ḡt + ξt) ≥ 0, cos(ḡt, ḡt − ξt) ≥ 0. Then T2(ξt) ≥ 0 holds

trivially.

In summary, we have shown that the following holds:

E[⟨ḡt, gt⟩] ≥ ∥ḡt∥2P
(
∥ξt∥ ≤ c

4

)
. (4.21)

This completes the proof. Q.E.D.

When gradient is large

Now let us look at the case where gradient is large, i.e. ∥ḡt∥ ≥ 3
4c.

By definition, we have

E[⟨ḡt, gt⟩] =
〈
ḡt,

∫
ξt

clip(ḡt + ξt, c) · p(ξt)dξ
〉

=

∫
ξt

⟨ḡt, clip(ḡt + ξt, c)⟩ · p(ξt)dξt

=∥ḡt∥
∫
ξt

∥clip(ḡt + ξt, c)∥ cos(ḡt, clip(ḡt + ξt), c) · p(ξt)dξt

(i)
=∥ḡt∥

∫
ξt

∥clip(ḡt + ξt, c)∥ cos(ḡt, (ḡt + ξt)) · p(ξt)dξt

(ii)
= ∥ḡt∥

∫
ξt

∥clip(G(ḡt + ξt), c)∥ cos(Gḡt, G(ḡt + ξt)) · p(ξt)dξt︸ ︷︷ ︸
T3

, (4.22)
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where in (i) we used the fact that clipping operation keeps the direction, that is:

clip(ḡt + ξ, c)

∥clip(ḡt + ξ, c)∥
=

ḡt + ξ

∥ḡt + ξ∥
, ∀ ξ, ∀ c > 0. (4.23)

In (ii) we have introduced an arbitrary rotation matrix G, and we have used the fact

that the angle between two vectors remains the same after the same rotation, and that

the norm of the clip operation is rotation invariant:

∥clip(Gz, c)∥ = ∥clip(z, c)∥, ∀ z ∈ Rd, ∀ c > 0. (4.24)

In the following, we will show T3 is a non-decreasing function of ḡt.

Since the rotation matrix G in T3 is arbitrary, without loss of generality (wlog), we

can assume that the first element of ḡt equals ∥ḡt∥ and the rest are all zeros, that is:

ḡt[1] = ∥ḡt∥ > 0, ḡt[i] = 0, 2 ≤ i ≤ d.

For notation simplicity, let us define y := ∥ḡt∥. Then to show T3 is a non-decreasing

function of ∥ḡt∥, it is sufficient to show that each term in the integration is a non-

decreasing function of y. That is, for all ξt, the following quantity is a non-decreasing

function of y for y > 0 when ḡt = [y, 0, ..., 0]:

∥clip(ḡt + ξt, c)∥ cos(ḡt, ḡt + ξt). (4.25)

To this end, we divide our analysis into two cases.

Case I: Suppose ∥ḡt + ξt∥ ≤ c. In this case, (4.25) reduces to

∥ḡt + ξt∥ cos(ḡt, ḡt + ξt) = ∥ḡt + ξt∥
⟨ḡt, ḡt + ξt⟩
∥ḡt∥∥ḡt + ξt∥

=
⟨ḡt, ḡt + ξt⟩

∥ḡt∥
=
y(y + ξt,1)

y
= y + ξt,1. (4.26)

Clearly, the above quantity is a monotonically increasing function of y.
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Case II: Suppose ∥ḡt + ξt∥ ≥ c. Then we have

∥clip(ḡt + ξt, c)∥ cos(ḡt, ḡt + ξt) =c · cos(ḡt, ḡt + ξt) = c
⟨ḡt, ḡt + ξt⟩
∥ḡt∥∥ḡt + ξt∥

=c
y(y + ξt,1)

y
√
(y + ξt,1)2 +

∑d
i=2 ξ

2
t,i

=c
(y + ξt,1)√

(y + ξt,1)2 +
∑d

i=2 ξ
2
t,i

. (4.27)

It is also easy to verify that the above function is a non-decreasing function of y.

To see it is non-decreasing, define

r(z) = c
z√

z2 + q2
, with c > 0. (4.28)

Then it is easy to check that r′(z) = c(1 − z2

z2+q2
) ≥ 0. By letting z = y + ξt,1 and

q2 =
∑d

i=2 ξ
2
t,i, we conclude that the r.h.s. of (4.27) is non-decreasing.

Since the clipping function is continuous, combined with the above results, we know

(4.25) is a non-decreasing function of ∥ḡt∥.
Then by utilizing the above non-decreasing property, and the assumption that ∥ḡt∥ ≥

3c/4, we have the following

E[⟨ḡt, gt⟩] = E[⟨ḡt, ḡt + ξt⟩]

= ∥ḡt∥T3 ≥ ∥¯̄gt∥T3

≥ ∥¯̄gt∥
∫
ξt

∥∥∥∥clip(3 · c
4

ḡt
∥ḡt∥

+ ξt, c

)∥∥∥∥ cos(3 · c
4

ḡt
∥ḡt∥

,
3 · c
4

ḡt
∥ḡt∥

+ ξt

)
· p(ξt)dξt

= E
[
⟨3 · c

4

ḡt
∥ḡt∥

,
3 · c
4

ḡt
∥ḡt∥

+ ξt⟩
]

= E [⟨¯̄gt, ¯̄gt + ξt⟩] , (4.29)

where we have defined ¯̄gt :=
3·c
4

ḡt
∥ḡt∥ , with ∥¯̄gt∥ = 3

4c.

From the first part of the theorem, we know for any vector ∥z∥ = 3
4c, the following
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holds

E[⟨z, z + ξt⟩] ≥ ∥z∥2P
(
∥ξt∥ <

c

4

)
= ∥z∥

(
3

4
c · P(∥ξt∥ <

c

4
)

)
. (4.30)

Combining the above result with (4.29), we obtain the following:

∥¯̄gt∥T3 ≥ E[⟨¯̄gt, gt⟩] ≥ ∥¯̄gt∥
(
3

4
c · P(∥ξt∥ <

c

4
)

)
. (4.31)

This implies T3 ≥ 3
4c · P(∥ξ∥ <

c
4). So we obtain

E[⟨ḡt, gt⟩] = E[⟨ḡt, ḡt + ξt⟩] = ∥ḡt∥T3 ≥ ∥ḡt∥
3 · c
4

· P
(
∥ξ∥ < c

4

)
. (4.32)

The proof is completed. Q.E.D.

Technical lemmas

Lemma 17. For any g and ξ, we have

cos(g, g + ξ) + cos(g, g − ξ) ≥ 0.

Proof: By definition of the cosine function, we have

cos(g, g + ξ) + cos(g, g − ξ)

=
⟨g, g + ξ⟩
∥g∥∥g + ξ∥

+
⟨g, g − ξ⟩
∥g∥∥g − ξ∥

=
∥g∥

∥g + ξ∥
+

∥g∥
∥g − ξ∥

+
⟨g, ξ⟩

∥g∥∥g + ξ∥
− ⟨g, ξ⟩

∥g∥∥g − ξ∥

=
∥g∥

∥g + ξ∥
+

∥g∥
∥g − ξ∥

+
∥ξ∥ cos(g, ξ)
∥g + ξ∥

− ∥ξ∥ cos(g, ξ)
∥g − ξ∥

=
∥g + ξ∥(∥g∥ − ∥ξ∥e) + ∥g − ξ∥(∥g∥+ ∥ξ∥e)

∥g + ξ∥∥g − ξ∥
, (4.33)

where in the last equality we have defined e = cos(g, ξ).

To prove the desired result, we only need the numerator of r.h.s. of (4.33) to be

non-negative.

Denote h(ξ) = cos(g, g+ξ)+cos(g, g−ξ), since h is rotation invariant, we can assume
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wlog that ξ1 = ∥ξ1∥ > 0 and ξt,i = 0 for 2 ≤ i ≤ d. Also, because h(ξ) = h(−ξ), we can

assume wlog that g1 ≥ 0. Now suppose g1 = a > 0,
∑d

i=2 g
2
i = b2, Denote the numerator

of r.h.s. of (4.33) as T4, it can be written as

T4 =∥g + ξ∥(∥g∥ − ∥ξ∥e) + ∥g − ξ∥(∥g∥+ ∥ξ∥e)

=
√
b2 + (a+ ξ1)2(

√
a2 + b2 − ξ1e)︸ ︷︷ ︸

T5

+
√
b2 + (a− ξ1)2(

√
a2 + b2 + ξ1e)︸ ︷︷ ︸

T6

,

where we have defined

e := cos(g, ξ) =
⟨g, ξ⟩
∥g∥∥ξ∥

=
a√

a2 + b2
≥ 0. (4.34)

Now let us analyze the sign of T4. Recall that by assumption, ξ1 > 0 and e ≥ 0.

Then we know T6 ≥ 0. We have T4 ≥ 0 trivially when T5 ≥ 0, i.e. when ξ1e ≤
√
a2 + b2.

Now assume ξ1e >
√
a2 + b2. Below we will show that T 2

6 ≥ T 2
5 , which implies that

T4 ≥ 0. To this end, have we calculate the differences of T 2
6 and T 2

5 as:

T 2
6 − T 2

5 =(b2 + (a− ξ1)
2)(
√
a2 + b2 + ξ1e)

2 − (b2 + (a+ ξ1)
2)(
√
a2 + b2 − ξ1e)

2

=4b2ξ1e
√
a2 + b2 + 4ξ1e

√
a2 + b2(a2 + ξ21)− 4aξ1(a

2 + b2 + ξ21e
2)︸ ︷︷ ︸

T7

.

For T7, we can further simplify it as

T7 =4ξ1e
√
a2 + b2(a2 + ξ21)− 4aξ1(a

2 + b2 + ξ21e
2)

(4.34)
= 4ξ1a(a

2 + ξ21)− 4aξ1(a
2 + b2 + ξ21e

2)

=4ξ1a(ξ
2
1(1− e2)− b2)

(4.34)
= 4ξ1a

(
ξ21(

b2

a2 + b2
)− b2

)
=4ξ1a

(
b2 · ξ

2
1 − (a2 + b2)

a2 + b2

)
≥0,

where the last inequality is because ξ2 ≥ ξ2e2, and our assumption that ξ2e2 ≥ a2 + b2

and ξ1a > 0.
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Combining all above, we have

T7 ≥ 0 =⇒ T 2
6 − T 2

5 ≥ 0 =⇒ T4 ≥ 0 =⇒ cos(g, g + ξ) + cos(g, g − ξ) ≥ 0.

This completes the proof. Q.E.D.

Lemma 18. For any g and ξ, we have

∥g + ξ∥ ≥ ∥g − ξ∥, if cos(g, ξ) > 0, (4.35a)

∥g + ξ∥ ≤ ∥g − ξ∥, if cos(g, ξ) < 0. (4.35b)

Proof: Let us express ξ using a coordinate system with one axis parallel to g.

Define the basis of this coordinate system as v1, v2, ...vd with v1 = g/∥g∥. Then we have

ξ =
∑d

i=1 bivi and cos(g, ξ) > 0 if and only if b1 > 0. In addition, we have

∥g + ξ∥ =

√√√√(∥g∥+ b1)2 +
d∑

i=2

b2i ,

and

∥g − ξ∥ =

√√√√(∥g∥ − b1)2 +

d∑
i=2

b2i .

Then it is clear that ∥g + ξ∥ ≥ ∥g − ξ∥ when b1 > 0. This completes the proof of of

(4.35a).

Similar arguments applies to the case with cos(g, ξ) < 0. Q.E.D.

4.7.3 Proof of Theorem 6

Theorem 6. Given m distributions with the pdf of the ith distribution being pi(ξt) =

ϕi(∥ξt−ui∥) for some function ϕi. If ∇f(xt) =
∑m

i=1wiui for some wi ≥ 0,
∑m

i=1wi = 1.

Let p′(ξt) =
∑m

i=1wipi(ξt −∇f(xt)), be a mixture of these distributions with zero mean.
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If ⟨ui,∇f(xt)⟩ ≥ 0,∀i ∈ [m], we have:

Eξt∼p′ [⟨∇f(xt), gt⟩] ≥ ∥∇f(xt)∥
m∑
i=1

wimin

(
∥ui∥,

3

4
c

)
cos(∇f(xt), ui)Pξt∼pi

(
∥ξt∥ <

c

4

)
≥ 0.

Proof: First, we notice that Theorem 5 can be restated into a more general, which

holds for any vector g instead of ∇f(xt), as follows.

Theorem 5 (restated). Given a random variable ξ ∼ p̃ with p̃(ξ) being a symmetric

distribution. Then for any vector g ∈ Rd, we have

1. If ∥g∥ ≤ 3

4
c, then E[⟨g, clip(g + ξ, c)⟩] ≥ ∥g∥2P

(
∥ξ∥ < c

4

)
; (4.36)

2. If ∥g∥ > 3

4
c, then E[⟨g, clip(g + ξ, c)⟩] ≥ 3 · c

4
∥g∥P

(
∥ξ∥ < c

4

)
. (4.37)

In addition, if ξ ∼ p̂ with p̂ being a spherical distribution p̂(ξ) = ϕ(∥ξ∥) for some

function ϕ, t

E[clip(g + ξ, c)] = r · g, ∀ g ∈ Rd, (4.38)

where r is some constant. To see this, consider two vectors ξ1 and ξ2 satisfying

∥ξ1∥ = ∥ξ2∥, cos(ξ1, g) = cos(ξ2, g), sin(ξ1, g) = − sin(ξ2, g). (4.39)

Then it is easy to see that ∥ξ1 + g∥ = ∥ξ2 + g∥, and ξ1 + ξ2 aligns with g. It follows that

clip(g + ξ1, c) + clip(g + ξ2, c) =
g + ξ1

∥g + ξ1∥
·min{c, ∥g + ξ1|∥}+

g + ξ2
∥g + ξ2∥

·min{c, ∥g + ξ2|∥}

=
g + ξ1 + g + ξ2

∥g + ξ1∥
·min{c, ∥g + ξ1|∥} = ν · g,

for some constant ν. That is, clip(g + ξ1, c) + clip(g + ξ2, c) aligns with g. Now let

ξ1 = g+ v and ξ2 = g− v, we can see that (4.39) will be satisfied. Then we can integrate

such pairs over the spherical distribution p̂(ξ) and obtain (4.38).

Thus, the expected clipped gradient is in the same direction as g. Combining the

above relation with restated Theorem 5 above, it follows that when p̃ is a spherical
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distribution with p̃(ξ) = ϕ(∥ξ∥),

E[clip(g + ξ, c)] = r · g. (4.40)

with r ≥ 0 and

r · ∥g∥ ≥ min

(
3 · c
4
, ∥g∥

)
P
(
∥ξ∥ < c

4

)
.

Now we can use the above results to prove the theorem.

The expectation can be splitted as

Eξt∼p′ [⟨∇f(xt), gt⟩] =
m∑
i=1

wiEξt∼pi [⟨∇f(xt), gt⟩].

Then, because (4.40) and Eξt∼pi [gt] = ui and that pi corresponds to a noise with spherical

distribution added to ui, we have

Eξt∼pi [⟨∇f(xt), gt⟩] = ⟨∇f(xt),Eξt∼pi [gt]⟩ = ⟨∇f(xt), riui⟩,

with ri∥ui∥ ≥ min(3·c4 , ∥ui∥)Pξt∼pi

(
∥ξt∥ < c

4

)
. Since we assumed ⟨ui,∇f(xt)⟩ ≥ 0, we

have

Eξt∼p′ [⟨∇f(xt), gt⟩] ≥ ∥∇f(xt)∥
m∑
i=1

wimin(
3

4
c, ∥ui∥) cos(ui,∇f(xt))Pξt∼pi

(
∥ξt∥ <

c

4

)
≥ 0.

This completes the proof. Q.E.D.

4.7.4 Proof of Theorem 8

Recall the algorithm has the following update rule

xt+1 = xt − α

((
1

|St|
∑
i∈St

clip(∇f(xt) + ξt,i, c)

)
+ Zt

)
, (4.41)

where gt,i ≜ ∇f(xt) + ξt,i is the stochastic gradient at iteration t evaluated on sample

i, and St is a subset of whole dataset D; Zt ∼ N (0, σ2I) is the noise added for privacy.
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We denote gt := 1
|St|
∑

i∈St
clip(∇f(xt) + ξt,i, c) in the remaining parts of the proof to

simplify notation. It is clear that ∥gt∥ ≤ c.

Following traditional convergence analysis of SGD using smoothness assumption, we

first have:

f(xt+1) ≤ f(xt) + ⟨∇f(xt), xt+1 − xt⟩+
G

2
∥xt+1 − xt∥2

(4.41)
= f(xt)− α⟨∇f(xt), (gt + Zt)⟩+

Gα2

2
∥gt + Zt∥2. (4.42)

Taking expectation conditioned on xt, we have

E[f(xt+1)|xt] ≤ f(xt)− αE[⟨∇f(xt), gt⟩|xt] +
1

2
Gα2(E[∥gt∥2|xt] + σ2d)

≤ f(xt)− αE[⟨∇f(xt), gt⟩|xt] +
1

2
Gα2(c2 + σ2d). (4.43)

Take overall expectation and sum over t ∈ [T ] and rearrange, we have

T∑
t=1

αE[⟨∇f(xt), gt⟩] ≤f(x1)− E[f(xT+1)] +
T

2
Gα2(c2 + σ2d). (4.44)

Dividing both sides by Tα, we get

1

T

T∑
t=1

E[⟨∇f(xt), gt⟩] ≤
f(x1)− E[f(xT+1)]

Tα
+

1

2
Gα(c2 + σ2d). (4.45)

To achieve (ϵ, δ)-privacy, we need σ2 = v
Tc2 ln( 1

δ
)

n2ϵ2
for some constant v by Theorem 1

in Abadi et al. [2016b]. Substituting the expression of σ2 into the above inequality, we

get

1

T

T∑
t=1

⟨E[∇f(xt), gt⟩] ≤
Df

Tα
+

1

2
Gα

(
c2 + v

T ln(1δ )

n2ϵ2
c2d

)
, (4.46)

where we define Df := f(x1)−minx f(x).
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Setting Tα =

√
Dfnϵ

√
Gc

√
d
√

ln( 1
δ
)
, we have

1

T

T∑
t=1

E[⟨∇f(xt), gt⟩] ≤
(
1

2
v + 1

) c
√
DfGd ln(

1
δ )

nϵ
+

1

2
Gαc2. (4.47)

Setting α =

√
Dfd ln(

1
δ
)

nϵc
√
G

, we have

1

T

T∑
t=1

E[⟨∇f(xt), gt⟩] ≤
(
1

2
v +

3

2

) c
√
DfGd ln(

1
δ )

nϵ
. (4.48)

The remaining step is to analyze the term on left hand side (l.h.s) of (4.48). We first

notice that the gradient sampling scheme yields

E[⟨∇f(xt), gt⟩] = Eξt∼p[⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩], (4.49)

with ξt being a discrete random variable that can takes values ξt,i, i ∈ D with equal

probability and D is the whole dataset.
Now it is time to split the bias as following.

Eξt∼p[⟨∇f(xt), gt⟩] =Eξt∼p̃[⟨∇f(xt), gt⟩] +
∫

⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩(pt(ξt)− p̃t(ξt))dξt,

with p̃ being a symmetric distribution. Applying Theorem 5, we have

Eξt∼p̃[⟨∇f(xt), gt, ⟩] ≥ ∥∇f(xt)∥2 · Pξt∼p̃(∥ξt∥ <
c

4
), if ∥∇f(xt)∥ ≤ 3

4
c

Eξt∼p̃[⟨∇f(xt), gt⟩] ≥
3 · c
4

∥∇f(xt)∥ · Pξt∼p̃(∥ξt∥ <
c

4
), if ∥∇f(xt)∥ ≥ 3

4
c. (4.50)
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Now we bound the bias term using the Wasserstein distance as follows.

−
∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩(pt(ξt)− p̃t(ξt))dξt

=

∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩(p̃(ξt)− p(ξt))dξt

=

∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩p̃(ξt)dξt −

∫
⟨∇f(xt), clip(∇f(xt) + ξ′t, c)⟩p(ξ′t)dξ′t

=

∫ ∫
(⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩ − ⟨∇f(xt), clip(∇f(xt) + ξ′t, c)⟩)γ(ξt, ξ′t)dξtdξ′t

≤
∫ ∫

|⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩ − ⟨∇f(xt), clip(∇f(xt) + ξ′t, c)⟩|γ(ξt, ξ′t)dξtdξ′t, (4.51)

where γ is any joint distribution with marginal p̃ and p. Thus, we have

−
∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩(pt(ξt)− p̃t(ξt))dξt

≤ inf
γ∈Γ(p̃,p)

∫ ∫
|⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩ − ⟨∇f(xt), clip(∇f(xt) + ξ′t, c)⟩|γ(ξt, ξ′t)dξtdξ′t

where Γ(p̃, p) is the set of all coupling with marginals p̃ and p on the two factors,
respectively. Define the distance function dy,c(a, b) = |⟨y, clip(y+a, c)⟩−⟨y, clip(y+b, c)⟩|,
we have

−
∫
⟨∇f(xt), clip(∇f(xt) + ξt, c)⟩(pt(ξt)− p̃t(ξt))dξt

≤ inf
γ∈Γ(p̃,p)

∫ ∫
d∇f(xt),c(ξt, ξ

′
t)γ(ξt, ξ

′
t)dξtdξ

′
t :=W∇f(xt),c(p̃t, pt), (4.52)

where Wv,c(p, p
′) is the Wasserstein distance between p and p′ using the metric dv,c.

In summary, define

h(y) =

{
y2, for y ≤ 3c/4
3·c
4 y, for y > 3c/4

,

we have

1

T

T∑
t=1

Pξt∼p̃t

(
∥ξt∥ <

c

4
)h(∥∇f(xt)∥

)
≤
(
1

2
v +

3

2

) c
√
DfGd ln(

1
δ )

nϵ
+

1

T

T∑
t=1

W∇f(xt),c(p̃t, pt).

(4.53)

This completes the proof. Q.E.D.
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4.7.5 Proof of Theorem 9

Theorem 9. Let gt := clip(∇f(xt)+ξt+kζt, c) and ζt ∼ N (0, I). Then gradient clipping
algorithm has following properties:

Eξt∼p,ζt [⟨∇f(xt), gt⟩] ≥ ∥∇f(xt)∥min

{
∥∇f(xt)∥,

3

4
c

}
P(∥kζt∥ <

c

4
)− ∥∇f(xt)∥O

(
σ2
ξt

k2

)
,

(4.54)

where σ2ξt is the variance of the gradient noise ξt.

Proof : Define Wt = ξt + kζt as the total noise added to the gradient ∇f(xt) before

clipping; Also let us denote Wt ∼ p̄. We know the following about Wt:

E[Wt] = 0, p̄(Wt) =

∫
ξt

p(ξt)
1

k
ψ

(
Wt − ξt

k

)
dξt, with ψ being the pdf of N (0, I).

(4.55)

The proof idea is to bound the total variation distance between p̄(Wt) and 1
kψ(·) as

O(
σ2
ξt
k2

), then use this distance to bound the clipping bias bt. This implies p̄(Wt) will

become more and more symmetric as k increases.

Towards this end, we have∫
Wt

∣∣∣∣p̄(Wt)−
1

k
ψ

(
Wt

k

)∣∣∣∣ dWt

=

∫
Wt

∣∣∣∣∫
ξt

p(ξt)
1

k
ψ

(
Wt − ξt

k

)
dξt −

1

k
ψ

(
Wt

k

)∣∣∣∣ dWt

=k

∫
W ′

t

∣∣∣∣∫
ξt

p(ξt)
1

k
ψ

(
W ′

t −
ξt
k

)
dξt −

1

k
ψ(W ′

t)

∣∣∣∣ dW ′
t . (4.56)

By Taylor’s series, we have

ψ

(
W ′

t −
ξt
k

)
= ψ(W ′

t) +

〈
∇ψ(W ′

t),
−ξt
k

〉
+

∫ 1

0

〈
ξt
k
,∇2ψ

(
W ′

t − τ
ξt
k

)
ξt
k

〉
(1− τ)dτ.

(4.57)
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Plugging the above into (4.56), we obtain:∫ ∣∣∣∣p̄(Wt)−
1

k
ψ(
Wt

k
)

∣∣∣∣ dWt

=

∫
W ′

t

∣∣∣∣∫
ξt

p(ξt)ψ

(
W ′

t −
ξt
k

)
dξt − ψ(W ′

t)

∣∣∣∣ dW ′
t

=

∫
W ′

t

∣∣∣∣∫
ξt

p(ξt)

∫ 1

0
⟨ξt
k
,∇2ψ(W ′

t − t
ξt
k
)
ξt
k
⟩(1− τ)dτdξt

∣∣∣∣ dW ′
t

≤
∫ 1

0

∫
ξt

∫
W ′

t

∣∣∣∣p(ξt)⟨ξtk ,∇2ψ(W ′
t − t

ξt
k
)
ξt
k
⟩(1− τ)

∣∣∣∣ dW ′
tdξtdτ, (4.58)

where the second equality is obtained by applying (4.57) and using the fact that ξt is

zero mean.

Noticing that τ ≤ 1 and define Ŵt =W ′
t − τ ξt

k , we have∫
W ′

t

∣∣∣∣p(ξt)〈ξtk ,∇2ψ(W ′
t − τ

ξt
k
)
ξt
k

〉
(1− τ)

∣∣∣∣ dW ′
t

=p(ξt)(1− τ)

∫
Ŵt

∣∣∣∣〈ξtk ,∇2ψ(Ŵ ′
t)
ξt
k

〉∣∣∣∣ dW ′
t

dŴt

dŴt

=p(ξt)(1− τ)

∫
Ŵt

∣∣∣∣⟨ξtk ,∇2ψ(Ŵt)
ξt
k
⟩
∣∣∣∣ dŴt,

=p(ξt)(1− τ)

∫
RŴt

∣∣∣∣⟨Rξtk ,∇2ψ(RŴt)
Rξt
k

⟩
∣∣∣∣ dRŴt

=p(ξt)(1− τ)

∫
Ŵt

∣∣∣∣⟨Rξtk ,∇2ψ(Ŵt)
Rξt
k

⟩
∣∣∣∣ dŴt, (4.59)

where R is an arbitrary rotation matrix which means the integration term only depends

on ∥ ξt
k ∥. Thus we can assume ξt,1 = ∥ξt∥ and ξt,i = 0 for i ≥ 2, wlog. Then, we have∫

W ′
t

∣∣∣∣p(ξt)⟨ξtk ,∇2ψ(W ′
t − τ

ξt
k
)
ξt
k
⟩(1− τ)

∣∣∣∣ dW ′
t

≤p(ξt)(1− τ)

∫
W ′

t

∥ξt∥2

k2

∣∣∣∣∇2
1,1ψ(W

′
t − τ

ξt
k
)

∣∣∣∣ dW ′
t

≤p(ξt)(1− τ)

∫
Ŵt

∥ξt∥2

k2

∣∣∣∇2
1,1ψ(Ŵt)

∣∣∣ |Det(dW ′
t

dŴt

)|dŴt

≤p(ξt)(1− τ)
∥ξt∥2

k2
q, (4.60)
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where we have define Ŵt = W ′
t − τ ξt

k and q =
∫∞
−∞ |h′′(x)|dx with h(x) being the pdf

of 1-dimensional standard normal distribution. Thus, q is a dimension independent

constant.

Substituting (4.60) into (4.58), we get∫ ∣∣∣∣p̄(Wt)−
1

k
ψ

(
Wt

k

)∣∣∣∣ dWt

≤
∫ 1

0

∫
ξt

∫
W ′

t

∣∣∣∣p(ξt)〈ξtk ,∇2ψ(W ′
t − τ

ξt
k
)
ξt
k

〉
(1− τ)

∣∣∣∣ dW ′
tdξtdτ

≤
∫ 1

0

∫
ξt

p(ξt)(1− τ)
∥ξt∥2

k2
qdξtdτ

=

∫ 1

0
(1− τ)

σ2ξt
k2
qdτ

=
1

2

σ2ξt
k2
q, (4.61)

where we used the fact that E[ξt] = 0 and defined σ2ξt being the variance of ξt.

By (4.5), we know that the following holds:

Eξt∼p,ζt [⟨∇f(xt), gt⟩] = EWt∼p̃[⟨∇f(xt), gt⟩]

+

∫
⟨∇f(xt), clip(∇f(xt) +Wt, c)⟩(pt(Wt)− p̃t(Wt))dWt︸ ︷︷ ︸

bt

. (4.62)

Let p̃ be the pdf of kζt, from Theorem 5, we have

EWt∼p̃[⟨∇f(xt), gt⟩] ≥ ∥∇f(xt)∥min

{
3

4
c, ∥∇f(xt)∥

}
P(∥kζt∥ ≤ c

4
). (4.63)

In addition, we can bound bt as

|bt| ≤ ∥∇f(xt)∥ · c ·
∫

|pt(ξt)− p̃t(ξt)|dξt
(4.61)
≤ ∥∇f(xt)∥ ·

c

2
·
σ2ξt
k2
q = ∥∇f(xt)∥O

(
σ2ξt
k2

)
.

(4.64)

Combining (4.62), (4.64), and (4.63) finishes the proof. Q.E.D.
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4.7.6 Additional results and discussions on the probability term gradi-
ent correction in Section 4.5

Table 4.1: Scalability of Eξt=0,ζt [⟨∇f(xt), gt⟩] w.r.t. d and k

d = 1 d = 10 d = 100 d = 1, 000 d = 10, 000

k = 1 10 9.572 7.077 3.015 0.995
k = 10 6.788 2.961 0.992 0.316 0.1
k = 100 0.758 0.316 0.098 0.032 0.01
k = 1000 0.084 0.019 0.011 0.003 0.001

Theorem 9 says that after adding the Gaussian noise kζt before clipping, the clipping

bias can decrease. Meanwhile, the expected descent also decreases because P(∥kζt∥ < c
4)

decreases with k. To get a more clear understanding of the theorem, consider d = 1,

then P(∥kζt∥ < c
4) = erf( c

4k ) which decreases with an order of O( 1k ). This rate is slower

than the O( 1
k2
) diminishing rate of the clipping bias. Thus, as k becomes large, the

clipping bias will be negligible compared with the expected descent. This will translate

to a slower convergence rate with a better final gradient bound in convergence analysis.

The key idea of adding kζt before clipping is to “symmetrify" the overall gradient noise

distribution. By adding the isotropic symmetric noise kζt, the distribution of the resulting

gradient noise Wt ≜ ξt + kζt will become increasingly more symmetric as k increases. In

particular, the total variation distance between the distribution of Wt and kζt decreases

at a rate of O( 1
k2
) which can be further used to bound the clipping bias. Then, one can

apply Theorem 5 to lower bound Eξt=0,ζt [⟨∇f(xt), gt⟩] by letting p̃ be the distribution of

kζt. We believe the lower bounds in Theorem 9 can be further improved when d > 1,

notice that P(∥kζt∥ < c
4) tends to decrease fast with k when d being large.

However, we observe Eξt∼p,ζt [⟨∇f(xt), gt⟩] decreases with a rate of O(1/d) and O(1/k)

in practice for fixed ∥∇f(xt)∥ and ξt = 0 (see Table 4.1 for ∥∇f(xt)∥ = 10, the expectation

Eξt=0,ζt [⟨∇f(xt), gt⟩] is evaluated over 105 samples of ζt ∼ N (0, I)). In addition, one can

prove that the lower bounds in Theorem 5 are tight up to a constant when d = 1 or p̃(ξt)

is a distribution on a one dimensional subspace. This implies the lower bound can only

be improved by using more properties of isotropic distributions like N (0, I) or resorting

to a more general form of the lower bounds. We found this to be non-trivial and decide

to leave it for future research.
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