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INFORMATION TECHNOLOGIES COMMITTEE
MINUTES OF MEETING
MAY 4, 2004

[In these minutes: Security Issues, Illegal Filing Sharing Law Suits, Agenda Items for 2004
- 2005]

[These minutes reflect discussion and debate at a meeting of a committee of the University
of Minnesota Senate or Twin Cities Assembly; none of the comments, conclusions or actions
reported in these minutes represent the views of, nor are they binding on, the Senate or
Assembly, the Administration or the Board of Regents.]

PRESENT: April Schwartz, Chair, Mark Bellcourt, Nancy Herther, Dale Swanson, Stephen
Cawley, Eric Celeste, David DeMuth, Lynda Ellis, Douglas Ernie, Greg Laden, Jim Waddell, Tun
Jie, Michael Varian

REGRETS: Alan Ek, Stuart Speedie, Myron Lowe, Shih-Pau Yen

ABSENT: Jeff Johnson, Linda Jorn, David DeMuth, David Hedges, John Miller
OTHERS: Bernard Gulachek, Ken Hanna, Nancy McGlynn, Scott Ruud

I). April Schwartz called the meeting to order.

IT). Ken Hanna provided members with background information related to security issues at
the University. He distributed to members a revised drafts of the Universityns Security
Standards/Guidelines. Next, he shared examples of security legislation the University has
had to comply with such as: Gramm-Leach-Bliley Act (6LBA). Health Insurance Portability
and Accountability Act (HIPAA); and the Family Education Rights and Privacy Act (FERPA).

The new reality, according to Mr. Hanna, is that the University must comply to a higher legal
expectation/standard related to security and that the environment we operate in, as it
relates to worms, viruses and frojans, is becoming increasingly dangerous. The sophistication
of spammers and hackers continues to grow and represents an ever-increasing threat.

Challenges being faced by OIT:
e Speed of virus, worm, frojan propagation.
e Use of local systems as jumping off points for viruses, worms, and trojans.
¢ Password cracking through the network.
¢ The need for prompt security patch deployment. It is no longer acceptable for an
un-patched computer to be on the network.
e Ineffective support models need to be addressed.
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e There is an urgent need for automation of configuration settings.

OIT tools/capabilities to meet these challenges include:

e A fool on the OIT web page http://wwwl.umn.edu/oit/security/ to check for computers
with an insecure Microsoft LanMan password.

e A tool on the OIT web page http://wwwl.umn.edu/oit/security/ to automate installation
of the MicroSoft security settings template. One change resulting from installation of
the MicroSoft security settings is that it will force a password change twice per year.

e The MicroSoft software update server has been deployed
(http://wwwl.umn.edu/oit/security/)

e License agreement between the University and MicroSoft, which allows free upgrades to
supported and more secure products.

Next, Mr. Hanna addressed the Security Standards/Guidelines drafts:
e Protecting Private Data
o University Network Standard For Network Security & Operational Continuity
o Information Technology Support: Guidelines & Recommendations

Besides reviewing these draft standards/quidelines with SCIT, there are plans to consult
with other groups e.g. the Deans and the Senate Research Committee.

Regarding the Information Technology Support: Guidelines & Recommendations, Steve Cawley
believes strongly that accountability needs to be established for this policy in each college.
Who will be responsible to ensure these guidelines and recommendations will be taken
seriously? Units will need to set up appropriate operational environments. OIT will work with
the Office of the General Counsel and the Office of the Registrar in establishing these
guidelines and recommendations. Once models are put in place and standardized across
campus, labor costs will go down.

Questions/comments from members:

¢ Should adware and Spyware be used? Mr. Hanna stated that both adware and Spyware
are dangerous to an extent. They have been criticized because they usually include code
that tracks a userms personal information and passes it on to third parties, without the
userms authorization or knowledge. Two software products, which Mr. Hanna would
recommend instead are Spybot and Ad-Aware.

¢ Is the University becoming more routine about its responses to viruses, worms and
trojans, or is each one so unique that they need to be dealt with individually? A big
problem facing OIT is locating the person being affected by a particular virus, worm or
trojan. The only tool available to OIT currently is to remove these individuals from the
network. OIT plans with the next generation network to use DHCP to identify
individuals registered to a particular connection.

e Does the tool on the OIT web page http://wwwl.umn.edu/oit/security/ to automate
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installation of the MicroSoft security settings template change the functionality of an
individualms computer? According to Mr. Hanna, OIT believes this fool is reasonably
safe for most users; however, there is always the possibility that it could affect the
functionality of a particular computer.

e There is significant research that indicates that requiring users to change their
passwords frequently is actually counter to security because it forces users to choose
poor passwords and/or to record them in obvious places. The best thing to do is to
enforce strong passwords and not require users to change them. Mr. Hanna disagreed
with this to an extent and stated that this is a conversation that may need to be
continued at a future date.

e Some collegiate units have moved to using dpassphrasesm instead of passwords.
dPassphrasesm tend to be easier to remember while being more sophisticated.

e The Libraries explicitly run non-authenticated, open access machines. Will there be
specific practices/quidelines for network security and operational continuity that the
Libraries will need to adhere to with regard to these open access machines? According
to Mr. Hanna, nothing specific has been discussed as of yet. A request was made that if
this is going to be considered, that the Libraries are involved in these discussions.

o Why is the Information Technology Support: Guidelines & Recommendations a guideline
versus a standard? According to Steve Cawley, at some point this may change, but
oftentimes such documents start off as guidelines and are eventually refined into a
standard. Information in this document are guidelines and recommendations because
they address moving target technology.

e If a unit cannot provide the level of service outlined in the Information Technology
Support: Guidelines & Recommendations, will units be able to purchase this level of
service? Yes. OIT is also encouraging groups to look to each other to consolidate
operations.

e Steve Cawley noted that OIT plans to offer individuals a base level of secure
centralized storage on the network. This would be a place where exams and other
private data could be saved.

¢ A suggestion was made for OIT to create a template to facilitate IT directors as they
attempt to comply with the Information Technology Support: Guidelines &
Recommendations. A component of this femplate should be educational.

e Encrypted and signed email would be one way to address privacy and virus issues around
email; however, both of these processes are difficult to master. Is OIT looking into
what kind of infrastructure would be needed to facilitate the use of encrypted and
sighed email? Mr. Hanna noted that OIT is doing some very preliminary research on
these types of technologies.

ITI). Steve Cawley reported that last week the Recording Industry Association of America
(IRAA) filed lawsuits against two unnamed network users at the University of Minnesota. The
suits allege that the unnamed defendants illegally downloaded or shared copyrighted
materials. The University was not named in the complaint. The current position of the Office
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of the General Counsel is that the University will do whatever the law requires.

Members discussed this on-going issue. A suggestion was made that the University should put
a creative commons license on its website, and make copyright the exception rather than the
norm.

IV). Ideas for agenda items in 2004 - 2005:

e Continued discussion of the illegal file sharing issue.

e Demonstration of the best plagiarism software.

e Discuss the crisis in scholarly publishing and become more involved in taking back
academic publications from egregious publishers by promoting in-house publication of
journals. Because it is likely the Library Committee is addressing this issue, a
suggestion was made o get an update from them.

e Security update including information on wireless security.

e New network implementation update.

e Compact update.

Ms. Schwartz referenced the Educause article (attached to agenda) forwarded to her by FCC
Chair Judith Martin dealing with a student charged with aiding Muslim websites and how this
violates the Patriot Act. Although SCIT has not been charged to address this matter, it may
be something the Committee may want to delve into.

V). Hearing no further business, April Schwartz adjourned the meeting.

Renee Dempsey
University Senate
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