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EXECUTIVE SUMMARY

Automated vehicles may be susceptible to compromise by malicious actors via cyberattacks. This is true
both for fully automated vehicles, as well as driver assist vehicles with automation features such as
adaptive cruise control.

In this study, we investigate the potential impacts of such attacks, and consider how they will influence
traffic flow and fuel consumption. Specifically, we define stealthy cyberattacks on automated vehicles
where driving behavior deviates only slightly from normal driving behavior. We use simulation analysis
to consider different cyberattacks, and investigate their impact on traffic flow and aggregate fuel
consumption of all vehicles in the traffic flow.

We find that while these cyberattacks may be quite disruptive to traffic flow, they may not have the
same size disruption when considering fuel consumption. This work provides a first understanding of
how stealthy cyberattacks on automated or partially automated vehicles may impact traffic flow and
other aggregare flow measures.



CHAPTER 1: INTRODUCTION

Automated vehicles (AVs) are expected to reshape the landscape of future transportation systems
thanks to the advancement of vehicular sensing, communicating, and computing capabilities, bringing
promising benefits like enhanced traffic stability [1, 2], reduced energy consumption [3, 4], and
optimized parking space allocation [5, 6]. Notably, these benefits are anticipated only when the future
transportation system is safe and secure. However, AVs offer new opportunities for malicious actors to
compromise the traffic flow [7]. For instance, cyberattacks can be launched to the control commands,
sensor measurements, or onboard software [8] of AVs or partially automated vehicles like adaptive
cruise control (ACC) vehicles in a stealthy manner, causing slight changes to vehicle driving behavior
without being easily detected. However, these subtle changes could result in considerable disruption to
normal traffic flow in the form of traffic congestion [9].

Even subtle changes in vehicle driving behavior could have profound impacts on transportation
systems [7, 8]. For example, it has been shown that even slight attacks on vehicle acceleration can result
in stop-and-go traffic waves and increase crash risks without directly controlling vehicles to crash [10],
compromising the safety of AVs. In addition to malicious attacks directly altering the control commands
of AVs, sensor measurements provided by onboard LIiDAR may be subject to false data injection attacks
causing AVs to execute undesired maneuvers that can degrade their performance [11]. Even subtle
attacks on a single vehicle can lead to substantial disruption in traffic flow [12], resulting in reduced
traffic capacity and increased energy consumption and risk of rear-end collisions [9]. A detailed
discussion on different attacks can be found in [7].

As seen in the aforementioned work, malicious cyberattacks could degrade the performance of
vehicles being attacked, thereby jeopardizing the stability of traffic flow. Prior studies have mainly
focused on investigating the influence of attacks on individual compromised vehicles from a microscopic
perspective (at individual vehicle levels). In addition to studying the impact of attacks on individual
vehicles, in this work we also quantitatively examine their impact on traffic flow from a macroscopic
standpoint, considering the ripple effect of attacks on uncompromised vehicles. Further, we consider
attacks occurring in distinct traffic conditions involving both uncongested and congested regimes, which
allows for a more comprehensive understanding of cyberattack impacts on complex traffic dynamics. To
this end, the main contributions of this study are summarized below:

* We consider candidate attacks to explore the possible impact of such attacks on traffic flow.
Extensive experiments are conducted to quantify the energy impacts of each type of attack on both
compromised and uncompromised vehicles.

* We consider potential attacks occurring in distinct traffic conditions involving both free flow and
congested regimes, with a range of ACC market penetration rates (MPRs). This allows for a
comprehensive understanding of cyberattack impacts on complex traffic dynamics, thereby inspiring
the development of effective attack mitigation and traffic-control strategies in future studies.



This work is based on work presented at the IEEE Intelligent Vehicle Symposium in Anchorage,
Alaska, in June 2023. Many components of this report also appear in the corresponding published
manuscript.

The remainder of this report is structured as follows. In Chapter 2, we introduce the mathematical
characterization of two types of attacks on ACC vehicles. In Chapter 3, the VT-Micro model is presented
with a discussion on its re-calibration using modern vehicle trajectory data. We conduct a series of
numerical experiments in Chapter 4 to examine the energy impacts of attacks on traffic flow. The
simulation results are presented in Chapter 5. Discussion on the results and concluding remarks are
given in Chapter 6.



CHAPTER 2: MATHEMATICAL MODELING OF CYBERATTACKS

2.1 CYBERATTACKS ON ADAPTIVE CRUISE CONTROL VEHICLES

Various forms of cyberattacks may be introduced to AVs or ACC vehicles in mixed-autonomy traffic [8].
In this Chapter, we focus on two common types of attacks that could pose a significant risk to ACC
vehicles, namely malicious attacks on vehicle control commands and false data injection attacks on
sensor measurements. While these attacks are distinct in nature, both could result in disruptive
consequences to traffic flow [11]. In what follows, we will recall a mathematical modeling framework for
candidate attacks in the context of car-following dynamics. Modeling these attacks is the first step
towards understanding the energy impacts of attacks on ACC vehicles and traffic flow, even though the
specifics of such attacks may vary. While the candidate attacks introduced may not necessarily be based
on real attacks, the results could map possible attacks to the space-time diagrams in the context of car-
following dynamics that is commonly used to describe ACC vehicle driving behavior.

2.2 CAR-FOLLOWING FRAMEWORK

To describe individual vehicle dynamics, microscopic car-following models are employed, where the
acceleration of a vehicle is related to its own state and that of the preceding vehicle like inter-vehicle
spacing and relative speed. The general form of vehicle acceleration is given by:

a(t) = fiv,s(t),v(t),Av(t), (1)

where a is acceleration, s is inter-vehicle spacing between two consecutive vehicles, v is speed of the
following vehicle, Av = v;— v denotes the relative speed between the following vehicle (v) and the lead
(preceding) vehicle (vi), and & is a vector of time-invariant model parameters. The time index t is omitted
for brevity wherever appropriate.

2.3 TYPE I: MALICIOUS ATTACKS ON VEHICLE CONTROL COMMANDS

We first consider malicious attacks directly acting on vehicle control commands (termed Type | attacks in
this study), modeled as random disturbances to vehicle acceleration. This will have a direct impact on
vehicle driving behavior.

Considering Type | attacks on ACC vehicles, the resulting vehicle acceleration is compromised by a
random signal (variable), &, describing the effect of attacks. Consequently, compromised ACC vehicles
could exhibit anomalous driving behavior, such as extreme acceleration or deceleration, causing
disruptions to traffic flow. Without loss of generality, attacks are assumed to be able to occur at any
time instance. To this end, the resulting acceleration is given by [13]:



a(t) = f(0,s,v,Av), if unattacked
at) =f@,s,v,Av) +¢, if attacked (2)

a(®),a(t) € [a,4],

where @(t) denotes acceleration of an ACC vehicle being attacked by Type | attacks; ¢, e.g., a Gaussian
random variable, is the attack directly acting on vehicle control commands (acceleration); a and a are
the lower and upper bounds of acceleration, respectively. While other statistical distributions could be
applied to characterize potential attacks, we use a Gaussian distribution to describe their stochastic
nature in this study [14].

2.4 TYPE Il: FALSE DATA INJECTION ATTACKS ON SENSOR MEASUREMENTS

The second common type of cyberattacks is false data injection attacks on sensor measurements
(termed Type Il attacks) [15] due to the fact that ACC vehicles need to use onboard sensors to measure
the relative speed and spacing to the preceding vehicle. This type of attack could occur to data
acquisition algorithms (software) or data collection sensors (hardware) of ACC vehicles, resulting in
corrupted data of car-following dynamics. Since Type Il attacks do not directly act on acceleration,
attacked ACC vehicles likely experience less extreme driving behavior compared to the case of Type |
attacks. However, attacked vehicles could still exhibit anomalous behavior. This process can be
described in the following abstract form:

A=A+A, (3)

where A = [s,Av]T is the measurement vector of relative speed and inter-vehicle spacing, A form of A
resulting from a vector of attack signals A affecting only attacked vehicles. Considering car following
dynamics, this process is mathematically described as [13]:

a(t) = f(0,s,v,Av), if unattacked
a(t) = f(6,s + A, v,Av + 1), if attacked (4)

a(®),a(t) € [a,al,

where A1and A; are false data injection attacks on ACC measurements. It follows from (3) and (4) that
A = [24, 4;]7 for any ACC vehicle being attacked. As in (2), vehicle acceleration is physically bounded
by a and a.



CHAPTER 3: QUANTIFYING THE ENERGY IMPACTS OF ATTACKS
ON ACC VEHICLES

Being complementary to previous work focusing on the impacts of attacks on traffic stability, in this
study we examine the energy impacts of such attacks on traffic flow considering distinct traffic
conditions. To achieve this quantitatively, an accurate mathematical model is required for estimating
vehicle energy consumption. A series of vehicle energy consumption models have been developed with
different modeling structures. In general, these models can be categorized as macroscopic and
microscopic models. Macroscopic models are often used for estimating network-level fuel consumption
using average aggregate network parameters [16], such as the COPERT model using an average vehicle
speed for estimation [17]. By contrast, microscopic models calculate the fuel consumption rate using
instantaneous measurements of explanatory variables, such as vehicle power, acceleration, and speed
[16]. For example, the widely used VT-Micro Model [18] uses individual vehicle speed and acceleration
for calculating instantaneous fuel consumption.

As mentioned in Chapter 2.1, cyberattacks can impact driver behavior, resulting in perturbed
individual vehicle acceleration and speed. Hence, we adopt the VT-Micro Model described above, that
can capture the instantaneous fuel consumption of a vehicle using its instantaneous speed and
acceleration. This model was developed based on chassis dynamometer measurements of three light-
duty trucks and five light-duty automobiles, with fuel consumption rates collected at the Oak Ridge
National Laboratory [19]. Specifically, the mathematical model is given by [18]:

?:02?=0Li,j vial vaz0

o 5
13=0213-=0 M;jvta’ Va<0, )

In(FC) = {

where FC denotes the fuel consumption rate and Ljand Mj;are regression parameters.

The VT-Micro Model is a regression model composed of a combination of linear, quadratic, and cubic
speed and acceleration terms. The model is constructed separately for positive and negative
acceleration regimes to account for the differences in fuel consumption rate sensitivity to speed
between acceleration and braking modes. Further, natural logarithm is used to ensure that the model
produces non-negative fuel consumption rates [17].

The model parameters Ljand Mjare calibrated from experimental vehicles. The model parameter
values were first calibrated by Ahn et al. [18]. However, the experimental vehicles were manufactured in
the 1990s, and the model parameter values may not be able to characterize currently commercially
available vehicles. Thus, we use recently published parameter values for a 2010 Honda CR-V [20, 21].



CHAPTER 4: SIMULATION AND EXPERIMENT

In this Chapter, we introduce the simulation we used to conduct all the experiments in this study. Next,
we present our fuel consumption experiment.

4.1 RING ROAD SIMULATION

We simulate cyberattacks introduced in Chapter 2.1 in the context of car-following experiments
conducted with MATLAB 2021a on a computer with an Intel i7-9750 CPU @ 2.6 GHz processor. The two
types of attacks are studied via a ring-road experiment. Fig. 1 shows the experimental setup involving
mixed traffic, where HVs, normal ACC vehicles, and attacked ACC vehicles are in green, blue, and red,
respectively. As seen in prior studies [22, 23, 2], the intelligent driver model (IDM) [24] with different
model parameter values is widely used to describe the driving behavior of HVs and ACC vehicles, given

by:
5 R 2
£(0,s,v, Av) = « ll - <l> — <M> ]
Vd S
, (6)
where
vAv
S(v,Av)=n+7170 — ——
( )=n+TU—3 i )
P B
O Death,
b S CIE
14 S
13% b

12.\‘\ - I‘|‘ Sy
Blue: ACC | o
Red : Attacked ACC 11 ‘ "=
| -

Green: Human driver J |

Figure 1: For illustration, ring simulation is conducted in this study. Note that vehicles are randomly distributed
as human-driven vs. ACC vs. attacked ACC vehicles.



The vector of model parameters, 8, is defined as & = [,5,6,1,T,va]T, where a is the maximum
acceleration, S is the comfortable deceleration, 6 is an acceleration exponent, 7 is the jam distance, T is
the time gap, and vqis the desired speed. For ACC vehicles, the calibrated model parameter values are
taken as Gacc=[0.6,5.2,15.5,6.3,2.2,44.1]7 from [25]. The study shows that modeling ACC vehicles using
the IDM can fit ACC driving data well [25], based on calibration using field experiments data of ACC
vehicles [26]. For human drivers, the corresponding IDM parameter values are adopted from [27], where
Utuman = [1.06,2,4,3.4,1.26,30]7.

In this study, the simulation is conducted with 20 vehicles driving on a ring track to simulate traffic
flow without boundary conditions. The initial inter-vehicle spacing between any two consecutive
vehicles is set equal to the total length of the track divided by the number of vehicles. In other words,
vehicles are evenly distributed along the road at the beginning of the simulation. There are 20 vehicles in
total, with 50% being ACC vehicles as an example for illustration. Among the 10 ACC vehicles, half are
randomly chosen to be attacked by Type | or Type Il attacks. We consider two scenarios, namely
Scenario 1 and Scenario 2, corresponding to free flow and congested conditions, respectively. This is
further illustrated in Fig. 2, showing an analytical estimate of the fundamental diagrams for mixed traffic
flow. This is obtained based on the reciprocal relationship between traffic density and average
equilibrium spacing of heterogeneous traffic, as seen also in [28, 29]. Since the simulation experiments
are conducted with various ACC market penetration rates, the percentage for attacked ACC vehicles, i.e.,
50%, is fixed for convenience. However, follow-up studies may consider a wider range of MPRs and
traffic densities. It is worth noting that each attack scenario is examined independently, and only one
type of attack is considered in each simulation. Furthermore, it is important to note that all experiments
are collision-free, as the focus is on assessing the energy impacts of the stealthy attack.

2000 '

3 w0 B —— MPR=0%

© o ——MPR=20%

2 S % MPR=40%

1500 - S ——MPR=60% |

o NG —— MPR=80%
= 5 MPR=100%
&= C
= 3
8] w
=1000 - 1
2
o
L

500
0 L 1 N 1
0 20 40 60 80 100 120

Density (veh/km)

Figure 2: Fundamental diagrams of mixed traffic flow at different market penetration rates (%) of ACC vehicles.
Two simulation scenarios are considered at different traffic conditions. Scenario 1: free-flow condition (14
veh/km) and Scenario 2: congested flow condition (50 veh/km).
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4.2 FUEL CONSUMPTION EXPERIMENTS

As seen in Chapter 4.1, the simulation provides the acceleration, speed, spacing, and position profiles of
all 20 simulated vehicles. Using these trajectories and equation (5), one can compute the fuel
consumption of human-driven vehicles, ACC vehicles, and attacked ACC vehicles separately, thereby
calculating the average fuel consumption (AFC) of all vehicles under all attack scenarios. This
computation is carried out for both free flow conditions (density = 14 veh/km) and congested conditions
(density = 50 veh/km). To vary traffic density, we fix the number of vehicles at 20, and adjust the ring
length to 0.4 km and 1.4 km for congested conditions and free flow conditions, respectively. The AFC, in
L/100km, is calculated as:

K
_ Z{:to Zk=1 FCk,t At

AFC =
¢ Yho1(Prt—Pr,0) (8)

where T is the final time step in the simulation, i.e., 54,000; K is the last vehicle index in the simulation;
FCk.is the instantaneous fuel consumption rate of vehicle k at time step t; Pxrand Py are the positions
of vehicle k at the final time step and initial time step, respectively. Vehicle trajectories are simulated
over a period of 30 minutes. The AFC computation begins at 5 minutes, i.e., tc=9000, in the simulation to
exclude the warm-up period. For each traffic scenario, we conduct 10 Monte Carlo simulations and
compute the resulting average fuel consumption.



CHAPTER 5: NUMERICAL RESULTS

The experimental results are shown in Fig. 3-Fig. 7. Fig. 3 illustrates the microscopic observation of
traffic density distribution as a function of individual vehicle acceleration, speed, and inter-vehicle
spacing. The data distribution of acceleration and spacing under the Type | attack has the largest
variance. Type Il attacks are observed to not change the driving behavior significantly, except for a few
outliers in the acceleration. These findings are consistent with the fact that Type | attacks act directly on

vehicle acceleration, while Type Il attacks do not.

Fig. 4 and Fig. 5 show the space-time diagrams of vehicle trajectory for the free-flow and congested
conditions, respectively. HVs, normal ACC vehicles, and attacked ACC vehicles correspond to green, blue,
and red trajectories, respectively. It is observed that the position of attacked ACC vehicles tend to
deviate from their normal ranges, especially under Type | attack, while the trajectory of unattacked
vehicles mostly remains normal. In addition, compared to Type Il attacks, Type | attacks appear to
impact traffic flow to a greater extent. This is expected since Type | attacks act directly on vehicle

acceleration.

Fig. 6 shows the fuel consumption results under free flow conditions, including the average fuel
consumption of all vehicles (Fig. 6a), unattacked ACC vehicles (Fig. 6b), attacked ACC vehicles (Fig. 6c),

Acceleration Distribution Speed Distribution Spacing Distribution
. ' - Ry Label
52 ‘| = 0.6 = l“| 1 Type | attack
5 o 04 s 0-10 il Type |l attack
a l = o | No attack
£1 ¥ £ £ 0.05 .‘/\ L] Noatac
g i § 0% |
| J J N\~ g‘lI I‘L_ N N
0 —/’”CMJ\ 0.0 - 0.00 A
-5 0 0 5 10 0 50
Acceleration (m/s/s) Speed (m/s) Spacing (m)

Figure 3: Density distribution of acceleration, speed, and spacing under Type | attack, Type Il attack, and normal

cases.
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Figure 7: Fuel consumption at various ACC vehicle market penetration rates under congested conditions (50
veh/km).

and human-driven vehicles (Fig. 6d). By contrast, Fig. 7 demonstrates the fuel consumption results under
congested conditions. Note that all the AFC results are obtained based on 10 Monte Carlo simulations.

It is observed from Fig. 6a and Fig. 7a that Type | attacks result in a significant increase in average fuel
consumption for both free flow and congested scenarios. In addition, fuel consumption tends to get
worse as the MPR (proportion of attacked vehicles) increases. Notably, the average fuel consumption of
the attacked vehicles in the free flow scenario exhibits a decreasing trend as the MPR increases (Fig. 6¢),
which is likely due to large spacing allowing for higher vehicle speeds. Moreover, the average fuel
consumption of unattacked vehicles (both ACC and human-driven vehicles) is not significantly affected
by attacks on traffic flow, compared to the non-attacked scenarios.
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CHAPTER 6: CONCLUSION

Based on the simulation results discussed in Chapter 5, it is observed that the two types of candidate
attacks introduced to ACC or partially automated vehicles may only adversely impact the fuel
consumption of the compromised vehicles and may not translate to significantly higher emissions across
the fleet. This suggests that traffic flow may be robust to simple attacks of this nature concerning fuel
consumption.

As mentioned before, Type | attacks act directly on vehicle acceleration, which tends to result in
more fuel consumption compared to Type Il attacks. This is even worse for congested traffic conditions.
Therefore, the future effort is needed for developing effective attack mitigation and traffic-control
strategies in accordance with the behavior of attacked ACC vehicles and the interplay among vehicles
(more significant in congested traffic regimes). Moreover, additional comprehensive simulation analysis
is needed to further study when attacks may impact fuel consumption and emissions such as CO, HC,
and NOx.

12
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