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Abstract

In Konark, a network monitoring systembased on
mobile-ayents, agents can communicatewith ead other
to perform system-wideorrelation of data. To minimize
manaementefforts, our systemincorporatesmetanisms
to detectand self-recover from internal failuresin a de-
centralized and scalablefashion. In this paper we dis-
cussthe medhanismsfor self-recovery achieved by using
the samemedhanismsas thoseusedfor monitoring com-
putingresoucesin the network.Self-monitoringof Konark
also providesall the featuresof networkmonitoring suc
as dynamic extensibility active monitoring and online-
correlationof data. Thesecuritymedhanismsf Konarkare
also discussed.This work demonstatesthat mobile-agent
basedappmad is a viable alternativefor building robust
andsecue networkmonitoringsystems.

Keywords: Self-Monitoring and Recwery, Network
monitoring Mobile agents, Multi-agent systems Mobile
code Monitoring systensecurity Distributed EventCom-
munication

1 Intr oduction

Monitoring of computingsystemsn an organizationis
requiredto ensureproper functioning of systemservices
by detectinginconsistencie systemconfigurationandto
protectsystemresourcedrom being misusedby usersor
attacled by intruders.Monitoring andmanagindarge net-
worksin anorganizationis becomingncreasinglycomple
dueto severalfactors.A large numberof resourceseedto
be monitored;frequentadditionof nen hardwareandsoft-
warecomponentsequiresinclusionof new monitoringca-
pabilities; moreover, vastamountof monitoreddatais col-
lectedfrom diversesourceswhich needsto be processed
andcorrelatedn atimely manner

* This work was supportedby National ScienceFoundationgrant
ANI 0087514

We presenheretherobustnessndsecuritymechanisms
in Konark[12], a mobile agentbasedsystemfor monitor
ing computinginfrastructurein an organization. Because
a monitoring systemis an important facility to alert the
systemadministratorsn atimely mannerof any abnormal
conditions,its robustnesss animportantrequirement.For
a large-scaleernvironment, managingand configuring the
monitoringsystemitself shouldrequirevery little adminis-
trative efforts. For this reasonthe monitoringsystemitself
needsto be resilientandit shouldbe self-healingto per
form on its own the recovery of its failed components.In
ourdesigntheprimaryemphasiss ontherepairandrecor-
ery of failed components$o ensurecontinuousoperationof
themonitoringsystem.

For easeof managementhe monitoring systemshould
beself-configurableWhenanew resourcés installedin the
monitored ervironment, the systemshould automatically
startmonitoring it accordingto the system-widepolicies.
Themonitoringsystemshouldalsobe secureto preventat-
tackersfrom disablingor bypassingt. Finally, theresource
consumptioroverheadsmposedby the monitoringsystem
shouldnot hinderthe functioningandperformancef users
in the monitoredervironment.

Ourwork illustratesthata mobile-agenbasedapproach
is a naturalsolutionto implementmonitoringsystemg12].
It providesa cornvenientmechanisnto transportcodeto a
hostto perform a desiredset of monitoring functions. A
mobile-agentrepresentsn object capableof migratingin
a network to perform certain designatedasksat one or
more nodes[4]. In this approachmobile-agentsare sent
to continuouslymonitorthe nodesin a network, detectand
generatevents,performeventcorrelationdocally, andno-
tify othersystemcomponent®f ary significantevents. As
mobile-agentarefirst-classobjects their stateandbeha-
ior canbe alteredremotelyby invoking methodson them.
Thesefeaturescanbe usedto make the mobile-agentsly-
namically extensibleand securelymodifiable. At a high
level, our monitoring systemconsistsof agentsenersthat
runonmonitoredhostsandexecutemobile-agenttaunched
from administrationseners. The agentsencapsulate¢he
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Figure 1. Monitoring system organization

logic necessaryo detectvariousevents. The architecture
andbasicbuilding blocksarepresentedh [12].

Theprimaryfocusof this paperis ontheself-monitoring
and self-protectioncapabilitiesof our monitoring system.
An importantaspectof our designis the useof the moni-
toring systems inherentcapabilitiesto detectits own com-
ponentfailures. The samesetof mechanismsre usedfor
both monitoring the computinginfrastructureresourcess
well asthe component®sf themonitoringsystemitself.

In Section2 we presentthe architectureand the dis-
tributedevent detection/aggigation modelof our monitor
ing system.n Section3 we presenself-monitoringmecha-
nismsto detectandrecoverfrom thefailuresof themonitor
ing system$ componentsWe outline the variousmodesof
failures,andrequirementdor recovery andrepairof failed
componentsln our approachsystem-wideself-monitoring
is built uponcomponent-leel self-monitoringfor scalable
operation®f themonitoringsystem.Sectiond presentshe
securitymechanisnfor protectingthe monitoringsystems
componentsThesemechanismsanenforcethedesiredse-
curity policies,which maybealtereddynamicallybasedn
the occurrenceof certaineventsin the system. Section5
briefly outlinesthe capabilitiesof the configurationthatwe
have installed and experimentedwith in our lab erviron-
ment.

2 Overview of the Network Monitoring Sys-
tem

The Konarknetwork monitoringsystemis implemented
using Ajanta [6], a secureJava-basedramework for dis-
tributed programmingwith mobile agents. There are
threemain componentsn Ajantaframewvork: agent agent
server and nameregistry. Ajanta facilitatescreation of
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Figure 2. Event hierarchy

agentswith asetof programmingprimitivesto controlagent
migration patternsand protectionof resourcesarried by
anagent. An agentserverhostsagentsandprovidesthem
restrictedaccesgo local resourcesdasedon their creden-
tials. All globally accessibleentities are given location-
independenhamedmaintainedby the nameregistry.

2.1 Monitoring SystemComponents

The Konark monitoring systemis implementedbased
on the publish-subscribgaradigm[12]. Every hostin the
monitoredernvironmentrunsan agentsener to supportthe
installationand migration of agents.Primaryfunctionality
of the agentsin the monitoring systemis event detection,
which is donethroughdatacollection,filtering, andcorre-
lation. A typical monitoringconfigurationis showvn in Fig-
urel. Agentsin themonitoringsystemsplay differentroles
basedn their functions.

System ManagementAgent (SMA) are primarily re-
sponsiblefor managing system-widemonitoring policy
basedon monitoring configuations An SMA typically
runsonsecurenostsJaunchesvionitor Agent(MA) to hosts
basedon monitoring configurationsandremotelycontrols
andmodifiestheseagents.The SMA canmigrateto a dif-
ferenthostand resumeits managementunctionalities. It
canalsobereplicatedfor faulttolerancelt checkpointghe
monitoringconfigurationwheneerit is updatedy the ad-
ministrators.

A monitoring configurationspecifiesthe hostsand sys-
tem componentghat needto be monitored, agentsthat
shouldmonitorthesecomponentsgetectionproceduresor
eachagentsgventsgenerate@spartof thedetectiorproce-
dures,andeventsubscriptiorpoliciesfor event-correlation.
Configuation databasemaintainsandcheckpointsystem-
wide monitoring configurations.Systemadministratorsn-
teractwith SMAs throughmanaggementinterfaces Specific
typesof events,alarm events are pushedto management
interfaces.



2.2 Event Model

A basiceventrepresenta significantchangen the state
of an entity being monitored. Detectionof such events
can be donelocally on a host. Higher level compound
eventsare derived from these basi@ventsby correlating
them.Theseeventsaregivendifferentalertlevels,basecn
their severity. We usea canonicaldefinition andrepresen-
tation of events,independendf operatingsystemspecific
details. The eventhierarcly is presentedn Figure2. The
SyslgEventclassrepresentsventsgeneratedrom the sys-
tem log files. Its subclassConnectEventlassrepresents
variouskinds of connectiongo a host.

2.3 Monitor AgentAr chitecture

The mostimportantfunctionsof anagentfall into three
broad cateyories: execution of local detectorfunctions,
sendingof event notifications,and subscriptionof events
generatedy otheragents. The architectureof a monitor
agentis shovn in Figure 3. A monitor agentis extended
from Ajanta’sbaseAgentclassandimplementgsheRemote-
Contmwlinterfaceto ensurethat the agentcan be remotely
controlledfor operationssuchasrecall, retract, or termi-
nate It implementsthe Monitor interfaceto facilitate re-
motemaodificationof monitoringpolicies. Eventdetectors,
handlersandsubscribergorrespondingo aneventarereg-
isteredthroughthe monitor interface. Functionalcapabili-
ties of a monitor agentare controlledremotelyby SMAs.
The Subscriberinterfaceis implementedoy an agentthat
subscribeso eventsfrom otheragents.

A monitor agentis launchedwith a variety of detectos
for detectingoasiceventsatits host,asspecifiedn themon-
itoring configuration. Event detectioncould include pars-
ing log files or monitoring systemresources.A detector
canbe triggeredby eventsthat are generatedy otherde-
tectors. Suchtriggering dependencieare maintainedin a
trigger table. Associatedvith eachdetectoiis ahandlerob-
ject, which sendsthe generatedventsto their subscribers.
If specifiedin monitoring configuration,a handlerobject
couldstorethe eventsin local or remotedatabases.

Eachdetectorcontainsa thread ,which executeshe de-
tection procedureasynchronouslywith other actuities in
the agent. All eventsgeneratedby the detectorsas well
aseventsreceved from remoteagentsaredepositedn the
eventqueueto beprocessedbyy theagents eventprocessing
thread In stepl of Figure 3, the event processinghread
waits for an eventto arrive in the eventqueue.On the ar-
rival of anevent, it first executeghe eventspecifichandler
andthenthroughthetriggertableinitiatesasynchronousx-
ecutionof dependendetectorsThesearethestep2, 3,and
4in Figure3. Theeventhandlerssendthe eventsto all cur-
rently registeredsubscribersMonitor agentscansubscribe
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Figure 3. Architecture of a monitor agent

or resumesubscriptionsto events from other agentsand
cancelor suspenaxisting subscriptiongor otheragents.

2.4 Migratory Inspector Agents

An inspectoragenttravels to different hostsbasedon
its itinerary, performingperiodicconfigurationandconsis-
teng/ checks.It generatesventsandnotifiesotheragents,
asrequiredby the monitoring configurationpolicy. In our
monitoringsystemFile Integrity Checler (FIC) is atype of
inspectoragenthatchecksf systenfilesor otherimportant
files have beentamperedwith. The File Integrity Checler
visits hostsin the network, recordsfile attributesand file
contentchecksum.This informationis sentasan eventto
a monitoringagentthat hasa detectorfor checkingfile in-
tegrity. During theinitialization round, the detectorstores
the eventsin a databaseln subsequentounds,ary incon-
sistenciedn the received events generateaventssuchas,
FileDeletedFileModified,whichin turnmaytriggeralarms
for theadministratarin orderto remainlightweight,thein-
spectoragentsendgdatato the monitoringagentfrom each
hostbeforemigratingto thenext. In analternatve approach
with a single-hopmodel, the SMA launchesan inspector
agentto eachnodein themonitoringsystem.Thesenspec-
tor agentsresideat the monitorednodesand senddatato
the monitoringagentperiodically In contrastto the previ-
ouscasethe SMA needso keeptrack of all the launched
inspectoragentsavhetherthey arealive or not. In the multi-
hop scenariathe SMA needso keeptrack of just a single
agent.

2.5 Example of Operational Capabilities

In our currentimplementation,monitoring agentspro-
cesslog files at eachhosts,monitor systemfiles integrity,



andfingerprinthostconfigurationncludingtypical services
and routing table. Network-wide eventsare correlatedto
find attacksg.g.,users switchto multiple accountsandlo-
gin from black-listeddomains. At eachhost,agentsmonitor
processesunningwith root privileges,runavay processes,
i.e., zombieprocesse®r thoseconsumingresourcesover
predefinedhresholdsfailure of systemlevel servicessuch
asterminationof daemonsandexecutionof maliciouspro-
gramssuchaspaclet sniffers,andpassverd craclers.

3 Robustnessof the Monitoring System

Our goalis to reduceburdenon systemadministrators
in configuring,managingandmaintainingmonitoringsys-
temssothattheir attentionis focusedmoreon higherlevel
policiesand critical abnormalconditions. Our monitoring
systemhasmary componentshosefailure andrecovery
needto be addressed.In a typical installation, eachhost
runs one agentsener, and eachsuchsener has at least
oneagentperforminglocal monitoringfunctions.An agent
may also store certaineventson various databaseseners
for persistenstorageandsubsequentorrelationswith later
events. The monitoring agentat a hosttypically contains
over 20 differentkinds of detectordor monitoringvarious
aspectof a hostsuchaslog files, userprocessegjisk sys-
tems, and daemongprocesses.New detectorscan be in-
stalledon anagent. An agentsener may alsoperiodically
receve itinerantmobile agentperformingperiodicconfig-
urationchecks.

Our designwas driven with the goal of performingau-
tomaticrecovery andrepair of failed componentsvithin a
short time-span,typically in the rangeof a few minutes.
This durationneedgo bekeptshortsothatanattacler can-
notcompleteanattackwithoutgettingnoticed.Theprimary
objectieis to performrecovery andrepairof failedcompo-
nentsto ensurecontinuedmonitoringoperationsatherthan
diagnosdailures. However, ary repeatedailure-recoery
cyclesduring shortintervals may suggestn attackon the
monitoring systemitself. Suchsituationscanbe detected
using the existing mechanismdo perform correlationsof
frequentfailure conditions.

Our monitoring system achieves robustnessby in-
corporating mechanismsfor self-monitoring and self-
configuiation at differentlevels of the systemarchitecture.
The event detection,correlation, and notification mecha-
nismspresentedh the previoussectionareusedasthebasic
building blocksfor failure detection.The publish-subscribe
modelis usedfor notifying failure conditionsto othernet-
work componentghat needto participatein recovery and
repait Our designusesthe notion of continuousperiodic
detectionand notification of a failure eventuntil the failed
componentgausingt arerepaired.

3.1 Failure Modesof SystemComponents

The failure modesin our systemare hostfailure, agent
sener failure, agentfailure, and detectorfailure within an
agent. Agent seners or hostsmay crashbringing down
the entiresetof monitoringmechanismsn thatnode. The
monitoringsystenrequiresateachhostcertainsystenievel
servicedaemongo berunning. The SSHdaemorat a host
is critical for the SystemManagemenfgentandrecovery
agentsto remotely start or shutdown the agentsener at
that host. The RMI registry processmustalways be run-
ning for agentsto receve RMI requests. Therefore,ary
failuresof thesetwo servicedaemonshouldbe detectedn
a timely manner Recwery from certainfailures,suchas
the SSHdaemorcrash,requirehumanintervention;on the
otherhand,agentsener and RMI registry canberestarted
automaticallyby theremoteagentgperformingrecovery ac-
tions.

A host crashimplies crashof its agentsener and all
agentsrunningon it. Agent seners may also crashinde-
pendenbf their hostcrashespr they mayfail partially. For
example theagentransferprotocolmayfail, but theagents
currentlyresidingcouldcontinueto function. A crashof an
agentsenerimplieslossof all agentsandtheir monitoring
functionsatthathost. An agentsener crashis detectedlur
ing the recovery of its failed agentsor by an agenttrying
to migrateto that sener. Therecovery of an agentsener
requiresrestoringall agentsthat are permanentlyinstalled
atthatsenerfor performingmonitoringfunctions.An itin-
erantmobile agentlost dueto the sener crashis recovered
by othermechanisms.

Theagentghemselescouldfail in mary differentways,
andin mary caseghe causesf the failureswould be un-
predictable. An agentmay completelyfail and stopcom-
municatingwith othercomponentsAn agentmayalsoin-
cur partialfailures. Eachdetectorwhich runsasa separate
threadwithin an agent,could fail and stop performingits
monitoringfunctions. In our system a failed detectorcan
be remotelyun-installedandreplacedwith a nenv oneby a
remoteagentperformingrecovery actions.

An agents RMI interface may stop functioning either
dueto failure within the agentor dueto the terminationof
the RMI registry daemonprocess.An agentmay alsono-
tice failuresof aremoteagentwhentrying to communicate
with it throughits RMI interface. On suchfailures,aspart
of RMI exceptionhandlingmechanismit retriestheopera-
tion after onceagain looking up the RMI registry entry for
thetamgetagent. Thisis to recover from situationswhenan
agentwasrestartecandhascreatedanew RMI interfacefor
itself. In thesameway, afailureof the Ajantanameregistry
is detectedhroughits RMI interface.
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3.2 Recovery Requirementsand Designlssues

Our designhasbeendrivenwith the goal of minimizing
the time for which a resourceremainsun-monitored,and
keepingit closeto 1 or 2 minutes. The stateof an agent
consistof variousdetectorandits publishersubscribere-
lationshipswith otheragentsin the system. Somepart of
this stateis checkpointedy SMAs, whereaghe remaining
part is maintainedas soft state and reconstructedhrough
interactionswith otheragentsduringrecovery.

An agents checkpointedconfigurationconsistsof the
list of detectorghatit shouldcontainandthe eventsgener
atedby otheragentghatit shouldsubscribgo. Information
aboutarny new subscriptiongegisteredby an agentduring
its executionis not checkpointedThis formsthe soft state,
which is recreatedn restart,asdetailedbelon. The moti-
vationfor thisis to keepthe checkpointingoverheadow.

Most of the detectorsare either state-lesor they main-
tain softstate,.e. they aredesignedo reconstructhe state
whenrestarted.Thefailure of anagentdoesnot meanthat
all eventsmonitoredby that agentare lost. Many of the
events are typically loggedlocally by the host operating
systemin variouslog files. Sucheventsare retrieved by
the agentwhenit is restarted.For example,the soft state
of a detectorprocessindog file eventsconsistsof the po-
sition offsetin thelog file for the lastprocesse@vent. On
restart the detectordeterminethe mostrecenteventthatit
hasprocessedlt obtainsthis informationby queryingthe
eventdatabases.

A crashof anagentmayresultin abortionof adetectors
executionthatmaybeprocessingventsrecevedfrom other
agents.This implies lossof sucheventsandtheir correla-
tion. If thislossis critical, thensuchcorrelationscould be
performedby two independenagents- bothsubscribingo
the samesetof eventsandindependenthyperformingtheir
correlations An exampleof this is the replicatedexecution
of Failure DetectionAgentsasdescribedelow.

3.3 Architecture for Self-Monitoring and Recov-
ery

Figure4 shavsthecentralcomponentsf this systenfor
performingself-monitoringandrecovery. In additionto the
SystemManagemenAgent (SMA), recorery involvestwo
otherkinds of agents:Failure DetectionAgent (FDA) and
Recwery Agent (RA). Any monitoringagentscanbe used
to performthesefunctionalitiesby addingrequireddetec-
torsandhandlers.The SystemManagemenAgentinstalls
a configurationfor self-monitoringby dispatchingFailure
DetectionAgents and Recwery Agents at various hosts.
Monitoring agents,SystemManagementAgents, Failure
DetectionAgents,and Recorery Agentsall generateperi-
odic AgentAlive heart-beatvents. Theseare receved by
the Failure DetectionAgents.

A Failure DetectionAgent receves periodic heart-beat
eventsfrom the monitoring agentsas well as other kinds
of failure events,suchasdatabasaener failuresand RMI
failures.It alsohasconfigurationinformation,andits func-
tion is to processthe heart-beakeventsand generatespe-
cific eventsto indicateeithera completefailure of anagent
or failuresof its detectors. Two or more Failure Detector
Agentsexecuteat differentnodesand monitor eachother
to make surethatthe loss of a Failure DetectionAgentis
detectedanda new agentis createdn its place.

A failure eventtriggersrecovery procedureshatareim-
plementedn its handler Therecovery actionis executecby
oneof the Recorery Agents,asdescribedbelon. A pair of
recoveryagentsxecutingondifferenthostssubscribeo the
failure eventsgeneratedy the Failure DetectionAgents.
This pair works in primary-backupmode— i.e., only the
agentin the primary modeinitiatesary requiredrecovery
action.Failure DetectionAgentsalsomonitortheRecwery
Agentpair. Theagentin thebackupmodebecomeshe pri-
marywhenaneventindicatingthe primaryagentsfailureis
receved. Therecovery agentperformsthe following kinds
of recovery functions. On a detectorfailure at an agent,it
triesto re-installthatdetector On agentfailure, it recreates
the agentbasedon its mostrecentconfigurationinforma-
tion, andre-launche# to thetargethost.Beforesendinghe
agentjt makessurethatthetargethost,its agentsener, and
RMI registry arerunning. Otherwiseit first triesto restart
them. To recover a failed SystemManagementAgent, it



recreated with themostrecentcheckpointedonfiguration
state.

3.4 AgentLevel Self-Monitoring

Each agentis equippedwith an AgentAliveDetectar
which periodicallycheckgheinternalstateof theagentand
generatesppropriateheart-beatdgentAliveeventsto indi-
catethe healthof the agent. An AgentAliveevent contains
alist of detectoravhich arefunctioningin the agent. This
eventalsocontainsa currentconfiguation number When-
ever an agents configurationis changedwith the addition
or deletionof a detectoy this numberis incremented This
numberis alsoincrementedvhenan agentis re-launched
onrecovery. The purposeof thisis two-fold: first to make
surethat the subscriberf an AgentAlive messagevould
notethatthe configurationhaschangedsecondit is used
toignoreary failure eventsrelatedto old configurations.

Associatedvith an AgentAliveDetectors a handlerand
alist of subscribersAny agentcansubscribgo AgentAlive
eventsfrom otheragents,subjectto system-widesecurity
policies. Thefrequeng of heart-beageventsis configurable
by the administratordependingon factorssuchasthe load
on a host, systemconfigurationof the host, alert level of
systemoperationandnetwork traffic amongothers.

EachFailure DetectionAgent subscribeso AgentAlive
eventsfrom all agentsn the system.If no sucheventis re-
ceivedfrom anagentover a pre-definechumberof consec-
utive timeoutperiods,it generatean AgentRailure event. It
keepson generatingsucheventsuntil the agentis restarted
and a heart-beatnessagés receved, or the configuration
informationis alteredto ignorethatagent. Whena heart-
beatmessagés received,the Failure DetectionAgentcom-
paresthelist of detectorsn the eventwith its configuration
information. It generateanAgentRailure eventif adetector
is foundto bemissing.

3.5 Restoration of Event Subscriptions

When an agentis restartedat a host, it doesnot have
ary informationaboutits subscribeagents.In our model,
the subscriberarerequiredto registerthemseleswith the
event publishersto get theeventsof interest. Therefore,
whenan agentfailure is detectedye needto inform all of
its subscriber®f this failure event. To facilitatethis, each
AgentAliveeventfrom anagentalsocontainsthe list of its
currentsubscribersOn detectinganagentfailure, the Fail-
ure DetectionAgent sendsthe AgentRailure eventto all of
its subscribers.

Eachagentmaintainsa list of eventsthatit subscribes
to from otheragentslit alsomaintainsalist of outstanding-
subscriptionscontainingthelist of agentsith whomit has
notyetsucceedeih registeringits subscriptionsEventSub-
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Figure 5. Recovery process of a Monitoring
Agent

scriptionTheadin anagentperiodicallyattemptso register
subscriptionswvith the agentsin this list andremove them
from thelist on success.

In Figure 5, the stepsto recover and restartthe failed
monitor agent A are described. In the figure, agent
B subscribesto events from agentA, Failure Detection
Agent(FDA) subscribeso periodicAgentAliveeventsfrom
agentA, andtheRecorery Agent(RA) subscribeso Agent-
Failure eventsfrom FDA. As shawv in Stepl of Figure5,
afterpredefinechumberof missedAgentAliveevents,FDA
generatesindsendshe AgentRailure eventto theRA. This
AgentRailure event continuesto be generatederiodically
as long as the agentA is not recovered (Step 2 in Fig-
ure 5). Basedon the subscriptioninformation of the ear
lier AgentAliveevent, FDA alsonotifiesall the subscribers
(in this exampleagentB) of the failed agentA. On recev-
ing anAgentRailure event,asubscribeagentputsthename
of thefailedagentin its outstanding-subscriptiolist (Step
3). The EventSusbcriptionTkad in the subscriberagent
(in this exampleagentB) periodicallytriesto connectwith
thefailedagent(in this exampleagentA) to registerits sub-
scription.

A Recorery Agentimplementgecovery procedureén the
handlerassociatedvith the AgentRailure event. Upon re-
ceiving an AgentRailure event, the handlerchecksthe sta-
tus of the agentsener of the failed agentby queryingthe
agentsener. If theagentseneris alive, a new agentis cre-
atedwith themostrecentcheckpointeaonfigurationof the
failed agentandtransferedo the agentsener at its target
host. Oncethe failed agenthasbeenrestartedat its host
(Step4), it registersits subscriptiongo eventsfrom other
agents.



3.6 Recovery of Itinerant Agents

Inspectoragentsaaremoreproneto failuresasthey travel
acrosghe network. In afile integrity checler agent,a con-
figurabletimeris startedat thelaunchsenersfor theagent,
and on timeouta new inspectoragentis launched. If the
previous agentcomesbackit is terminated. Sinceactions
of thesanspectomagentsaareidempotenby nature multiple
agentsxecutingconcurrentlydo not affect the integrity of
the systemnor the consisteng of the datacollected. If a
hostor agentsener in theitinerary is down, the inspector
agentautomaticallychooseshe next hoston the itinerary
andreportsthe changeto the recorery manager Statusre-
porting by inspectorprovidesvaluablefeedbackaboutthe
stateof the system.One canalsoverify the agenttransfer
protocolby usinga Ping Agentthatgoesto the target host
andreturns.

3.7 SystemPerformance

We have beenrunning the Konark systemmorethana
yearin our lab environmentconsistingof 15-20hosts. On
average,the agentseners consumeless than 1% of the
CPUon SunBladel00workstationsrunningona502MHz
Sparcprocessqgrand having 512 MB memory The agent
senersconsumeabout27 MB of memory whereas bare-
boneJVM usesabout9 MB with default JDK 1.4 settings.
With the period of heart-beatAgentAlive eventssetto 20
secondsandthe numberof timeoutssetto 5, the recovery
of afailedagenttakeslessthan2 minutes.

4 Security of the Monitoring System

Somecomponent®f the monitoringsystemneedto run
in anuntrusteddomain. The attaclersmight try to disable

thesecomponentsso that their actiities are not detected.

Hence,it is importantfor the monitoringsystemto be able
to protectitself againstattacks It shouldbenotedthatsome
of thesecurityrequirementin our systemareadirectresult
of the capabilitiesthat we wantto support.For example,if
dynamicextensibility is not supportedthenwe don't have
toworry aboutanattaclerremotelymodifying agentoeha-
ior.

4.1 Security of Agent Sewvers

An agentsener runningat a trustedhostis assumedo
be secureandtrustedto executeagents‘correctly”, i.e., for
examplefollow theagenttransferprotocolfor agentmigra-
tion. An attacler couldlaunchamaliciousagento anagent
senerandtry to corruptthesener’sdata.Thisis prevented
by using a distinct protectiondomainfor eachagentexe-
cution [6]. Agent seners also enforcerestrictionson an

agents accesdo local resourcessuchasdisk space het-
work ports,andfiles, basedon its codebasandthe princi-
pal onwhosebehalfit is acting.

Eventhoughan agentsener canenforcehigh-level re-
sourceaccesgolicies,it cannotcontrol low-level resource
usagesuchasthe amountof CPU consumed.Hence,an
attacler might try to launcha maliciousagentwhich con-
sumedoomary hostresourcegherebycausingadenial-of-
serviceattack.To preventthis, agentsenersenforceanad-
missionpolicy acceptingagentscomingonly from a speci-
fied setof hostsandbelongingto the systemadministrators.
An agentsener canalsoimposea limit on the numberof
agentghatit mighthostatary time from a particularentity.
Thesepoliciescanbechangeddynamically

A maliciousagentcannottamperwith otheragentsex-
ecutingon an agentsener, as eachagentis executedin a
distinct protectiondomainby its hostagentsener. A ma-
licious agentmight try to forgeits identity. In Ajanta, this
is preventedby giving eachagenta setof unforgeablecre-
dentials An attacler couldalsotry to directanagentaway
from anagentsener therebyleaving the hostunmonitored.
An agentsener preventsthis by allowing theseactionsto
be performedonly by privilegedentitiessuchasanagents
owneror creator [6].

4.2 Security of Monitor Agents

Therearemary waysin which anattacler cantry to ex-
ploit the capabilitieghatwe supportin our monitoringsys-
tem. An attacler might try to mountattackson a monitor
agentby modifying its behaior by deletingor modifying
existing detectorspr addingnew detectors.An agenten-
forces policies, as specifiedby its owner, asto who can
modify its behaior.

An attacler canalsotry to subscribeto eventsfrom an
agent,therebybreachingconfidentiality of sensitve event
data. To preventthis, eachmonitor agentmaintainsa list
of authorizedsubscribersAn attacler canalsotry to delete
avalid subscriberegisteredwith anagentandthusdisrupt
the monitoring systems operations. To prevent this kind
of attack,in our systeman existing subscribercanremove
onlyits own subscriptiorfrom anagent.An attacler cantry
to sendeventsto subscribeagentgherebygeneratindalse
alarms.To preventthis, every subscribermagentmaintainsa
list of agentsauthorizedo sendeventsto it. The protection
mechanismgo prevent theseattacksrequireauthenticated
interagentcommunication.The solutionusedin this pro-
tocolrequiresanagentto trusta remoteagents sener. The
detailsof the authenticatiomprotocolareomitted.



4.3 Agent Security Policies

As dynamicextensibility is one of our main goals,the
above policiesmight needto be modifiedduringsystenop-
eration. The agentsallow thesepoliciesto be modified ei-
therby theadministratorer otherauthorizedusers.Theac-
cesgontrollistsfor anagentareconstructedby SMA based
on the configurationspecifiedby the administrator Access
controlis enforcedon operationdor adding,deleting,and
modifying detectorsandfor registeringeventsubscriptions.
Theadministratohastheprivilegesto modify all aspect®f
anagent,ncludingtheaccesgontrollists.

5 RelatedWork

Several researcherfiave investigated use of agentsin
network managemer®, 8]. Thefunctionalitiesof our sys-
temsharegoalswith otherintrusiondetectionsystemssuch
asAAFID [1], Emerald9], andGrIDS[11]. However, only
few systems;suchas Emerald[9] and Bro [7], have ad-
dressedsecurityissuesin monitoring systems. Compared
to thesesystems,our monitoring systemcan self-monitor
andself-recwer.

Our approachfor building self-recavering monitoring
systemhasutilized conceptghat have beenproposedand
usedby othersin the past[3, 5, 10]. Similar to the sys-
tempresentedh [3], ourdesignuseshenotionof soft state
and peerto-peercomponenmonitoringandrecovery. Re-
siliengy of critical component®f Konarkis basedon pro-
cesgreplicationconceptssimilar to thoseusedin the Non-
Stopoperatingsystem[5].

6 Conclusions

In this paper we have presentedself-monitoringand
self-recavery mechanismef Konark,a mobile agentbased
network monitoring system. The samesetof mechanisms
usedfor monitoringinfrastructureresourcess alsousedto
monitor its own components. Therefore,self-monitoring
andrecovery mechanisménherit all the capabilitiesof the
monitoring system, such as flexibility, dynamic extensi-
bility, actve monitoring, online-correlationof data, and
self protectionusing security mechanismsf the mobile
agentplatform. The systemincorporatedeaturessuchas
component-leel self-monitoring, persistentrecovery, and
soft statemanagementThe datacorrelationand aggrea-
tion mechanismef Konarkcanbe usedto detectmoreso-
phisticatedand subtlefailuressuchasabnormalitiesn the
contet of thewhole system.
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