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INFORMATION TECHNOLOGIES COMMITTEE
MINUTES OF MEETING
APRIL 4, 2006
 
[In these minutes:  Xythos; Security Update; Mandatory, On-Line Security Training]
 
[These minutes reflect discussion and debate at a meeting of a committee of the University of Minnesota
Senate; none of the comments, conclusions or actions reported in these minutes represent the views of, nor
are they binding on, the Senate, the Administration or the Board of Regents.]
 
PRESENT: 
Andy Lopez, chair, Mark Sanders, John See, Dale Swanson, Deanette Schmidt, Stephen Cawley, Linda Jorn,
Alan Ek, Douglas Ernie, Joan Hughes, Greg Laden, David Moretz, Mahmoud Sadrai, Eli Mayfield
 
REGRETS:  Nancy Herther, Eric Celeste, Jim Waddell
 
ABSENT:  Christine Blue
 
GUESTS:  Ken Hanna, Scott Ruud, Paul Honsey, Ross Janssen
 
OTHERS:  Bernard Gulachek, Shih-Pau Yen
 
I).  Professor Lopez called the meeting to order, and asked those present to introduce themselves.
 
II).  Members unanimously approved the March 7, 2006 minutes.
 
III). 
Professor Lopez called on OIT representative Scott Ruud to introduce the next agenda item, Xythos, a
document management and storage system. 
Mr. Ruud reminded members that OIT had come before the committee awhile back to discuss a strategy for
best utilizing the University’s storage area network (SAN).  Since that time, OIT, via the RFP process,
purchased Xythos Software. 
Currently, OIT is in the very early implementation stages of making this software available to the University
community.
 
Paul Honsey, information technology professional, noted that Xythos is accessible via WebDAV or
WinClient browsers, and allows users to share their files both internally or externally via email.  Other
features of Xythos include, but are not limited to:

Facilitates file collaboration amongst multiple users.
Versioning, to distinguish changes that have been made to a document over the course of time.
Creates document workflows.
Database format makes searches easy.
Subscription feature notifies multiple users when a file has been modified or a new file added.

 
Next, Mr. Honsey provided the committee with a demonstration of Xythos.
 
Questions/comments following Mr. Honsey’s demo included:

How much space will each user be allocated on the SAN?  As departments or colleges choose to use
Xythos, faculty, students and staff will be allocated 5 gigabytes stated Scott Ruud.
Will users be allowed to purchase additional space on the network?  Yes, if there is a demand, OIT will 
make arrangements to allow users to purchase additional space.
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Will there be daily back-ups of the space? 
Scott Ruud replied that no final decision has been made concerning back-ups.  This will require further
analysis.
When will the space be available for use by the University community?  Early summer stated Mr. 
Ruud.
Will the system be capable of inter-desk mount sharing from other file systems?  Mr. Honsey believes 
that WebDAV is the only option that will be available as the system begins operating.  Further testing
and analysis will be done to verify what other options may be available in the future.
Please describe the functionality between X.500 authentication and emailing links.  Can information be 
shared outside the University with people that do not have X.500 authentication?  Yes, via the ‘ticket’
feature that was demonstrated earlier. 
The ticket allows the receiver to have whatever rights to the file that the ticket permits.  Individuals 
within the institution, however, are not required to use the email feature to share their files.  Instead,
individuals within the University can simply set permissions based on the directory within the
application.
Aside from receiving an email indicating that there is new information in a faculty, student or staff
member’s space, how would someone know they have new information in their space?  The person that
is giving access to the information in his/her space would need to notify the recipient.
How does Xythos work on a Macintosh? 
The web client works the same on all platforms; however, there is no desktop client for the Macintosh.
Is Xythos planning on developing a desktop client for Macintosh users?  Mr. Honsey does not believe 
that Xythos plans to do this, at least at this time.
Xythos will be a great resource/service, which many within the University community will benefit
from.
Is this service free to individuals outside the University who are collaborating on a project?  Yes, 
because they do not need to purchase the software in order to use it.  Rather, simply receiving a ‘ticket’
allows an individual outside the University access to the space.
Why was Xythos chosen over other management and storage systems?  Xythos was chosen for its
functionality, cost and efficiencies. 
In addition, Xythos has a great deal of experience in higher education settings, and is expected to fit
well into the University’s environment.
Does Xythos create any security concerns?  According to Scott Ruud, Xythos is expected to help
reduce some potential security breaches, and allows for easier sharing of documents without people
having to keep files and potential private data on their desktop or laptop machines.
What kind of adoption rates does OIT expect for Xythos?  Over a three-year period, the adoption rate is
anticipated to be approximately 80%, and, in the first year, the adoption rate is expected to be roughly
30%.

 
Professor Lopez thanked Scott Ruud and Paul Honsey for the Xythos presentation.
 
IV).  Professor Lopez called on Ken Hanna from OIT to provide a security update.  Mr. Hanna began by 
noting that the portability of technology media is an ever-increasing security concern as is the Internet and
the security issues around it. 
While tools are being developed to help mitigate portable media security concerns, they are not yet in
widespread use.
 
The Office of Information Technology’s Securing Private Data Standard (Appendix G) -
http://www1.umn.edu/oit/security/privatedata.html - stipulates that all private data stored on laptop
computers or other portable devices be encrypted.  Compliance issues can, in part, be attributed to the fact
that some encryption programs are not particularly easy to use.
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The best strategy for dealing with private data is to not store it on portable devices.  If it is absolutely
necessary that private data be stored on a portable device, a great deal of thought should be given to the fact
that the device could be lost or stolen, and, therefore, the requirement that this data be encrypted.
 
Macintosh has a built in encryption program, which is considered by many to be the superior product in the
industry. 
While Windows XP also has a built in encryption program, because it is part of the operating system, if a
problem occurs in any part of the code base, the entire system would be adversely affected, including the
encryption.  Mr. Hanna referred members to the OIT website (http://www1.umn.edu/oit/security/), which lists
several encryption options.
 
Mr. Hanna went on to note that whenever OIT receives a theft report for a laptop it runs a program on the
network to watch for the laptop (assuming it has a University network address).  Because the University
network is only a very small part of the entire Internet, very few laptops are actually recovered this way. 
Even if the laptop is recovered, it is impossible to know what was done with the private data while it was
missing.
 
The importance of thinking about whether it is a good idea to store private data on a portable device in the
first place, and, in the event a device is lost or stolen, what should happen next, all needs to be thought
through.  Another issue is the proper storage of back-up media.  Back-up media need physical security as
well e.g. a locked file cabinet.
 
Data security is an area with no easy answers. 
SAN and Xythos are anticipated to mitigate some security problems as will educating the University
community about the importance of securing private data.
 
Questions/comments from members following Mr. Hanna’s security update included:

A member shared that a laptop was recently stolen from his department, and while the police took the
report, they indicated that there was nothing that could be done to recover it.  This statement contradicts
with the information shared earlier that OIT can run a program on the network to watch for stolen
laptops.  Are the police aware of OIT’s ability to do this?  Mr. Hanna stated that the police are aware
that OIT can put a watch on the network to look for missing devices, but that he will reinforce this
capability with them again. 
He added that the police can put out an alert to local pawnshops whenever they receive a report of a
stolen portable device.
Laptop manufacturers should consider a feature, similar to cell phones, whereby service can be
cancelled in the event a device is lost or stolen.
In terms of security, a member expressed two major concerns:  email and wireless connections.  The 
University could be doing more to help its constituent base encrypt their email.  Mr. Hanna stated that 
the nature of email is that it is not internal. 
Therefore, encryption needs to be done via a public key infrastructure (PKI) or via symmetric
encryption, which requires a password. 
The technologically sophisticated solution to this problem, to the best of Mr. Hanna’s knowledge, has
not been implemented widely. 
OIT staff noted that a great deal of research has been done involving PKI, but a lot more work needs to
be done before it could ever be rolled out to the University community.  Then, in terms of security
concerns around wireless connections, University central systems use SSL to communicate, and are,
therefore, using a secure form of communication.  A vulnerability until recently has been that X.500
passwords were going across the wired and wireless networks unsecured if the user did not have SSL
turned on. 
OIT, however, has been working diligently to implement the use of SSL for sending X.500 passwords
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across the wired and wireless networks. 
Starting sometime this week, OIT will shut down the non-secure way of sending email.

 
V). 
Steve Cawley reported that the University and the Minnesota State Colleges and Universities System have
developed a data security training program for faculty and staff.  This on-line training program, entitled
Public Jobs/Private Data, will be introduced this spring.  The training program will be rolled out using three
short modules, which will take on average 10 – 15 minutes to complete.  The modules will be released over
an extended period so as not to overburden workloads. 
Mr. Cawley added that in light of a series of security breaches, laptop thefts, and misunderstandings
concerning the University’s security policies (http://privacy.ahc.umn.edu/sec_req.html), a decision has been
made to make this training mandatory for all faculty and staff.
 
Ross Janssen, the University’s HIPAA privacy and security officer, distributed two handouts on the training
program, one containing general course information and the other depicting sample screen shots from the
various training modules. 
He noted that the courses are very brief and are delivered from a high level perspective containing a lot of
security resource information.
 
Course objectives:

Course 1:  Data Security in Your Job – provides the high level framework concerning data security.1.
Course 2: 
Securing Your Workstation – addresses how to keep workstations secure as well as tips on how to keep
your home computer secure.

2.

Course 3:  Using University Data – illustrates security best practices using different scenarios.3.
 
Following Course 3 there will be a survey, which asks people their role at the University and the type of data
they work with.  Based on survey responses, additional courses will be assigned.  Additional courses include: 
financial data, personnel data, health data, student data, research data, and managers and supervisors.
 
There will be a communication campaign around these courses to introduce the program, and reinforce the
importance of maintaining secure data.  The School of Nursing will pilot this program.  Then, in early May, 
there are plans to start rolling-out the program to the rest of the University community.  For additional 
information concerning this training program, members were referred to the following URL: 
http://privacy.ahc.umn.edu/
 
Comments/questions from members included:

Many faculty and staff are completely unaware of security issues.  Mr. Janssen agreed with this 
comment and stated that this training program is intended to reinforce the message that faculty and
staff, as part of their employment at the University, work with data that belongs to the University, and
that this data has value.
How will this mandatory training be enforced?  To a degree, the HIPAA mandatory training program
will be used as a model for enforcement. 
It is likely that each unit will be asked to identify a contact person for enforcement purposes.
It was mentioned that numerous faculty have nine month appointments, and that it would not be a good
idea to rollout this program to faculty members in May knowing that many will not be around to
complete the training in a timely fashion.
Will graduate students be required to take this training?  Yes, stated Mr. Janssen.  He added that
HIPAA, for example, requires all volunteers and students that work with private data to take the
mandatory HIPAA training.
It will be particularly important that the communication plan for this program be very thoughtful in
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order to motivate people to understand why security training is so critical.
Will secure deletion be addressed as part of the security training?  Yes, secure deletion will be 
addressed in both electronic and print formats.

 
Mr. Cawley noted that the University’s Security Advisory Committee meets on a regular basis to address
security breaches that have occurred on campus.  He noted that the University has a policy dealing with
security breaches, which he will bring to the May meeting for member’s information.  Mr. Janssen added that
the legislature has established a Minnesota Security Breach Notification Law that became effective in August
2005. 
This law essentially requires the University to notify individuals if there is a security breach of certain private
or sensitive data. 
This is a tremendous technology and communication effort where costs for these activities will be passed to,
and paid by the department where the security breach occurred.  A letter was sent to Deans, Directors and
Department Heads in December 2005 outlining this new law 
(http://www1.umn.edu/oit/security/Letter_NewMNStateLaw.html).
 
Prior to concluding this discussion, members unanimously passed a motion endorsing OIT’s mandatory,
on-line security training program.
 
VI).  Professor Lopez asked members what they would like on the May 2 agenda.  The following items were 
mentioned:

Security breach policy.
Wireless standard.
On-line, employment application demo/information.

 
Prior to adjourning the meeting a member mentioned that the preliminary report issued by the Research
Infrastructure Task Force is now available on-line.  Oddly enough, this report does not mention the need for
OIT or Library support when it comes to research infrastructure.  Members were encouraged to review this
report, and comment as they see fit.  Deadline for comments on this report is April 30, 2006.
 
VII).  Hearing no further business, Professor Lopez adjourned the meeting.
 
                                                                                                Renee Dempsey
                                                                                                University Senate


