
Minutes* 
 

Senate Research Committee 
Monday, February 20, 2006   

1:15 - 3:00 
238 Morrill Hall 

 
 
Present: Steven Ruggles (chair), Dianne Bartels, Lyn Bearinger, Kathy Bowlin, Christopher 

Cramer, Sharon Danes, Penny Edgell, Genevieve Escure, James Klaas, Tim Mulcahy, 
Mark Paller, Charles Spetland, George Trachte, Barbara VanDrasek, Michael Volna  

 
Absent: Mark Ascerno, Richard Bianco, Arlene Carney, James Cotter, Dan Dahlberg, Robin 

Dittman, J. Stephen Gantt, Jake Granholm, Paul Johnson, James Luby, Brian Reilly, 
Thomas Schumacher, Maria Sera, Virginia Seybold, Jean Witson 

 
Guests:  Craig Moody, Steve Cawley, Ross Janssen 
 
Other: none 
 
[In these minutes: Data Security and Management Training; Proposal for Chemical Physical Safety 
Committee for Research Operations] 
 
 

Professor Ruggles convened the meeting at 1:15 pm. He said that the Research Committee 
meetings on March 6 and March 20 will discuss task forces summaries and reports, which will be 
distributed prior to the meetings.  
 
1. Data Security and Management Training  
 
 Professor Ruggles welcomed Steve Cawley, Associate Vice President and CIO, Office of 
Information Technology, and Ross Janssen, Academic Health Center, to discuss data security.  Mr. 
Cawley began by saying that as required by law, anyone who dealt with medical records at the University 
had taken HIPAA training.  However, he noted, all critical data was at risk, not just health data and he 
said that they needed to design training so it is accessible to all data, not just HIPAA.  As they looked at 
the current computer environment, they were looking to the end-user to ensure that data is secure.  Mr. 
Cawley noted that the IT support model is irregular across campus, and a new Minnesota law states that 
when a breach occurs with personal information on computers, the affected parties must be notified.  The 
University has an advisory panel to review such cases and thus far it had dealt with a small number of 
cases.  Professor Ruggles asked how such breaches occurred.  Mr. Cawley said it was mostly due to 
unsecured computers or faculty who might have grades on their computers.  To Ms. Van Drasek's 
question, Mr. Cawley said that the law applies to all breaches, and that there must be evidence that the 
computer has been breached.  Mr. Cawley noted that the threat risk has increased dramatically, and that 
they'd been working on a training program to address this.  Mr. Janssen said that when the new training 
program was being discussed for HIPAA, it was suggested that a training program be developed for other 
data that might be vulnerable.  He distributed documents which outline the training programs and 
objectives.  Professor Edgell asked if all faculty had to take all three modules of the training.  Mr. Ross 
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replied that no, not all modules are automatically assigned.  Mr. Cawley added that for faculty in the 
Academic Health Center (AHC) working with HIPAA data, training would be required; however, the 
decision had not yet been made that all classes would be mandatory.  Professor Cramer asked why anyone 
should be able to get out of training.  Professor Edgell said that there was a person on staff in her 
department who dealt with computer issues, and said that she had nothing on her personal computer that 
could be compromised.  Professor Paller noted that that was an exception, and Professor Edgell said that 
people should be given the choice to opt out of training.  Mr. Janssen said that the content of the training 
was designed for individual users as University employees, and designed to engage best practices 
guidelines when dealing with private data. He noted that it was difficult to predict the individual behavior 
of users. 
 
 The committee discussed the training objectives and securing computers.  Professor Edgell said 
that many faculty have support personnel on whom they rely to vet such issues, and that the training 
should take into consideration other methods of infrastructure support.  She suggested it might be a better 
approach to train the trainer.  Professor Danes said that when she took HIPAA training she learned more 
than she thought she would, and said she would suggest the opposite because "you don't know what you 
don't know." Professor Ruggles said it was an issue of weighing costs against risks, and pointed out that 
the costs are never borne by those issuing the mandate.  He asked if there was documentation of the 
consequences of breaches, adding that there are breaches where nothing happens to the data.  Mr. Cawley 
said that one of the major expenses with breaches is recovering data and that servers have massive 
amounts of data.  Professor Edgell said that everyone who has a server should have training, and that 
while she supported redundancy in the system, she wanted to make sure that people were being trained 
appropriately.  She said that she would prefer that the hands-on decision makers were being trained.  Dr. 
Mulcahy said that perhaps the issue was to look at the training modules, remove the technical aspect and 
deal with behaviors of users.  Mr. Janssen said the training gave good ideas for dealing with data and 
identifying for users what private data was. 
 

Mr. Cawley and Mr. Janssen stressed the need to raise awareness to safeguard data and the need 
to standardize approaches. Professor Edgell reiterated her concern that the training was simply "one size 
fits all" without assessing what is already in place to address the issues.  Mr. Cawley said that many 
departments do not have IT support and suggested one option could be for a group to opt out if they do in 
fact have IT support, and/or to train the trainer.  Professor Paller asked about a situation where faculty 
might get a grant and buy a server, yet no one knows of its existence.  That could be one risk in excusing 
an entire department.  Professor Ruggles said it was difficult to know based on the learning objectives 
how time consuming or how fundamental the learning modules were.  Professor Cramer suggested that 
one hour of training was not especially onerous, and he said that faculty can often be too lackadaisical.  
Professor Bearinger said that there were many ways to breach security without intending to or being 
aware of it.  There is also the issue of liability for breaches, and faculty need to know the behaviors that 
create risk. 

 
 Mr. Cawley said that his understanding of the discussion was that if there was too much technical 
information in the training it would not be as effective, and that they would also consider an opt-out 
strategy.  Dr. Mulcahy asked if this was only being considered for faculty, and asked about staff and 
managers.  Mr. Cawley said that was being taken into consideration as well, noting that HIPAA is 
required by law for everyone dealing with medical information.  Dr. Mulcahy asked if it this training 
would satisfy the HIPAA requirements for retraining.  Professor Danes asked about the timeline for 
training, and Mr. Janssen said it would be initiated this spring.  Professor Ruggles thanked Mr. Cawley 
and Mr. Janssen for meeting with the committee. 
 
 
 



2. Proposal for Chemical Physical Safety Committee for Research Operations 
 
 Professor Ruggles welcomed Craig Moody, Director, Environmental Health and Safety, who 
distributed a proposal for a chemical physical safety committee.  He said his office was responsible for 
compliance with regulations regarding the use of chemicals, and that the National Institute of Health and 
the Nuclear Regulatory Commission specifically require the University to have oversight committees to 
comply with biosafety and radiation rules.  Mr. Moody said the issue is how to provide appropriate 
oversight, and how to provide review and rules for hazardous operations.  He said he was proposing the 
establishment of a committee to review protocols to define standards and establish thresholds.  Under the 
proposal, a Chemical-Physical Hazard Committee would be established to review/approve research 
protocols involving the most hazardous chemicals or operations.  The Committee would establish 
thresholds for review of highly hazardous chemicals or physical hazards, and requirements determined by 
the Committee for high hazard operations would be binding.  One of the recommendations in the proposal 
would be to administer a fund to loan money to PIs and/or departments to address safety deficiencies 
driven by program needs.  The committee would also review issues of non-compliance.  He stressed that 
the objective was to avoid serious injury and that they would like to do an assessment as soon as possible 
before operations are put into place. 
 
 Mr. Moody went on to discuss committee membership, which would be appointed by the Vice 
President for Research in consultation with stakeholders, and would have representatives from research 
administration, faculty, graduate students, DEHS and RSOs.  He said that there were 1000-plus personnel 
using chemicals in labs, and the value of the committee would be to set the bar to review the less 
hazardous operations.  Mr. Moody asked for feedback from the committee about the proposal.  Ms. 
Bowlin asked what the difference between "hazardous" and "very hazardous" was.  Mr. Moody said that 
the committee would define this.  He cited different used of gases and chemicals, and extremely toxic 
materials, and said that the committee would take into account other aspects, including storage, lab 
operations, etc.  Professor Edgell asked how the committee would deal with overlapping regulations.  Mr. 
Moody said that users would submit a proposal to the committee to use a certain chemical, and it would 
be approved or approved with restrictions.  He said it would be difficult to control the use of materials by 
denying requests.  Professor Paller asked how what the proposed committee would do differed from what 
his staff already did.  Mr. Moody replied that his staff would still be involved, and that the process with 
working with a Principal Investigator (PI) would differ in that a PI would have to have a proscribed set of 
information.  The committee would provided technical assistance, establish a safety plan and establish 
appropriate limits.  Professor Paller asked if there weren't already lab safety plans in place.  Mr. Moody 
clarified that this process would establish more specific procedures.  Professor Paller asked about the 
reaction of stakeholder groups to the proposal.  Mr. Moody responded that as of yet, stakeholder groups 
had not yet been established.  Professor Mulcahy said that there were advantages in the approach, citing 
that faculty who work with these things should help establish the level of requirements.  Further, if there 
are disputes between a lab and administration, there is no mechanism to arbitrate the dispute.  He also 
reiterated the idea that the fund gets around the problem of who is going to pay for what without delaying 
addressing a potentially dangerous situation.  Mr. Moody said that the policy would not be just dealing 
with "garden variety" hazardous material, but that of a higher level, pointing out that some hazards may 
not be routinely thought about.  Professor Edgell said that she liked that the committee would take a 
proactive stance, rather than reactive.  Mr. Moody said it would be ideal if users would look at these 
issues on their own but they do not, and the committee would get more people participating with 
established guidelines.  Professor Bearinger said that this was parallel to the "use of human subjects" 
parameters with the IRB, which also discusses levels of risks.  This would allow the University to have a 
registry of the location of certain hazardous materials, and she also suggested that perhaps an exempt 
status be offered for an array of materials/chemicals, defined as low-risk, just as the IRB identifies various 
types of studies, e.g. secondary analysis of anonymous datasets, to be exempt. Professor Paller asked how 
many applications the committee might receive if the thresholds are high enough.  Mr. Moody said he 



anticipated one per month or so.  Professor Paller recommended the committee follow the IRB model.  
Professor Cramer said that expertise must be considered in establishing guidelines, and noted that many 
of his colleagues in the chemistry department would be sensitive about guidelines regarding chemicals 
that they use routinely.  Professor Bearinger asked what the rules were regarding access to chemicals. 
Professor Cramer outlined the standard rules.  The committee discussed these rules.  Dr. Mulcahy pointed 
out that where many chemicals are stored or used, the access of cleaning crews was not limited but they 
chose not to go into those labs.  With certain thresholds, it was not just a matter of chemicals but volume 
and how they are used.  Mr. Moody added that the committee should look at what is working in the 
system as well, not just shortcomings.  Dr. Mulcahy said that thresholds should be considered so that 
requirements are not so onerous that no one complies, and Mr. Moody responded that they were sensitive 
to establishing useful thresholds.  Professor Ruggles asked about the intended committee structure as 
compared to other similar committees.  Professor Bearinger said that who has access to the information is 
at issue as well, and she asked who would be informed and how that they might be working in the vicinity 
of chemicals.  Mr. Moody acknowledged this, and said that he would take the salient points of the 
discussion to further flesh out the policy. 
 
 Professor Ruggles adjourned the meeting at 2:30 pm.   
 
 
      -- Mary Jo Pehl 
 
University of Minnesota 
 


