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Abstract

Model-based development tools are increasingly being used for system-level develop-
ment of safety-critical systems. Architectural and behavioral models provide impor-
tant information that can be leveraged to improve the system safety analysis process.
Model-based design artifacts produced in early stage development activities can be
used to perform system safety analysis, reducing costs and providing accurate results
throughout the system life-cycle.

Safety analysis is used to ensure that critical systems operate within some level
of safety when failures are present. As critical systems become more dependent on
software components, it becomes more challenging for safety analysts to comprehen-
sively enumerate all possible failure causation paths. Any automated analyses should
be sound to sufficiently prove that the system operates within the designated level of
safety. This paper presents a compositional approach to the generation of fault forests
(sets of fault trees) and minimal cut sets. We use a behavioral fault model to explore
how errors may lead to a failure condition. The analysis is performed per layer of the
architecture and the results are automatically composed. A complete formalization is
given. We implement this by leveraging minimal inductive validity cores produced by
an infinite state model checker. This research provides a sound alternative to a mono-
lithic framework. This enables safety analysts to get a comprehensive enumeration
of all applicable fault combinations using a compositional approach while generating
artifacts required for certification.
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Chapter 1

Introduction

In our increasingly computerized world, the concept of system safety has become of
great importance to many different fields. A complex safety critical system is one whose
safety cannot be shown only through testing, whose logic is difficult to comprehend
without the aid of analytical tools, and that may contribute—directly or indirectly—to
loss of life, damage of the environment, or large economic losses [1]. Critical systems
can be found for example in the aviation, automotive, nuclear, and medical industries.
The process of designing such systems, from inception to deployment, presents numer-
ous challenges with which researchers have been contending.

System safety has been an important factor in the design of systems for many years,
but the birth of system safety as we know it today began shortly after World War II.
The US Air Force was having numerous aircraft accidents; over 7,700 aircraft were
lost between the years of 1952 and 1966 and over 8,000 people were killed [70]. Their
approach to aircraft system safety was to analyze the accident and “fix” the problem
for the next flight. At the time, many of the accidents were blamed on pilots, but a
number of flight engineers did not believe the causes were so simple. They posited that
safety must be designed and built into the aircraft [90]. With the growth of nuclear
capabilities, the defense industry complex, and the overall increase of computerization,
the need to abandon a “fly-fix-fly” approach to safety was imminent [70, 90, 102]. The
goal became to avoid accidents, instead of fixing a problem after an accident occurs.

Today, system safety analysis is crucial in the development life cycle of critical
systems to ensure adequate safety as well as demonstrate compliance with applicable
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standards. The process meant to guide the development and certification of safety crit-
ical systems has been standardized by competent authorities [1, 131, 132].

A prerequisite for any safety analysis is a thorough understanding of the system
architecture and the behavior of its components; safety engineers use this understanding
to explore the overall system behavior, assess the effect of failures on the system’s
safety objectives, and construct the accompanying safety analysis artifacts so that safe
operation can be ensured and demonstrated [131, 132]. System information and safety
artifacts can also reveal missing requirements or be used to strengthen the existing ones,
and they give crucial information about how the system responds to faulty components
or errors in functionality that cross component boundaries [30]. An important goal
of the safety assessment process is to show what kinds of failures may occur during
normal use of the system. These analyses, both qualitative and quantitative, can provide
information on how the system is safe (or unsafe) for use [127].

The development life cycle of critical systems can be roughly seen as two main
thrusts that occur in tandem: one side focuses on the system development itself; the
requirements of the system, the hardware and software design, and the logical behavior
of the components and their interactions. The other side is safety assessment of the sys-
tem. Safety analysts are concerned with the failure of a system; systems can be unsafe
(fail) with or without component or software failures. Safety analysts use information
generated during the system design and development process and analyze the system
from the perspective of failure; in other words, they focus on what can make the sys-
tem unsafe. This is used to strengthen the system design and provide feedback into the
development process.

Due to the complex nature of this arrangement, these sides are in reality not always
done in strict parallel and are rarely synchronized perfectly. Furthermore, the artifacts
given to safety analysts from system engineers are not always formal in nature, they
may come from various sources, and they often do not clearly define the entire system
and its behavior. To address this concern, model-based system engineering (MBSE)
and model-based safety assessment (MBSA) caught the attention of researchers in the
safety critical system domains [21, 68, 75, 80, 96]. In model-based engineering, the de-
velopment efforts are centered on a model of the intended system. Various techniques,
such as formal verification, testing, test case generation, execution and animation, etc.,
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can be used to validate and verify the proposed system behavior. Given this increase
in model-based development in critical systems, leveraging the resultant models in the
safety analysis process and automating the generation of safety analysis artifacts holds
great promise in terms of accuracy and efficiency.

Many of the techniques proposed for MBSA require the development of fault mod-
els specific for safety analysis; that is, the techniques do not rely on the extension of
existing system models, but rather require purpose-built fault models that are separate
entities [18, 24, 68, 75]. In this approach, there is a system model used by the sys-
tem engineers and a separate fault model used by safety analysts. As systems become
more complex, it becomes difficult to ensure that the fault model developed for safety
analysis conforms with the the model created for the development efforts – just as it
is difficult to show that the system model conforms to the actual implemented system.
Another problem of this approach is that any changes made in system development are
not automatically reflected in the safety analysis process; those changes must be com-
municated to safety analysts and incorporated into the separate fault model. This brings
us right back to the problems of a non-model based approach.

Part of the safety assessment process determines how faults can manifest themselves
in a particular component, but also how a manifested fault (or error) can propagate
through a system. Error propagation can be handled a variety of ways; most commonly
this is done through the use of signal flow diagrams, a deep understanding of the system
components, and the intuition of a good analyst [95]. Various research has attempted to
address this gap by providing tools that operate over a model and provide some form of
propagation analysis, (e.g., [18,54,78]). Other times this propagation is done explicitly
(the analyst manually defines where the fault will propagate through the system) [97],
but as the size and complexity of industrial sized systems grow, explicit propagation
can become unwieldy [142]. To address this problem, behavioral propagation has been
introduced [18, 139]. Behavioral propagation automates the process of propagating the
error through the system and requires no explicit statements of what effect the error will
have on components. In reality, both approaches are beneficial to an analyst. At times,
there are effects that are known and easily captured explicitly. Other times, even within
the same system, complex interactions make explicit propagation difficult to manage.
To provide the most flexibility for an analyst, both approaches should be possible.
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While using model based safety assessment, verification of the model and its re-
quirements can provide additional and crucial information about the system model.
Verification, in this context, is the process of mathematically proving or disproving the
correctness of a system with respect to certain properties or requirements. As a model
and the number of system requirements grow, a scalable approach is of utmost con-
cern. Without it, verification of the model and its requirements cannot be adequately
performed.

Commonly used artifacts in the safety assessment process are minimal cut sets,
or the minimal sets of faults that can lead to a violation of a system safety property
and their associated fault trees. The automatic generation of these artifacts have been
studied in depth, but have often lacked in terms of scalability [15, 81, 101, 104, 143].
Some research groups have introduced automating aspects of the safety assessment
process and have developed tools to support this [21, 25, 78]; nevertheless, there are
gaps in current capabilities we address in this dissertation.

1.1 Objectives and Summary of Contributions

The long range goal of this research is to increase system safety through the support of
a model-based safety assessment process backed by formal methods to help safety en-
gineers with early detection of design issues and automation of the artifacts required for
certification. The contributions of this dissertation, which are logical steps towards
the goal, started with the definition of a modeling notation such that the information
required for the safety assessment process can be easily captured in the system model.
Once this notation was in place, we defined analysis procedures to verify that the sys-
tem model meets its requirements in the face of failures. Further exploration of the
model, component interactions, and problematic fault combinations were incorporated
into these analyses in order to fully understand the safety of the system. Domain spe-
cific case studies demonstrate the feasibility of this approach.

The objectives of this dissertation were accomplished by providing the following
contributions:
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Defined a modeling notation to capture safety information in a shared model. Be-
fore a fault modeling notation was defined, we chose an appropriate modeling language.
The Architecture Analysis and Design Language (AADL) is an SAE International stan-
dard language that provides a unifying framework for describing the system architec-
ture for performance-critical, embedded, real-time systems [7,53]. From its conception,
AADL has been designed for the design and construction of avionics systems. Rather
than being merely descriptive, AADL models can be made specific enough to support
system-level code generation; thus, results from analyses conducted, including safety
analysis, correspond to the system that will be built from the model. This specificity
supports a close relationship between the system development and safety assessment
processes. This modeling language was chosen for these reasons.

We extended the AADL grammar with a safety annex extension while keeping spe-
cific fault modeling needs in mind [139, 142]. The extension supports behavioral and
explicit fault propagation, flexible fault modeling that allows for modeling various types
of realistic component failures, and a back-end model checker that performs the anal-
ysis. Within the AADL model, a user can add the safety annex which contains fault
definitions for components. The flexibility of the fault definitions allows for either
complex or simple fault behavior. This allows analysts to capture realistic faulty com-
ponents and scenarios in the model. When a fault is activated, it modifies the output of
the component. This faulty behavior may lead to a violation of the contracts of other
components in the system, including assumptions of downstream components. The
model checker analyzes the impact of a fault when the safety analysis is executed on
the extended model.

Defined analysis procedures to verify behavior of the model in the presence of
faults. Given a safety property or requirement, it is useful to see if the property can
be verified when faults are present (or active) in the system model. The fault analy-
sis statement—also referred to as the fault hypothesis—resides in the AADL system
implementation that is selected for verification. The hypothesis statement may specify
either a maximum number of faults that can be active at any point in execution (max
n fault hypothesis) or that the only faults to be considered are those whose probability
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of simultaneous occurrence is above some probability threshold (probabilistic hypoth-
esis). In the former case, we assert that the number of simultaneous faults is at or
below some integer threshold. In the latter, we determine all combinations of faults
whose probabilities are above the specified probability threshold, and describe this as a
proposition over the fault variables in the model. If any combination of faults is within
allowable parameters during analysis and this causes a property violation, the user can
view the state history of the system. This analysis provides valuable system informa-
tion about the relationship between the requirement of interest and the defined faults in
the model [139, 140].

Provided in depth analysis capabilities that explore system models and composi-
tionally derive sets of fault trees and associated minimal cut sets. The minimal
sets of faults that when active can violate a safety property, or minimal cut sets, are
commonly used in the assessment and certification of critical systems. Since the intro-
duction of cut sets in the field of safety analysis, much research has been performed
to address their generation [30, 50, 119, 120, 128]. One of the ongoing problems with
minimal cut set generation is the inability to scale to industrial-sized systems. As the
system gets larger, more minimal cut sets are possible with ever increasing cardinal-
ity. In recent years, researchers have leveraged model checking to address this prob-
lem. [17,25,26,28,128,133]. We have pushed forward on this front and found a way to
generate these sets in a compositional fashion by composing sets of fault trees. Com-
positional verification performs the proof in a per-architectural-layer approach; this
divides a very large proof over the entire system into smaller proofs over each layer
of the system. These smaller proofs are then composed together to provide the system
level proof.

The composition of fault forests (sets of fault trees) is also performed per layer. We
extend the underlying transition system with Boolean literals that correspond with fault
activations. This information is used to determine which active faults may lead to a vio-
lation of a safety property. The Boolean formula that corresponds with these potentially
active faults and violated safety property is composed per layer of the architecture.

To our knowledge, composition of fault forests has not been previously performed.
This research formalizes the composition of fault forests and implements the associated
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algorithm in tools supporting the safety annex.

Explored how the formal specification of requirements can change analysis re-
sults. Splitting a complex requirement into its constituent conjuncts introduces the
possibility of changing certain analysis results. Because the compositional analysis of
fault forests relies on the requirements for each component, it is natural to question
how the structure of the requirements may affect analysis results. We explored this idea
by automatically decomposing requirements into smaller subexpressions and rewriting
them into semantically equivalent but syntactically (structurally) different forms, and
compared analysis results between the original contracts and the rewritten contracts and
discussed the findings. We found that as the requirements became more granular, i.e.,
split into more conjuncts [64], the proof cores computed per layer show which sub-
formulae of an equation were necessary to prove a safety property. The specificity of
requirements we refer as granularity and this idea ties into a broader discussion of the
ideas underlying requirement engineering, behavioral modeling, minimal cut sets, and
system development.

Demonstrated the objectives of this proposal by use of case studies. A case study
from the safety critical aerospace domain illustrates the process of using the safety
annex for AADL and demonstrates the capabilities of the implemented analyses de-
scribed in this research. We perform various timing experiments to provide insight into
the scalability of the approach. Furthermore, numerous subsystem examples are given
throughout the dissertation to illustrate specific capabilities and solutions. These exam-
ples demonstrate how the safety analysis process described in here can be applied in
the domain of aerospace and other critical systems domains.

In summary, this dissertation provides a modeling notation that supports a close
relationship between the system development and safety assessment processes, and it
defines analysis procedures that verify that the system model meets requirements in the
presence of faults. This research also provides a formalism that defines compositional
derivation of fault forests, and it explores the granularity of contracts and how that
affects analysis results. Finally, the demonstration of these contributions are shown
through use of case studies.
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1.2 Structure of this Document

This dissertation is organized into eight chapters. Chapter 2 discusses the preliminaries,
related work, and an overview of formal verification. Chapter 3 provides a detailed look
at fault modeling in complex critical systems and the safety annex and its implementa-
tion. Chapter 4 describes the composition of fault forests and provides the formalisms
and algorithms; this is followed by a chapter on case studies. Chapter 6 provides the
initial exploration of how contract specification can change the results of the analysis.
We include Chapter 7 as a discussion of this research and how it could be extended.
Lastly, the conclusion in Chapter 8 summarizes the dissertation.



Chapter 2

Preliminaries and Related Work

Safety analysis plays an important role in the development of critical systems; it is
through the safety assessment process that safety engineers and certification authorities
are convinced that the system under consideration satisfies its safety requirements. In
this chapter, we describe the high level safety assessment process that is used in the
avionics industry, and then we introduce model-based safety assessment as an alternate
approach to the safety process. In addition, because the main contributions of this work
rely heavily on formal methods of analysis, the background and key ideas of formal
methods are presented. This is followed by a brief review of closely related work in
model-based safety analysis.

2.1 The Safety Assessment Process

As the capabilities of technology grow, so do the complexity and capabilities of me-
chanical and electrical systems. Many of these systems are safety critical; the loss of
correct functioning leads to loss of life, substantial material or environmental damage,
or large monetary losses [1]. The development of such complex systems can benefit
from a process with clearly defined design and implementation phases, and can further
be subdivided into several sub-processes and phases. Analyses can be performed for
each of the phases and when the analyses provide satisfactory outcomes, the process
transitions into the next phase.

In general, each field relies on various interpretations of the development process.

9
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In the field of aerospace technologies, the Aerospace Recommended Practice (ARP)
documents are commonly referenced. The Society of Automotive Engineers (SAE) is
an association of engineers and professionals devoted to the standards that guide the
development of transportation systems [131, 132].

Figure 2.1: The V Model in System Development

The V model in software engineering, shown in Figure 2.1, relates steps of the
design phase with a post-implementation phase. It describes how the requirements are
produced in the design phase and then how those requirements are verified against the
implementation in the post-implementation phase. The left side of the V describes
high-level design; the requirements of the system drive the design. The right side of
the V describes the low-level implementation and testing of each module independently
and as a whole.

ARP4754A, the Guidelines for Development of Civil Aircraft and Systems [132],
provides guidance on applying development assurance at each hierarchical level through-
out the development life cycle of highly-integrated/complex aircraft systems. It has
been recognized by the Federal Aviation Administration (FAA) as an acceptable method
to establish the safety assurance process. The safety assessment process is a starting
point at each hierarchical level of the development life cycle and is tightly coupled with
the system development and verification processes. It is used to show compliance with
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certification requirements and for meeting a company’s internal safety standards [132]
.

Figure 2.2: The V Model in Safety Assessment

The safety assessment shown in Figure 2.2 integrates each phase of the V model
with analyses specific to system hazards and their severity. It also shows how these
hazards should be addressed within the design phase.

The safety assessment process includes safety requirements identification (left side
of V) and verification (right side of V) supporting the aircraft development activities.
The aircraft-level Functional Hazard Analysis (FHA) is conducted at the beginning of
the development cycle and is followed by system level Functional Hazard Analysis
for individual subsystems. The FHA is followed by the Preliminary System Safety
Assessment (PSSA), which derives safety requirements for the subsystems, primarily
using Fault Tree Analysis (see Section 2.1.1 for more information on fault trees). The
PSSA process iterates throughout the design evolution as potential safety problems are
identified and addressed through design changes. Once design and implementation are
completed, the System Safety Assessment (SSA) process verifies whether the safety
requirements are met in the implemented design.

Both the preliminary safety assessment and the system safety assessment relies on
safety related artifacts that describe the behavior of the system in the presence of faults.
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These artifacts are used throughout the entire process of development and are ubiqui-
tous in the field of safety analysis. The most important of these for this research are
fault trees and minimal cut sets.

2.1.1 Fault Trees, Forests, and Minimal Cut Sets

A fault tree is a directed acyclic graph whose leaves model component failures and
whose gates model failure propagation. The system failure under examination is the
root of the tree and is called the top level event. The basic events are the events that
can occur in the system which lead to the top level event and in the graphical model,
these correspond to the leaves. A fault forest is simply a set of fault trees. The gates
in the fault tree describe how failures propagate through the system. Each gate has one
output and one or more inputs. For example in Figure 2.3, the AND gate on the bottom
left has two inputs and one output. The leaves of the tree represent the basic events of
the system and in the case of this fault tree, these four basic events can be found in the
minimum cut sets for this top level event. A minimal cut set is the minimal set of basic
events that must occur together in order to cause the top level event to occur. Finding
these sets is important to fault tree analysis and has been an active area of interest in the
research community since fault trees were first described in Bell Labs in 1961 [50,129].

Figure 2.3: A Simple Fault Tree

Figure 2.3 shows a simple example of a fault tree. In this example, the top level
event corresponds to an aircraft having an unintended change of altitude. In order for
this event to occur, there must be either a loss of thrust or the loss of a Fly-by-Wire
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system. This is seen through the use of the OR gate below the top level event. The
malfunction of both the left and right engines will cause the loss of thrust to occur
and the Fly-by-Wire system can be lost if either the hydraulic system or the electrical
system were to malfunction. The MCSs for this example are {Loss of Left Engine,
Loss of Right Engine}, {Loss of Hydraulic System}, and {Loss of Electrical System}.

History of Fault Trees Since the early days of safety engineering, fault tree analysis
has been a primary method of determining safety of a system and showing the behavior
of the system (with respect to its requirements) in the presence of faults [129,143]. Fault
tree analysis requires one to explore the faults of the system and their effects on sys-
tem behavior to determine minimal fault configurations that may violate requirements.
From the beginning of fault tree analysis in the 1960s, algorithms worked directly with
the fault tree structure to produce minimal cut sets [59, 135]. In essence, these al-
gorithms represented each AND/OR gate as a boolean expression and then performed
simplification to relate the basic events to the top level event without any gates [129]. In
1993, Rauzy et al. developed a new approach that converted the fault tree structure into
a binary decision diagram (BDD) [120]. This was a natural way to reduce the Boolean
formula into something far more computationally efficient and reducible to even sim-
pler forms. BDDs are still commonly used to perform quantitative and qualitative fault
tree analysis [9,33,63,76,121,122,125,137]. Other forms of fault tree analysis include
Monte Carlo methods [144], Markov chains [19], and variations on BDDs [104].

2.1.2 Model Based Development

System safety analysis techniqes are well established and used extensively in the de-
sign of safety critical systems. These safety analysis techniques are often performed
manually based on informal design models and various other documents [80, 134]. As
mentioned previously, fault trees are one of the most common artifacts used by safety
engineers, but different engineers may produce substantially different fault trees for the
same system. It becomes clear that the analyses are highly subjective and dependent on
the skill of the practitioner. Since the analyses are based on informal system documen-
tation, researchers and practitioners have proposed a consolidation of the information
into a central entity and use this entity to perform safety analysis [21, 30, 77–79, 97].

One way to achieve consolidation of information spread across various informal
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documents is through Model-based Development (MBD) [134]. In MBD, the devel-
opment is centered on a formal specification or model of the system. This model can
be analyzed for completeness and consistency [72], model checking [39, 67, 103], the-
orem proving [124], test case generation [6, 123], etc. One can also automate aspects
of the implementation from the formal specification. There are several modeling and
verification notations that provide these capabilities.

Model-based Development can also refer to a process that considers a non-formal
model, such as SysML [58] or UML [56], as the central development artifact. This is
commonly referred to as Model-Driven Development (MDD).

In this dissertation, we consider a formal model of the system in a language with
well-defined semantics as the central artifact of the MBD process.

2.1.3 Model Based Safety Assessment

The process of creating system models suitable for use in safety assessment closely par-
allels the model-based development process. A Model-based Safety Analysis (MBSA)
approach has been proposed in related literature [22,77,80] that extends the MBD pro-
cess.

Figure 2.4: Shared System/Safety Model in the Safety Assessment Process
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Model-based development focuses on electronic components of an embedded sys-
tem. To perform safety analysis at a system level, in addition to electronic or digi-
tal components, one must also consider the environment and mechanical components.
Both mechanical and electrical/digital components are necessary to model the system-
level faults that are of interest in safety analysis. By combining the models containing
digital components (i.e., software and hardware architectures) with models of the me-
chanical components (i.e., pumps, valves), we create a nominal model of the system.
The nominal system behavior is a model of the system as it behaves in the absence of
faults.

The nominal model can then be augmented with fault behaviors for the various
electrical and mechanical components to create the fault model of the system. A great
advantage to this approach is that the system and safety engineers work off of a shared
model as shown in Figure 2.4, which leads to a tighter integration between the system
and safety engineering processes. Figure 2.4 presents a proposed use of a single unified
model to support both system design and safety analysis. It describes both system de-
velopment and safety-relevant information that are kept distinguishable and yet are able
to interact with each other. The shared model maintains a living model that captures
the current state of the system design as it moves through the development life cycle,
allowing all participants of the process to be able to communicate and review the sys-
tem design. Industry practitioners have come to realize the benefits of using models in
the safety assessment process, and a revision of the ARP4761 to include Model Based
Safety Analysis (MBSA) is under way.

Proposed Model Based Safety Assessment Process Supported by Formal Methods

We propose a model-based safety assessment process backed by formal methods to
help safety engineers with early detection of design issues. This process uses a single
unified model to support both system design and safety analysis. It is based on the
following steps as shown in Figure 2.5.

1. System engineers capture the critical information in a shared model: high-level
hardware and software architecture, nominal behavior at the component level,
and safety requirements at the system level.
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Figure 2.5: Proposed Safety Assessment Process Backed by Formal Methods

2. System engineers use a model checker to check that the safety requirements are
satisfied by the nominal design model.

3. Safety engineers augment the nominal model with the component failure modes.
In addition, safety engineers specify the fault hypothesis for the analysis which
corresponds to how many simultaneous faults the system must be able to tolerate.

4. Safety engineers use a model checker to analyze if the safety requirements and
fault tolerance objectives are satisfied by the design in the presence of faults. If
the design does not tolerate the specified number of faults (or probability thresh-
old of fault occurrence), then the tool produces counterexamples or minimal sets
of fault combinations that can cause the safety requirement to be violated.

5. The safety engineers examine the results to assess the validity of the fault com-
binations and the fault tolerance level of the system design. If a design change is
warranted, the model will be updated with the latest design change and the above
process is repeated.

These steps can be viewed as a cyclical process that involves both the system devel-
opment engineers and the safety engineers of the system. Figure 2.5 shows these steps
within the context of the start and end of a project. A model that supports both system
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design and safety analysis must describe both the system design information (e.g., sys-
tem architecture and functional behavior) and safety-relevant information (e.g., failure
modes, failures rates). It must do this in a way that keeps the two types of information
distiguishable, yet allows them to interact with each other. The shared model in Fig-
ure 2.5 is expected to be created and maintained in sync with the software and hardware
design and implementation, and guided by the hazard and probability information from
the preliminary system safety assessment. This safety information is then used to drive
for design changes if necessary and continues in an iterative fashion until the system
safety property is satisfied with the desired fault tolerance.

2.2 Formal Methods

As the complexity of systems increase, the cost of development and validation con-
sumes more time and resources than ever before; nevertheless, these processes are vital
in safety critical systems when the loss of functionality of the system can result in loss
of life. Authorities have put in place various thresholds for the likelihood of such events
and it is the responsibility of the system developers to show that undesirable events are
sufficiently unlikely to occur [51]. Utilizing the recent advancements in automated for-
mal verification within the validation process has become essential to the certification
of critical systems [3,89,113] and the world of safety analysis began to see its powerful
benefits [30, 31, 41, 73, 94]. There arose multiple ways of viewing the system and fault
models, various ways of automating the capture of safety pertinent information, and
a number of tools that addressed practical issues. Formal validation and verification
is a proof-based methodology used to assess the correctness of requirements, system
design, and implementation. This section provides a background of the formal method
techniques that are commonly used in the system development and safety assessment
processes.

2.2.1 Overview

Given that this research is focused on model-based system development and safety as-
sessment, we focus our attention onto model checking as a method of formal analysis.
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Model checking is an automatic technique for verifying that system models meet their
specified requirements [39]. Applying model checking to a system design consists of
a few main tasks: modeling, formal specification, and formal verification. The digital
and mechanical components of a system can be described in abstract form (modeling),
and the requirements of the system and of each component can be specified in formal
logic (formal specification). Formal verification is demonstrating that the model sat-
isfies its specification using math. The verification of a model takes both the design
and the requirement specification into account when analyzing the behavior and inter-
actions of the components. In the sections that follow, we will outline these three major
components of model checking and describe the aspects important in this research.

2.2.2 Modeling

When modeling a system, the digital and mechanical components are described in ab-
stract form; furthermore, the requirements of the system and of each component can be
specified in formal logic. The verification of such models take both the design and the
requirement specification into account when analyzing the behavior and interactions
of the components. Throughout the past few decades, numerous modeling languages
and tools have been introduced, for example Simulink from MathWorks [99], SCADE
from Esterel Technologies [4], and research base languages such as Lustre [69]. Other
common modeling languages include SysML [58] and AADL [53].

Often, engineers who design safety critical systems model their systems as networks
of operators transforming flows of data. At a higher level, this can be represented by
block diagrams that group these networks into reusable components. Dataflow lan-
guages allow these models to directly represent the digital control system. Dataflow
programming languages have several merits that make the model well suited to formal
verification and program transformation. It also facilitates reuse, because the module
will behave the same way in any context into which it is embedded [77]. For this dis-
sertation, we focus our attention on Lustre [69], a synchronous1 dataflow programming
language used in the formal verification portion of this research. Lustre is described in
more detail in Section 2.4.3.

1A synchronous language breaks real time into a sequence of instants in which the outputs of the
model are computed.
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2.2.3 Formal Specification

Before we can verify the correctness of a system, we must first specify the properties
that the system should have [39]. The formal specification process translates the infor-
mal system requirements into a mathematical logic to determine if the system design is
correct [73]. This process guarantees an unambiguous description of the requirements,
which is not possible when using an informal natural language. The formal definition of
system requirements includes the system design and its expected behavior as well as the
assumptions on the environment in which the system is expected to operate. A design
or implementation can never be considered correct in isolation; it is only correct with
respect to the specifications. The expected behavior, system design, and environmental
assumptions change and are refined as the system goes through the various stages of
development [88]. A commonly used method of specification is temporal logic. Tem-
poral logics are useful for specifying complex system requirementss, because they can
describe the ordering of events in time without introducing time explicitly.

Linear Temporal Logic

Temporal logic can be used to express properties of reactive systems [30]. System
properties are usually classified into two main categories: safety properties and liveness
properties. Safety properties express the idea that “nothing bad ever happens” where
liveness properties state that “something good will eventually happen.”

An example of a safety property is: “it is never the case that the brake pedal is
pressed and no hydraulic pressure is supplied at the wheel.” A liveness property, on the
other hand, could state: “eventually the process will complete its execution.”

Traditionally, two types of temporal logic are used in model checking; Computa-
tional Tree Logic (CTL), which is based on a branching time logic model, and Linear
Temporal Logic (LTL), based on a linear representation of time. This research will
focus on LTL.

An LTL formula is built from a set of atomic propositions, logical operators, and
basic temporal operators. The formula is evaluated over a linear path or sequence of
states, s0, s1, ..., si, si+1, .... The following temporal operators are provided:

• Globally (G): Gp is true in a state si if and only if p is true in all states sj with
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j ≥ i.

• Finally (F): Fp is true in state si if and only if p is true in some state sj with j ≥ i.

• Next (X): Xp is true in state si if and only if p is true in the state si+1.

• Until (U): pUq is true in state si if and only if q is true in some state sj with j ≥ i

and p is true in all states sk such that i ≤ k < j.

Other temporal operators can be defined on the basis of the operators above [138].
Formal definitions and more information on LTL and CTL can be found in a number of
research works [30, 39].

2.2.4 Formal Verification

Once we have specified the important properties (formal specification), then a formal
model for the system is created; this model captures the properties that must be consid-
ered to establish correctness [39]; this process is referred in this dissertation as formal
verification. Formal verification is the use of proof methods to show that given the
environmental assumptions stated in the formal specification, the formal design of the
system meets the requirements. The problem can be reduced to that of property check-
ing: given a program P and a specific property, does the program satisfy the given
property [55].

Model checking was introduced in the early 1980s and consists of exploring the
states and transitions of a model [38, 117]. By representing the system abstractly, a
possibly infinite state space is reduced to a finite model. [46]. The proofs are gener-
ated over an abstract mathematical model of the system, such as finite state machines,
labeled transition systems, or timed automata. It takes as input a model of a system
and the properties written in formal logic, then explores the state space of the sys-
tem to determine if the model violates the properties [39, 57]. In recent years, model
checking takes advantage of abstraction techniques specific to a domain to consider
multiple states or transitions in a single operation; this lessens computation time con-
siderably [46]. Nevertheless, the biggest limiting factor of model checking is scalability
and much of the recent research in this area attempts to address this problem [39].
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Deductive methods of verification consists of generating proof obligations from the
specifications of the system and using these obligations in a theorem prover setting.
Automated theorem provers have the main objective to show that some statement (con-
jecture) is a logical consequence of other statements (the axioms and hypotheses). The
rules of inference are given as are the set of axioms and hypotheses [46, 55]. De-
ductive methods of verification include automated theorem provers (e.g., Coq [44],
Isabelle [109]) and satisfiability modulo theories (e.g., SMTInterpol [35], Z3 [43],
Yices [47]).

2.3 Formal Methods in Safety Analysis

Safety analysis has traditionally been performed manually, but with the rise of model
checking and the improvement of its capabilities, the world of safety analysis began
to see its powerful benefits [30, 31, 41, 73, 94]. There arose multiple ways of viewing
the system and fault models, various ways of automating the capture of safety pertinent
information, and a number of tools that addressed various issues that arose. In this
section, we discuss the state of the practice of related work and how formal methods
has been applied in the domain of safety assessment research.

2.3.1 Model Checking in Model Based Safety Analysis

Around the turn of the 21st century, model based safety assessment began to make an
appearance in literature [30, 34, 36, 78, 80, 136]. Researchers began to apply model
checking in model based system development to safety analysis. In this approach, a
safety analysis system model is the central artifact in the safety analysis process, and
traditional safety analysis artifacts, such as fault trees, are automatically generated by
tools that analyze the system model.

The contents and structure of the safety analysis system model differ significantly
across different conceptions of model-based safety analysis. We can draw distinctions
between approaches along several different axes. The first is whether they propagate
errors explicitly through user-defined propagations, what we call explicit propagation,
or through behavioral requirements and interactions in the model itself, what we call
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implicit propagation. The next dimension is whether models and notations are purpose-
built for safety analysis vs. those that extend existing system models. For implicit prop-
agation approaches, there are several additional dimensions. One dimension involves
whether causal or non-causal models are allowed. Non-causal models allow simultane-
ous (in time) bi-directional error propagations, which allow more natural expression of
some failure types (e.g., reverse flow within segments of a pipe), but are more difficult
to analyze. A final dimension involves whether analysis is compositional across layers
of hierarchically-composed systems or monolithic.

Figure 2.6: Approaches of Related Work

Figure 2.6 highlights the differences between these approaches in closely related
work. The left column of the figure shows the tool names and across the top row are the
various ways of structuring and analyzing the safety analysis system model. The tools
and their approaches are described in the following subsections.

These tools attempt to address various needs in the safety community and do so in
distinct ways, but we wish to combine many of these efforts under one existing system
model. We make it possible to extend the AADL system model with a fault model.
Both nominal and fault analysis should be able to be performed monolithically or com-
positionally, and the fault model should allow for either explicit or implicit propagation.
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We attempt to address multiple needs within a single framework, unlike many of the
related tools.

To summarize, we created a safety modeling framework that allows for (1) both
implicit and explicit directional propagation, (2) both monolithic and compositional
verification, and (3) that extends an existing system model.

The following literature overview is not a complete account of all safety analysis
model checking tools available either in industry or research, but highlights some of
the most influential and closely related safety assessment methods and tools currently
available.

AltaRica

AltaRica was one of the first model checking tools specifically aimed at safety analysis
of critical systems. The first iteration of AltaRica (1.0) performed over a transition
system of the model, used dataflow (causal) semantics, and could capture the hierarchy
of a system [136]. The key idea was that this transition system (more specifically
constraint automata) could be compiled into Boolean formulae and transformed into
a binary decision diagram [112]. The literature for performing fault tree analysis over
BDDs was rich with algorithms; this was how much of the safety analysis artifacts were
generated. The dataflow dialect (AltaRica 1.0) has substantial tool support, including
the commercial Cecilia OCAS tool from Dassault [16]. For this dialect, the safety
assessment, fault tree generation, and functional verification can be performed with the
aid of NuSMV model checking [24].

The most recent language update (AltaRica 3.0) uses non-causal semantics [114–
116]. Failure states are defined throughout the system and flow variables are updated
through the use of assertions [15]. AltaRica 3.0 has support for simulation and Markov
model generation through the OpenAltaRica (www.openaltarica.fr) tool suite; it uses
implicit error propagation, and it is a purpose-built, monolithic safety analysis lan-
guage.
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FSAP, xSAP, and COMPASS

The Formal Safety Analysis Platform (FSAP) was introduced in 2003 [29] and sup-
ported failure mode definitions, safety requirements in temporal logic formulae, auto-
mated fault tree construction, and counterexample traces. The platform used NuSMV, a
binary decision diagram (BDD)-based model checker [37]. The system model, written
in NuSMV, and the fault model, developed graphically in FSAP, are together translated
into a finite state machine and eventually into a BDD; fault tree analysis is performed
using BDD algorithms implemented in NuSMV.

By 2016, the researchers that developed FSAP (Foundation Bruno Kessler, FBK)
released a similar tool called xSAP [18]. xSAP extends FSAP in many ways: xSAP
can handle infinite state machines, it is textual language rather than graphical, allows
for richer fault modeling and definitions, and implements more than just BDD compu-
tations (e.g., SAT- and SMT-based routines). xSAP was integrated into the COMPASS
toolsuite to take advantage of the algorithms it supports. More complex SAT-based
algorithms were introduced to bypass the BDD method of minimal cut set generation,
namely the “anytime approximation” algorithms [21, 100]. These algorithms make
clever use of bounded model checking algorithms to explore counterexamples provided
to the query ”the top level event never occurs.” These explorations are done such that
the cut sets generated are of increasing cardinality which allows for an approximation
computation to be given even when the state space is too large to compute all minimal
cut sets. These are implemented in xSAP [21].

COMPASS (Correctness, Modeling project and Performance of Aerospace Sys-
tems) [23] allows for explicit propagation, and is a causal compositional tool suite
that uses the SLIM language, which is based on a subset of the Architecture Analy-
sis and Design Language (AADL), for its input models [22, 27]. In SLIM, a nominal
system model and the error model are developed separately and then transformed into
an extended system model. This extended model is automatically translated into in-
put models for the NuSMV model checker [37, 110], MRMC (Markov Reward Model
Checker) [85, 105], and RAT (Requirements Analysis Tool) [118]. The safety analysis
tool xSAP [18] can be invoked in order to generate safety analysis artifacts such as fault
trees and FMEA tables [20].
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SmartIFlow

SmartIFlow [74, 75] uses implicit propagation and is a purpose-built, monolithic non-
causal safety analysis tool that describes components and their interactions using fi-
nite state machines and events. Verification is done through an explicit state model
checker which returns sets of counterexamples for safety requirements in the presence
of failures. SmartIFlow allows non-causal models containing simultaneous (in time)
bi-directional error propagations. On the other hand, the tools do not yet appear to
scale to industrial-sized problems, as mentioned by the authors: “As current experi-
ence is based on models with limited size, there is still a long way to go to make this
approach ready for application in an industrial context” [75].

SAML

The Safety Analysis and Modeling Language (SAML) [68] uses implicit propagation,
and is a purpose-built, monolithic causal safety analysis language that was developed
in 2010. System models constructed in SAML can be used used for both qualitative and
quantitative analyses. It allows for the combination of discrete probability distributions
and non-determinism. The SAML model can be automatically imported into several
analysis tools like NuSMV [37], PRISM (Probabilistic Symbolic Model Checker) [87],
or the MRMC model checker [85]. SAML itself does not provide the formal verification
engines, but instead provides a platform to model the safety aspects of a system and then
translate this into the input language for a formal verification engine [68].

Error Model Annex for AADL

The SAE (Society of Automotive Engineers) released the aerospace standard AS5506,
named Architecture Analysis and Design Language (AADL), which is a mature industry-
standard for embedded systems and has proved to be efficient for architecture model-
ing [98,130]. AADL supports safety analysis by adding EMA (Error Model Annex) as
an extension to the language. EMA allows the user to annotate system hardware and
software architectures with hazard, error propagation, failure modes and effects due to
failures. Around 2016, Version 2 of the Error Model Annex was released (EMV2) [54].
EMV2 uses explicit propagation and is based on an existing system model approach.
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The faults and error propagations are explicitly defined and the fault tree analysis is per-
formed by traversing propagation paths in reverse to find the original fault that caused
the problem [52].

2.4 Modeling and Formal Methods: Concepts and Def-
initions

The contributions of this research require further information regarding specific con-
cepts of formal methods. Our approach allows safety analysts to extend an existing
system model with fault information. The nominal model can then be analyzed using
formal methods of verification to show that in the absence of faults the system meets
its specified requirements. The extended fault model can also be formally analyzed to
show how active faults in the system may violate the specified properties.

The existing system model is written in the Architecture Analysis and Design Lan-
guage (AADL) [7]. This model is extended with behavioral contracts that formalize
the requirements into temporal logic using the Assume-Guarantee Reasoning Environ-
ment (AGREE) [40]. This constitutes the nominal system model. Verification through
AGREE consists of a translation of the AADL model along with the AGREE contracts
into a Lustre [69] model. JKind [60], an infinite state model checker, is used to perform
the formal verification of the Lustre model. Verification of the program is based on k-
induction (see Section 2.4.6) and property directed reachability using a back-end SMT
solver such as Z3 [43] or SMTInterpol [35].

Given this nominal model organization, we extend this to allow for reasoning about
faults. This is detailed in Chapter 3. The remainder of this section includes concepts
and definitions regarding the formalization of the nominal system model.

2.4.1 Architecture Analysis and Design Language

The Architectural Analysis and Design Language (AADL) is an SAE International
standard language that provides a unifying framework for describing the system ar-
chitecture for performance-critical, embedded, real-time systems [7,53]. From its con-
ception, AADL has been designed for the design and construction of avionics systems.
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Rather than being merely descriptive, AADL models can be made specific enough to
support system-level code generation.

An AADL model describes a system in terms of a hierarchy of components and
their interconnections, where each component can either represent a logical entity (e.g.,
application software functions, data) or a physical entity (e.g., buses, processors). An
AADL model can be extended with language annexes to provide a richer set of mod-
eling elements for various system design and analysis needs (e.g., performance-related
characteristics, configuration settings, dynamic behaviors). The language definition is
sufficiently rigorous to support formal analysis tools that allow for early phase error/-
fault detection. Further details regarding AADL will be introduced as needed through-
out this dissertation.

2.4.2 Compositional Analysis in the Assume-Guarantee Reasoning
Environment

The compositional analysis of systems was introduced in order to address the scalability
of model checking large software systems [40,71,111]. Monolithic analysis flattens the
hierarchical system model and use all model elements from all layers in order to find
proof of a safety property. Compositional analysis, on the other hand, is performed per
the architecture hierarchy such that analysis at a higher level is based on the components
at the next lower level and conducted layer by layer; the components of a system are
organized hierarchically and each layer of the architecture is viewed as a system. The
idea is to partition the formal analysis of a system architecture into verification tasks
that correspond into the decomposition of the architecture.

A component contract in an assume-guarantee reasoning environment is an assume-
guarantee pair. Intuitively, the meaning of a pair is: if the assumption is true, then the
component will ensure that the guarantee is true. The formulation of assume-guarantee
compositional reasoning uses the past-time LTL2 operators G (globally), U (until), H
(historically), and Z (in the previous instant).

A component contract is an assume-guarantee pair (A,P ) for propositions A,P .
Assume-guarantee reasoning attempts to prove that if the assumptions have held in all

2past-time LTL provides temporal operators that refer to the past states of an execution trace relative
to a current point of reference
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previous instances up to the current instance, then the guarantee holds at the current
time [40]; formally, this can be written as G(H(A) =⇒ P ).

Each architectural layer is viewed as a system with inputs, outputs, and compo-
nents. A system S can be described as its own contract (AS, PS) and the contracts of its
components CS . Thus, S = (AS, PS, CS). For each layer, the proof consists of demon-
strating that the system guarantee is provable given the guarantees of its direct sub-
components and the system assumptions, or more formally prove G(H(AS) =⇒ PS)
given G(H(AC) =⇒ PC) for each component C in the system.

Monolithic verification of an assume-guarantee reasoning environment attempts to
prove the statement G(H(AS) =⇒ PS) directly from the system and subcomponent
assumptions. Compositional analysis, on the other hand, consists of n + 1 verification
tasks per layer for each n components. Component verification conditions establish
that the assumptions of each component are implied by the system assumptions and
the properties of sibling components. The nth + 1 task is the system level verification
condition which shows that system guarantees follow from system assumptions and the
properties of each subcomponent. This proof is performed one layer at a time starting
from the top level of the system and composed accordingly.

When compared to monolithic analysis (i.e., analysis of the flattened model com-
posed of all components), the compositional approach allows the analysis to scale to
much larger systems [?]. The Assume-Guarantee Reasoning Environment (AGREE) [40]
provides a way to perform compositional verification on models that are defined us-
ing the Architecture Analysis and Design Language (AADL) [130]. More details on
AGREE are given as needed throughout this document.

2.4.3 Lustre

The AADL/AGREE model is translated into Lustre [69], a synchronous dataflow pro-
gramming language that is suitable for the design of a critical system, specification
of its critical properties, and verification of those properties. A Lustre variable or ex-
pression is considered to represent the sequence of values it takes during the whole
execution of the program, and Lustre operators are considered to operate globally over
these sequences [69]. In other words, real time is abstracted into execution steps and
the variables and expressions in the program take their values at each time step.



29

Figure 2.7: Sensor Node Defined in Lustre

A simple example of a sensor node is shown in Figure 2.7. There is a single input,
env temp, and two outputs: temp high and temp reading. A local variable
(is high) is defined and assignments are made in the let ... tel; body of the
node. The input comes in and the sensor outputs a high indication and a reading of the
environmental temperature.

2.4.4 JKind

JKind is an open-source industrial infinite-state inductive model checker for safety
properties [60]. Models and properties in JKind are specified in Lustre [69], a syn-
chronous dataflow language, using the theories of linear real and integer arithmetic.
JKind uses SMT-solvers to prove and falsify multiple properties in parallel. To un-
derstand how this analysis proceeds, some formal definitions and descriptions must be
provided.

2.4.5 State Machines and Transition Systems

A state machine (or state automaton) is a mathematical model of computation and con-
sists of states, represented by nodes, and transitions between them, represented by di-
rected edges. The change from one state to another is called a transition. The Lustre
model is viewed as a state machine with transitions between these states defined through
the properties of the nodes.

Transition systems are directed graphs with nodes representing reachable states and
edges representing transitions between them. In this research we consider safety prop-
erties over infinite-state machines. The states are vectors of variables that define the
values of state variables. We assume there are a set of legal initial states and the safety
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property is specified as a formula over state variables. A reachable state space means
that all states are reachable from the initial state.

Given a state space U , a transition system (I, T ) consists of an initial state predicate
I : U → bool and a transition step predicate T : U × U → bool . We define the notion
of reachability for (I, T ) as the smallest predicate R : U → bool which satisfies the
following formulas:

∀u. I(u)⇒ R(u)
∀u, u′. R(u) ∧ T (u, u′)⇒ R(u′)

A safety property P : U → bool is a state predicate. A safety property P holds on
a transition system (I, T ) if it holds on all reachable states, i.e., ∀u. R(u) ⇒ P (u),
written as R⇒ P for short. When this is the case, we write (I, T ) ` P .

2.4.6 Induction

For an arbitrary transition system (I, T ), computing reachability can be very expensive
or even impossible. Thus, we need a more effective way of checking if a safety property
P is satisfied by the system. The key idea is to over-approximate reachability. If we
can find an over-approximation that implies the property, then the property must hold.
Otherwise, the approximation needs to be refined.

A good first approximation for reachability is the property itself. That is, we can
check if the following formulas hold:

∀s. I(s)⇒ P (s) (2.1)

∀s, s′. P (s) ∧ T (s, s′)⇒ P (s′) (2.2)

If both formulas hold then P is inductive and holds over the system. If (2.1) fails to
hold, then P is violated by an initial state of the system. If (2.2) fails to hold, then P is
too much of an over-approximation and needs to be refined.

The JKind model checker [60] used in this research uses k-induction which unrolls
the property over k steps of the transition system. For example, 1-induction consists of



31

formulas (2.1) and (2.2) above, whereas 2-induction consists of the following formulas:

∀s. I(s)⇒ P (s)
∀s, s′. I(s) ∧ T (s, s′)⇒ P (s′)

∀s, s′, s′′. P (s) ∧ T (s, s′) ∧ P (s′) ∧ T (s′, s′′)⇒ P (s′′)

That is, there are two base step checks and one inductive step check. In general, for
an arbitrary k, k-induction consists of k base step checks and one inductive step check
as shown in Figure 2.8 (the universal quantifiers on si have been elided for space). We
say that a property is k-inductive if it satisfies the k-induction constraints for the given
value of k. The hope is that the additional formulas in the antecedent of the inductive
step make it provable.

I(s0)⇒ P (s0)
...

I(s0) ∧ T (s0, s1) ∧ · · · ∧ T (sk−2, sk−1)⇒ P (sk−1)
P (s0) ∧ T (s0, s1) ∧ · · · ∧ P (sk−1) ∧ T (sk−1, sk)⇒ P (sk)

Figure 2.8: k-induction formulas: k base cases and one inductive step

In practice, inductive model checkers often use a combination of the above tech-
niques. Thus, a typical conclusion is of the form “P with lemmas L1, . . . , Ln is k-
inductive”.

2.4.7 The SAT Problem and SMT Solvers

A k-induction model checker utilizes parallel SMT-solving engines at each induction
step to glean information about the proof of a safety property. The transition formula
is translated into clauses such that satisfiability is preserved [49]. The Boolean satisfi-
ability (SAT) problem attempts to determine if there exists a total truth assignment to a
given propositional formula, that evaluates to true. Generally, a propositional formula
is any combination of the disjunction and conjunction of literals (as an example, a and
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¬a are literals). For example, the proposition a ∧ b is satisfiable; when a and b are
assigned to true, the formula is satisfied, or true. On the other hand, the proposition
a ∧ ¬a is unsatisfiable; no such assignment can be found to satisfy both a and ¬a.

Satisfiability Modulo Theories (SMT) solvers also address the SAT problem, but
can work over propositional logic or predicate logic with quantifiers. An SMT solver
works over a conjunction of literals, as is the case with SAT solvers, but the literals can
be expressed as predicates over non-boolean variables, such as x > 0. A boolean literal
can be satisfied with a finite number of possible assignments; this is not always the case
with an SMT formula.

Thus, in a k-induction proof, the satisfiability at each step can be determined by an
SMT-checker:

P (s0) ∧ T (s0, s1) ∧ · · · ∧ P (sk−1) ∧ T (sk−1, sk) ∧ ¬P (sk)

By negating the property and receiving an unsatisfiable result, this tells us that we
can prove the property given the conjuncts defined in that step.

UNSAT Cores and Minimal Unsatisfiable Subsets

When analyzing a model, there are certain questions that may be asked about the model
requirements. If a model is unsatisfiable with respect to some system level property, it
is of benefit to know why it is not satisfiable.

A constraint system C is an ordered set of n abstract constraints {C1, C2, ..., Cn}
over a set of variables. The constraint Ci restricts the allowed assignments of these
variables in some way [92]. Given a constraint system, we require some method of
determining, for any subset S ⊆ C, whether S is satisfiable (SAT) or unsatisfiable
(UNSAT). Given a constraint systemC, there are certain subsets ofC that are of interest
in terms of satisfiability. Definitions 1 - 2 are taken from research by Liffiton et. al. [92].

For a given unsatisfiable problem, SAT solvers (and SMT solvers) attempt to pro-
vide proof of unsatisfiability by providing a subset of UNSAT clauses known as UNSAT
cores. In general, this is useful information to have regarding the constraint system in
question.
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Definition 1. A Minimal Unsatisfiable Subset (MUS) M of a finite constraint system C

is a subset M ⊆ C such that M is unsatisfiable and ∀c ∈M : M \ {c} is satisfiable.

Definition 2. UNSAT core: Let C be a finite set of constraints and U ⊆ C an unsatis-
fiable subset. A constraint c ∈ U is an UNSAT core for U if U \ {c} is satisfiable. A set
of all unsatisfiability cores of U constitute an MUS for C.

Intuitively, an MUS is the minimal explanation of the constraint systems infeasabil-
ity and the UNSAT cores are the building blocks of the MUS. In recent years, a number
of efficient algorithms have been introduced to find MUSs [91] and most of them focus
on finding a single such subset [10–12]. More recently, algorithms have been intro-
duced that can find all such minimal unsatisfiable subsets [13, 65, 66].

Inductive Validity Cores

Given a complex model, it is useful to extract traceability information related to the
proof; in other words, which elements of the model were necessary to construct the
proof of a safety property. An algorithm was introduced by Ghassabani et al. to pro-
vide Inductive Validity Cores (IVC) as a way to determine which model elements are
necessary for the inductive proofs of the safety properties for sequential systems [65].
Given a safety property of the system, a model checker is invoked to construct a proof
of the property. The IVC generation algorithm extracts traceability information from
the proof process and returns a minimal set of the model elements required in order
to prove the property. Later research extended this algorithm in order to produce all
minimal IVC elements (All IVCs) [13, 66].

The All IVCs algorithm considers a constraint system consisting of the assump-
tions and contracts of system components and the negation of the safety property of
interest (i.e. the top level event). It then collects all Minimal Unsatisfiable Subsets
(MUSs) of this constraint system; these are the minimal explanations of the constraint
systems infeasibility in terms of the negation of the safety property. Equivalently, these
are the minimal model elements necessary to prove the safety property. More details
about IVCs can be found in Chapter 5.



Chapter 3

Fault Modeling and the Safety Annex

In Section 2.1.3, a model-based safety assessment process was proposed. This process
was backed by formal methods and incorporates a shared model into the development
and safety analysis processes. A high level description of this cyclical process is shown
in Figure 3.1 for your convenience.

Figure 3.1: Proposed Steps of the Safety Assessment Process

There are certain capabilities that are required in order to fully perform all steps
of this process. In beginning this research, we outlined what those pieces were and
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investigated related work. Based on the related work summary found in Section 2.3,
certain gaps remain unfilled in the realm of model-based safety analysis. We contribute
this research to fill in those areas:

Shared model with a language expressive enough to describe HW and SW com-
ponents.
Flexible error propagations through both behavioral and explicit means.
Flexible fault modeling with support for symmetric and asymmetric faults, depen-
dent and independent faults, etc.
Model checker used to assess and verify the design with or without faults active.
Ability to generate artifacts used in the safety assessment process.
In this chapter, the fault modeling process using the safety annex for the Architec-

ture Analysis and Design Language (AADL) [7] is described. The safety annex was
developed with these two broad ideas in mind: (1) how this annex can support the pro-
posed safety assessment process, and (2) what are the gaps in current related safety
analysis tools that can be closed with this research.

3.1 Fault, Failure, and Error Terminology

The usage of the terms error, failure, and fault are defined in ARP4754A and are de-
scribed here for ease of understanding [132]. An error is a mistake made in implemen-
tation, design, or requirements. A fault is the manifestation of an error and a failure is
an event that occurs when the delivered service of a system deviates from correct behav-
ior. If a fault is activated under the right circumstances, that fault can lead to a failure.
The terminology used in the Error Model Annex version 2 for AADL (EMV2) [54],
differs slightly for an error: an error is a corrupted state caused by a fault. The error
propagates through a system and can manifest as a failure. In this dissertation, we use
the ARP4754A terminology with the added definition of error propagation as used in
EMV2. An error is a mistake made in design or code and an error propagation is the
propagation of a corrupted state caused by an active fault.



36

3.2 Implementation of the Safety Annex

As described in Section 2.4, an AADL [7] model describes a system in terms of a hi-
erarchy of components and their interconnections, where each component can either
represent a logical entity (e.g., application software functions, data) or a physical entity
(e.g., buses, processors). AADL is used to specify and analyze real-time embedded sys-
tems. It includes specifications specific to hardware, software, and system component
abstractions. The language definition is sufficiently rigorous to support formal analysis
tools that allow for early phase error/fault detection [53].

Figure 3.2: AADL Component Types

Central to an AADL model are component types and implementation declarations.
Figure 3.2 shows an example of a simple sensor component type defined in AADL.
The component has an environmental temperature as input and two outputs: a high
temperature indication and a temperature reading. In the type declaration, you define
the category (system in this example) and features such as inputs and outputs; the
implementation contains definitions of the internal structure of the component, e.g.,
internal constituents and their interactions.

An implementation of the sensor component type is shown in Figure 3.3. The sys-
tem contains a type of its own (top of figure: system TopLevel) which holds any
environmental inputs or subcomponent outputs. The implementation defines the sub-
components of the system and their connections (bottom half of figure).

Since AADL supports model-based system development and the language defini-
tion is sufficiently rigorous to support formal analysis tools that allow for early phase
error/fault detection [53], this language was chosen for this research.
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Figure 3.3: An AADL Component Implementation Definition

As described in Section 2.1.3, nominal model analysis is a part of the MBSA pro-
cess. The nominal model consists of the system model architectural design as well as
behavioral contracts for each component and requirement specifications. The verifi-
cation at the nominal level consists of showing that the model satisfies the specified
requirements in the absence of faults.

The Assume-Guarantee Reasoning Environment (AGREE) [40] is a language annex
for AADL that provides a mechanism for the specification of component requirements
in formal logic and utilizes a model checker to provide proofs regarding these specifi-
cations as described in Section 2.4.

An example of an AGREE contract is shown in Figure 3.4 and is placed in the con-
text of the AADL temperature sensor component shown in Figure 3.2. An AGREE con-
tract consists of assumptions on the inputs of AADL components that constrain what
the component sees from the environment and guarantees on the outputs that constrain
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Figure 3.4: The AGREE Contract for an AADL Component Type

how the component behaves given its environment. In this example, the assumption
restricts the environmental temperature to be within a range of values; the guarantee
defines the behavior of the component given the environment.

Since our desire was to facilitate behavioral error propagation, AGREE was a suit-
able and obvious choice for the nominal verification tooling.

Through AGREE, the nominal model is translated into the dataflow programming
language Lustre [69] that is used as input to the JKind model checker [60]. JKind uses
a series of backend SMT-solvers to generate proofs of the top level AGREE properties
specified in the model. When there exists a trace such that a property is invalid, JKind
provides a counterexample showing the system trace in which the property is violated.
An example of this is shown in Figure 3.5.

The model checker takes an adversarial role in the proof process by trying to find
paths such that the proof is violated. If none exist, then the results are valid. This ad-
versarial role is exactly what we wished to harness for this kind of analysis. If we allow
faults to be active, but leave them unconstrained, this allows the model checker to de-
termine if certain faults could lead to a violation of a property. These counterexamples
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Figure 3.5: A Counterexample to an Invalid Property

could then contain fault information.
Given that AGREE guarantees define the output behavior of components, any con-

nected component’s assumptions rely on those guarantees. If an assumption is violated,
the guarantee may not hold. By associating a fault with the output of a component, this
fault – when active – may violate assumptions and guarantees along the signal flow
within a system. This was our goal; we wished to view the behavioral propagation of
an active fault.

3.2.1 Implementation Architecture

The safety annex is written in Java as a plug-in for the OSATE AADL toolset, which
is built on Eclipse. It is not designed as a stand-alone extension of the language, but
works with behavioral contracts specified using the AGREE annex for AADL [?]. The
architecture of the Safety Annex is shown in Figure 3.6.

The safety language extension resides in an annex of AADL and the faults defined
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Figure 3.6: Safety Annex Plug-in Architecture

therein are translated into an abstract syntax tree and inserted into the AGREE program.
The AGREE program contains the building blocks for the translation into Lustre which
is the program directly analyzed by JKind.

When performing fault analysis, the fault definitions defined in the safety annex
extend the AGREE contracts to allow faults to modify the behavior of component out-
puts. The temperature sensor subcomponent shown in Figure 3.4 encoded into Lustre
is shown in Figure 3.71.

Figure 3.7: Temperature Component in Lustre

The inputs and outputs (lines 2-4) correspond directly to the AADL inputs and
outputs of the component; likewise, the guarantee ( GUARANTEE0) corresponds to
the guarantee on the outputs. The ASSERT statement on line 13 states that as long as
the assumptions hold, the guarantee is implied.

1The Lustre code is slightly simplified for readability.
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From the perspective of fault analysis, we want to insert a fault on the output of the
component. This fault may or may not be active – it is up to the model checker. To
this end, we specify three variables per potentially faulty output: fault nominal,
fault trigger, and fail val. If the trigger is true, then output failure value, else
output nominal value. This can be seen in Figure 3.8: the new variables are assigned as
inputs (lines 4-6) and the assert statement in line 20 shows the triggering behavior.

Figure 3.8: Temperature Component with Fault in Lustre

This allows for the possibility of active faults, but when the faults are inactive, the
nominal value is simply passed through. Line 27 of Figure 3.8 shows a call to what
we call a fault node; this is the code that specifies the behavior of an active fault. The
fault node stuck true is shown in Figure 3.9. The behavior of an active fault is to
output true. The trigger input to the fault node corresponds directly with the trigger
defined in the temperature node of Figure 3.8 on line 4.

The model elements are translated into Lustre formulae. These are represented in
JKind as a transition system, and reasoning is performed using k-induction. At each
time-step of analysis, every formula in the model is given an assignment based on the
constraints over that formula. If every assignment results in a provable property over k
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Figure 3.9: A Fault Node in Lustre

steps of induction, the property holds. When performing safety analysis over the model,
each fault is defined as an activation literal and is unconstrained. If the assignment to
an activation literal is true, this corresponds to an active fault and potentially violated
guarantee. If that assignment violates a guarantee, then this violation will be reflected
in the analysis results. At a system level, it can be seen if a violated guarantee will
in turn violate the top level property. Hence it is seen how active faults at leaf level
components violate the system level properties.

This analysis approach allows for implicit propagation of violations throughout the
system. It also allows for arbitrary temporal activations of faults. There are no ex-
plicit constraints put on faults stating when an activation can occur, which allows the
model checking procedure free reign to activate the faults at the worst possible times.
If there are dependencies regarding fault activations, these are handled through the use
of explicit error propagations (see Section 3.5).

The main constraint put on the model checker in terms of the activation of faults
consist of fault hypothesis statements. These constrain the model by stating either the
number of faults that may be active at once, or the overall probability threshold that is
allowed. In the latter case, each fault has an associated probability; assuming indepen-
dence, the probability of a set of faults occurring should not be less than the threshold
defined.

There are two different types of fault analysis that can be performed on a fault
model: verification in the presence of faults or the generation of minimal cut sets. The
Safety Annex plugin intercepts the AGREE program and adds fault model information
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depending on which type of fault analysis is being run. For more information on types
of fault analysis, see Section 3.8.

3.3 Running Example: Sensor System

We present a running example of a simplified sensor system in a Pressurized Water
Reactor (PWR). In a typical PWR, the core inside of the reactor vessel produces heat.
Pressurized water in the primary coolant loop carries the heat to the steam generator.
Within the steam generator, heat from the primary coolant loop vaporizes the water in a
secondary loop, producing steam. The steamline directs the steam to the main turbine,
causing it to turn the turbine generator, which produces electricity. There are a few
important factors that must be considered during safety assessment and system design.
An unsafe climb in temperature can cause high pressure and hence pipe rupture, and
high levels of radiation could indicate a leak of primary coolant [2].

Figure 3.10: PWR Sensor System

The following sensor system can be thought of as a subsystem within a PWR that
monitors these factors. A diagram of the model is shown in Figure 3.10 and represents
a highly simplified version of a safety critical system. The temperature subsystem
details are shown at the bottom of Figure 3.10; each of the subsystems have a similar
architecture.

The subsystems each contain three sensors that monitor pressure, temperature, and
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radiation. Environmental inputs are fed into each sensor in the model and the redun-
dant sensors monitor temperature, pressure, or radiation respectively. If temperature,
pressure, or radiation is too high, a shut down command is sent from the sensors to the
parent components.

PWR Nominal Model

The temperature, pressure, and radiation sensor subsystems use a majority voting mech-
anism on the sensor values and will send a shut down command based on this output.
The safety property of interest in this system is: shut down when and only when temper-
ature, pressure, or radiation is above the respective threshold; the AGREE guarantee
stating this property is shown in Figure 3.11.

Figure 3.11: Sensor System Safety Property

The safety of the system requires a shut down to take place if the temperature, pres-
sure, or radiation levels climb beyond safe levels; thus, a threshold for each subsystem is
introduced. If any sensor subsystem reports passing its threshold, a shutdown command
is sent. Supporting guarantees are located in each sensor subsystem and correspond to
temperature, pressure, and radiation sending a shut down command if sensed inputs are
above a given threshold. Each sensor has a similar guarantee.

Throughout the remainder of this chapter, we refer to the PWR example for illus-
trative purposes. The goal is to take the nominal system model and extend it to become
a fault model using the safety annex.

3.4 Component Fault Modeling in the Safety Annex

The safety annex is used to add possible faulty behaviors to a component model. When
a fault is activated by its specified triggering conditions, it modifies the output of the
component. This erroneous behavior may violate the contracts of other components in
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the system, including assumptions of downstream components. The impact of an active
fault is computed by the AGREE model checker when the safety analysis is run on the
fault model.

When given a nominal model with which to perform safety analysis, the analyst
must associate faults with relevant components. Examples of such faults include valves
being stuck open or closed, output of a software component being nondeterministic,
or power being cut off. These are often determined based on hardware specification
guidelines and domain expertise. Returning to the PWR running example, each sensor
for each subsystem may fail to indicate that the threshold has been exceeded. If the
radiation levels are high and the radiation sensor reports no such indication, this is a
fault that must be considered during analysis.

As an illustration of fault modeling using the safety annex, we look at one of the
components important to the PWR system level safety property: the radiation sensor.
If the radiation levels are high, the radiaton sensor reports this through an indicator to
the radiation sensor subsystem. A shut down command will be sent to the top level.
Figure 3.12 shows the AADL pedal sensor component with a contract for its nominal
behavior. The sensor has only one input, the environmental radiation, and one out-
put, the high radiation levels indication. The property that governs the behavior of the
component is that the radiation sensor will indicate when the threshold is reached.

Figure 3.12: PWR Radiation Sensor

One possible failure for this sensor is inversion of its output value; the radiation
levels are actually above threshold, but the sensor does not indicate such. This fault can
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be triggered with a lkelihood of 1.0× 10−5. The safety annex definition for this fault is
shown in Figure 3.13. Fault behavior is defined through the use of a fault node called
stuck false (shown in Figure 3.14). When the fault is triggered, the nominal output of
the component (High Radiation Indicator) is replaced with its failure value (val out).

Figure 3.13: PWR Radiation Sensor Fault

Similar faults can be defined for all sensors in the PWR system. These may include
stuck high (sensor reports high when threshold is not reached), stuck low (sensor does
not report high when threshold is reached), etc.

Figure 3.14: A Fault Node Definition

Given the complexity of systems, there are many types of faults that correspond to
various components. The safety annex allows for complex fault behavior to be modeled
through the node definitions and this can benefit safety analysts from numerous disci-
plines. The majority of faults that are connected to outputs of components are known
as symmetric. That is, whatever components receive this faulty output will receive the
same faulty output value. Thus, this output is seen symmetrically. An alternative fault
type is asymmetric. This pertains to a component with a 1-n output: one output which
is sent to many receiving components. For more information on modeling asymmetric
faults, see Section 3.7.
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3.5 Error Propagation

As systems become larger and more complex, it can be difficult knowing all possible
error propagations within a model; using a purely explicit approach to error propagation
is difficult. To this end, we developed the safety annex to primarily use behavioral
propagation. In this approach, the faults are attached to a component’s output and
“turned on” in a manner of speaking. The effects and propagation of the active fault is
revealed through the behavioral contracts of the system by use of the model checker.

This section outlines the safety annex’s approach to implicit error propagation and
also describes how one can model an explicit propagation by defining dependent faults.

3.5.1 Implicit Propagation

In the approach primarily used in the safety annex, faults are captured as faulty behav-
iors that augment the system behavioral model in AGREE contracts. No explicit error
propagation is necessary since the faulty behavior itself propagates through the system
just as in the nominal system model. The effects of any triggered fault are manifested
through analysis of the AGREE contracts. In this way, the safety analysis is closely tied
to the behavior model of components and their requirements; the analysis is focused on
the system dynamics and interactions.

In the PWR running example, all error propagations are defined implicitly.

3.5.2 Explicit Propagation

Failures in hardware (HW) components can trigger behavioral faults in the system com-
ponents that depend on them. For example, a CPU failure may trigger faulty behavior in
the threads bound to that CPU. In addition, a failure in one HW component may trigger
failure in other HW components located nearby, such as overheating, fire, or explo-
sion in the containment location. The safety annex provides the capability to explicitly
model the impact of hardware failures on other faults, behavioral or non-behavioral.

To better model faults at the system level dependent on HW failures, a fault model
element is introduced called a hardware fault. Users are not required to specify behav-
ioral effects for the HW faults, nor are data ports necessary on which to apply the fault
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definition. An example of a hardware fault declaration is shown in Figure 3.15 and
describes a possible failure occurring between two co-located pumps.

Figure 3.15: Hardware Fault Definition

Users specify dependencies between the HW component faults and faults that are
defined in other components, either HW or SW. The hardware fault then acts as a trigger
for dependent faults. This allows a simple explicit propagation from the faulty HW
component to the SW components that rely on it, affecting the behavior on the outputs
of the affected SW components.

Assume that there exist a green and a blue hydraulic pump; these are located in the
same compartment in the aircraft and an explosion in this compartment rendered both
pumps inoperable. The HW fault definition can be modeled first in the green hydraulic
pump component as shown in Figure 3.15. The activation of this fault triggers the
activation of related faults as seen in the propagate to statement shown in Figure 3.16.
Notice that these pumps need not be connected through a data port in order to specify
this propagation.

Figure 3.16: Hardware Fault Propagation Statement

By allowing both kinds of error propagation, this allows great flexibility in modeling
and allows an analyst to capture multiple kinds of faults.
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3.6 Fault Hypothesis

The fault hypothesis (also referred to as the fault analysis statement) resides in the
AADL system implementation that is selected for verification. This may specify either
a maximum number of faults that the analyst assumes can be active at any point in
execution:

or the analyst can assume that the only faults to be considered are those whose
probability of simultaneous occurrence is above some probability threshold:

Tying back to the fault tree analysis in traditional safety analysis, the former is anal-
ogous to restricting the cut sets to a specified maximum number of terms, and the latter
is analogous to restricting the cut sets to only those whose probability is above some set
value. In the former case, we assert that the sum of the true fault activation literals is at
or below some integer threshold. In the latter, we determine all combinations of faults
whose probabilities are above the specified probability threshold, and describe this as
a proposition over fault activation literals. This constrains the model checker such that
only those combinations of faults may be active during analysis. With the introduc-
tion of dependent faults, active faults are divided into two categories: independently
active (activated by its own triggering event) and dependently active (activated when
the faults they depend on become active). The top level fault hypothesis applies to in-
dependently active faults. Faulty behaviors augment nominal behaviors whenever their
corresponding faults are active (either independently active or dependently active).

3.7 Asymmetric Fault Modeling

A asymmetric or Byzantine fault is a fault that presents different symptoms to differ-
ent observers [45]. In our modeling environment, asymmetric faults may be associated
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with a component that has a one-to-many (1 − n) output to multiple (n) other compo-
nents. In this configuration, a symmetric fault will result in all destination components
seeing the same faulty behavior from the source component. To capture the behavior
of asymmetric faults (“different symptoms to different observers”), it was necessary to
extend our fault modeling mechanism in AADL. A thorough description of the asym-
metric modeling capability of the Safety Annex is shown in Chapter 5 using a process
ID example.

3.7.1 Implementation of Asymmetric Faults

To illustrate our implementation of asymmetric faults, assume a source component A
has a 1-n output connected to four destination components (B-E) as shown in Fig-
ure 3.17 under “Nominal System.” If a symmetric fault was present on this output, all
four connected components would see the same faulty behavior. An asymmetric fault
should be able to present arbitrarily different values to the connected components.

To this end, “communication nodes” are inserted on each connection from com-
ponent A to components B, C, D, and E (shown in Figure 3.17 under “Fault Model
Architecture.” From the users perspective, the asymmetric fault definition is associ-
ated with component A’s output and the architecture of the model is unchanged from
the nominal model architecture. Behind the scenes, these communication nodes are
created to facilitate potentially different fault activations on each of these connections.
The fault definition used on the output of component A will be inserted into each of
these communication nodes as shown by the red circles at the communication node
output in Figure 3.17.

An asymmetric fault is defined for Component A as in Figure 3.18. This fault
defines an asymmetric failure on Component A that when active, is stuck at a previous
value (prev(Output, 0)). This can be interpreted as the following: some connected
components may only see the previous value of Comp A output and others may see the
correct (current) value when the fault is active. This fault definition is injected into the
communication nodes and which of the connected components see an incorrect value is
completely nondeterministic. Any number of the communication node faults (0. . . all)
may be active upon activation of the main asymmetric fault.
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Figure 3.17: Communication Nodes in Asymmetric Fault Implementation

Figure 3.18: Asymmetric Fault Definition in the Safety Annex

3.8 Verification in the Presence of Faults

There are two main options for fault model analysis using the safety annex. The first
option injects faults into the Lustre program based on the restrictions placed through
the fault hypothesis. The Bounded Model Checker (BMC) engine used in JKind will
produce a counterexample to an invalid property. These counterexamples are returned
to the user and include a trace of the system execution that were part of the trace that
led to the violation. This includes any active faults that were part of that violation. The
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second option is used to generate minimal cut sets for the model. The details of fault
forest composition and minimal cut set generation can be found in Chapter 4.

Counterexamples

An important feature of a bounded temporal logic model checker is the ability to find
counterexamples. When the model checker determines that a formula with a universal
path quantifier (e.g., for all execution paths...) is false, it will find an execution path
that demonstrates that the negation of the formula is true – a counterexample to the
formula [39].

In a transition system such as described in Section 2.4.5, a counterexample reveals
a state of the system such that (I, T ) 0 P . For a proof to hold, i.e., (I, T ) ` P , it must
be the case that P can be derived from (I, T ) in every state and in every transition. If
any valuation of the Boolean equations in T can lead to a violation of P , then P does
not derive from (I, T ) and a counterexample can be found.

In nominal model analysis, counterexamples provide insight into the assumptions
and guarantees for each component and how they may be strengthened to support cor-
rect behavior. In fault analysis, the counterexamples include active faults and show
the effects of these faults on the proofs regarding safety properties. Assuming that the
nominal model (the model in the absence of faults) proves the specified properties, if
verification in the presence of faults returns a counterexample, an active fault caused the
violation of the property. Insight into the state of the system when this occurs is invalu-
able to an analyst. This information can be used in the model-based safety assessment
process to understand the effects of faults on a system and drive design change.

Verification in the Presence of Faults: Max n Analysis

Using a max number of faults for the hypothesis, the user can constrain the number of
simultaneously active faults in the model. The faults are added to the system subcom-
ponents and a fault hypothesis statement is added to the component implementation.
Given the constraint on the number of possible simultaneously active faults, the model
checker attempts to prove the top level properties. If the property is violated given ac-
tivation literals assigned a true value, a counterexample is provided that shows which



53

of the faults are active and which contracts are violated. We always assume that the
nominal model properties prove in the absence of faults.

The user can choose to perform either compositional or monolithic analysis using
a max n fault hypothesis. In compositional analysis, the analysis proceeds in a top
down fashion. To prove the top level properties, the properties in the layer directly
beneath the top level are assumed to be true and used to perform the proof. Users
constrain the maximum number of faults within each layer of the model by specifying
the maximum fault hypothesis statement to that layer. If any lower level property failed
due to activation of faults, the property verification at the higher level can no longer be
trusted because the higher level properties were proved based on the assumption that the
direct sub-level contracts are valid. This form of analysis is helpful to see weaknesses
in a given layer of the system architecture.

In monolithic analysis the layers of the model are flattened, which allows a direct
correspondence between all faults in the model and their effects on the top level prop-
erties. As with compositional analysis, a counterexample shows these n or fewer active
faults.

Returning to the PWR system example from Section 3.3, we wish to see if the faults
defined for the sensors contribute to a violation of the top level safety property (shut
down occurs when and only when it should). The model has two distinct layers: top
level with subsystems as subcomponents and leaf level with sensor subcomponents.
If verification in the presence of faults is run compositionally with maximum 2 faults
active, the results are as shown in Figure 3.19.

The top level verification passes because faults are not defined at that level. The
leaf level verification, however, does not pass; the property at the subsystem level is vi-
olated. Selecting to view the counterexample, we see that two active faults on two sen-
sors will violate the subsystem property. The counterexample is shown in Figure 3.20.

In the state described by this counterexample, two of the radiation sensors are stuck
low. The radiation level is above the given threshold, two of the three radiation sensors
report low radiation values, and the voter determines the radiation to be low. This
violates the safety property that we shut down when we should.

A monolithic verification in the presence of faults will show that the top level safety
property is violated. In this example, the subsystem guarantee directly supports the
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Figure 3.19: PWR Verification with Maximum Two Faults Hypothesis

Figure 3.20: PWR Counterexample with Maximum Two-Faults Hypothesis

proof of the top level safety property.

Verification in the Presence of Faults: Probabilistic Analysis

A probabilistic analysis constrains the number of true fault activation literals based
on the combination of faults whose occurrence probability is less than the probability
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threshold. Allowable fault combinations are ascertained and associated Lustre asser-
tions are added to the program. If the model checker proves that the safety properties
can be violated with any of those combinations, one such combination will be shown
in the counterexample.

Probabilistic analysis done in this way must be performed using monolithic ver-
ification. The composition of probabilities is discussed further in Chapter 4 and is
performed over cut sets derived compositionally. The probabilities themselves are not
composed and the probabilistic result is a safe over-approximation.

To perform monolithic probabilistic analysis, it is assumed that the non-hardware
faults occur independently and possible combinations of faults are computed and passed
to the Lustre model to be checked by the model checker. Algorithm 1 describes the
algorithm used to determine possible fault combinations given an hypothesis threshold.

Algorithm 1: Monolithic Probability Analysis
1 F = {} : fault combinations above threshold ;
2 Q : faults, qi, arranged with probability high to low ;
3 R = Q , with r ∈ R;
4 while Q 6= {} ∧ R 6= {} do
5 q = removeTopElement(Q) ;
6 for i = 0 : |R| do
7 prob = q × ri ;
8 if prob < threshold then
9 removeTail(R, j = i : |R|);

10 else
11 add({q, ri},Q);
12 add({q, ri},F);

As shown in Algorithm 1, the computation first removes all faults from consider-
ation that are too unlikely given the probability threshold. The remaining faults are
arranged in a priority queue Q from high to low. Assuming independence in the set of
faults, we take a fault with highest probability from the queue (step 5) and attempt to
combine the remainder of the faults inR (step 7). If this combination is lower than the
threshold (step 8), then we do not take into consideration this set of faults and instead
remove the tail of the remaining faults inR.
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In this calculation, we assume independence among the faults, but in the safety
annex it is possible to define dependence between faults using a fault propagation state-
ment. After fault combinations are computed using Algorithm 1, each allowable com-
bination is inserted into an assertion in disjunctive normal form.

In the PWR system, each sensor can fail with probability 1.0× 10−5 and the proba-
bilistic threshold for the system safety property is given as 1.0× 10−9. Running mono-
lithic verification in the presence of faults shows that given the voting mechanism,
no faults will violate the safety property. By lowering the probabilistic threshold to
1.0× 10−10, the safety property is violated with two active faults on any sensor subsys-
tem as shown in Figure 3.21.

Figure 3.21: PWR Verification with Probabilistic Hypothesis

Figure 3.22 shows a portion of the counterexample provided by the model checker
for the probabilistic hypothesis of 1.0× 10−10.

The counterexample shows the active faults on the temperature subsystem: two
faults are simultaneously active which violates the safety property.

A benefit of utilizing the capabilities of counterexample generation is to ability for
an analyst to view the dynamic behavior of a complex system and be able to understand
the signal flow between behaviorally connected components. This aids in the design
process when using model-based engineering methods and can greatly assist in design
restructuring changes that may need to occur. Counterexamples help illustrate when
a system is not resilient to a single fault, or when a combination of faults are suffi-
ciently likely to occur together. Using these analysis capabilities support the objective
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Figure 3.22: PWR Counterexample with Probabilistic Hypothesis

to provide formal feedback to a safety engineer during the analysis of a complex critical
system.

Up until this point, we have discussed modeling capabilities and counterexample
generation using the safety annex for MBSA, but these counterexamples produce only
a single path towards violation; in practice, safety analysts seek to find all minimal sets
of faults that lead to a safety property violation; these are the minimal cut sets and their
associated fault trees. We turn our attention now towards an extension of the transition
system such that we can reason about non-deterministic guarantees, their effect on the
system, and how we can compositionally derive sets of fault trees and minimal cut sets.



Chapter 4

Composition of Fault Forests

Proving that the system operates within some level of safety when failures are present
is an important aspect of critical systems development and falls under the discipline of
safety analysis. Safety analysis produces various safety related artifacts that are used
during development and certification of critical systems [132]. Examples include mini-
mal cut sets – each set represents the minimal set of faults that must all occur in order
to violate a safety property and fault trees – the evaluation that determines all credi-
ble failure combinations which could cause an undesired top level hazard event. The
fault tree can be transformed to an equivalent Boolean formula whose literals appear in
the minimal cut sets. Since the introduction of minimal cut sets in the field of safety
analysis, much research has been performed to address the generation of these sets and
associated formulae [50, 128, 143]. As critical systems get larger, more minimal cut
sets are possible with increasing cardinality. In recent years, symbolic model checking
has been used to address scaling the analysis of systems with millions of minimal cut
sets [17, 28, 133].

The state space explosion is a challenge when performing formal verification on
industrial sized systems. Compositional reasoning takes advantage of the hierarchical
organizaton of a system model as verification is performed. A compositional approach
verifies each layer of the system hierarchy in isolation and allows global properties to
be inferred about the entire system [14]. The assume-guarantee paradigm is commonly
used in compositional reasoning. If the assumed behavior of the components is true,
then the guarantee will hold [40].

58
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In Chapter 3, we described how to perform behavioral fault analysis using the safety
annex. This approach allows for either monolithic or compositional analysis. In mono-
lithic analysis, the model is flattened and all component contracts are used in the proof
of a safety property. Any failures that occur at the leaf level will be reflected at the top
of the system hierarchy. In compositional fault analysis, this is not the case. Composi-
tional analysis is performed from the top down and progresses per layer of the system
architecture. An active fault at a leaf level may violate guarantees at its parent level and
this will be seen in the fault analysis for that layer. But if that parent level guarantee
is necessary for proving a safety property of the system, no indication of this can be
shown. We wish to reflect errors in leaf level components at the top of the hierarchy in
a compositional manner.

Using an assume-guarantee reasoning framework, we extend the definition of the
nomimal transition system to allow for the possibility of unconstrained output corre-
sponding to violated guarantees. We use this idea to reason about all possible violations
of a safety property per layer of analysis and then compose the results. The formaliza-
tion defines a sound approach to the composition of the Boolean formulae that describe
component fault trees.

After we provide the formalization, we describe the implementation in the OSATE
tool for the Architecture and Analysis and Design Lanugage (AADL) [53]. AADL has
two annexes that are of interest to us: the Assume-Guarantee Reasoning Environment
(AGREE) [40] and the safety annex [139]. AGREE provides the assume-guarantee
reasoning required fornominal model analysis, and the safety annex allows us to define
faults on component outputs. For the implementation of this compositional approach,
we look to recent work in formal verification. Ghassabani et al. developed an algorithm
that traces a safety property to a minimal set of model elements necessary for proof;
this is called the all minimal inductive validity core algorithm (All IVCs) [65, 66].
Inductive validity cores produce the minimal sets of model elements necessary to prove
a property. Each set contains the behavioral contracts – the assumptions and guarantees
of components – used in a proof. We collect all MIVCs per layer to generate the
minimal cut sets and thus the fault trees to be composed.

This chapter presents a compositional approach to generating fault forests (sets of
fault trees) and associated minimal cut sets, allowing us to reason uniformly about faults
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in hardware and software and their impact on system properties.

4.1 Running Example

In a typical Pressurized Water Reactor (PWR), the core inside of the reactor vessel pro-
duces heat. Pressurized water in the primary coolant loop carries the heat to the steam
generator. Within the steam generator, heat from the primary coolant loop vaporizes
the water in a secondary loop, producing steam. The steamline directs the steam to the
main turbine causing it to turn the turbine generator, which in turn produces electricity.
There are a few important factors that must be considered during safety assessment and
system design. An unsafe climb in temperature can cause high pressure and hence pipe
rupture, and high levels of radiation could indicate a leak of primary coolant [2].

Figure 4.1: PWR Sensor System

The following sensor system can be thought of as a subsystem within a PWR that
monitors these factors. A diagram of the model is shown in Figure 4.1 and represents a
much simplified version of a safety critical system. The temperature subsystem details
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are shown at the bottom of Figure 4.1; each of the subsystems have a similar archi-
tecture. Each subsystem contain three sensors that monitor pressure, temperature, and
radiation. If any of these conditions are too high, a shut down command is sent from
the sensor subsystem to the parent component.

Figure 4.2: Sensor System Nominal and Fault Model Details

The temperature, pressure, and radiation sensor subsystems each contain three as-
sociated sensors for redundancy. Each sensor reports the associated environmental con-
dition to a majority voter component. If the majority of the sensors reports high, a shut
down command is sent to the subsystem. If any subsystem reports a shut down com-
mand, the top level system will shut down. Pressure, radiation, and temperature all
have associated thresholds for high values which we refer to as Tp, Tr, and Tt respec-
tively. The safety property P of interest in this system is: shut down if and only if any
of the thresholds are surpassed and is reflected by the shut down command at the top
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level where Tt, Tp, and Tr are the thresholds associated with temperature, pressure, and
radiation respectively:

shutdown = (Env Temp > Tt) ∨ (Env Pressure > Tp) ∨ (Env Radiation > Tr)

For reference throughout this paper, we provide Figure 4.2 which shows the guar-
antees and faults of interest for this running example.

The top level shut down command is given as S and each sensor subsystem provides
their own shutdown command, Sp for example. We do not show all guarantees and
assumptions that are in the model, but only the ones of interest for the illustration.
Initially, assume that the faulty behavior is simply unconstrained output, or the possible
violation of a guarantee. This is equivalent to the removal of the guarantee from the
model. For our purposes in the next section, this situation is what we want to explore.
When we describe the implementaton in Section 4.4, we will discuss more specific
failure scenarios.

4.2 Formalization

Given a state space U , a transition system (I, T ) consists of an initial state predicate
I : U → bool and a transition step predicate T : U × U → bool . We define the notion
of reachability for (I, T ) as the smallest predicate R : U → bool which satisfies the
following formulas:

∀u. I(u)⇒ R(u)
∀u, u′. R(u) ∧ T (u, u′)⇒ R(u′)

A safety property P : U → bool is a state predicate. A safety property P holds on
a transition system (I, T ) if it holds on all reachable states, i.e., ∀u. R(u) ⇒ P (u),
written as R ⇒ P for short. When this is the case, we write (I, T ) ` P . We assume
the transition relation has the structure of a top level conjunction. Given T (u, u′) =
T1(u, u′) ∧ · · ·Tn(u, u′) we will write T = ∧i=1..nTi for short. By further abuse of
notation, T is identified with the set of its top-level conjuncts ∧i=1..nTi.Thus, Ti ∈ T
means that Ti is a top-level conjunct of T , and S ⊆ T means all top level conjuncts of
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S are top-level conjuncts of T .
The set of all nominal guarantees of the systemG consists of conjunctive constraints

g ∈ G. Given no faults (i.e., nominal system) and a transition relation T consisting of
conjunctive constraints Ti, each g is one of the transition constraints Ti where:

T = g1 ∧ g2 ∧ · · · ∧ gn (4.1)

We consider an arbitrary layer of analysis of the architecture and assume the prop-
erty holds of the nominal relation (I, T ) ` P . Let the set of all faults in the system be
denoted as F . A fault f ∈ F is a modification of the nominal constraint imposed by
a guarantee. Without loss of generality, we associate a single fault and an associated
fault probability with a guarantee. Each fault fi is associated with an activation literal,
afi , that determines whether the fault is active or inactive.

We extend the transition system so that we can view the system behavior in the
presence of faults—or equivalently the absence of nominal constraints. To consider the
system under the presence of faults, consider a set GF of modified guarantees in the
presence of faults and let a mapping be defined from activation literals afi ∈ AF to
these modified guarantees gfi ∈ GF .

gfi = if afi then fi else gi

The transition system is composed of the set of modified guarantees GF and a set
of conjunctions assigning each of the activation literals afi ∈ AF to false:

T ′ = gf1 ∧ gf2 ∧ · · · ∧ gfn ∧ ¬af1 ∧ ¬af2 ∧ · · · ∧ ¬afn (4.2)

Theorem 1. If (I, T ) ` P for T defined in equation 4.1, then (I, T ′) ` P for T ′ defined
in equation 4.2.

Proof. By the mapping of each constrained activation literal ¬afi to the associated
guarantee gi and the constraint of the activation literals to be false, the result is imme-
diate.



64

Consider the elements of T ′ as a set GF ∪AF , where GF are the potentially faulty
guarantees andAF consists of the activation literals that determine whether a guarantee
is faulty. This is a set that is considered by an SMT solver for satisfiability during the
model checking engine procedures.

If the afi ∈ AF defined in T ′ are unconstrained, this allows more behaviors to the
transition system and could cause a violation of P . If so, a counterexample may be
produced. For each counterexample, we can partition AF into two sets that we call
non-faulty variables (NFV) and faulty variables (FV). The set NFV consists of a set of
activation literals that are constrained to be false throughout the counterexample, and
FV contains those that can be non-deterministically assigned any valuation at some
point in the trace. By mapping some of the variables in AF to false, we know that their
associated guarantees in GF are non-faulty for all considered executions. We define
T ′(NFV ) as a relaxation of T ′ (4.2):

T ′(NFV ) = gf1 ∧ gf2 ∧ · · · ∧ gfn ∧
∧
{¬afi |afi ∈ NFV }

The activation literals constrained to be false in T ′(NFV ) indicate that their as-
sociated guarantees to be valid. In the remainder of this section, we assume that all
afi ∈ AF are unconstrained and when given a true valuation will lead to a violation of
the associated guarantee. This violation causes the output that the guarantee constrains
to become non-deterministic. The Boolean variables in FV correspond to Boolean
variables in the fault tree.

Definition 3. A fault tree FT is a pair (r,L) where:

r: the root r is a negated desirable property

L: a Boolean equation whose literals are faulty variables

All literals af of the Boolean equation L are elements of the set FV . A fault tree
may correspond to a single layer of the system architecture where the root r is a vio-
lated guarantee or a violated safety property depending on the parent component under
analysis. The tree may also describe the relationship between faults and multiple lay-
ers of the system architecture. The root r still corresponds to a violated guarantee or
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property, but the structure of the Boolean formula L will reflect the layers of the system
architecture. If r is a violated safety property, then r ∈ P . If r is a violated guaran-
tee for some lower level parent component, then r ∈ π, where π is the set of parent
component guarantees.

Definition 4. A fault tree FT = (r,L) is valid if and only if a true valuation for r and
for all af ∈ L is satisfiable given the respective transition system constraints.

The hierarchy of the fault tree is dependent on the associated Boolean formula. A
more intuitive structure is that of disjunctive normal form (DNF) as seen in both fault
trees depicted in Figure 4.3, but DNF is not required under our definition of a fault tree.

Traditionally, a safety property is a property of the system and in the assume-
guarantee reasoning environment is a top level guarantee. In the following formalism,
each layer of analysis is viewed as distinct from the system hierarchy as the proof is
being constructed, and the properties we wish to prove are guarantees of a component.
We use the notation P to refer to the set of all parent properties at a given layer of anal-
ysis. If the analysis is being performed at the top level, these are all safety properties
of the system. If the analysis is being performed at an intermediate level, these are all
guarantees of the parent component.

A goal of compositional safety analysis is to reflect failures of leaf and intermediate
components at the top level. Not all guarantees must be valid to prove a parent level
guarantee. To this end, we wish to make a distinction between all guarantees of a
component and those that are required to prove parent guarantees. The subset π of P
are the guarantees that must be valid to prove the guarantees of a parent component.
These are the critical guarantees of a component.

Given that there may be multiple safety properties and multiple intermediate level
guarantees, we do not compose single fault trees per layer, but rather forests of trees.

Definition 5. A fault forest FF is a set of fault trees.

Definition 6. A fault forest FF is valid if and only if for all FT ∈ FF , the fault tree
FT is valid as per Definition 4.

The goal of this formalization is to show that the composition of fault forests results
in a valid fault forest. First, we assume we can derive all minimal counterexamples to
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the proof of a property (or guarantee) at any layer of compositional assume-guarantee
analysis. Then we prove that after composition, the tree we obtain is a fault tree describ-
ing the system in the presence of faults. In Section 4.3, we discharge the assumption
and show how we derive a valid fault forest for each layer of analysis. Since a fault
forest is only valid with respect to the transition system from whence it came, we will
now iteratively extend the model with each composition step.

To prove each parent component guarantee πi ∈ π, a certain subset of child guar-
antees are required to be non-faulty, i.e., the assocated activation literals are given a
false valuation. We use the set NFV to denote the non-faulty variables of the children
components that are required to prove parent guarantees π. These non-faulty variables
are used in the relaxation of T ′ (Equation 4.2). This can be stated as (I, T ′(NFV )) ` π.

The violation of certain child guarantees may lead to the violation of a parent guar-
antee πi. The activation literals of the child are given a true valuation and are denoted
as FV : faulty variables. A set of faulty variables of the children components contain
the activation literals that correspond to leaves of a fault tree L with the root r = ¬πi

for parent guarantee πi. In other words, the fault tree FTi ∈ FF is associated with a
property πi. The non-faulty variables NFV contain the valid child guarantees that are
required to prove πi, and the fault tree FTi reflects the child guarantee violations that
may lead to the violation of πi.

Definition 7. A component is the tuple Comp(M,FF ,NFV , π) where:

• M : the model consisting of the set of all children properties Pc extended with
non-deterministic faults: gfi ∈ Pc where gfi = if afi then fi else gi

• FF : the ordered set of fault trees for this component

• NFV : the set of non-faulty variables, NFV ⊆ Pc

• π: the ordered set of properties π ⊆ P such that (I, T ′(NFV )) ` π, i.e., all
properties π hold if the variables in NFV are given a true valuation.

and FT i ∈ FF corresponds to πi ∈ π for each of the i properties: the root of FTi is
¬πi.
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Given the definition of a component, we now discuss what it means to compose
components. Each layer of composition moves iteratively closer to a monolithic model
by the enlargement of each set described in a component. To begin this iterative process,
we define the composition of fault forests.

To show that the composition of fault trees results in a valid fault tree, let φ be a
function φ : B × B → B for Boolean equations B. We use this mapping to define the
composition of parent component fault tree FTp and child component fault tree FTc,
where FT c = (rc,Lc) and FT p = (rp,Lp).

FT c ◦ FT p = φ(FT c,FT p) =

(rp,Lp(rc,Lc)) rc ∈ Lp

(rp,Lp) rc 6∈ Lp

(4.3)

where Lp(rc,Lc) is the replacement of afrc in Lp with (rc,Lc). Intuitively, each
of the violated guarantees has an associated activation literal. If an activation literal
is found in the parent leaf equation Lp, replace that activation literal (afrc) with the
associated violated child guarantee (rc).

Let n be the number of properties for some parent component p and let m be the
number of properties for some child component c. Then the parent fault forest FF p is
a mapping FF p : S1 → B for S1 = {1, 2, . . . ,m} and the set of Boolean equations B
and FF c : S2 → B for S2 = {1, 2, . . . n}.

Let φF be a function φF : seq(B) × seq(B) → seq(B) for finite sequences of
Boolean equations seq(B). We use this function to define the composition of parent
and child component fault forests FF p = {(rp1,Lp1), . . . , (rpm,Lpm)} and FF c =
{(rc1,Lc1), . . . , (rcn,Lcn)}. φF is a mapping such that for all i ∈ S1 and for all j ∈ S2:

FF c ◦ FF p = φF (FF c,FF p) =

(rpi,Lpi(rcj,Lcj)) rcj ∈ Lpi

(rpi,Lpi) rcj 6∈ Lpi

(4.4)

where Lpi(rcj,Lcj) is the replacement of afrcij in Lpi with (rcj,Lcj).
Each literal in the formula Lp is a fault activation literal afi . If afi has its associated

guarantee gfi in the set of child roots rc, then the mapping φF will extend afi in Lp with
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the leaf formula of the child root gfi . The resulting fault forest is a sequence of fault
trees FF = {(rpk,Lk) : k = 1, . . . ,m}. The roots of the resulting forest are the same
roots as the parent forest while the leaf formulae may change based on replacement.

Figure 4.3: Sensor System Composition of Fault Trees

We return to the sensor system example to illustrate this mapping. Graphically,
this is represented in Figure 4.3. The top level (parent) component is defined as:
Compp(Mp,FF p,NFV p, πp) and FF p = {(¬P, af p ∨ af t ∨ af r)} where each acti-
vation literal is associated with the unconstrained guarantees Gp, Gt, and Gr. The child
layer has a fault forest consisting of three fault trees, one for each subsystem.

The pressure subsystem fault tree is FT p = (¬Gp, (af p1 ∧ af p2) ∨ (af p1 ∧ af p3) ∨
(af p2∧af p3). The leaf formulae for each subsystem tree corresponds to pairwise combi-
nations of active sensor faults. We now show the composition of the pressure subsystem
child and top level parent fault trees.

The mapping φF iterates through each tree in the parent forest – in this case, we
have only one. Then for each parent tree it iterates through the Boolean literals in L.
If there is a match between a child root and a parent leaf, the replacement is made.
We represent the unconstrained (violated) guarantee as ¬Gp and it is associated with
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the fault activation literal af p. Thus, af p will be extended with {¬Gp, (af p1 ∧ af p2) ∨
(af p1 ∧ af p3)∨ (af p2 ∧ af p3)}. This extension is done for each leaf formula in Lp from
the parent fault forest. The end result of the replacement is easy to see in Figure 4.3.

We have provided the foundational definitions necessary to discuss what it means
to compose components. The composition of child component Compc and parent com-
ponent Compp is defined as:

Definition 8. Compc(Mc,FF c,NFV c, πc) ◦ Compp(Mp,FT p,NFV p, πp)
= Comp◦(M ′,FF ′,NFV ′, π′) where:

• M ′ = Mc ∪Mp is the iterative enlargement of the model by combining children
guarantees with parent guarantees,

• FF c ◦ FF p is the composed fault forest

• NFV ′ = NFV c ∪ NFV p is the set of non-faulty variables

• π′ = πc ∪ πp are valid properties such that (I, T ′(NFV ′)) ` π′.

The enlargement of the model, M ′, iteratively flattens the composed layers by tak-
ing the union of children guarantees and parent guarantees. The fault forests are com-
posed into a set of fault trees describing the enlarged model. The non-faulty variables
from child and parent are combined into a set NFV ′ such that (I, T ′(NFV ′)) ` π′.

Given that in child and parent components, the properties π can be derived from the
non-faulty variables, we show that this relationship holds after composition. To state
(I, T ′(NFV )) ` π, we use the shorthand NFV ` π.

Theorem 2. If NFV c ` πc and NFV p ` πp, then NFV ′ ` π′

Proof. Assume antecedent. Let p′ ∈ π′. If p′ ∈ πc then NFV c ` p′ and likewise if
p′ ∈ πp, then NFV p ` p′. In either case, NFV c ∪ NFV p = NFV ′ ` π′.

We work under the monotonicity assumption, commonly adopted in safety analysis,
that an additional fault cannot cancel the effect of existing faults. Given Definition 4,
we show that the composition of two fault trees results in a valid fault tree. We will
then extend this to show that the composition of two fault forests results in a valid fault
forest.
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Lemma 1. If FT c and FT p are valid fault trees, then their composition φ(FT c,FT p)
is also a valid fault tree.

Proof. Assume the antecedent. Then (rc,Lc) is satisfiable with regard to the child
component transition system and all af ∈ Lc and rc are given true valuations.

Case 1: If the child root¬gi does not have an associated afi ∈ Lp, then φ(FT c,FT p) =
FT p and the inclusion of the additional constraints from the child transition system in
Mc does not negate the effects of the faults in FTp. Thus, it is a valid fault tree.

Case 2: If the child root ¬gi has an associated afi ∈ Lp, then afi has a true valuation.
Given the mapping defined between guarantees and activation literals, replacement of
afi ∈ Lp with ¬gi preserves satisfiability. Furthermore, by the monotonicity assump-
tion, the addition of more constraints (af ∈ Lc) to the Boolean formula does not change
satisfiability in the extended transition system.

In all cases, φ(FT c,FT p) is a valid fault tree.

Lemma 2. If FFc and FFp are valid fault forests, then their composition φ(FFc,FFp)
is also a valid fault forest.

Proof. Assume the antecedent. Then for all FTj ∈ FFp and FTi ∈ FFc, FTi and FTj

are valid fault trees as per Definition 6. For each iteration defined in the mapping φF ,
apply Lemma 1 and the monotonicity assumption.

We have shown that a single layer of composition produces valid fault forests. To
perform this analysis across n layers of architecture we use induction to show that the
resulting fault forest is valid.

The notation φn
F indicates the iterated function φF which is a successive application

of φF with itself n times. Assume the fault forest FF0 is obtained at the leaf level of
the architecture.

Theorem 3. If φn
F (FFn−1 ,FFn) is a valid fault forest, then φn+1(FFn,FFn+1 ) is a

valid fault forest.
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Proof. Base case: Each fault forest per layer is valid by construction. By Lemma 2,
φF (FF0 ,FF1 ) is a valid fault forest.

Inductive assumption: Assume φn
F (FFn−1 ,FFn) is a valid fault forest.

φn+1
F (FFn,FFn+1 ) = ((FF0 ◦ FF1 ) ◦ FF 2) ◦ · · · ◦ FFn) ◦ FFn+1 ))

= φn
F (FFn−1 ,FFn) ◦ FFn+1

By inductive assumption and Lemma 2, φn+1
F (FFn,FFn+1 ) is a valid fault forest.

In this section, we have formalized the idea that fault trees (and forests) can be
composed without losing the validity of each composed tree. We proved that this can
be performed iteratively across an arbitrary number of layers. Now that we have the
formal foundations laid, we proceed towards the implementation.

4.3 Preliminaries for the Implementation

To implement the formalism described in Section 4.2, we must compute minimal cut
sets per layer of analysis, transform them into their related Boolean formula, and com-
pose them. As previously described, Ghassabani et al. developed the all minimal in-
ductive validity core algorithm (All IVCs) [65, 66]. The All IVCs algorithm gives
the minimal set of contracts required for proof of a safety property. If all of these sets
are obtained, we have insight into every proof path for the property. Thus, if we violate
at least one contract from every MIVC set, we have in essence “broken” every proof.

In Figure 4.4, we depict this graphically. In the first box (top left), the contracts of
the single layer system are g1, . . . , g13. In this example, not all guarantees are needed to
prove P ; one may obtain proof of the property by having only g4 and g5 in the model.
The All IVCs algorithm provides all minimal validity cores which is shown as the
lines running through the guarantees.

One may attempt to violate a proof by violating a guarantee in a single MIVC as
shown in the top right of the figure. This does break a proof, but given there are multiple
MIVCs, it is not enough. The bottom figure shows our method: violate one guarantee
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Figure 4.4: Using MIVCs to derive minimal cut sets

from each MIVC set to ensure that the property can no longer be proven. The key idea
is that the hitting sets (Definition 15) of all MIVCs produces the minimal cut sets.

Next we outline the formal background and toolsuite used in the implementation
and then describe the algorithm that is implemented in the safety annex for AADL.

4.3.1 Background

JKind is an open-source industrial infinite-state inductive model checker for safety
properties [60]. Models and properties in JKind are specified in Lustre [69], a syn-
chronous dataflow language, using the theories of linear real and integer arithmetic.
JKind uses SMT-solvers to prove and falsify multiple properties in parallel. The JKind
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model checker uses k-induction which unrolls the property P over k steps of the tran-
sition system.

A good first approximation for reachability is the property itself. That is, we can
check if the following formulas hold:

∀s. I(s)⇒ P (s) (4.5)

∀s, s′. P (s) ∧ T (s, s′)⇒ P (s′) (4.6)

If both formulas hold then P is inductive and holds over the system. If (4.5) fails to
hold, then P is violated by an initial state of the system. If (4.6) fails to hold, then P is
too much of an over-approximation and needs to be refined.

The JKind model checker uses k-induction which unrolls the property P over k
steps of the transition system. For example, 1-induction consists of formulas (4.5) and
(4.6) above, whereas 2-induction consists of the following formulas:

∀s. I(s)⇒ P (s)
∀s, s′. I(s) ∧ T (s, s′)⇒ P (s′)

∀s, s′, s′′. P (s) ∧ T (s, s′) ∧ P (s′) ∧ T (s′, s′′)⇒ P (s′′)

That is, there are two base step checks and one inductive step check. In general, for
an arbitrary k, k-induction consists of k base step checks and one inductive step check
as shown in Figure 4.5 (the universal quantifiers on si have been elided for space). We
say that a property is k-inductive if it satisfies the k-induction constraints for the given
value of k. The hope is that the additional formulas in the antecedent of the inductive
step make it provable.

JKind uses a combination of the above techniques to perform k-induction. Thus, a
typical conclusion is of the form “P with lemmas L1, . . . , Ln is k-inductive”.

Each step of induction is sent to an SMT (Satisfiabilty Modulo Theory)-solver to
check for satisfiability, i.e., there exists a total truth assignment to a given formula that
evaluates to true. If there does not exist such an assignment, the formula is consid-
ered unsatisfiable. JKind utilizes parallel SMT-solving engines at each induction step
to glean information about the proof of a safety property. The transition formula is
translated into clauses such that satisfiability is preserved [49]. Expression of the base
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I(s0)⇒ P (s0)
...

I(s0) ∧ T (s0, s1) ∧ · · · ∧ T (sk−2, sk−1)⇒ P (sk−1)
P (s0) ∧ T (s0, s1) ∧ · · · ∧ P (sk−1) ∧ T (sk−1, sk)⇒ P (sk)

Figure 4.5: k-induction formulas: k base cases and one inductive step

and induction steps of a temporal induction proof as SAT problems is straightforward
and is shown below for step k:

I(s0) ∧ T (s0, s1) ∧ · · · ∧ T (sk−1, sk) ∧ ¬P (sk)

When proving correctness it is shown that the formulas are unsatisfiable, i.e., the
property P is provable. The idea behind finding an inductive validity core (IVC) for
a given property P is based on inductive proof methods used in SMT-based model
checking, such as k-induction and IC3/PDR [48, 82]. Generally, an IVC computation
technique aims to determine, for any subset S ⊆ T , whether P is provable by S . A
minimal subset that satisfies P is seen as a minimal proof explanation and called a
minimal inductive validity core.

Definition 9. Inductive Validity Core (IVC) [65]: S ⊆ T for (I, T ) ` P is an Inductive
Validity Core, denoted by IVC (P, S), iff (I , S) ` P .

Definition 10. Minimal Inductive Validity Core (MIVC) [66]: S ⊆ T is a minimal
Inductive Validity Core, denoted by MIVC (P, S), iff IVC (P, S) ∧ ∀Ti ∈ S. (I, S \
{Ti}) 6` P .

The constraint system consists of the constrained formulas of the transition system
and the negation of the property. The All IVCs algorithm collects all minimal unsatis-
fiable subsets (MUSs) of a constraint system generated from a transition system at each
induction step [13, 66].

Definition 11. A Minimal Unsatisfiable Subset (MUS) M of a constraint system C is a
set M ⊆ C such that M is unsatisfiable and ∀c ∈M : M \ {c} is satisfiable.
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The MUSs are the minimal explanation of the infeasibility of this constraint system;
equivalently, these are the minimal sets of model elements necessary for proof of the
safety property.

Returning to our running example, this can be illustrated by the following. Given
the constraint system C = {Gp, Gt, Gr,¬P}, a minimal explanation of the infeasabil-
ity of this system is the set {Gp, Gt, Gr, }. If all three guarantees hold, then P (the
disjunction of these guarantees) is provable.

In the case of an UNSAT system, we may ask: what will correct this unsatisfiability?
A related set answers this question:

Definition 12. A Minimal Correction Set (MCS)M of a constraint system C is a subset
M ⊆ C such that C \M is satisfiable and ∀M ′ ⊂M : C \M ′ is unsatisfiable.

An MCS can be seen to “correct” the infeasability of the constraint system by the
removal from C the constraints found in an MCS. Returning to the PWR example, the
MCSs of the constraint system C are MCS1 = {Gt}, MCS2 = {Gp}, MCS3 = {Gr}.
If any single guarantee is violated, a shut down from that subsystem may not get sent
when it should and the safety property P will be violated. This corresponds exactly to
the definition of a minimal cut set.

For the following definitions, we remind readers of the extended transition system
defined in Equation 2 of Section 4.2 and that the elements of T ′ are the set GF ∪ AF
for potentially faulty guarantees GF and activation literals AF . We use the notation
af → {true, false} to indicate a constraint on the literal af .

Definition 13. A cut set S of a top level event ¬P is a set S ⊆ AF such that ∀af ∈ S,
af → {true} and S ∪ {¬P} is satisfiable.

Intuitively, a cut set is a true valuation for some subset of fault activation literals
within a constraint system such that the constraint system is satisfiable given those true
valuations. As an example, we return to the sensor system described in Section 4.1.
Each of the pressure sensor guarantees has an associated activation literal and any pair-
wise combination may cause a violation of the safety property P . A cut set in this
example consists of S = {afp1 , afp2}. Each of these activation literals are assigned a
true value. The set S ∪{¬P} = {afp1 , afp2 ,¬P} is satisfiable: there exists a true valu-
ation for the activation literals and a false valuation for the safety property and there is
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no logical inconsistency.

Definition 14. A cut set S is minimal if and only if ∀af ∈ S, (S \ {af }) ∪ {¬P} is
unsatisfiable.

Our approach in computing minimal cut sets through the use of inductive validity
cores is to supply activation literals constrained to be false to the algorithm. The result-
ing MCSs consist of elements ¬afi . The removal of this constraint from the constraint
system results in non-deterministically true activation literals. By the definition of an
MCS, we know that C \ MCS is satisifiable. This removal of constraints from C re-
moves the false constraint from each element in the MCS. Liffiton et. al showed that
any subset of a satisfiable set is also satisfiable [92], so we know that for set S consist-
ing of elements of MCS with constraints removed, S ∪{¬P} is also satisfiable. This is
the definition of a cut set. Minimality comes directly from the definition of a minimal
correction set.

A duality exists between the MUSs of a constraint system and the MCSs as estab-
lished by Reiter [126]. This duality is defined in terms of Minimal Hitting Sets (MHS).

Definition 15. A hitting set of a collection of sets A is a set H such that every set in A
is “hit” by H; H contains at least one element from every set in A.

Every MUS of a constraint system is a minimal hitting set of the system’s MCSs,
and likewise every MCS is a minimal hitting set of the system’s MUSs. This is noted
in previous work [42, 92] and the proof of such is given by Reiter (Theorem 4.4 and
Corollary 4.5) [126]. For the PWR top level constraint system, it can be seen that each
of the MCSs intersected with the MUS is nonempty. This gives the minimal set of
guarantees for which, if violated, will cause P to be violated.

As described in Section 4.2, we extend the transition system with fault activation
literals. These literals are constrained to false and the All IVCs algorithm is invoked.
The constraint system for the PWR example is C = {¬af p,¬af t,¬af r,¬P} for acti-
vation literal af p associated with Gp, etc. The hitting sets generated from the MIVC
are: {¬af p}, {¬af t}, and {¬af r} and are the minimal correction sets of the constraint
system.
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Architecture Analysis and Design Language We are using the Architectural Anal-
ysis and Design Language (AADL) to construct system architecture models of perfor-
mance critical, embedded, real-time systems [7, 53]. Language annexes to AADL pro-
vide a rich set of modeling elements for various system design and analysis needs, and
the language definition is sufficiently rigorous to support formal analysis tools that al-
low for early fault detection. Figure 4.6 shows a temperature sensor component defined
in AADL. It has a single input (Env Temp)and a single output (High Temp Indicator).

Figure 4.6: Temperature sensor in AADL with AGREE and safety annexes

Assume Guarantee Reasoning Environment The Assume Guarantee Reasoning
Environment (AGREE) is a tool for formal analysis of behaviors in AADL models and
supports compositional verification [40]. It is implemented as an AADL annex and is
used to annotate AADL components with formal behavioral contracts. Each compo-
nent’s contracts includes assumptions and guarantees about the component’s inputs and
outputs respectively. AGREE translates an AADL model and the behavioral contracts
into Lustre [69] and then queries the JKind model checker to conduct the back-end
analysis [60]. Figure 4.6 shows the guarantee defined in the temperature sensor written
in the AGREE annex.

Safety Annex for AADL The Safety Annex for AADL provides the ability to rea-
son about faults and faulty component behaviors in AADL models [139, 142]. In the
Safety Annex approach, AGREE is used to define the nominal behavior of system com-
ponents, faults are introduced into the nominal model, and JKind is used to analyze the
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behavior of the system in the presence of faults. Faults describe deviations from the
nominal behavior and are attached to the outputs of components in the system. An
example of a safety annex fault definition on the temperature sensor is shown in Fig-
ure 4.6. The fault is associated with the High Temp Indicator output and has a
probability of occurrence of 1.0 × 10−5. The behavior of the output when the fault is
active is to report low temperature.

4.4 Implementation

In the formalism, any guarantee in the model had an associated fault activation literal
and could be unconstrained. In the implementation, we rely on the fault model created
in the safety annex to dictate which guarantees can be violated and how they may
fail. Each explicit fault defined in the safety annex is added to the Lustre program as
are assocated fault activation literals [139, 142]. This corresponds to the fi and af i

described in Section 4.2.

Figure 4.7: Illustration of Two Layers of Analysis

The All IVCs algorithm requires that equations in the Lustre model are flagged
for consideration in the analysis; these we call IVC algorithm elements. All equations
in the model can be used as IVC algorithm elements or one can specify directly the
equations to consider. In this implementation, the IVC algorithm elements are added
differently depending on the layer. In the leaf architectural level, fault activation literals
are added to the IVC algorithm elements and are constrained to false. In middle or top
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layers, supporting guarantees are added. This is shown in Figure 4.7. The figure shows
an arbitrary architecture with two analysis layers: top and leaf. The top layer analysis
adds G as IVC algorithm element; the leaf layer analysis adds f1 and f2.

A requirement of the hitting set algorithm is that to find all MCSs, all MUSs must
be known. Ghassabani et al. [66] showed that finding all MIVCs is as hard as model
checking. It is a requirement of this analysis that all MIVCs are found. Once the MIVC
analysis is complete for a property at a given layer, a hitting set algorithm is used to
generate the related MCSs [106]. Depending on the layer of analysis, the MCSs contain
either guarantees or fault activation literals.

The composition of these results is performed top down and shown in Algorithm 2.
For each guarantee found in an MCS, a replacement is made with the guarantees own
MCSs. This is done recursively until all replacements have been made (line 7, 8 of
Algorithm 2). If on the other hand there are no MCSs for a given guarantee, that
guarantee is replaced by its associated fault activation literal (line 10). At the leaf level
of analysis, no guarantees have associated MCSs and thus reaches the end of recursion.
At that time, the formula is converted back into disjunctive normal form to finish the
translation into the traditional fault tree (line 11).

Algorithm 2: Compose Results
1 R← All MCSs(P) = ∨n

i=1MCSi
2 where MCSi = ∧m

j=1gfj
3 Function resolve(R):
4 for ∀ OR-node in R do
5 for ∀gfj in OR-node do
6 if ∃MCS(gfj) then
7 R← replace gfj in R with All MCSs(gfj);
8 resolve (All MCSs(gfj));
9 else

10 R← replace gfj in R with afj ;

11 convert R to DNF

Algorithm 2 provides the outline for the general case of composing fault forests:
for each each property in a layer, the algorithm is called. Each property may have a
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corresponding fault tree. The collection of fault trees associated with each property
make the forest. In the next subsection, we describe how this general algorithm is
adjusted.

It is important to note that the algorithm terminates.

Theorem 4. Algorithm 2 terminates

Proof. No infinite sets are generated by the All IVCs or minimal hitting set algo-
rithms [66, 106]; therefore, for all gi in the model, All MCSs(gi) is a finite set and
MCS(gi) is a finite set. Each call to Resolve processes a guarantee that was not pre-
viously resolved, and for all gi at the leaf layer of analysis, All MCSs((gi) = ∅. Given
that there are finite layers in a model, the algorithm terminates.

This algorithm assumes a complete enumeration of minimal IVCs and the comple-
tion of the hitting set algorithm. These steps of analysis are not trivial to perform. We
discuss these difficulties further in Section 4.5.

4.4.1 Pruning to Address Scalability

Given that the growth of the DNF formula can grow quite quickly in the worst case,
we implemented strategies to prune the size of the cut sets and hence the growth of
these intermediate sets. The safety annex provides the capability to specify a type of
verification in what is called a fault hypothesis statement. These come in two forms:
maximum number of faults or probabilistic analysis. Algorithm 2 is the general ap-
proach, but the implementation changes slightly depending on which form of analysis
is being performed. This pruning improves performance and diminishes the problem
of combinatorial explosion in the size of minimal cut sets for larger models.

Guarantees with no associated faults If a guarantee is found in a minimal cor-
rection set and no fault has been defined in the model that can violate it, this minimal
correction set (and hence the entire subtree) is pruned.

Max n faults analysis The max n fault hypothesis in the safety annex restricts
the number of faults that can be independently active simultaneously. This statement
restricts the cardinality of minimal cut sets generated to n. If the number of elements
in an MCS exceeds the threshold of the hypothesis statement, that MCS is eliminated
from consideration and its subtree is pruned.
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Probabilistic analysis pruning A probabilistic hypothesis statement restricts the
cut sets by use of a probabilistic threshold. Assuming independence between faults,
any cut sets with combined probability higher than the given probabilistic threshold
are removed from consideration. The allowable combinations of faults are calculated
before Algorithm 2 begins; this allows for dynamic pruning of minimal correction sets.
If the fault activation literals within an MCS are not a subset of any allowable combi-
nation, that MCS is pruned from the formula.

4.5 Discussion

There are considerations that must be made regarding this approach. These include
the enumeration of all MIVCs as well as all MHSs. We discuss these preprocessing
steps and then end the discussion with some brief comments on the soundness and
incompleteness of compositional reasoning.

4.5.1 Minimal Inductive Validity Core Enumeration

Ghassabani showed that determining if an inductive validity core is minimal is as hard
as model checking [64,66]. The full inductive validity core algorithm does not guaran-
tee a minimal IVC. A separate algorithm attempts to minimize the IVCs enumerated in
the full algorithm. The minimization is as hard as model checking and therefore unde-
cidable in many settings. The implementation of the MIVC algorithm times out after
a set threshold and if all MIVCs cannot be enumerated, the output of the algorithm is
empty, i.e., it is an offline algorithm.

The minimal cut sets may be enumerated via MIVCs due to the dual relationship
between minimal unsatsifiable subsets (MUSs) and minimal correction sets (MCSs).
The MCSs cannot be found if the unsatisfiable subsets are not minimal [92]. In the
case of finding minimal cut sets, if an IVC is not minimal, the hitting sets of all IVCs
will not necessarily be a cut set. A simple example illustrates this concept. Assume
that {a, b, c} is an IVC and the minimal IVC contains only {a, b}. Intuitively, a and
b are sufficient to prove some safety property. Say there are two other minimal IVCs
enumerated: {d}, and {e}. The hitting sets produced will include the set {c, d, e}.
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Violation of these elements will not lead to violation of the safety property, for the
elements a and b provide a proof of the property.

Bendik et al. implemented an algorithm that identifies MIVCs in an online man-
ner (i.e., one by one) and can be terminated at any time [13]. While this algorithm
performs better than the original All IVCs algorithm developed by Ghassabani [66],
the requirement remains that all MIVCs must be found before generating the minimal
hitting sets. A possible extension to our approach is to utilize the online MIVC enu-
meration algorithm simply for the performance benefits.

4.5.2 Minimal Hitting Sets

Finding inclusion-minimal hitting sets for a given collection of sets is a fundamental
combinatorial problem. The problem of generating the collection of MHSs for a given
set family is of interest in a wide variety of domains. The computational complexity
of this problem is currently unknown; nevertheless, there is an extensive literature of
algorithms to generate minimal hitting sets [61]. The minimal hitting set problem is
equivalent to the inclusion-minimal set cover problem. An algorithm for generating
MHSs can be used to enumerate minimal set covers, a classic NP-hard problem [83].

Murakami et al. proposed an algorithm used for dualizing large-scale hyper-
graphs [106]. A hypergraph F is a set family defined on vertex set V . The dual of
F is the set of minimal subsets H of V such that F ∩ H 6= for any F ∈ F . The
computation of the dual is equivalent to the minimal hitting set problem. Finding a
minimal hitting set is easy; one removes vertices one by one unless one gets an empty
intersection with some hyperedges. However, finding exactly all minimal hitting sets
is not easy; one must check exponentially many vertex subsets that can be minimal hit-
ting sets. Murakami introduced a bottom-up search. They build up “sub-MHSs” until
they are hitting sets, making clever use of intermediate data structures to ensure that no
redundant checks are performed [61]. The algorithm incorporated into the safety annex
is the MMCS algorithm [106]. Let k = ||S|| be the sum of sizes of the sets in a set
family S. Then MMCS runs in O(k) time per iteration1.

Given the intractability of MIVC enumeration and the challenge of the hitting set
problem, being able to generate minimal cut sets without reliance on these algorithms

1The authors do not give explicit bounds on the number of iterations required.
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would be beneficial. We discuss this option in Section 7.1.

4.5.3 Soundness, Completeness, and Minimality

For any proof system, soundness is the most important property–it is not possible to
deduce false facts. A measure of the quality or usefulness of a proof system is obtained
from an investigation into completeness–every formula can be derived using that proof
system. Compositional reasoning is sound [84], but in general incomplete [107]. This
means that we know in nominal compositional analysis, we will not prove a false prop-
erty (sound). But there may be cases in which we cannot prove a property which is
true given the model (incomplete). Given the assumption for our algorithms that the
nominal model proves and all MIVCs are enumerated, we know that a fault tree is still
valid using this approach.

What we cannot ensure is that the cut sets after composition are necessarily mini-
mal. The example described in Chapter 6 illustrates this point. Furthermore, dependen-
cies between guarantees within the model may not be reflected in composition. We are
guaranteed minimality per layer, but it is possible to lose this property upon composi-
tion.

From safety analysts perspective, this is acceptable. This approach is not meant
to supplant an analyst, but to automate certain aspects of the traditional approach to
SA. The analyst is still required to understand the cut sets and how they pertain to the
system as a whole.

From a probabilistic computation perspective, this may result in an unsafe proba-
bilistic approximation. Assuming independence, the computed probability of a cut set
will be less than or equal to the computed probability of a minimal cut set. An ex-
tension to this work is to provide a meaningful over-approximation to the probabilistic
computations that may be performed over a compositionally derived fault tree.

4.5.4 Hierarchical Graphical Fault Trees

We presented a formalism that defines the composition of fault forests by extending the
transition system to allow for fault activation literals. This formalism is implemented
by leveraging recent research in model checking techniques.
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An overarching goal of this dissertation is to aid a safety analyst in the assessment
process, not to replace them. Throughout this research, numerous conversations with
safety analysts provided guidance.A common artifact used in the certification process
is a fault tree. Automated generation of fault trees often produces flat trees: a single
root with multiple leaves. This does not show how an error propagates through the
system. It is likely that analysts will create fault trees by hand as they explore the
behavior of the system in the presence of faults. The safety annex output does not
include graphical fault trees, but rather the Boolean expressions that describe them.
Given that the analysis is performed compositionally, a hierarchical fault tree could
provide meaningful information for each layer of the system.



Chapter 5

Case Studies

This chapter illustrates aspects of the safety annex in terms of both modeling and anal-
ysis. The first section describes a large case study example called the Wheel Brake
System (WBS) for an aircraft; the nominal system is modeled and extended by the
safety annex. We discuss the results in terms of scalability and present the timing and
minimal cut set results. An example showing the flexibility of fault modeling with the
safety annex is given in the following section. The chapter concludes with a discussion
on analysis timing results for a set of models.

5.1 Wheel Brake System

To demonstrate the fault modeling capabilities of the Safety Annex we will use the
Wheel Brake System (WBS) described in AIR6110 [5]. This system is a well-known
example that has been used as a case study for safety analysis, formal verification, and
contract based design [21, 25, 26, 78]. The preliminary work for the Safety Annex was
based on a simple model of the WBS [142]. To demonstrate a more complex fault mod-
eling process, we constructed a functionally and structurally equivalent AADL version
of the more complex WBS NuSMV/xSAP models [26].

The WBS is composed of two main parts: the Line Replaceable Unit control system
and the electro-mechanical physical system. The control system electronically controls
the physical system and contains a redundant channel of the Braking System Control
Unit (BSCU) in case a detectable fault occurs in the active channel. The control system
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Figure 5.1: Simplified Two-Wheel WBS

also commands antiskid braking. The physical system consists of the hydraulic circuits
running from hydraulic pumps to wheel brakes as well as valves that control the hy-
draulic fluid flow. This system provides braking force to each of the eight wheels of the
aircraft. The wheels are all mechanically braked in pairs (one pair per landing gear).
For simplicity, Figure 5.1 displays only two of the eight wheels.

There are three operating modes in the WBS model:

• In normal mode, the system is operated by a green hydraulic pump and one me-
ter valve per each of the eight wheels. Each of the meter valves are controlled
through electronic commands coming from the active channel of the BSCU.
These signals provide braking and antiskid commands for each wheel. The brak-
ing command is determined through a sensor on the pedal and the antiskid com-
mand is determined by the Wheel Sensors.

• In alternate mode, the system is operated by a blue hydraulic pump, four meter
valves, and four antiskid shutoff valves, one for each landing gear. The meter
valves are mechanically commanded through the pilot pedal corresponding to
each landing gear. If the selector detects lack of pressure in the green circuit, it
switches to the blue circuit.
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• Emergency mode is entered if the blue hydraulic pump fails. The accumulator
pressure vessel has a reserve of pressurized hydraulic fluid and will supply this
to the blue circuit in emergency mode.

The WBS architecture model in AADL contains 30 different kinds of components,
169 component instances, and a model depth of 5 hierarchical levels.

The behavioral model is encoded using the AGREE annex and the behavior is based
on descriptions found in AIR6110. The top level system properties are given by the
requirements and safety objectives in AIR6110. All of the subcomponent contracts
support these system safety objectives through the use of assumptions on component
input and guarantees on the output.

An example system safety property is to ensure that there is no inadvertent braking
of any of the wheels. This is based on a failure condition described in AIR6110 is
Inadvertent wheel braking on one wheel during takeoff shall be less than 10−9 per
takeoff. Inadvertent braking means that braking force is applied at the wheel but the
pilot has not pressed the brake pedal. In addition, the inadvertent braking requires that
power and hydraulic pressure are both present, the plane is not stopped, and the wheel
is rolling (not skidding). Figure 5.2 shows the AGREE specification of this property.
If power and hydraulic pressure are supplied and the pedal is not pressed, that implies
that the wheel isn’t rolling, speed is zero, or there is no braking force supplied at the
wheel.

Figure 5.2: Safety Property: Inadvertent Braking

5.1.1 Nominal Model Analysis

Before performing fault analysis, users should first check that the safety properties are
satisfied by the nominal design model. This analysis can be performed monolithically
or compositionally in AGREE. Using monolithic analysis, the contracts at the lower
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levels of the architecture are flattened and used in the proof of the top level safety
properties of the system. Compositional analysis, on the other hand, will perform the
proof layer by layer top down, essentially breaking the larger proof into subsets of
smaller problems. For a more comprehensive description of these types of proofs and
analyses, see additional publications related to AGREE [8, 40] and we refer you to
Section 2.4.

The WBS has a total of 13 safety properties at the top level that are supported by
subcomponent assumptions and guarantees. These are shown in Table 5.1. Given that
there are 8 wheels, contract S18-WBS-0325-wheelX is repeated 8 times, one for each
wheel. The behavioral model in total consists of over 440 assumptions and guarantees
after instantiation.

S18-WBS-R-0321
Loss of all wheel braking during landing shall have a probability of occurrence less than
5.0× 10−7 per flight.

S18-WBS-R/L-0322
Asymmetrical loss of wheel braking (Left/Right) shall have a probability of occurrence
less than 5.0× 10−7 per flight.

S18-WBS-0323
Inadvertent braking with all wheels locked shall have a probability of occurrence less
than 10−9 per takeoff.

S18-WBS-0324
Inadvertent braking with all wheels shall have a probability of occurrence less than 10−9

per takeoff.

S18-WBS-0325-wheelX
Inadvertent braking of wheel X shall have a probability of occurrence less than 10−9

per takeoff.

Table 5.1: Safety Properties of the WBS

The analysis results are shown in Figure 5.3.
The lemmas are the specifications of all top level safety properties in the model.

The results show that the model supports the specifications and a proof is found for
each lemma. The child component contracts are used to prove the validity of the safety
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Figure 5.3: Nominal model analysis results for WBS

properties.

5.1.2 Fault Model Analysis

There are two main options for fault model analysis using the Safety Annex. The first
option injects faults into the Lustre program based on the restrictions placed through
the fault hypothesis. The bounded model checker engine used in JKind will find coun-
terexamples to an invalid property. These counterexamples are returned to the user and
include a trace of the system execution that causes the violation. This includes any
active faults that were part of that violation. The second option is used to generate
minimal cut sets for the model. The fault activation literals and supporting guarantees
are added to the MIVC algorithm elements as described in Sections 4.2 and 4.4, the
algorithm generating the cut sets is run (Section 4.4), and the results are displayed to
the user.

Verification in the Presence of Faults: Max n Analysis

Using a max number of faults for the hypothesis, the user can constrain the number of
simultaneously active faults in the model. The faults are added to the AGREE model
for the verification. Given the constraint on the number of possible simultaneously
active faults, the model checker attempts to prove the top level properties given these
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constraints. If this cannot be done, the counterexample provided will show which of the
faults (n or less) are active and which contracts are violated. More detail on verification
of fault models can be found in Section 3.8.

The WBS was verified in the presence of faults given a max 1 fault hypothesis
using compositional analysis. The time for complete model analysis was approximately
9 minutes, but a counterexample for certain top level properties took only around 20
seconds. (Recall that when using compositional verification in the presence of faults,
that hypothesis applies to each layer separately – the results are not rolled up as in
the compositional generation of minimal cut sets. The counterexample given in this
analysis pertains only to faults and contracts in a given layer, and the timing of the
counterexample reflects this single layer analysis result.)

The verification in the presence of faults with max 1 fault hypothesis statement
provided a counterexample to the property S18-WBS-0325: never inadvertent braking
of wheel i, for i = 1, . . . 8. This property is given in Figure 5.2. The intuition behind
the failure is that the pedal was not pressed, the sensor failed and sent a signal stating
that the pedal was pressed, braking was commanded through the digital components,
and brake pressure was supplied at the wheel. The failed sensor was a single point of
failure with regard to all of the inadvertent braking properties. Later in this section we
look at the sensor on the pedal position in closer detail from the lens of architectural
design changes guided by the analysis results.

Verification in the Presence of Faults: Probabilistic Analysis

Given a probabilistic fault hypothesis, this corresponds to performing analysis with the
combinations of faults whose occurrence probability is less than the probability thresh-
old. This is done by inserting assertions that allow those combinations in the Lustre
code. If the model checker proves that the safety properties can be violated with any
of those combinations, one of such combination will be shown in the counterexample.
Probabilistic analysis done in this way must utilize the monolithic AGREE option.

Recall that when using the max 1 fault hypothesis statement on the WBS, we
found that the sensor was a single point of failure for multiple properties. The prob-
ability of this particular sensor failing is given in AIR6110 [5] as 1.0 × 10−2. The
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probabilistic hypothesis was set according to the thresholds given per property (see Ta-
ble 5.1) and the analysis was run monolithically on the WBS model. The total time
to generate a counterexample for violated properties using a probabilistic hypothesis
with monolithic analysis varied depending on the safety property; the range of times
was between 15 seconds and 9 minutes1. The property that took the longest to generate
a counterexample for was S18-WBS-0323: inadvertent braking with all wheels locked
shall have a probability of occurrence less than 1.0 × 10−9 per takeoff. The formula
for this property references all 8 wheels and numerous subcomponents, most of which
have faults associated with them. The low probability threshold combined with the
formula complexity and the exponential increase in fault combinations likely served to
make this the longest time in counterexample generation. For a full discussion on use
of probabilistic thresholds in compositional analysis, see Section 5.1.2.

Generate Minimal Cut Sets: Max n Analysis

As described in Section 4.4, we use the All IVCs algorithm to provide a full enu-
meration of all minimal set of model elements necessary for the proof of each top-level
safety property in the model, and then transform all MIVCs into all minimal cut sets. In
max n analysis, the minimal cut sets are pruned to include only those with at cardinality
less than or equal to the number n specified in the fault hypothesis.

Generate minimal cut set analysis was performed on the Wheel Brake System and
results are shown in Table 5.2. The label across the top row refers to the cardinality
(n) and the corresponding column shows how many cut sets are generated of that car-
dinality. When the analysis is run, the user specifies the value n. This gives cut sets
of cardinality less than or equal to n. Table 5.2 shows the total number of cut sets of
cardinality n. The total number of cut sets computed at the given threshold is the sum
across a row. (For the full text of the properties, see Table 5.1.)

For property 3024, the number of cut sets increases as the cardinality of allowable
cut sets grows. Intuitively, this can be understood as simple combinations of faults
that can violate the hazard; if more things go wrong in a system at the same time, the
more likely this property will be violated. Property S18-WBS-0324 with a max fault
hypothesis of 5 was unable to finish due to an out of memory error. At the time that

1All following analyses were run on an Intel Core i7 with a 2.80GHz CPU and 16 GB RAM.
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Property n = 1 n = 2 n = 3 n = 4 n = 5
0321 6 0 0 256 57,600
0322-R 18 0 0 0 0
0322-L 18 0 0 0 0
0323 2 0 0 0 0
0324 8 3,665 28,694 883,981 -
0325-WX 18 0 0 0 0

Table 5.2: WBS Minimal Cut Set Results for Max n Hypothesis

the error was thrown, the number of cut sets exceeded 1 million. In practice, it is not
likely that an analyst will manually sift through a million or more cut sets, but rather
will filter out the combinations that are sufficiently unlikely to occur. A probabilistic
approach would be warranted in these situations.

The next analysis shows the difference between the time it takes to generate all
MIVCs and the time it takes to transform those MIVCs into minimal cut sets. Each
column of Table 5.3 labeled with the value of n gives the fault hypothesis threshold
for that analysis run. For comparison with the number of minimal cut sets generated
per property, we refer to Table 5.22. At each layer of analysis, pruning takes place that

Property MIVC Gen n = 1 n = 2 n = 3 n = 4 n = 5
0321 396.417 5.913 5.468 5.61 5.636 11.925
0322-L 407.078 5.931 5.435 5.302 5.268 5.243
0323 412.926 6.397 6.452 6.420 5.309 5.459
0324 446.610 21.334 41.744 44.062 69.142 -
0325-W1 391.137 5.632 5.388 5.359 5.301 5.236

Table 5.3: WBS Analysis Time in Seconds

shrinks the problem space considerably. The greatest time recorded was for property
S18-WBS-0324 at n = 4; the reason is clear when comparing this with Table 5.2: the
total number of minimal cut sets computed for this threshold is over 800,000.

2The property S18-WBS-0325-WX is symmetric for all eight wheels. For readability, we only in-
clude wheel one verification timing results in Table 5.3. Likewise for property 0322-L/R.
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Generate Minimal Cut Sets: Probabilistic Analysis

Both probabilistic analysis and max n analysis use the same underlying minimal cut
set generation algorithm, but in probabilistic analysis the minimal cut sets are pruned
to include only those fault combinations whose probability of simultaneous occurrence
exceed the given threshold in the hypothesis.

The probabilistic analysis for the WBS was given a top level threshold per prop-
erty as stated in AIR6110 and shown in Table 5.1. The faults associated with various
components were all given probability of occurrence according to the AIR6110 docu-
ment [5]. The table shows the property name and associated probability. The generation
of minimal cut sets provided all sets that violate that property whose combined proba-
bilities (assuming independence) are greater than the threshold. The number of sets per
cardinality are listed in the table.

Property n = 1 n = 2 n = 3 n = 4 n = 5
0321: 5.0× 10−7 6 0 0 0 0
0322-R: 5.0× 10−7 18 0 0 0 0
0322-L: 5.0× 10−7 18 0 0 0 0
0323: 1.0× 10−9 2 0 0 0 0
0324: 1.0× 10−9 8 256 0 0 0
0325-W1: 1.0× 10−9 8 0 0 0 0

Table 5.4: WBS Minimal Cut Set Results for Probabilistic Hypotheses

As shown in Table 5.4, the number of allowable combinations drops considerably
when given probabilistic threshold as compared to just fault combinations of certain
cardinalities. For example, one contract (0324: inadvertent wheel braking of all wheels)
had over a million minimal cut sets produced when looking at it in terms of max N
analysis, but after taking probabilities into account, it is seen in Table 5.4 that the likely
contributors to a hazard are minimal cut sets of cardinality one or two. The proba-
bilistic analysis eliminated many thousands of cut sets from consideration. The total
computation time for these runs is given in Table 5.5.

It is clear that the lower probabilistic threshold for properties 0323-0325-WX al-
lowed more fault combinations to be possible which increased computation time. One
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Property Total Analysis Time
R-0321: 5.0× 10−7 433.144 sec
R-0322: 5.0× 10−7 431.954 sec
L-0322: 5.0× 10−7 429.081 sec
0323: 1.0× 10−9 571.216 sec
0324: 1.0× 10−9 589.07 sec
0325-W1: 1.0× 10−9 430.021 sec

Table 5.5: WBS Minimal Cut Set Time for Probabilistic Hypothesis

must also recall property 0324 from the max n analysis whose threshold of n = 4
produced close to a million cut sets of various cardinalities. The pruning according to
probabilities cut out many of these sets from consideration; they are sufficiently un-
likely to occur together.

Display Minimal Cut Sets

Results from minimal cut set analysis can be represented in one of the following forms.

1. The minimal cut sets can be presented in text form with the total number per
property, cardinality of each, and description strings showing the property and
fault information. A sample of this output is shown in Figure 5.4.

2. The minimal cut set information can be presented in tally form. This does not
contain the fault information in detail, but instead gives only the tally of cut sets
per property. This is useful in large models with many cut sets as it reduces the
size of the text file. An example of this output type is seen in Figure 5.5.

Use of Analysis Results to Drive Design Change

We use a single top level requirement of the WBS: S18-WBS-0323: inadvertent braking
with all wheels locked shall occur with probability less than 10−9 to illustrate how the
safety annex can be used to detect design flaws and how faults can affect the behavior
of the system.
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Figure 5.4: Detailed Output of Minimal Cut Sets

Figure 5.5: Tally Output of Minimal Cut Sets
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Upon running max n compositional fault analysis with n = 1, a pedal sensor fault
was shown to be a single point of failure for the inadvertent braking properties. A

Figure 5.6: Counterexample for Inadvertent Braking

counterexample is shown in Figure 5.6 showing the active fault on the pedal sensor.
Depending on the goals of the system, the architecture currently modeled, and the miti-
gation strategies that are desired, various strategies are possible to mitigate the problem.

• Possible mitigation strategy 1: Monitor system can be added for the sensor: A
monitor sub-component can be modeled in which it accesses the mechanical
pedal as well as the signal from the sensor. If the monitor finds discrepancies
between these values, it can send an indication of an invalid sensor value to the
top level of the system. In terms of the modeling, this would require a change to
the behavioral contracts that use the sensor value. This validity would be taken
into account through the means of valid ∧ pedal sensor value.

• Possible mitigation strategy 2: Redundancy can be added to the sensor: A sensor
subsystem can be modeled which contains 3 or more sensors. The overall output
from the sensor system may utilize a voting scheme to determine validity of sen-
sor reading. There are multiple voting schemes that are possible, one of which
is a majority voting (e.g., one sensor fails, the other two take a majority vote and
the correct value is passed). When three sensors are present, this mitigates the
single point of failure problem. New behavioral contracts are added to the sensor
system to model the behavior of redundancy and voting.
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Figure 5.7: Architectural Changes for Fault Mitigation

In the case of the pedal sensor in the WBS, the latter of the two strategies outlined
above was implemented. A sensor system was added to the model which held three
pedal sensors. The output of this subsystem was constrained using a majority voting
scheme. Upon subsequent runs of the analysis (regardless which type of run was used),
resilience was confirmed in the system regarding the failure of a single pedal sensor.
Figure 5.7 outlines the architectural changes that were made in the model.

As can be seen through this single example, a system such as the WBS would benefit
from many iterations of this process. Furthermore, if the model is changed even slightly
on the system development side, it would automatically be seen from the safety analysis
perspective and any negative outcomes would be shown upon subsequent analysis runs.
This effectively eliminates any miscommunications between the system development
and analysis teams and creates a new safeguard regarding model changes.

For more information on types of fault models that can be created as well as details
on analysis results, see the users guide located in the GitHub repository [141]. This
repository also contains all models used in this project.

5.2 Process ID Example

The illustration of asymmetric fault implementation can be seen through a simple ex-
ample where 4 nodes report to each other their own process ID (PID). Each node has a
1-3 connection and, thus, each node is a candidate for an asymmetric fault. Given this
architecture, a top level contract of the system is simply that all nodes report and see
the correct PID of all other nodes. Naturally in the absence of faults, this holds. But
when one asymmetric fault is introduced on any of the nodes, this contract cannot be
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verified. What is desired is a protocol in which all nodes agree on a value (correct or
arbitrary) for all PIDs.

5.2.1 The Agreement Protocol Behavioral Implementation

In order to mitigate this problem, special attention must be given to the behavioral
model. Using the strategies outlined in previous research [32, 45], the agreement pro-
tocol is specified in AGREE to create a model resilient to one active Byzantine fault.

The objective of the agreement protocol is for all correct (non-failed) nodes to even-
tually reach agreement on the PID values of the other nodes. There are n nodes and
possibly f failed nodes. The protocol requires n > 3f nodes to handle f faults. The
point is to achieve distributed agreement and coordinated decisions. The properties that
must be verified in order to prove the protocol works as desired are as follows:

• All correct (non-failed) nodes eventually reach a decision regarding the value
they have been given. In this solution, nodes will agree in f + 1 time steps or
rounds of communication.

• If the source node is correct, all other correct nodes agree on the value that was
originally sent by the source.

• If the source node is failed, all other nodes must agree on some predetermined
default value.

The architecture of the PID example is shown in Figure 5.8.
Each node reports its own PID to all other nodes in the first round of communi-

cation. In the second round, each node informs the others what they saw in terms of
everyone’s PIDs. The outputs from a node are described in Figure 5.9. These outputs
are modeled as a nested data implementation in AADL and each field corresponds to
a PID from a node. The AADL code fragment defining this data implementation is
shown in Figure 5.10.

The fault definition for each node’s output can effect the data fields arbitrarily. This
is a non-deterministic fault in two ways. It is non-deterministic how many receiving
nodes see incorrect values and it is non-deterministic how many of the data fields are
affected by this fault. The fault is permanent. Once it is active, it remains active in the
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Figure 5.8: PID Example Architecture

Figure 5.9: Description of the Outputs of Each Node in the PID Example

Figure 5.10: Data Implementation in AADL for Node Outputs

model. This can be accomplished through the fault definition shown in Figure 5.11 and
the fault node definition in Figure 5.12.

The fault definition in Figure 5.11 associates each output value (pid1 val for
instance) with a non-deterministic value (the eq statement). The fault is permanent
(duration: permanent) and has a propagation type of asymmetric.

The fault node in Figure 5.12 is an AGREE node with parameters matching the eq
statements from the fault definition (Figure 5.11). These non-deterministic values are
passed to the fault node definition and used as fault node output if the fault has a true
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Figure 5.11: Fault Definition on Node Outputs for PID Example

Figure 5.12: Fault Node Definition for PID Example

activation status (trigger). If the trigger is false, the otuput of the node matches that
of the nominal model output.

Once the fault model is in place, the implementation in AGREE of the agreement
protocol is developed. As stated previously, there are two cases that must be considered
in the contracts of this system.

• In the case of no active faults, all nodes must agree on the correct PID of all other
nodes.

• In the case of an active fault on a node, all non-failed nodes must agree on a PID
for all other nodes.
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These requirements are encoded in AGREE through the use of the following con-
tracts. Figure 5.13 and Figure 5.14 show example contracts regarding Node 1 PID.
There are similar contracts for each node’s PID.

Figure 5.13: Agreement Protocol Contract in AGREE for No Active Faults

The contract shown in Figure 5.13 specifies the expected behavior when no fault
is present. All nodes agree on the PID given by the other nodes. This contract should
always be true in the nominal case.

Figure 5.14: Agreement Protocol Contract in AGREE Regarding Non-failed Nodes

The contract shown in Figure 5.14 states that all of the non-failed nodes should
agree on a PID value after two steps of analysis. This gives time for a disagreement to
occur and the voting process to conclude. After this delay, the voting process should
have been successful and the non-failed nodes have reached consensus.

Referencing Fault Activation Status To fully implement the agreement protocol,
it must be possible to describe whether or not a component has failed; this is performed



102

through the use of a fault activation statement. The user first defines eq variables in
AGREE that will correspond to specific faults in components. Each of the eq variables
declared in AGREE (i.e., n1 failed, n2 failed, n3 failed, n4 failed) is linked to the fault
activation status of the Asym Fail Any PID To Any Value fault defined in a node sub-
component instance of the AADL system implementation (i.e., node1, node2, node3,
node4). The fault activation statements for the PID example are shown in Figure 5.15.

Figure 5.15: Fault Activation Statement in PID Example

5.2.2 Nominal and Fault Model Analysis

The nominal model verification shows that all properties are valid. Upon running veri-
fication in the presence of faults with maximum one active fault, the first four properties
stating that all nodes agree on the correct value (Figure 5.13) fail. This is expected since
this property is specific to the case when no faults are present in the model. The remain-
ing 4 top level properties (Figure 5.14) state that all non-failed nodes reach agreement
in two rounds of communication. These are verified valid when any one asymmetric
fault is present. This shows that the agreement protocol was successful in eliminating
a single point of asymmetric failure from the model. Furthermore, when changing the
number of allowed faults to two, these properties do not hold. This is expected given
the theoretical result that 3f+1 nodes are required in order to be resilient to f faults and
that f+1 rounds of communication are needed for successful protocol implementation.

A summary of the results follows.

• Nominal model: All top level guarantees are verified. All nodes output the correct
value and all agree.
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• Fault model with one active fault: The first four guarantees fail (when no fault
is present, all nodes agree: shown in Figure 5.13). This is expected if faults are
present. The last four guarantees (all non-failed nodes agree) are verified as true
with one active fault.

• Fault model with two active faults: All 8 guarantees fail. This is expected since
in order to be resilient up to two active faults (f = 2), we would need 3f + 1 = 7
nodes and f + 1 = 3 rounds of communication.

This example illustrates the correct handling of such faults and how to utilize the
capabilities of the safety annex to model asymmetric failures and test that a system is
resilient to such faults.

5.3 Discussion on Timing Results

We aim in this section to provide timing results on the fault analysis of exemplar mod-
els. Given that the safety annex has been developed within the course of this research,
there were no pre-existing benchmark models with which to conduct experiments and
collect data for comparison with existing tools. As described in Section 2.3, there
are a few related research tools that perform similar analyses, e.g., xSAP [18], AltaR-
ica [136], SAML [68], but all of these perform analysis over different modeling lan-
guages, use varying analysis methods, and some even separate the fault models from
the system modeling language.

Throughout the course of this research, a small number of system models have been
developed that illustrate various aspects of modeling and analysis capabilities. These
range in size from quite simple two component single layer systems up to the sizable
WBS example outlined in Section 5.1. But the size of the model in terms of the archi-
tecture does not completely capture the analysis timing results. For example, a single
layer architecture with two components is small in terms of architectural models, but
may have complex contracts with numerous assumptions and guarantees on those sub-
components. This increases the size of the nominal model and will affect analysis time.
Likewise, the total number of contracts does not tell the whole story; that number does
not give insight into the complexity of the formulas in the contracts. When discussing
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results of the fault model analysis, one must not only take into account the number of
faults defined in a model, but also the probabilistic threshold, possible fault combina-
tions that are allowed to be active at once, and the complexity of the contracts within the
model. Consequently, it is non-trivial to run a single analysis and make comparisons
along these axes, so we provide enough comparison to glean information regarding the
feasibility of the approach3.

The first timing results we show is a comparison between the nominal model, the
extended fault model with no faults active, and the fault model with a constraint that a
single fault may be active in the model. We outline the details of each type of analysis
and then show the results in Figure 5.16.

Nominal Model: We perform compositional nominal analysis on the 18 AADL mod-
els extended with AGREE contracts as a baseline comparison. The analysis includes
property verification and component consistency checks; this is the analysis that any
user would run on a nominal model with no interwoven faults.

Extended model, no faults active: Since a safety analyst extends the nominal model
with fault definitions and constraints, we want to see the results of that extension in
terms of additional verification time. The model grows as faults are defined. A node
definition in the Lustre model corresponds to the fault behavior, there are new variables
defined for each fault added to the model, and each of those variables has associated
constraints written in Lustre. There are also constraints that correspond to the fault
hypothesis statement. We are interested in how these extensions increase verification
time when no faults are active within the model.

Fault model analysis: For this analysis, we change the constraint to allow an active
fault in the model. If one or more of those faults violate a property, a counterexample
is generated.

We performed the above three types of analysis on the 18 models and graphed the
results together as shown in Figure 5.16.

3All following analyses were run on an Intel Core i7 with a 2.80GHz CPU and 16 GB RAM.
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Figure 5.16: Nominal, Extended, and Fault Model Verification on 18 Models

The first 15 models are similar in architectural and contract size and the time dif-
ferences between the three forms of analysis are negligible. Model 12 shows a greater
irregularity between the nominal, extended, and fault analysis times and this is most
likely due to the complexity of both the faults and contracts in the model. Models 16-
18 show the greatest differences in timing results and are the largest of the set. The
extended model analysis time for models 16-18 was noticeably greater than both the
nominal and fault model analysis time. The reason for this may be due to a greater
number of model elements in the extended model and the amount of time needed to
find a counterexample in the fault model analysis.

We now show how probabilistic analysis time differs between monolithic and com-
positional reasoning. We describe the approach and show results in Figure 5.17.

Extended model, probabilistic threshold: In the implementation of the safety an-
nex, a preprocessing step to probabilistic analysis is to compute all possible combina-
tions of faults whose probability exceeds the threshold. This is inserted into the Lustre
model as an assertion that states only these combinations can be active at once. If there
is such a combination that violates a property, it will be shown. Compositional prob-
abilistic analysis can only be performed through the generation of minimal cut sets;
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therefore, this analysis was first performed using a monolithic probabilistic approach
and then a compositional minimal cut set approach to show the comparison. We per-
form this analysis on a larger model: the wheel brake system with 4 wheels. This is
a pared down version of what was described in Section 5.1, but still contains over 250
contracts among 66 components with faults defined for all leaf level components of the
system.

Figure 5.17: Probabilistic Fault Analysis for the 4-Wheel Braking System

The monolithic analysis shows that the time of analysis increases as the probabilistic
threshold is lowered; by 1.0 × 10−7, the time increase is noticeable. The reason for
increased analysis time is that more faults must be considered in the analysis – there are
more allowable combinations that could fail together. These combinations are inserted
into the model as constraints showing allowable fault combinations and greatly increase
the size of the Boolean formula used in the SMT solver. Theoretically, the time of
analysis would increase as the threshold decreased until all possible combinations were
always considered in the analysis. At that point, the analysis time would level off. But
what we find for monolithic analysis is that when setting the threshold at 1.0×10−9, the
verification returns unknown results after 55 minutes. The monolithic approach seems
quite suitable for smaller models, but when many faults are introduced by lowering the
threshold, the analysis cannot proceed.
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When running the same models using a compositional probabilistic approach, we
see that the time increases but not nearly as quickly. A compositional approach may
provide a more feasible method of verification for large scale models.

The next analysis comparison we provide is with regard to minimal cut set computa-
tions. We describe how the timing analysis is performed and show results in Table 5.5.

Minimal cut set analysis: To analyze the results of the algorithms described in Chap-
ter 4, we split the verification time into two parts; the first part includes only the gener-
ation of all MIVCs. This is a required step in the process. The second step is to show
the additional time needed to transform those MIVCs into minimal cut sets. There are
a number of parameters that can be used to show such results. Factors that may change
analysis time include probabilistic threshold, a max n analysis threshold that is large,
or the size of the model. To adjust for these factors, we ran the analysis on the large
wheel brake system model (WBS) for each of the safety properties and performed max
n analysis. The number of minimal cut sets generated per property at a given threshold
is shown in Table 5.6.

Property n = 1 n = 2 n = 3 n = 4 n = 5
0321 6 0 0 256 57,600
0322-R 18 0 0 0 0
0322-L 18 0 0 0 0
0323 2 0 0 0 0
0324 8 3,665 28,694 883,981 -
0325-WX 18 0 0 0 0

Table 5.6: WBS Minimal Cut Set Results for Max n Hypothesis

Each column of Table 5.7 labeled with the value of n gives the fault hypothesis
threshold for that analysis run. For comparison with the number of minimal cut sets
generated per property, we refer to Table 5.64.

Column Nominal provides the amount of time required to run nominal model anal-
ysis and generate all MIVCs. Column n = i is the additional amount of time needed to

4The property S18-WBS-0325-WX is symmetric for all eight wheels. For readability, we only in-
clude wheel one verification timing results in Table 5.7. Likewise for property 0322-L/R.
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Property Nominal n = 1 n = 2 n = 3 n = 4 n = 5
0321 396.417 5.913 5.468 5.61 5.636 11.925
0322-L 407.078 5.931 5.435 5.302 5.268 5.243
0323 412.926 6.397 6.452 6.420 5.309 5.459
0324 446.610 21.334 41.744 44.062 69.142 -
0325-W1 391.137 5.632 5.388 5.359 5.301 5.236

Table 5.7: WBS Analysis Time in Seconds

generate minimal cut sets of cardinality i after MIVCs have been computed.
The overall time of the algorithms used for minimal cut set generation is less than

the nominal analysis and extended model analysis time in all cases. The time reported
in column Nominal includes translation of the AGREE and AADL model into Lustre,
calls to the model checker, subsequent calls to the analysis engines, proof time, and
MIVC generation time. The additional time to generate minimal cut sets includes the
hitting set algorithm, transformation of sets into cut sets, and display of the results. The
greatest time recorded was for property S18-WBS-0324 at n = 4; the reason is clear
when comparing this with Table 5.6: the total number of minimal cut sets computed for
this threshold is 916,349 (summed across the row of Table 5.6).

In summary, there are multiple ways of comparing analysis timing results and we
tried to account for these by providing meaningful comparisons between some factors.
Practically, the method of using compositional verification in safety analysis is a feasi-
ble approach in both large and small models. These comparisons support the goal of the
research which is to provide usable and automated safety analysis methods to analysts.



Chapter 6

Granularity of Specifications

The specification of requirements is an important part the development of critical sys-
tems, and the analysis results are greatly dependent upon these specifications. Formal
specification, as described in Section 2.2.3, is the translation of the informal system
requirements into a mathematical logic [73]. The informal system requirements are
initially developed in natural language that is often ambiguous and always mathemat-
ically informal. The formal semantics of specified properties, such as LTL, is fully
defined and, thus, is amenable to mathematical reasoning; this does not imply that for-
malization is fool-proof or straightforward to do [86].

In the approach that we describe in this research, we define these specifications in
the form of guarantees of the behavior of components and assumptions regarding the
environment. The verification task is to show that a system guarantee Ps is provable
given the behavior of its subcomponents Cs and the system assumption As. A systems
engineer must translate natural language requirements into these formal contracts for
each component.

There are a number of difficulties inherent in this specification task. One challenge
is the ambiguity of natural language. Another is writing the specification such that it is
sufficiently granular: all subexpressions are relevant to the specification. As described
in Chapter 2, a transition relation is considered to be a conjunction of Boolean formu-
las. Depending on how equations are specified in the model, it is possible that all of the
equations are required to determine the validity of the properties. However, in certain
cases, subexpressions of equations may be irrelevant. If the equation is decomposed

109
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into smaller pieces, this irrelevance becomes visible and the model is no longer com-
pletely covered. Simply put, coverage is a metric that determines how well properties
cover the design of a model. It is often the case that splitting the equations into more
conjuncts, or equivalently, making the model more granular, leads to lower coverage of
the model.

The reason this is of interest is due to the behavioral approach of fault analysis. In
an assume-guarantee environment, as guarantees change granularity, the results of the
fault analysis may also change. Previous work has shown that the specification and
formulation of the guarantees can affect the IVC analysis results [64]. The algorithm
used to generate the cut sets at a single layer is based on MIVC results. Insufficiently
granular specifications could lead to the loss of minimality with regard to the cut set.

The intuition can be illustrated with a small example. Assuem the safety property
P is some formula P = a, and we wish to know the MIVCs for P . There are two
supporting guarantees in the model, g1 and g2 which are elements of an MIVC. Let
g1 = if bthenaelsec, and g2 = b ∧ (c ∨ d). While the guarantee g2 is required for the
proof of P , there is a subformula in g2 that is entirely irrelevant: c ∨ d. The IVCs in a
more granular model would theoretically reflect only the necessary equations required
for property verification, and, thus, would provide more specific analysis results.

Because the minimal cut sets are derived from the MIVCs, any insufficiently gran-
ular results from the All IVCs algorithm will be reflected in the fault analysis. To
illustrate this idea, consider the example above. If two faults were to cause the subfor-
mula c ∨ d to evaluate to false, these faults would be reflected in the minimal cut sets,
despite the subformula’s irrelevance to the proof of the property. To better understand
this problem, we explored the possibility of automatically refining the specifications in
a model to allow for more granular specifications. This chapter outlines our exploration
into this topic.

6.1 Background Research and Foundation

Similar work has been done in test case generation, specifically Modified Condition and
Decision Coverage (MC/DC). It was found that MC/DC over implementations with
structurally complex Boolean expressions are generally larger and more effective than
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MC/DC over functionally equivalent but structurally simpler implementations [62]. An
automated technique called inlining provides a restructuring of the model by inlining
simpler Boolean expressions into a single, now more complex, expression. An example
of an unlined implementation is:

And the associated inlined implementation is:

Inlining results in a behaviorally equivalent implementation with different structure
(syntax). The reason MC/DC provides better fault finding in terms of test case genera-
tion is because MC/DC on an inlined system will require specific combinations of input
that will not be required to achieve coverage of the non-inlined system [62].

Inductive validity cores, on the other hand, attempt to answer a different kind of
question about the model than test coverage. In the IVC case, the goal is to find the
minimal sets of model elements that contribute to a proof of a safety property. When
these model elements are guarantees and assumptions, the granularity of these logi-
cal statements matters in the opposite way. The IVC algorithm performs no deeper
traces than those defined in those model elements (guarantees/assumptions). For our
purposes, it is beneficial at times to see which subexpressions of the specification are
necessary for the proof. Instead of making the equations more complex (inlining), we
wish to simplify the equations (outlining). In this way, the IVCs are more specific
with regard to which parts of the equation are vital to the proof. This will theoretically
decompose the specifications and decrease property dependencies within the model.

Granularity of contracts for IVCs has been briefly discussed by Ghassabani [64],
but to our knowledge has not been discussed in any other previous work – in particular
related to minimal cut set generation. Since MIVC generation is a required step of our
minimal cut set algorithms, it is important to discuss how the granularity of the model
will affect the cut sets generated through this approach.

As described in Chapter 4, the backend model checker used in this transformation
is JKind, which performs k-induction over the transition system and uses the dataflow
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programming language Lustre as input. Ghassabani performed a preliminary inves-
tigation of granularity within the context of the Lustre language. Lustre provides an
adequate formalism for this discussion because it is top-level conjunctive, equational,
and referentially transparent [69]. This means that the behavior of a Lustre program is
defined by a system of equations and any subexpression on the right side of an equa-
tion can be extracted and assigned a fresh variable1 that is substituted into the original
equation without changing the meaning of the program. In this context, granular re-
finement is defined as an extraction of a subexpression into a new equation assigning a
fresh variable.

6.2 Running Example

To see how different representations of the system requirements will alter the MIVC
and minimal cut set computations, let us examine once again the simple sensor example
system that was described in Chapter 4. In this simple AADL architecture, the environ-
mental temperature and pressure is sent to a subsystem of sensors that contains a temp
sensor and a pressure sensor, both of which receive the respective environmental inputs.
If the temperature (or pressure) surpasses a given threshold, then the temp (pressure)
sensor outputs a high indication. It also gives the temperature (pressure) reading seen
at the sensor. A diagram showing two levels of the AADL implementation is shown in
Figure 6.1.

Now that the basic architecture is in place, we focus our attention on the require-
ments of each component. The behavior we wish to enforce at the temperature sensor
level corresponds to the following two guarantees, G1 and G2. (Note: the pressure sen-
sor behavior is quite similar and for this reason, we will focus on the temperature for
this example.)

G1: If the environmental temperature surpasses the threshold, Tt, then the system
shall output a high temperature indication: (temp > Tt ) =⇒ (high temp indicator)

G2: The temperature read at the sensor is equivalent to the environmental tempera-
ture: temp = temp reading

These can be seen in the model as two distinct guarantees over the respective outputs

1A fresh variable is a variable with an identifier that has not been used within the program.
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Figure 6.1: Tempurature Sensor System

of the sensor component. Assume that at the sensor, they are written exactly as above
in two separate guarantees. Let us assume that system A is built by engineer A. The top
level safety property states:

If the environmental temperature reaches 90 degrees C, then the system shall report a
high temperature indication.

The direct subcomponent is the sensor system that contains the outputs: (1) a high
temp indicator, and (2) the actual temperature. Engineer A chooses to write the sup-
porting contract in the subsystem as follows:

gA : (Tt ≥ 90 =⇒ temp high) ∧ (temp indicator = Tt)
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The example temp sensor system contract hierarchy is shown in Figure 6.2.

Figure 6.2: Temp Sensor System Contract Part I

The safety property at the top level requires the contract gA for proof of validity.
Thus, the All IVCs will contain the contract gA as an MIVC.

There are two faults defined for the temperature subsystem; one for each of the
outputs. Fault f1 affects the temp high output and fault f2 affects the temp out output.
Since each of these faults will violate the contract gA, each of them will be found in the
minimal cut set for GA.

Now assume that Figure 6.3 was the system contract representation built by engi-
neer B.

Figure 6.3: Temp Sensor System Contract Part II
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The behavior and architecture of the system is the same, but the contract for the
subsystem is more granular; it is stated as two separate contracts:

gA = (Tt ≥ 90 =⇒ temp high)
gB = (temp indicator = Tt)

Since gB is not required for the proof of either the system safety property nor the
subsystem level property, only gA is found in the MIVCs and thus only f1 will be seen
in the minimal cut set for this particular contract.

In this example, it is easy to see how the granularity of the contracts may affect the
results of analysis. Structurally (syntactically), the contracts written by engineer A and
engineer B vary; yet logically they are equivalent. The proof of the nominal system
holds in both cases. Yet, based on the architecture of the model and the formalization
of the contracts, analysis results may be different.

In the remainder of this chapter, we explore this problem through automation of
contractual refinement and comparison of analysis results for both inductive validity
cores and minimal cut sets.

6.3 Algorithms and Results

The exploration of contractual granularity and its effect on analysis results was per-
formed through the automation of contractual refinement. The algorithms and descrip-
tions of results can be found in the following two subsections..

6.3.1 Initial Contractual Refinement

To perform our initial experimentation, we implemented a simple algorithm in the
safety annex which performs a shallow restructuring of the guarantees in a model. The
simplest restructuring that could be done on the model was to split any guarantees con-
taining an ∧ at the highest level of the Boolean formula and create additional guarantees
from this refinement. The analysis performed on the model treats all guarantees as a
large conjunction. This enables one to automatically split guarantees with expressions
containing at the top level a conjunctive operator into two separate expressions. For
instance, if g0 = A ∧ B, then split this into g1 = A, and g2 = B and insert g1 and g2
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into the model and remove g0. This was an initial probing of a deeper issue and gave a
preliminary look into our assumption regarding minimal cut set generation in a model
similar to that described in Section 6.2. Algorithm 3 shows this algorithm used in this
investigation.

Algorithm 3: Split guarantees on logical ∧ operator
1 Function splitOnAnd(expression):
2 Program P ;
3 Guarantees listG ;
4 for all g ∈ listG do
5 if binary statement with operator ∧ then
6 insert into P → new guarantee (left) ;
7 insert into P → new guarantee (right) ;
8 splitOnAnd (left) ;
9 splitOnAnd (right) ;

The sensor described in Section 6.2 is encoded into Lustre originally had a single
guarantee as shown in Figure 6.4 that contained two subexpressions – one of which was
unrelated to the proof of the safety property.

Figure 6.4: Temp Sensor With Original Guarantee

Given the property ((env temp > 8) = high temp indicator), in the
first case, GUARANTEE0 is an MIVC for the safety property. Since both the fault
defined on the temperature indicator and the fault defined on the temperature reading
output affect GUARANTEE0, the minimal cut sets contain both faults. We then ran
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JKind analysis, MIVC enumeration, and minimal cut set computation on the refined
model. The results of the algorithm on the Lustre encoding of the temperature sensor
can be seen in Figure 6.5.

Figure 6.5: Temp Sensor With Modified Guarantees

In the second case, only GUARANTEE2 is the IVC for the property. The minimal cut
sets produced reflected what we expected and show only the high temperature indicator
fault for the analysis in Figure 6.5. The initial contractual refinement was implemented
in the safety annex and performed over the AGREE nominal guarantees. We tested the
18 AADL models used in Section 5.3 and compared the timing results of compositional
verification without granular refinement and with this algorithm. The results can be
seen in Figure 6.62.

In most cases, the time of analysis is not increased. This is partially due to the
size of the model in terms of the number of contracts, but also due to the specifications
themselves; if a model does not contain top level conjuncts in the guarantees, no re-
finement occurs and the number of contracts in the model remains constant between
both forms of analysis. No additional fresh variables are added and the total number of
guarantees are equivalent. From the set of AGREE and safety annex annotated models
available, all but six had no changes to guarantees. The six models that were trans-
formed by this algorithm are shown in Table 6.1. This provides insight into the timing
results of Figure 6.6.

2All following analyses were run on an Intel Core i7 with a 2.80GHz CPU and 16 GB RAM.
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Figure 6.6: Nominal Analysis and Initial Granularity Refinement

m = 7 m = 12 m = 15 m = 16 m = 17 m = 18
No. Guarantees in Original 10 12 15 121 160 168
No. Guarantees in Refined 12 16 19 135 188 196

Table 6.1: Number of Guarantees in Original and Refined Models

Table 6.1 shows for each model number how many guarantees were in the origi-
nal model compared to the number of guarantees after this initial refinement. When
comparing analysis times shown in Figure 6.6, the changes in analysis time are clear.
For instance model number 18 had originally 168 total guarantees (all component in-
stances and top level safety properties). Thirteen of these were further decomposed in
this algorithm.

Compositional fault analysis was run using the algorithms described in Chapter 4.
There was only two models in which changes were reflected in the minimal cut sets. In
both cases, the sizes of cut sets were decreased by running this analysis. In one case,
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it was the model described in Section 6.2. In the other case, it was the WBS model
described in Section 5.1.

This algorithm is very shallow and only addresses the case of a conjunction as the
top level operator of the guarantee. This initial refinement was sufficient for showing
us that further refinement would provide more granular MIVCs and, thus, smaller and
more specific cut sets. Given these results, we chose to implement a deeper refinement
in JKind and this way could view more closely the results of MIVC generation.

6.3.2 Deeper Granular Refinement

The granularity of the minimal cut sets directly reflect that of the MIVCs. While we
eventually may want this algorithm implemented in the safety annex, we chose to be-
gin the refinement in JKind in order to explore granularity from the context of MIVC
enumeration. Specific comparisons could be made in terms of the number of MIVCs
enumerated, the size of the MIVCs, and the time of analysis.

The Lustre programming language provides a good formalism for discussion be-
cause it is top-level conjunctive, equational, and referentially transparent: the behavior
or a Lustre program is defined by a system of equations, and any subexpression on the
right side of an equation can be extracted and assigned to a fresh variable which is sub-
stituted into the original equation without changing the meaning of a program [64, 69].
In this context, we can define a granular refinement as an extraction of a subexpression
into a new equation assigning a new variable.

The maximal factorization of the model can be obtained by assigning each instance
of a subexpression and each use of an input to its own variable. This results in a totally
decomposed Lustre model: (1) each computed (non-input) variable is used at most once
in the right side of an equation, (2) each equation is either a single operator or a constant
expression, and (3) each model input is directly assigned to one or more fresh variables
and is not used elsewhere in the model [64].

Ghassabani performed a preliminary analysis on maximally factored models for
IVC coverage and found that analysis performed significantly slower for proofs and
the IVC MUST algorithm [64]. For our purposes in safety analysis, our concern is the
guarantees in the Lustre model; therefore, we are able to weaken the factorization per-
formed. To this end, a partially decomposed Lustre model has the properties that (1)
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each computed variable is used at most once in the right side of an equation, and (2)
each equation has either a single operator or a literal as the right hand side. The reason
we focus on these two properties is because the portions of the model that are of in-
terest are the guarantees (Lustre equations) that constrain the output of a node and any
equations these guarantees may reference. We were interested in two main research
questions regarding the exploration of granularity refinement:

RQ1: Do the MIVCs generated reflect a more accurate view of which elements of
the model support the proof of the safety property? We expect that the additional
granularity would provide more exact information regarding which subformulae of
a guarantee contribute to proof.

RQ2: What is the analysis time difference between the nominal model MIVC gen-
eration and the decomposed model MIVC generation? Given smaller models with
fewer or less complex guarantees, the timing results should not differ greatly, but in
a large model with potentially many complex guarantees, the computation time for
MIVC generation could increase dramatically.

To explore these questions, we developed an algorithm that performs a partial de-
composition of the Lustre model. The logical structure of a formula can be viewed as a
tree where nodes are arranged in terms of operator precedence. Clearly, semantic equiv-
alence must be preserved during refactoring and we only want to change the structure
(syntax) of the formula. To this end, we isolated branches and subtrees of the structure
so that the All IVCs algorithm can view each subtree of the formula separately. The
algorithm recursively travels through a formula tree, assigning each subtree as a fresh
variable. Figure 6.7 shows the following formula in tree structure where lit refers to a
literal:

((((lit =⇒ lit) ∨ lit) ⇐⇒ lit) ∧ (lit ∨ lit))

As seen in Figure 6.7, the leaf nodes of the tree are literals; these are the base
cases in the recursion. The formula provided as an example has only binary operators;
in the algorithm used for refactoring the Lustre equations, unary, binary, and tertiary
(if-then-else) operators are handled in a similar fashion.
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Figure 6.7: Graphical representation of a Boolean formula

Each subformula is assigned a fresh variable and added to the equations for the
Lustre node. The fresh variables are also assigned to be IVC elements and considered
during the All IVCs algorithm. This is the resulting equation (Figure 6.7) after refac-
torization:
eqn name = (FreshVar0);

FreshVar0 = (FreshVar1 and FreshVar2);

FreshVar1 = (FreshVar3 = lit);

FreshVar2 = (lit or lit);

FreshVar3 = (FreshVar4 or lit);

FreshVar4 = (lit => lit);

RQ1

We present a fictitious monitor component of a system as shown in Figure 6.8. There
are two components being monitored for validity (components A and B), each of which
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sends an error indication to the monitor, errorCompA and errorCompB. The mon-
itor calculates a valid indication if neither error indication is true and when output
should be sent. There are two conditions in which the monitor is disabled: when a dis-
able command is explicitly sent or when the system is not in auto mode. The property
we wish to show is that the monitor does not calculate both a valid and invalid
value simultaneously.

Figure 6.8: The Lustre Model of a Monitor

The MIVC generated for this property is: {valid, invalid}. Due to the simple
nature of this model, it is clear to see that only the error indications from components
A and B referenced in equation valid are directly used for the proof of the property,
and the branch of valid that references output is not necessary. Since this equa-
tion is not sufficiently granular, the MIVC contains the entire valid equation. After
performing the refactorization using fresh variables for the model equations, the Lustre
code is transformed into what is shown in Figure 6.9.

The equations are broken down into their respective subformulae and refactored
such that the equations are totally decomposed and semantically equivalent. While this
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Figure 6.9: The Lustre Model of a Monitor After Refactorization

adds a significant number of new variables and equations to the model, the MIVCs
generated give more information on the subformulae of the equations necessary for
proof. The MIVCs of the refactored model are shown in Figure 6.10.

Figure 6.10: The MIVC of the Refactored Monitor Model

To preserve semantics of the equations during the decomposition, the original equa-
tion must be assigned a fresh variable. The MIVC algorithm captures the original equa-
tion in FRESHVAR0, but also provides a trace down the branch of the equation that is
required for the proof. In this case, it traces down the left side of the original binary
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equation (valid) and chooses the fresh variable associated with: not(errorCompA
and errorCompB). This correlates to FRESHVAR1. Instead of only providing the
equation valid as an MIVC, we see the necessary subformula required for the proof.
The third MIVC in this case simply maps back to invalid.

The MIVCs now provide information on the necessary subformulae of an equation
and not only the equation itself. If all branches are required, then all associated fresh
variables would be found in those MIVCs. To further explore this question, we also
want to see how the sets themselves change after refactorization. To this end, we ran
a set of Lustre benchmark models used in previous MIVC enumeration work [64] and
compared the original MIVC enumerations to the refactored model MIVC results in
terms of both number of sets generated and the cardinalities of the sets. In some cases,
more MIVCs were generated and in many cases, the MIVCs had greater cardinality.
The reason is because every equation that is not assigned to only a literal is refactored
and assigned fresh variables.

Figure 6.11 displays the output of a benchmark model. On the left is the MIVC
analysis results for the orginal benchmark model and as a point of comparison, the
results for the refactored model are shown on the right. For the original model3, a single
IVC of cardinality 5 is enumerated. After refactorization and analysis, the number of
MIVCs increased. Depending on the equations necessary for proof of model safety
properties, this varies considerably. In some cases, the resulting MIVCs only contain
fresh variables corresponding to the original MIVC (cardinality is greater). In other
cases, the MIVCs contain fresh variables that describe a subformula of the original
results.

RQ2

The refactorization described in the previous section introduces multiple new variables
and equations into the Lustre model. While a more exact trace of each equation is possi-
ble using this method, the size of the model could grow substantially making the time of
analysis unacceptable. We ran a subset of the Lustre benchmark models and compared
the time difference between the MIVC enumeration of the refactored models and the
MIVC enumeration of the original benchmark models without any refactorization. To

3 6counters e3 140 e8 149.lus
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Figure 6.11: XML MIVC analysis output comparison

use this approach for minimal cut set generation, both the refactorization and the MIVC
enumeration must be performed. The total time of the algorithm provided in this chap-
ter and the MIVC collection over the refactored models is used in the time comparison.
We used Z3 as a solver and the only IVC elements flagged for consideration were the
fresh variables. The timing comparison results are shown in Figure 6.12.

For many of the small benchmark models, the time difference between the original
and refactored models is not significant. This is likely due to a relatively small number
of additional equations inserted into Lustre. Although as can be seen in Figure 6.12, the
time of analysis seems to be entirely dependent on the model. All of the models used
in this subset of Lustre benchmarks is analyzed using the All IVCs algorithm in under
6 seconds. The time increase for refactorization varies between the original MIVC
time and orders of magnitude higher. When analyzing some of these time intensive
models, the reason was clear. The original models contained numerous equations and
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Figure 6.12: Timing comparison for generating MIVCs

each equation introduced numerous additional fresh variables into the model.
To introduce a granularity option into the analysis for MIVC enumeration, minimal

cut set generation, or other such analyses may provide valuable insight into the model,
the specifications, and the faults that contribute to a top level hazard.

Future Work for Minimal Cut Sets

Given the results in RQ2, could more exact minimal cut sets be produced from the
MIVCs? If changes are reflected in the MIVC sets, then we will see correspond-
ing changes in the minimal cut sets as shown in the preliminary investigation of Sec-
tion 6.3.1. This Would provide more exact safety analysis artifacts and additional in-
sight into the specifications and how they impact the analysis results.

The method used in this algorithm provides all fresh variables to the MIVC algo-
rithm. The results seen in the MIVCs reflect a branch of the Boolean equation. The
transformation from MIVCs to minimal cut sets include a hitting set algorithm. Given
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the IVC results of this granularity algorithm, the hitting sets would split the branch
shown in the MIVC such that the semantics of results would no longer be sound. In
order to use these MIVCs for minimal cut set generation, he branch of a formula in an
MIVC would need to be inlined before the hitting sets were computed. At that point,
the single formula/branch could be used in the hitting set algorithm without loss of
meaning.

After this processing, the minimal cut sets could be found by mapping the subfor-
mula to a fault that violates the output referenced in that subformula. Further work is
required to implement this approach, but given the preliminary findings of this explo-
ration, this approach is promising to provide insight into model specifications, subfor-
mula necessary for proof, and more exact minimal cut sets.



Chapter 7

Discussions

The overarching goal of this dissertation is to utilize the capability of a model checker
to provide information that can be used during the safety analysis process. We used a
model checker to provide behavioral propagation of errors throughout nominal model
contract and extended the transition system in order to formalize the composition of
fault forests. In the implementation of the formalism, we leveraged MIVC genera-
tion to provide compositional minimal cut set generation, and we used counterexample
generation capability to gain insight into the state of a system when a property is vi-
olated. All of this can be used within the iterative process of complex system design
and development to show safety of a system and to drive for design change (see Sec-
tion 2.1.3). We discuss in this chapter other ways of providing the analyst with safety
critical information regarding model elements that may be of interest.

7.1 Preprocessing Improvements

The preprocessing that must be done to generate minimal cut sets is not trivial (see dis-
cussion in Section 4.4). All minimal inductive validity cores must be produced which is
as hard as model checking [65]. If all MIVCs are found, then these sets must be trans-
formed into minimal correction sets through a minimal hitting set algorithm. Finding
the hitting sets, or minimal set cover is an NP-hard problem [61, 83].We performed
extensive research into hitting set algorithms and implemented an open source option
that performed well on benchmark testing [106], but nevertheless, these preprocessing
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steps are intractable. We believe that a more direct approach to computing the minimal
correction sets (MCSs) could be beneficial and may be possible to implement as an
additional JKind engine. This would eliminate the need to compute MIVCs and avoid
the hitting set algorithm altogether.

Liffiton et al. [92] considered the enumeration of MCSs and MUSs as an exploration
of the power set of all subclauses in a formula. The subsets form a lattice through
subset relations and this lattice can be explored in clever ways in order to enumerate
these related sets. A map is a boolean function used to encode the explored portions
of the lattice. The entire lattice can be split into two regions based on the feasibility
of the subset: these are the maximally satisfiable subsets (MSS) and the minimally
unsatisfiable subsets (MUS). A maximally satisfiable subset is the complement of a
MCS with respect to the constraint system; more formally, an MSS M of a constraint
system C is a subset M ⊆ C such that M is satisfiable and ∀c ∈ C \M : M ∪ {c} is
unsatisfiable. A full enumeration of the MSSs (also called the Max-SAT problem) will
easily provide the full enumeration of the MCSs by taking the complement in C.

The lattice structure ensures that any subset of a maximally satisfiable set is still
satisfiable; thus, as subsets are explored, large portions of the map are eliminated from
consideration. The CAMUS algorithm presented by Liffiton et al. [93] uses the hitting
set duality between MCS and MUS to produce MUSs by first computing MSSs, find-
ing the complements (MCSs), and then producing the hitting sets (MUSs). It computes
MCSs with what can be considered a top-down search through the power set, search-
ing a level (subsets of a particular size) for satisfiable subsets that are not subsumed
by some larger satisfiable subset found in a higher level. Whenever an MSS is found,
all subsets are blocked from the map and the search moves on to the next level of the
power set. The algorithms presented for this SAT-solver based enumeration of MUSs
are (1) find all MCSs, and (2) compute MUSs. Related research has recently expanded
upon the former algorithm used to enumerate MCSs by employing a correction set rota-
tion method and simultaneously implementing the strengthening and relaxing methods
described in the CAMUS algorithm [108].

We believe that these algorithms can be adjusted for SMT solvers and infinite state
transition systems appropriately and then implemented in JKind. This will allow for a
direct computation of MCSs and avoid the two preprocessing steps (MIVC generation
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and MHS generation) as outlined in this dissertation.

7.2 Graphical Fault Trees

A typical fault tree generated by many of the current research tools available shows
very little hierarchical information. and tends to show only the minimal cut sets that
contribute to the top level event (TLE).

The result of computing the minimal cut sets and presenting them in a tree-like
structure is a one layer tree with many branches. The nature of our approach is that the
fault forest generation is performed compositionally; this gives information regarding
each level of analysis per layer of architecture. This information can be displayed in
a fault tree structure and can describe the relationship between an active fault and the
supporting guarantees it violates at any layer of the system architecture. An example of
a hierarchical fault tree is shown in Figure 7.1.

TLE

!gP !gT

!gP1 !gP2 !gP1 !gP3 !gP2 !gP3 !gT1 !gT2 !gT1 !gT3 !gT2 !gT3

fP1 fP2 fP1 fP3 fP2 fP3 fT1 fT2 fT1 fT3 fT2 fT3

Figure 7.1: Hierarchical Fault Tree for a Sensor Example

This process of using MIVCs to generate minimal cut sets provides layer by layer
the necessary information to not only collect the minimal cut sets, but also reflect the
hierarchical nature of the system within the fault trees generated. The output of the
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safety annex is textual and can include hierarchical information, but is not in graphical
form. This is a possible extension to the work provided in this dissertation.

7.3 Compositional Probabilistic Analysis

Safety analysis techniques aim at demonstrating that the system meets the requirements
necessary for certification and use in the presence of faults. In many domains, there are
two main steps to this process: (1) the generation of all minimal cut sets, and (2) the
computation of the corresponding fault probability, i.e., the probability of violating the
safety property given probabilities for all faults in the system.

The probability of the Top Level Event (TLE), or violation of the safety property,
is used to find the likelihood of the safety hazard that it represents. While evaluation
of the fault model with a given probabilistic threshold does provide information on the
safety hazards, it is also informative to know the overall probability of the occurrence
of a hazard. Such computations can be carried out by leveraging the logical formula
represented by the disjunction of all minimal cut sets which are in turn conjunctions of
their constituents.

It is standard practice to consider cut sets only up to a given cardinality. As the
cardinality of the cut sets increase the likelihood of their occurrence decreases. As the
system increases in size the possible combinations of problematic faults will inevitably
increase. In order to simplify minimal cut set generation, sets only up to a certain
cardinality are considered. Everything above that is “safely” ignored, and then specific
criteria is used to over-approximate the error. The end result of these computations is
above the actual probability (i.e., a safe approximation), but close enough to be useful.

It would be beneficial to leverage the MIVC information to provide both the lower
and upper bound approximations and show that these values are significant and trust-
worthy.



Chapter 8

Conclusion

System safety analysis is crucial in the development of critical systems and the gen-
eration of accurate and useful results is invaluable to the assessment process. Having
multiple ways to capture complex dependencies between faults and the behavior of the
system in the presence of these faults is important throughout the development process.
A model-based approach was proposed that allows for a tighter integration between
system development and safety analysis. The existing system model is extended and
safety specific definitions and information can be defined at all levels of the model ar-
chitecture (e.g., software, hardware, system level, module level). This extended model,
or fault model, can be analyzed using a model checker and various safety related arti-
facts can be generated. These include snapshots of the state of the system when a fault
is active (automatically generated counterexamples), maximum active fault thresholds,
and minimal cut sets.

We also provided a formalization of the compositional generation of minimal cut
sets through the use of inductive validity cores. This will open the door for future re-
search work into more scalable options of minimal cut set generation through the use of
SMT-solvers and possibly other verification engines. An introductory exploration into
the concepts of granularity and mutation testing provides a framework for the applica-
tion of other kinds of formal methods techniques on a fault model and what kinds of
important information can be gleaned from such analyses.

There are multiple ways to view an extended system model and many ways to incor-
porate model checking theory into the information provided to a safety analyst; future
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work in this area holds promise. The key to this is clear communication with those in
the practical field of safety analysis. It has been our goal to provide to safety analysts
what they need and will use. Each step of this research has been discussed with analysts
working in the aerospace domain and adjusted according to requirements of the field
and needs of the analysts. We believe this is the key to moving from a research oriented
methodology into the realm of applicable results in a critical system domain.

All of this contributes to the long range goal of the research: to increase system
safety through the support of MBSA process backed by formal methods to help safety
engineers with early detection of design issues and automation of the artifacts required
for certification.
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