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Executive Summary 

Introduction 
The federal government has recognized in many ways its responsibility for helping to secure 
the nation’s critical infrastructures from disruptions and to ensure their reliable operation. 
These ways include the Presidential Policy Directive on Critical Infrastructure Security and 
Resilience (PPD-21) and Executive Order 13636: Improving Critical Infrastructure 
Cybersecurity. The nature of cyber attacks makes authoritative statistics on their prevalence 
difficult—if not impossible—to obtain. However, numerous sources indicate that cyber attacks 
on information technology (IT) and industrial control systems (ICS) used by critical 
infrastructure owners and operators are growing in number, sophistication, and danger.  
 
PPD-21 designates food and agriculture as one of the nation’s critical infrastructures, and the 
food companies comprising it are no less dependent upon IT and ICS resources—and 
threatened by attacks upon them—than are the other critical infrastructure sectors. To assess 
the state of food industry cybersecurity, the Food Protection and Defense Institute (FPDI)—
with support from the Department of Homeland Security Science and Technology Directorate 
(DHS S&T)—convened the Food Industry Cybersecurity Summit in Washington, D.C. on 
March 15–16, 2016. At this meeting, nearly 40 participants from the food industry, 
government, and academia gathered for presentations, robust discussions, and brainstorming 
and ranking exercises to 1) improve understanding of the cyber threats and risks facing the 
food industry, 2) identify knowledge gaps, and 3) determine actions the industry and 
companies can take to address them.  

Meeting Summary 
Attendees received briefings about several recent food-related cybersecurity efforts 
undertaken by the federal government. These included the Cybersecurity Assessment and 
Risk Management Approach (CARMA) risk assessment—led by DHS, FDA, and USDA and 
conducted with Food & Agriculture Sector representatives from industry, academia, and 
government. In addition, they received briefings on the USDA Food Safety and Inspection 
Service (FSIS) Cyber Vulnerability Assessment and from the DHS Industrial Control Systems 
Cyber Emergency Response Team (ICS-CERT). Attendees also learned about the results of 
DHS-sponsored red team events carried out on systems similar to those in the food industry. 
These and other eye-opening presentations about recent cyber attacks and vulnerabilities 
prompted informative discussions and exchange. These conversations were further guided by 
exercises designed to gather and distill the assembled experts’ collective wisdom. 
 
Much discussion focused on a few key food industry cyber-related risks. A primary one was 
the extreme vulnerability of industrial control systems (ICS)—most of which were never 
designed to be cyber secure—and the difficulty of addressing their insecurity. Many ICSs used 
in the food industry are quite old and highly customized. Yet, more of these legacy systems are 
being connected to workstations on corporate networks, offering an entryway for hackers to 
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enterprise resource planning (ERP) and other vital systems. This risk is even higher for small- 
and mid-size companies who rely upon outsourced technology management, for this often 
entails remote access by vendors—which introduces further vulnerabilities. 
 
A fundamental issue contributing to cybersecurity risk, but also holding the key to effectively 
addressing it, is the communication and culture gap between those in operations technology 
(OT) and information technology (IT) and the resulting lack of knowledge about how those 
systems interact. Too often, OT needs and concerns are not fully understood by IT 
departments. This results in security measures OT personnel feel are impositions and barriers 
to productivity that in worst cases can actually compromise the operation of the ICSs. 
Conversely, operators are frequently unaware of the cyber risks to safety and profitability 
embedded in their equipment or procedures. Effective cybersecurity measures will require a 
thorough understanding of the many technical and procedural differences between IT and 
OT. 
 
An additional communication issue holding the key to effective risk mitigation is improving 
information sharing and coordination among stakeholders—companies, government agencies, 
and departments within them both. Too often, the entities work in isolation unaware of 
complimentary efforts or the availability of crucial information or tools. Another recurring 
theme was the need for more awareness by senior executives and boards of directors of the 
cyber risks. However, the examples and data required for quantifying the financial impact of 
cyber incidents, which is necessary for making the business case for cybersecurity efforts, are 
very difficult to acquire or unavailable. This hurdle must be overcome before effective security 
programs can be launched. Although improving food industry cybersecurity will be 
challenging, the participants identified many concrete steps for all stakeholders to take. The 
most enthusiastic discussions revolved around the observation that the food industry has 
successfully met many food safety and food defense challenges with a robust safety/defense 
culture. An exceptional opportunity exists to leverage this culture to improve cybersecurity by 
demonstrating the fact that security is a safety issue. 

FPDI Key Findings and Recommendations 
 
Of the many cyber-related risks to the food industry, several vulnerabilities emerged as key 
contributors to the risk environment: 
 

® Inherent ICS vulnerabilities, particularly in legacy systems 

® Lack of knowledge about how ICSs and IT systems interact 

® Dependence on outsourced technology management by small- and mid-size 
companies 

® Senior executives’ lack of awareness regarding cyber risks and threats 

® Poor coordination and information sharing among stakeholders 
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To address these vulnerabilities, FPDI recommends the following short- and long-term actions 
be taken by stakeholders: 

Actions for food industry companies 

® Foster more communication between OT and IT staff to bridge the cultural gap and 
improve understanding on how ICSs and IT systems interact. 

® Begin conducting risk assessments that include inventorying both ICSs and IT systems. 

® Involve staff with cybersecurity expertise in the procurement process for ICS devices. 

® Extend your food safety and food defense culture to cybersecurity. Insecure = unsafe. 

® Become involved! More food industry representation is needed in ICS- and cyber-
related standards setting organizations (e.g., ISA) and in industry-government 
partnerships (e.g., Sector Coordinating Council).  

Multi-stakeholder actions 

® Develop examples and data to support the business case justifying ICS cybersecurity 
investments. 

® Clarify and distinguish cybersecurity needs for big, medium, and small businesses. 

® Explore creating a food-focused Information Sharing and Analysis Organization (ISAO). 

® Create a “translated” version of the NIST Cybersecurity Framework for the food industry. 

® Create and distribute a use case of a food company implementing the NIST 
Cybersecurity Framework. 

® Clarify the cybersecurity implications of FSMA. 
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Meeting Report 

Introduction 
The federal government has recognized in many ways its responsibility for helping secure the 
nation’s critical infrastructures from disruptions and helping ensure their reliable operation. 
This duty is most clearly acknowledged in the Presidential Policy Directive on Critical 
Infrastructure Security and Resilience (PPD-21).1 One of the threats to critical infrastructure 
explicitly acknowledged by PPD-21 is cyber attacks, and Executive Order 13636: Improving 
Critical Infrastructure Cybersecurity further elaborates on the threat these pose and 
government’s response to them.2 Although the nature of cyber attacks makes authoritative 
statistics on their prevalence difficult—if not impossible—to obtain, recent survey responses,3 
security firm reports,4 and incidents reported to the Department of Homeland Security5 all 
indicate that cyber attacks on critical infrastructure information technology (IT) systems and 
industrial control systems (ICS) are growing in number, sophistication, and danger.  
 
PPD-21 designates food and agriculture as one of the nation’s critical infrastructures, and the 
food companies comprising it are no less dependent upon IT and ICS resources—and 
threatened by attacks upon them—than are the other critical infrastructure sectors. However, 
there has been significantly more publicity and awareness about some of those sectors’ 
vulnerability and cyber incidents (especially energy and financial services). To assess the state 
of food industry cybersecurity, the Food Protection and Defense Institute (FPDI)—with 
support from the Department of Homeland Security Science and Technology Directorate 
(DHS S&T)—convened the Food Industry Cybersecurity Summit in Washington, D.C. on 
March 15–16, 2016. At this meeting, nearly 40 participants from the food industry, 
government, and academia gathered for presentations, robust discussions, and brainstorming 
and ranking exercises to 1) improve understanding of the cyber threats and risks facing the 
food industry, 2) identify knowledge gaps, and 3) determine actions the industry and 
companies can take to address them.  
  

                                                        
1 The White House, Presidential Policy Directive—Critical Infrastructure Security and Resilience (PPD-21), PPD-21 
(Washington, D.C.: The White House Office of the Press Secretary, 2013), http://www.whitehouse.gov/the-press-
office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil. 
2 The White House, “Executive Order 13636: Improving Critical Infrastructure Cybersecurity,” February 12, 2013, 
https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-
cybersecurity. 
3 “Global State of Information Security Survey 2016” (PwC, 2015), http://www.pwc.com/gx/en/issues/cyber-
security/information-security-survey/download.html; “Report on Cybersecurity and Critical Infrastructure in the 
Americas” (Washington, D.C.: Organization of American States and Trend Micro, April 2015). 
4 “Internet Security Threat Report” (Symantec, April 2016), https://www.symantec.com/security-center/threat-
report. 
5 Industrial Control Systems Cyber Emergency Response Team (ICS-CERT), “ICS-CERT Fiscal Year 2015: Final 
Incident Response Statistics,” ICS-CERT Monitor, January 13, 2016. 
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Meeting Review: Day 1 
Matt Coates, Program Manager for DHS S&T Office of University Programs (OUP) launched 
the Summit by setting the stage for the two-day’s work. He noted the similarities in cyber-
related challenges across the critical infrastructure sectors. The meeting would be an 
important first step in addressing the challenge for the Food & Agriculture (F&A) Sector by 
assessing the current knowledge level among stakeholders about the cybersecurity challenges. 
Further, it could identify policies that were needed or might be useful to address them. 
Important questions participants could begin to answer included, how dependent is the sector 
on different types of systems (especially known vulnerable ones) and is business continuity 
threatened by over-reliance on particular inter- or intra-industry systems, for example point-
of-sale (POS) and financial or accounting systems? Mr. Coates stressed the meeting would be 
an opportunity for those in government and industry to hear what each other knows and has 
learned and for identifying others who could help with efforts to improve sector cybersecurity. 
 
Next, Dr. John Larkin, FPDI Research Director, further elaborated on the importance of the 
participants’ upcoming work by noting the Commanders of both the U.S. Northern Command 
and U.S. Pacific Command recently urged the Secretary of Defense to address cyber 
vulnerabilities in critical infrastructure ICSs upon which the Department of Defense depends 
to safeguard the nation.6 These ICSs are often similar to, if not exactly the same as, many used 
in the food industry. Dr. Larkin encouraged attendees to discuss all aspects of cybersecurity, 
including the ramifications of the Internet of Things (IoT) and cross-sector information 
sharing. After a brief review of the Summit’s goals and agenda, the day’s briefings began. 

Morning Presentations: Cybersecurity in the food industry 

Review of the recent Food and Agriculture Sector Cyber Risk Assessment  

Greg Linden, Policy Analyst for the U.S. Department of Agriculture (USDA) National 
Security Policy Staff (NSPS) presented the first briefing, a review of the recent Food and 
Agriculture Sector Cyber Risk Assessment led by USDA, the Food and Drug Administration, 
and the DHS Office of Cybersecurity and Communications (CS&C) Industry Engagement and 
Resilience (IER) Branch. This initiative convened subject matter experts from sector 
stakeholder groups to assess sector cyber risks using DHS IER’s Cybersecurity Assessment and 
Risk Management Approach (CARMA). A key first step was to begin understanding what the 
Food & Agriculture Sector’s cyber footprint was. It turns out, it is quite considerable and will 
quickly become significantly larger with the advent of new data-centric, automated agriculture 
methods using cloud-connected drones, satellites, crop and field sensors, and robotic field 
machinery. 
 
As part of the CARMA process, participants examined the supporting cyberinfrastructure for 
the sector’s critical functions (e.g., producing and providing food products and services). They 
also examined key activities of the value chains (e.g., product transportation and distribution) 
and evaluated two possible cyber event scenarios. These scenarios included an attack on a 
                                                        
6 Sean Lyngaas, “Top Naval Commanders Ask Carter to Include SCADA on Cyber Scorecard,” FCW, February 25, 
2016, https://fcw.com/articles/2016/02/25/commanders-cyber-pentagon.aspx. 
[Editor’s note: unless otherwise noted, all citations are provided for readers’ reference to useful source materials 
and were not specifically provided during the associated presentation.] 
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water treatment and packing system and an attack on a food processing facility ICS. 
Particularly from the second scenario, the participants concluded cyber-vulnerable 
Supervisory Control and Data Acquisition (SCADA) systems could allow unauthorized wide 
access to multiple sites. Mr. Linden acknowledged that skeptics understandably question if 
there is risk in seemingly mundane technologies such as sprinkler systems, but the process 
identified that these systems can be stepping stones to more vital ones for attackers. Further, 
remote access created opportunities for remote compromise of systems, and participants 
identified a disconnect between those who had access to systems and those responsible for 
monitoring access.  
 
The F&A Sector Risk Assessment concluded the sector as a whole is currently at low risk from 
cyber events. That is, a cyber event, malicious or otherwise, is unlikely to threaten the 
functioning of the whole sector. However, individual companies are at a high risk, and a cyber 
event could lead to their failure. Mr. Linden noted, given the forthcoming rapid adoption of 
cyber-supported agricultural production tools, it is vital to incorporate good security 
immediately and recommended involving security personnel in the tool procurement process. 
In response to a question, he also noted the CARMA process could be applied at a smaller 
scale, for example, to an individual company. 

State of cybersecurity and cyber risks in the F&A sector  

Following this discussion, Howard Tsai, from the DHS National Protection and Programs 
Directorate (NPPD) Office of Cybersecurity and Communications (CS&C) presented 
observations about the state of cybersecurity and cyber risks in the F&A sector based on 
various assessments by DHS. He began by mentioning the significant increase in cyber 
intrusions and attacks across all the critical infrastructure sectors and then introduced an 
effort by DHS to assess the F&A sector’s cyber awareness through text analysis of open source 
media. This was accomplished by analyzing how cyber topics were discussed in F&A sector-
related media and in articles from other sources that concerned cyber topics in a sector 
context.  
 
Over 200 articles from 40 sources were analyzed and sorted into categories corresponding to 
the Core Functions (Identify, Protect, Detect, Respond, Recover) of the National Institute of 
Standards and Technology (NIST) Framework for Improving Critical Infrastructure 
Cybersecurity (more commonly referred to as the Cybersecurity Framework or CSF). The 
articles were further classified with the appropriate Category label (the next subdivision of 
each Function), such as Asset Management, Awareness and Training, or Detection Processes. 
Some findings that Mr. Tsai noted included that very few of the articles related to either risk 
management or risk assessment. Also, discussions of data security were quite low for articles 
concerning pre-harvest activity. Conversely, articles on recovery planning were well 
represented. 
 
Mr. Tsai next presented results from a project to gauge adoption of the NIST CSF in the F&A 
sector by analyzing data from assessments of individual companies conducted by DHS using 
its Cyber Resilience Review (CRR) tool. The results of the CRR assessments were mapped to 
NIST CSF practices to determine degree of adoption, and results for all companies were 
compared to F&A sector ones. To date, DHS had conducted assessments at 240 companies, 
but only ten of these were in the F&A sector. Because of this, Mr. Tsai affirmed that no 
conclusions could be drawn, but introduced the results as discussion starters. Responding 
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companies in the sector matched others’ CSF adoption, both positively and negatively, in 
many areas. Some areas in which the responding F&A sector companies widely lagged others 
included having plans for managing incidents and having service continuity plans for critical 
services.  

Cybersecurity lessons learned from other sectors 

In the final presentation of the morning, Dr. Dan Massey, Program Manager, DHS S&T Cyber 
Security Division (CSD), briefed participants on lessons learned from other sectors regarding 
cyber physical systems (CPS) security. He began by briefly describing DHS CSD and its work, 
stressing that CSD is not the industry regulator for cybersecurity but instead strives to be the 
partner in solving cybersecurity problems. Dr. Massey next introduced some of the challenges 
in CPS7 security. These systems are becoming more ubiquitous in many emerging “smart” 
domains, including transportation, energy grids, and medical devices. As such, citizens and 
consumers will soon be “betting their lives” on these systems. As in the early days of the 
Internet, design goals are focused on functionality—with security an afterthought. However, 
CPSs are still new enough that there is still the opportunity to influence design goals to 
include security, and this is what DHS is striving to accomplish through research and industry 
collaborations.  
 
Dr. Massey next introduced some of the research in CPS supported by CSD, simulated cyber 
attacks in particular. Examples included demonstrated hacks of cars, medical devices, “smart” 
home appliances, and a power plant ICS. In some cases, these demonstrated potentially 
disastrous and lethal outcomes of malicious hacks, further establishing the critical priority for 
manufacturers in all industries (including food) to address cybersecurity now. Dr. Massey 
discussed the difficult issue of installing software updates (patching) on CPSs. Although often 
necessary for securing them, patching can be extremely complex given that some systems are 
in use 24/7 and so mission critical that the threat of accidental interruption in service or 
functionality (a “bad” patch) can seem worse than that from a cyber attack. However, he 
reported that DHS can help industry develop patching systems, and it is currently doing so 
with the auto industry. 
 
For a final example, Dr. Massey presented results from a project that simulated attacks on 
both an additive and a subtractive manufacturing system. Both attacks were successful, 
introducing voids in the additive manufacturing product and reducing the size of the 
subtractive one. A key element of the attacks was that the testing algorithms were also 
compromised, so that the mis-manufactured products went undetected, even when the 
machine operators were advised to manually test the product (in which case they chose to 
believe they had measured wrongly rather than believe the testing equipment was faulty!). 

                                                        
7 As defined by the National Science Foundation, “cyber-physical systems (CPS) are engineered systems that are 
built from, and depend upon, the seamless integration of computational algorithms and physical components.” 
https://www.nsf.gov/funding/pgm_summ.jsp?pims_id=503286 
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Moderated Discussion 
A moderated discussion followed the presentations, and the engaged conversation surfaced 
many of the questions and issues that would be discussed throughout the Summit:8  

Legacy systems 

A key issue raised was that in the food industry, many systems are “extreme” legacy, often 
having been custom built by an operator who might no longer be around, and these systems 
are complexly integrated with other systems. How does one approach updating and managing 
both these and new systems? In partial response, it was pointed out that food companies do 
have an opportunity for updating these systems because they wholly own them and have 
complete control over them (unlike a car or ICS device sold to a customer). 

IT vs. OT 

However, several remarked that operations technology (OT) staff have little or no willingness 
to undertake patching and updating. They see it as higher risk for taking their system offline 
and compromising product production—which is their focus—than the vague risk of a hack 
(which they’ve never seen). OT personnel often see implementing security patches as a 
mandate from above, from the information technology (IT) staff. It was pointed out a lot 
happens in the OT world that IT doesn’t understand—an IT solution may create an OT 
problem. The two worlds can have difficulty communicating. 

Vendors 

In discussing the types of OT equipment used in the food industry, it was noted that because 
of the limited number of OT vendors the industry doesn’t have the ability to influence or force 
them to address security problems—as has been done with IT vendors. In addition, OT 
vendors often provide unasked for “features” in their equipment that results in vulnerabilities, 
and industry buyers were urged to be on guard for these. As a partial solution, it was suggested 
that the food industry needs to have representatives participating in control systems 
standards-setting organizations and efforts (particularly related to patching), such as the 
International Society of Automation (ISA). 

Safety culture 

The question was posed, could the food industry start thinking about cybersecurity as part of 
industrial safety, as in other industries, such as aviation? Are safety and security correlated and 
how? Several agreed that security does affect safety, and it was observed that the food industry, 
particular those in OT, have a very strong safety culture regarding food safety. Could the food 
defense/food safety culture incorporate cybersecurity? How could the lessons of safety transfer 
to security? Several agreed that education and partnership were required. Translating safety to 
security was a people problem that required an appropriate story line for education to be 
effective. Many asserted that this was a workplace cultural issue and that culture change was 
necessary. A discussion on how culture change could be achieved followed, including 

                                                        
8 Editor’s note: the following description of the overall discussion follows the order topics arose. However, on the 
few occasions comments referred back to a previous topic, those have been grouped with the first description for a 
clearer presentation of all topics.  
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recognizing that personal networks, a sense of efficacy, and other useful elements from the 
science of human behavior needed to be employed. 

FSMA 

Next, some participants raised the issue of how the Food Safety Modernization Act (FSMA) 
related to cybersecurity. It was commented that FSMA gives passing reference to information 
technology, but it’s not addressed as much as needed. Further, it was argued, the policy 
doesn’t specify enough who bears responsibility for food safety-related cybersecurity issues. 
There needs to be greater awareness and education (primarily by management) about who in a 
company is accountable. FSMA requires the industry to act to prevent “reasonably foreseeable 
hazards,” but some participants said they needed help from government with the cyber 
hazards. What is currently coming from government alerts is not helpful for this. In general, 
many agreed that industry needs help understanding the cyber-related implications of FSMA. 

Business case 

Through various questions and comments, almost all of the industry participants expressed 
concerns regarding how to demonstrate the value of cybersecurity investments. For example, 
one noted, to provide effective cybersecurity, companies need to resource studying attack 
indicators, including events in industries within their business ecosystem. Detecting non-
terrorist attacks, e.g., stealing company intellectual property, is difficult and resourcing that 
effort a challenge. There is a need to determine what an attack and/or intrusion looks like and 
how to identify its location—is it here or upstream? However, without a measure of the cost of 
a cyber event that can be presented to C-suite executives (e.g. this number of threat actors 
attacking this many times cost this much), one can’t get funding for a security program. But, 
the numbers don’t yet exist.  
 
Many expressed a need for more examples of cyber risks relevant to the food industry. For 
instance, when the hacker group Anonymous threatened GMO-involved companies as part of 
its Operation Green Rights campaign, there was a response from management. Industry IT 
leaders need more stories about real events and threats they can communicate to 
management. Can government provide these? In response to the question if a demonstration 
or red team exercise would be useful in conveying the risk, it was agreed that it could be useful 
but wouldn’t have the same resonance as a real event. A comment was made that the 
Sarbanes-Oxley Act might be applicable and useful in getting C-suite attention. Could a CEO 
be liable if a foreseeable cyber-risk was not disclosed to investors? Additional questions posed 
were: would management be willing to pay extra for an ICS with security included if a 
competitor is saving money by buying a system without? Do we need policies to incent 
cybersecurity by leveling the playing field? 

Cybersecurity and company size 

Some final conversations centered on how the cybersecurity issue varies according to 
company size. For example, what if IT and OT are all outsourced—or not done at all—as 
occurs for many small companies? How do they secure systems? Further, smaller companies 
are more vulnerable because they are more reliant on remote access for technical support. A 
solution would be if the industry had good manufacturing practices (GMPs) for cybersecurity 
for small- and medium-sized companies to follow, but they don’t currently exist. GMPs exist 
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for food safety, but some small processors struggle even with them. Another possible solution 
would be to create a structure for cyber akin to the Food Safety Preventative Controls Alliance 
(FSPCA) Technical Assistance Network to help smaller companies with cyber issues. 

Afternoon Presentations: Cyber risk and hazards faced by the food industry 

Cybersecurity of industrial control systems (ICSs) for food and beverage 

After a break, the Summit reconvened for some additional presentations. Joe Weiss, 
Managing Partner, Applied Control Solutions, and author of Protecting Industrial Control 
Systems from Electronic Threats presented on cyber security of industrial control systems 
(ICSs) for the food and beverage industries. After a brief introduction to the types of systems 
that comprise ICSs and a scan of some of the prominent, recent ICS intrusions and attacks 
(such as the Ukrainian power grid attack9), Mr. Weiss highlighted some of the challenges in 
ICS security. One challenge is there are very few people with ICS security expertise. These are 
individuals who inhabit the very narrow overlap between the IT security and ICS engineering 
worlds and understand the key differences in security and performance priorities between IT 
and ICSs. For example, system availability is usually a low-medium priority for IT whereas it is 
very high for ICSs. Conversely, ensuring confidentiality/privacy is a high priority for IT and 
low for ICSs. Security and performance have to be balanced in an ICS. Otherwise, excessive 
security can so compromise performance that the system becomes essentially hacked. 
 
Further, it is vital to recognize that ICS cyber threats can have unique characteristics that 
differentiate ICS security concerns from IT ones. For example, attacks on ICSs typically strive 
to gain control of the cyber physical system (not just the network) and control the process (not 
just deny service). Another challenge is that ICSs have historically been designed for reliability 
and safe operation and not for security. Since there are very few ICS vendors—and they supply 
many industries worldwide—these systems and their vulnerabilities are ubiquitous across 
industries and borders. This includes the food industry, and not only in food processing 
systems, but also in the cogeneration power systems and other supporting infrastructures food 
processors may use. 
 
Next, Mr. Weiss stated there is another key difference distinguishing ICS cybersecurity 
concerns from IT ones. Because health and safety so often depend upon ICSs functioning 
optimally, the cyber incidents which good cybersecurity must protect an ICS from include not 
only intentional incidents caused maliciously but unintentional, accidental ones as well. That 
said, there are a number of examples of malicious ICS cyber events, and he detailed several. 
These included the previously mentioned Ukrainian power grid attack and the “Aurora” test, 
in which a team at Idaho National Laboratories physically destroyed a power plant generator 
via cyber attack.10 11 In his research, Weiss reported having collected nearly 800 ICS-related 
cyber incidents to date, with at least 250 being malicious. 

                                                        
9 Industrial Control Systems Cyber Emergency Response Team (ICS-CERT), “Cyber-Attack Against Ukrainian 
Critical Infrastructure” (Department of Homeland Security, February 25, 2016), https://ics-cert.us-
cert.gov/alerts/IR-ALERT-H-16-056-01. 
10 Jeanne Meserve, “Sources: Staged Cyber Attack Reveals Vulnerability in Power Grid,” News, CNN, (September 
26, 2007), http://www.cnn.com/2007/US/09/26/power.at.risk/index.html?iref=topnews#cnnSTCText. 
11 Statement of Mr. Brent J. Stacey, Associate Laboratory Director National & Homeland Security, Idaho National 
Laboratory before the United States House of Representatives Science Subcommittee on Energy and Science 



Food Industry Cybersecurity Summit  Meeting Report 

Food Protection and Defense Institute 11 

 
During discussion following the presentation, the question was raised if “air-gapping” 
(physically disconnecting an ICS from a network or any other network-connected system) 
couldn’t solve these problems. Mr. Weiss and others responded that air-gapping has become 
nearly impossible. Vendors have built back doors into ICSs. Also, the data generated by ICSs is 
so valuable to some people within companies that the motivation to connect to a network is 
too strong to resist. Even if the attempt was made to air-gap, could the cyber risk be 
demonstrated to be high enough to warrant the cost of air-gapping? 
 
Weiss also addressed the IT/OT cultural divide, commenting that most IT departments have 
pushed cybersecurity onto OT staff to reduce IT’s cybersecurity risks and problems, which are 
concerns with little perceived relevance to OT. Data breaches don’t concern OT. 
Cybersecurity must be approached in a way OT understands and values, such as happened 
with safety after the Bhopal disaster. He was asked if the Ukrainian power grid attack had any 
effect on managers. In answer, he recalled a quote from his presentation in which—despite 
overwhelming evidence to the contrary—the Energy Information Sharing and Analysis Center 
(a government-industry partnership organization) stated there was “no credible evidence” the 
attack could affect the North American grid. Therefore, the answer was unfortunately, no. 

Capabilities of cyber threat actors and risks to industry 

Following Mr. Weiss, a panel comprised of Col. John Hoffman (Ret.), Senior Research Fellow, 
FPDI; Howard Tsai; and Brian Isle, Senior Fellow, University of Minnesota Technology 
Leadership Institute, and co-founder, Adventium Labs addressed the capabilities of cyber 
threat actors and risks to industry. Col. Hoffman led by stating that the food and beverage 
industry is the second-most targeted industry by cyber thieves and hackers.12 He then drew a 
straight line from cybersecurity failures to customers by further explaining that Food and 
Beverage is the most stolen cargo category in the United States,13 these cargo thefts are often 
preceded and enabled by cyber penetrations of victims’ networks, and cargo theft accounts for 
20% of food costs (according to the Grocery Manufacturers Association).  
 
Col. Hoffman further prefaced his overview of cyber risks to food companies by arguing that 
cyber threats are recognized as a hazard by FSMA, and food companies are thus legally 
obligated to take precautionary measures to mitigate that risk. These risks are an unfortunate 
byproduct of the massive (and still growing) increase in Internet connectivity, which has also 
had enormous benefits to the food industry. The main threats from these risks are to the data 
stored on networked systems and to the operation of ICSs. The people behind these threats 
range from mischief-making hackers; thieves who have discovered cyber theft is less 
dangerous and more profitable than physical theft; industrial spies; disgruntled employees; 
agents of other governments; and terrorists. Almost all systems are at risk, and the methods by 
which these systems are compromised are as numerous as the systems themselves.  
 

                                                                                                                                                                     
Subcommittee on Research and Technology, October 21, 2015 (Washington, D.C.), accessed April 29, 2016, 
http://docs.house.gov/meetings/SY/SY20/20151021/104072/HHRG-114-SY20-Wstate-StaceyB-20151021.pdf. 
12 For example, see Trustwave Global Security Reports for years 2011–2015. 
13 FreightWatch International Supply Chain Intelligence Center, “Global Cargo Theft: 2014 Threat Assessment” 
(Austin, TX: FreightWatch International, 2014); FreightWatch International Supply Chain Intelligence Center, 
“United States Annual Cargo Theft Report 2014” (Austin, TX: FreightWatch International, 2014). 
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Unfortunately, he noted, according to the security company, Trustwave, over 80% of 
compromise victims (across all industries) did not detect the breach themselves. In addition, 
the overwhelming majority of detected breaches were discovered after periods of months—not 
days. Col. Hoffman concluded his presentation with recommendations for addressing 
cybersecurity in the F&A sector. Key among them was recognizing that cyber risk must be 
assessed, and cybersecurity implemented, at the supply chain level. The food system is too 
complex and interdependent and ingredients move too widely for facility-based assessments 
and mitigation strategies to be effective. 
 
Howard Tsai followed, and instead of a presentation, offered comments affirming and 
elaborating upon many of the threats and risks discussed during the previous presentation. In 
addition to those, Mr. Tsai particularly noted watering hole attacks and attacks by hacktivists 
as additional threats. He was asked if spreading false rumors about a company or its product 
via the Internet was considered a cyber attack? Mr. Tsai replied, no it wouldn’t be considered 
an attack unless an identity stolen via a data breach was used to spread the misinformation. 
 
The final panelist, Brian Isle, began with an assessment of the current cyber state of the 
“game.” Criminals and nation-states are in this game for financial gain and advantageous 
positioning for the future. They are good at it and adapt quickly. He stated that once 
adversaries figure out how to monetize what they can get from an intrusion, they will come 
after you. Intellectual property is a major target. Mr. Isle urged everyone to be aware that all 
one’s email, texts, and social media are scanned by multiple third parties. Your business will 
have a cyber attack in the next 24 hours (most are unsuccessful); 60% of all business will suffer 
a breach in the coming year; of those breached, 80% will not be discovered by the company but 
by a third party. Ironically, most breaches can be prevented: in 2014, 99.9% of successful 
attacks exploited vulnerabilities whose existence—and for which patches were available—had 
been known for over a year. What matters most, Mr. Isle asserted, is what companies do to 
prevent breaches and how prepared companies are to respond if one occurs. 
 
Mr. Isle stated the current era of cyber attacks (starting in 2010) is characterized by several 
unique elements, including “prolonged, mission-oriented attacks” and the widespread sale and 
use of malware. The attackers are of several types with different motivations. Criminals and 
criminal organizations, unsurprisingly, want companies’ money or employees’ credentials, 
which they can sell. They are also breaking into company’s systems to gain information that 
will aid them in physical thefts, such as hijackings. Further, some criminal organizations seek 
to gain control of companies’ IT infrastructure in order to repurpose it for their own ends, 
such as for sending spam.  
 
He emphasized the role nation-states are playing in the current era. They are looking for 
competitive business data. This includes financial information, technological innovations, 
trade secrets, and employee personal information that will yield business intelligence. Some 
are preparing for, or are actively carrying out, destructive cyber attacks on their rivals. 
Examples include the “Shamoon” attack by Iran on Saudi Aramco, the Saudi Arabian state-
owned oil and gas company, which destroyed data on over 30,000 computers, and the Stuxnet 
attack on Iran by the United States. Notably, malware developed by nation-states to carry out 
advanced persistent threats (APT) and other cyber attacks is being reused and repurposed by 
criminals for their own ends. Isle also emphasized that ICSs are at risk. In the food industry, 
beyond their obvious value in producing product, ICSs may have trade secrets (e.g., recipes) 
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embedded in them. He discussed an ICS honeypot experiment conducted by TrendMicro.14 
The dummy ICSs were attacked within 18 hours of launch and were subjected to repeated, 
targeted attacks designed to deeply probe the system and obtain control.  

Discussion 
Following the panelists’ presentations, it was asked, could there be a mechanism for sharing 
incident information to the Food & Agriculture Sector? Panelists replied that this had been 
proposed to GMA; however, the trick is keeping sensitive information from becoming 
publically available. Participants commented there is information coming from US-CERT, but 
not in ways that are useful to the food industry—there needs to be a translation effort. The 
discussion then moved to incident prevention.  
 
A recommendation was made that vulnerabilities needed to be examined broadly—don’t 
patch/ fix the incident or specific scenario but instead address the whole class of the 
vulnerability or problem. It was added that ICS-CERT has provided recommendations that 
would have prevented most of the incidents discussed. A participant observed that enterprise 
resource planning (ERP) systems have controlled, standardized procedures for updating, but 
these don’t exist for ICSs. Should they? A panelist response was that ICSs often provide 
backdoor access to ERP systems. Yet, it was remarked, OT personnel do update ICSs and are 
very careful about it, but installing a security patch is a different process lacking the same 
protocols. First, patch installation responsibility is often unclear. Is it an OT or IT duty? Also, 
OT may resist installing security patches because they don’t know exactly what the patches do. 
OT fears them because of horror stories they’ve heard of patches causing problems, including 
in IT systems, where patching is supposed to be more common and standardized.  
 
This led to the observation that regulations may eventually require that patching and other 
software updating processes be validated for their safety impact because they affect 
production processes. However, it was responded, security was unfortunately never 
considered as a safety aspect for process validation. But—came the question—how can low 
security not be seen as a safety risk to consumers and a risk to sales and company functioning? 
This turned the discussion towards addressing ways to reduce the built-in vulnerabilities of 
ICSs. Many agreed the food industry needs to tell vendors that built-in remote management 
(which introduces very high risk) is not okay. Also, there needs to be procurement standards 
for security (this has been started in other industries). This would also help give guidance to 
system integrators, who are often caught in the middle between food industry clients and 
technology vendors. A third party, several stated, is needed to maintain these and others 
standards (such as GMPs) perform audits, disseminate information, and update as necessary. 

USDA FSIS cyber vulnerability assessment 

After a break, attendees regrouped for a presentation by Bryan Norrington, Senior Food 
Defense Analyst, USDA Food Safety and Inspection Service (FSIS), on the results of the recent 
(September 2015) FSIS cyber vulnerability assessment. The cyber vulnerability assessment 
(Cyber VA) was conducted to help give a high-level understanding of what the cyber 
vulnerabilities were that an attacker could exploit to intentionally contaminate the food supply 

                                                        
14 Kyle Wilhoit, “Who’s Really Attacking Your ICS Equipment?” Research paper (Trend Micro, 2013), 
http://www.trendmicro.com.hk/cloud-content/apac/pdfs/security-intelligence/white-papers/wp-whos-really-
attacking-your-ics-equipment.pdf. 
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and harm public health. For this first assessment, the decision was made to focus on ICSs and 
information security, particularly the potential for changing instructions or commands that 
could alter temperature or other processing parameters in ways that harm the product and/or 
health. The potential threat actors considered were extremist groups, government- or rival 
company-sponsored hackers, or disgruntled insiders. Normally, explained Mr. Norrington, the 
FSIS uses the Carver+ Shock method for vulnerability assessments, but it is not appropriate 
for cyber. So instead, the FSIS used the Cyber Resilience Review (CRR) and Cyber Security 
Evaluation Tool (CSET), for these were considered generalizable to the food industry. It also 
tangentially used the Cybersecurity Assessment and Risk Management Approach (CARMA) 
by participating in the CARMA process reported on above. 
  
Through scoping and facilitated sessions, a CRR assessment questionnaire, and on-site 
assessment of an FSIS-regulated establishment, the Cyber VA identified high-level 
vulnerabilities and was an important first step. Additional vulnerability assessments could 
include other important elements such as inventorying hardware and software assets, 
analyzing network topologies, reviewing policies and procedures, and assessing other linked 
critical infrastructures. The primary vulnerabilities discovered by the Cyber VA existed where 
facility systems were accessible from the administrative network and from outside the facility 
and when web-based applications managing the SCADA (Supervisory Control and Data 
Acquisition) systems allowed vendor remote access. In light of these discoveries, Mr. 
Norrington stated the recommended approach for FSIS to address cybersecurity 
vulnerabilities is to:  
• continue collaborating with industry and government partners to ensure tools and 

resources are available that enable industry to conduct assessments of their own systems; 
• promote implementation of the NIST Cyber Framework; 
• update available resources to improve their applicability to the food industry and increase 

understanding; and  
• work to improve understanding of the risk associated with industry and infrastructure 

interdependences and other supply chain aspects. 

DHS ICS-CERT cybersecurity briefing 

The day’s final presentation was a cybersecurity briefing by Jeff Gray, Unit Chief, Training and 
Outreach, ICS-CERT.15 Mr. Gray remarked he would be addressing the cybersecurity of 
control systems—which is a relatively new risk—but if asked about the number one way 
systems are compromised, he would reply it’s still through some of the oldest methods of 
hacking: email (spear phishing) and social engineering. He continued by stating that a 
significant, recent cybersecurity concern has been the increase in capabilities and efforts by 
nation-states to compromise and control ICSs. Cybersecurity has improved, yet (quoting 
public testimony to a Senate committee by Director of National Intelligence, James Clapper) 
the threats “are increasing in frequency, scale, sophistication, and severity of impact.”16 
According to Clapper, a catastrophic attack on critical infrastructure is unlikely, but repeated 
small- and medium-scale attacks are. 

                                                        
15 Mr. Gray was a last-minute substitute for the originally scheduled presenter, Ms. Emily Miller of ICS-CERT, who 
is listed in the agenda that appears in the appendices. 
16 Statement for the Record: Worldwide Threat Assessment of the US Intelligence Community for the Senate Armed 
Services Committee, James R. Clapper, Director of National Intelligence. February 26, 2015 (Washington, D.C.), 
accessed May 3, 2016, http://www.armed-services.senate.gov/download/clapper_02-26-15. 
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Mr. Gray noted that the DHS National Cybersecurity and Communications Integration 
Center (NCCIC) is the hub for reporting private sector incidents and for obtaining help in 
responding to and managing them. The number of incidents handled by ICS-CERT (an 
NCCIC branch) has risen steadily since at least 2011, and in 2015 traditional cyber attack 
methods against ICSs became more prevalent (mainly due to the larger surface area of 
vulnerable ICSs). He reported that in 2015 there was a prominent APT spear phishing 
campaign by sophisticated adversaries that targeted multiple sectors. This is one example of 
the evolution of risk over the past several years. In 2010 there were few ICS intrusions, but in 
2014 there were 40 confirmed cases, and there have been multiple ICS-focused campaigns 
since 2011. There has also been a concomitant increase in research and development by threat 
actors on ICS exploitation techniques. Noteworthy accomplishments in this effort include the 
development of abilities to infect vendors’ software installers for their ICS products and 
automating the discovery and exploitation of Internet-connected ICS devices.  
 
Unfortunately, Mr. Gray observed, most companies often lack detection capabilities for 
determining when their systems are being attacked and if they have been compromised. The 
most sophisticated threats will not be detected by standard means. For example, the Havex 
and BlackEnergy malware campaigns, two APT campaigns that have targeted ICSs worldwide, 
remained undetected by asset owners and the security community for up to three years. 
However, he continued, there are security practices companies could have used that would 
have prevented the two campaigns from compromising their control systems. He 
recommended companies take advantage of the many NCCIC resources, including ICS-CERT 
guides, working groups, tools, and assessments. 
 
Following the presentation, Mr. Gray was asked if he had a sense of the lifespan of 
vulnerabilities. He responded it seemed quite long. He was also asked how ICS-CERT 
prioritized onsite assessments. In response, Gray stated that DHS is requiring more 
preparation from the client than was previously requested. The onsite assessments are a triage 
method and tend to prioritize entities that have a big impact on critical infrastructures. The 
results from the assessments are then used to guide recommendations to similar, smaller 
entities. He was also asked, how does DHS work with ICS vendors? Mr. Gray stated that DHS 
works with vendors through its community outreach efforts (of which vendors are a part) and 
mentioned the Industrial Control Systems Joint Working Group as an example. 

Meeting Review: Day 2  

Morning Exercises and Presentations: How industry can prepare and respond 
Attendees began the Summit’s second day by participating in a breakout exercise to identify 
the highest risks and most critical gaps in food industry cybersecurity. Attendees were first 
asked to silently answer and record their responses to the question, “Based on what you heard 
yesterday, what do you think are the top 2 cybersecurity risks or protection/knowledge gaps 
facing the industry?” Afterwards, participants were assigned to breakout groups designed to 
mix representatives from all the sectors (government, industry, and academia). Facilitators led 
the groups in further brainstorming, grouping, and refining of the responses.  
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Next, participants voted for the items from their group they perceived to be the most critical. 
Each person had four votes and could distribute them as they chose (i.e., all four votes for one 
item or one vote each for four items, etc.) Following the voting, all participants reconvened 
and each group reported their results to the whole group. After a brief discussion to clarify any 
questions about a group’s results, all participants were asked to vote, using the same rules as 
before, on all of the available items—their group’s or others. Summarized results of this 
exercise are presented in table 1. 
 

Table 1: Breakout exercise 1 results: identifying highest risks and most critical gaps. 

Based on what you heard yesterday, what do you think are the top 2 cybersecurity risks or 
protection/knowledge gaps facing the industry? 
 
Identified risk or gap Total 

votes 
% 

Lack of awareness regarding risk, threats, and need for cybersecurity, particularly 
by company senior executives. 

48 34.3% 

Communication, knowledge, and culture gap between IT and OT personnel 26 18.6% 

Lack of coordination and information sharing among stakeholders 16 11.4% 

Lack of understanding of potential impact of a cyber event, particularly on ICSs 11 7.9% 

All others (13 items) 39 27.9% 

Tools and resources available to industry 

After the exercise came a panel presentation on cybersecurity tools and resources available to 
the industry. This panel was comprised of Jessica Pulz, Director, Food Defense Assessment 
Staff, USDA FSIS; Hal Aldridge, President, Secmation; and Howard Tsai from DHS. Ms. Pulz 
began the panel by remarking that key issues facing the sector are the lack of awareness about 
the cyber-related risks and the awkward fit between existing cybersecurity tools and many 
F&A sector stakeholders. She stated that agencies, such as USDA, can help translate the tools 
from DHS and NIST to the food industry, explain the necessity for using them, and guide 
stakeholders in the tools’ use. The Food & Agriculture Sector Coordinating Committee (SCC) 
can play a key role in these tasks, particularly in communicating the cyber risks, and she 
encouraged Summit industry attendees to participate in the SCC. 
 
Ms. Pulz was asked if USDA had considered producing cybersecurity tools in a “food 
language” for industry? She replied it was considering integrating cyber into some of its 
existing tools and products. She observed that the system of systems aspects of cyber, which 
especially contributes to its challenging nature, is not a new consideration for those in food 
and agriculture. Thus, there is a potential opportunity for addressing cybersecurity by 
presenting it as a familiar class of problem. USDA is attempting to find a way to make the 
NIST Cybersecurity Framework relevant and understandable to the F&A sector, she added. A 
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model already exists in the approach used for food defense and bioterrorism, and they are 
looking for effective content and language. 
 
Hal Aldridge proceeded next with his presentation on Getting Started with Cybersecurity. He 
started with an overview of the security development life cycle, noting that during security 
development, the target for protection frequently changes after the process has begun. 
Security is a “team sport,” and although product managers, system architects, developers, and 
project managers are all vital players, it is most critical to make sure the C-suite understands 
what the cybersecurity issues are. Security is a technology like any other, Mr. Aldridge 
asserted, and must be evaluated as such using a cost-benefit analysis. Food production and 
distribution systems need security, yet it is true that threat and security requirements are 
constantly changing. However, basic best security practices do not change as quickly. He 
recommended making conscious decisions about the risk (after a clear understanding of what 
they are) and understanding that the goal is to strike the right balance between achieving 
security and compromising system performance. “We are building tomorrow’s legacy systems 
today,” Mr. Aldridge observed.  
 
Howard Tsai followed with a survey of the resources available to businesses from the DHS 
Critical Infrastructure Cyber Community Voluntary Program (C3VP).17 The resources are on 
the C3VP web site and organized to correspond to the NIST Cyber Framework (NIST CSF) 
core functions (Identify, Protect, Detect, Respond, Recover). All functions except Recover 
have multiple resources available, and these include links to tools, training resources, best 
practice and implementation guides, other supporting organizations, and planning exercise 
opportunities. 

Discussion 
Participants had several insightful comments and questions during the discussion after the 
panel presentations. One recommended that the best approach for introducing and discussing 
cybersecurity with higher-level management was to talk about the relevant governance and 
policy issues. Another participant observed the food industry needs an example of a food 
company who has implemented the NIST CSF, such as the use case developed and published 
by Intel.18 The topic of information sharing returned again. A question raised was, how do we 
“uncontaminate” information sharing discussions from the word “security,” which brings in 
the lawyers, fear, and other conversation stoppers? In response, Mr. Tsai took the opportunity 
to explain the Network Security Information Exchanges (NSIE), a forum for government and 
industry to share sensitive information on threats to the telecommunications system.19 
Perhaps the NSIE could serve as an example for cybersecurity information sharing. The NSIE 
has been a very successful effort, and a key to that, he asserted, was that the NSIE’s face-to-
face meetings facilitated building trusted relationships among participants. 
 
Attendees finished the morning with an exercise designed to identify the top cybersecurity 
measures food industry companies should take. Following the same process as the first 
exercise, participants were asked to answer the question, “Based on what you’ve heard so far 

                                                        
17 https://www.us-cert.gov/ccubedvp/business 
18 Tim Casey et al., “The Cybersecurity Framework in Action: An Intel Use Case,” Solution Brief (Santa Clara, CA: 
Intel, 2015), http://www.intel.com/content/dam/www/public/us/en/documents/solution-briefs/cybersecurity-
framework-in-action-use-case-brief.pdf. 
19 For more information, see https://www.dhs.gov/sites/default/files/publications/NSTAC_08_0.pdf 
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and your own experience, what do you think are the top two cybersecurity implementation 
and/or countermeasure actions you would recommend for the food industry?” The final 
summarized results of the ranking process are presented in table 2. 
  

Table 2: Breakout exercise 2 results: identifying most-recommended cybersecurity 
implementation/countermeasure actions for food industry. 

Based on what you’ve heard so far and your own experience, what do you think are the top two 
cybersecurity implementation and/or countermeasure actions you would recommend for the 
food industry? 
 

Identified cybersecurity implementation and/or countermeasure 
Total 
votes % 

Provide education and training, particularly to senior executives, regarding cyber 
risks and threats 

29 19.6% 

Conduct inventory and risk assessment of all ICSs 26 17.6% 

Improve communication and information sharing among stakeholders 22 14.9% 

Adapt and use NIST Cybersecurity Framework and DHS tools to improve 
cybersecurity 

18 12.2% 

Bridge the knowledge and culture gap between IT and OT personnel 17 11.5% 

Develop examples and data to support the business case justifying security 
investments 

12 8.1% 

All others (6 items) 24 16.2% 

 

Afternoon Presentations and Discussions: Setting priorities 

Lessons learned from the trenches: one perspective 

After the break, Jim O’Connor, Chief Information Security Officer, Cargill, Inc., was invited 
to give an informal presentation—to share with the rest of the Summit attendees some 
thoughts and perspective he had discussed with a few others the previous day. He began by 
stating that it’s critical to remember that processing plants are revenue sources. Managers 
don’t want to jeopardize that, which leads to OT’s and others’ fear of IT messing with them. 
We need to learn how to talk to plant operators. Just as professional conferences for IT 
personnel often have sessions devoted to “how to talk to the board,” we need the same for 
learning how to talk to production staff.  
 
Mr. O’Connor shared that in his experience at Cargill, operators often didn’t report tech 
hiccups (e.g., mysterious reboots) to IT departments. It isn't part of their mindset to do so—
they’re more focused on quickly getting back to work. Further, operators don’t want to report 
problems because they’re worried about being audited and losing more time. He remarked 
that production plant systems often don’t have the same cybersecurity controls and thus end 
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up being a backdoor into enterprise systems. Part of solving the security problem is having 
good conversations prior to implementing new cybersecurity measures. OT and IT need to 
have open conversations about what cybersecurity is in a plant environment so learning can 
take place both ways about each other’s needs. IT needs to understand what is important to 
operators and what their priorities are. This allows IT to be part of helping achieve them—
rather than being an obstacle. 
 
Addressing the topic of information sharing, Mr. O’Conner commented that it’s tough to 
make it happen, to overcome the significant effort involved in sharing information. It’s much 
easier to receive, but providing takes more work than many can or are willing to do. Also, any 
information sharing system or organization needs to avoid being a “fire hose of data.” In his 
experience, the most effective information sharing often occurs interpersonally—with trusted 
colleagues at other companies. However, the drawback of this type of sharing is when 
someone leaves, it stops. The sharing is not institutionalized. 

Moderated discussion 

During the following discussion, the suggestion was made that awareness building efforts, 
especially those to boards of directors, needed to be segmented by company size. However, a 
participant responded, do we segment defining a common cybersecurity framework for the 
food industry? In larger businesses and franchised businesses, the framework will apply 
differently to different units. On the other hand, a few remarked, there are agnostic parts to 
the NIST framework. That could be true, another replied, but even something as seemingly 
elemental as password use is different between OT and IT. In operations, password use is 
stressful, especially if responding to an emergency. The time taken to login could be a safety 
risk. Good practice in an office (from an IT perspective) is not necessarily good or effective in 
an operations environment. Further, in OT passwords serve an ID badge function (recording 
who is operating a machine) rather than an access control function, such as in IT. 
 
An observation was shared that a cybersecurity challenge in the OT environment is that PCs 
to control machines now have many other functions and “features” that invite being taken 
advantage of and produce vulnerabilities—an example being a connection to the Internet and 
enterprise systems. Returning to the password example, a participant noted there are other 
levels and types of control for plant machines—physical security, employee trust—aside from 
passwords. We can rely on those. Except, came a response that was agreed to by many, maybe 
not anymore when one can run a plant from the other side of world. It may sound good, but 
we can’t shut that off. What if there’s problem and you’re 1000 miles away? We only kind of 
know the problem, another participant added. One problem is passwords. 
 
It was suggested that the industry needs examples of good cybersecurity hygiene in an 
operational environment, (although bad ones can be instructive too). The operations side feels 
that they keep getting rules imposed on them by IT that are a burden to getting the job done. 

How industry and government can collaborate 

After a short break, participants reconvened by for a panel discussion with Josh Bornstein, Sr. 
Policy Advisor & Chief, USDA National Security Policy Staff and Brian A. Engle, Executive 
Director, Retail Cyber Intelligence Sharing Center (R-CISC) on how industry and 
government can collaborate. Mr. Bornstein proceeded first by commenting that the sector 
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(mainly the government portion) has taken a crawl/walk approach to cyber. The effort is very 
under-resourced, and convincing the community, particularly agriculture, is a challenge. He 
continued that there are a variety of opinions about cyber risk in the F&A sector. Some see no 
risk, and some see it as big. The challenge is to hone in on a few specific questions and achieve 
some quick wins, but it is essential to do this. Government needs to provide information and 
resources that infrastructure operators find useful. Alluding to the previous information 
sharing discussions, Mr. Bornstein stated, we (government) want to bring industry in to 
provide briefings and information. But, we need to know what’s needed, desired, and not 
already being offered. There needs to be two-way sharing, Bornstein emphasized. Government 
needs information, too. 
 
In his presentation, Brian Engle, gave a brief introduction about Information Sharing and 
Analysis Centers (ISACs) and Information Sharing and Analysis Organizations (ISAOs) by 
describing the Retail Cyber Intelligence Sharing Center (R-CISC)—an ISAC—and the ISAO 
Standards Organization. A challenge for forming these organizations, stated Mr. Engle, is that 
retail and other businesses don’t necessarily think of themselves as being inside any one 
critical infrastructure or even being a critical infrastructure. Consequently, this affects their 
view of cybersecurity. He continued with some observations about the nature of cybersecurity. 
What makes cybersecurity challenging, he contends, is that it isn’t a single problem to solve. 
There’s no equation for it that we can find an answer for. There will always be risk, and the 
risk is always changing, making risk something to be managed rather than solved. 
Cybersecurity isn’t a solution to a problem, he elaborated. Its complexity precludes a single 
solution.  
 
Thus, by necessity, we need to be collaborating because we (individuals, individual companies) 
can only see part of the challenge, and we need to see the whole. Another compelling reason 
to work together (in organizations like an ISAO) is, if we don’t determine together how to 
manage the risk, we will end up being told how to manage it via legislation. Mr. Engle added, 
when it comes to information sharing, there is a faulty expectation that there exists a grand 
source of information that we can receive. Instead, individual companies need to provide their 
own context, filtering, and evaluation of the information. 
 
In a follow-up question to both Bornstein and Engle, it was asked if a food industry 
information sharing entity was being considered. Mr. Bornstein replied that a goal is to have a 
center that has more of the relevant information than not, but the information will have to 
come from others. Another questioner asked, could the discussed cybersecurity standards 
eventually become regulations? It was thought probably not, but some parts of them might. 

Next steps 

The Summit concluded with a discussion to identify what were the highest priority next steps 
for after the meeting. A general brainstorming session quickly yielded several items, which 
attendees ranked by voting for their top two choices. The next steps recommended by 
participants in order of priority are: 

1. Improve knowledge about how ICSs and IT systems interact and improve 
understanding between OT and IT staff 

2. Develop examples and data to support the business case justifying security 
investments 
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3. Clarify and distinguish cybersecurity needs for big, medium, and small businesses 
4. Improve communication and information sharing among stakeholders 
5. Obtain further industry perspective and information (e.g., from GMA, SCC) 
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FPDI Key Findings and Recommendations 
 
Of the many cyber-related risks to the food industry, several vulnerabilities emerged as key 
contributors to the risk environment: 

Inherent ICS vulnerabilities, particularly in legacy systems 
A primary risk was the extreme vulnerability of industrial control systems (ICS)—most of 
which were never designed to be secure from hacking—and the difficulty of addressing their 
insecurity, especially since many used by the food industry are quite old and highly 
customized. However, more of these legacy systems are being connected to workstations on 
corporate networks and can offer an entry for hackers to enterprise resource planning (ERP) 
and other vital systems.  

Lack of knowledge about how ICSs and IT systems interact 
There is poor understanding about how these two vital systems interact. Many companies lack 
even the basic knowledge of how many ICS devices are connected to their networks, where 
they are, and who has access. One of the primary reasons for the existence and continuation of 
this knowledge gap is the cultural and communication divide between OT and IT personnel. 
Effective comprehensive cybersecurity measures will require a thorough understanding of the 
many practical differences between IT and OT and the procedural gaps between them. 
However, this knowledge cannot be gained without more mutual understanding. 

Dependence on outsourced technology management by small- and mid-size companies 
This risks described above are magnified for small- and mid-size companies who rely upon 
outsourced technology management. This often entails remote access by vendors—which 
itself introduces severe vulnerability. Further, these risks can be passed on to the larger 
companies whose supply chains the smaller companies comprise. 

Company leaders’ lack of awareness regarding cyber risks and threats 
A recurring comment was that senior executives and boards of directors were not aware of 
and did not understand the vulnerabilities, risks, and potential impact of cyber attacks, 
particularly on control systems. However, the examples and data required to demonstrate the 
threat and quantify the financial impact, which are necessary for making the business case, are 
very difficult to acquire or unavailable. 

Poor coordination and information sharing among stakeholders 
Companies, government agencies, and departments within them both too often work in 
isolation, unaware of complimentary efforts or the availability of crucial information or tools. 
This disconnect severely hinders the effectiveness of cybersecurity efforts by all entities.  
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FPDI Recommends 

Actions for food industry companies 
® Foster more communication between OT and IT staff to bridge the cultural gap and 

improve understanding on how ICSs and IT systems interact. 

® Begin conducting risk assessments that include inventorying both ICSs and IT systems. 

® Involve staff with cybersecurity expertise in the procurement process for ICS devices. 

® Extend your food safety and food defense culture to cybersecurity. Insecure = unsafe. 

® Become involved! More food industry representation is needed in ICS- and cyber-related 
standards setting organizations (e.g., ISA) and in industry-government partnerships (e.g., 
Sector Coordinating Council). .  

Multi-stakeholder actions 
® Develop examples and data to support the business case justifying ICS cybersecurity 

investments. 

® Clarify and distinguish cybersecurity needs for big, medium, and small businesses. 

® Explore creating a food-focused Information Sharing and Analysis Organization (ISAO). 

® Create a “translated” version of the NIST Cybersecurity Framework for the food industry. 

® Create and distribute a use case of a food company implementing the NIST Cybersecurity 
Framework. 

® Clarify the cybersecurity implications of FSMA. 
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Appendix A: Summit Agenda 

Agenda 
March 15, 2016 
1. Introduction: cybersecurity in the food industry 

Set the stage and build common knowledge. 

7:30–8:00 Registration  

8:00–9:00 Welcome and introductions 
John Larkin, Research Director, Food Protection and Defense Institute (FPDI) 
Matt Coats, Program Manager, DHS Science and Technology Directorate, Office 
of University Programs 

9:00–9:30 
 

Presentation: Synopsis of recent CARMA cyber risk assessment for the Food and 
Agriculture Sector 
Greg Linden, Policy Analyst, National Security Policy Staff, USDA 

 Presentation of the Cybersecurity Assessment and Risk Management Approach 
(CARMA) risk assessment—led by DHS, FDA, and USDA—recently conducted 
with Food & Agriculture Sector representatives from industry, academia, and 
government. 

9:30–10:00 Presentation: DHS “state of the sectors” report findings 
Howard Tsai, DHS National Protection and Programs Directorate, Office of 
Cybersecurity and Communications 

10:00–10:20 Break  

10:20–10:50 Presentation: Cybersecurity lessons learned from other industries 
Dan Massey, Program Manager, DHS Science and Technology Directorate, 
Cyber Security Division 

 Results and analysis of red team events carried out on systems in other industries 
that are also found in F&A sector. 

10:50–11:50 Moderated open discussion on industry cybersecurity efforts, industry outlook on 
cybersecurity and assessment of risks  

 Chance to gain industry perspective and begin dialog among attendees. 

11:50–1:00 Lunch 

 
 
2. Cyber risks and hazards faced by the food industry 

Share with stakeholders the types and degree of cyber risks and hazards faced by the food 
industry. 

1:00–1:15 Reconvene and comments 

 What has been heard so far and what is making an impact? 
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1:15–2:15 Industrial Control Systems (ICS) Cyber Events—Issues and Concerns. 
Joe Weiss, author, Protecting Industrial Control Systems from Electronic Threats, and 
featured expert on PBS “CyberWar!” 

 Overview of ICS-related cybersecurity incidents, threats, and policy and business issues. 
 

2:15–3:15 Panel presentation: Capabilities of cyber threat actors and risks to industry 
•John Hoffman, Senior Research Fellow, FPDI 
•Howard Tsai, DHS 
•Brian Isle, Senior Fellow, Technology Leadership Institute, UMN and co-founder, 
Adventium Labs 

 If threat actors were to target a food company, what would they be capable of doing? 

3:15–3:30 Break 

3:30–4:00 Presentation: FSIS Cyber Vulnerability Assessment: Results 
Bryan Norrington, Senior Food Defense Analyst, USDA Food Safety and Inspection 
Service (FSIS) 

 Presentation of the results of the Food Safety and Inspection Service’s recent assessment of 
cyber vulnerabilities in the production of USDA-regulated food products in beef, poultry, 
and processed egg establishments. 

4:00–4:40 Presentation: Cybersecurity Briefing 
Emily Miller, Chief of Process Management, Measurement and Exercise Planning, DHS 
Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) (tentative) 

4:40–5:00 Recap and comments 

5:00–6:00+ Recap reception 

 Informal discussions of topics prompted by day’s events. 

 
 
March 16, 2015 
3. How industry can prepare and respond 

Identify cybersecurity implementation and response best practices for the food industry. 

8:00–8:15 Recap 

8:15–9:15 Exercise: identifying highest risks and most critical gaps 

 Exercise to gather from attendees what, based on what they have heard so far, they believe 
are the highest cybersecurity risks and cybersecurity protection and knowledge gaps facing 
the food industry. 

9:15–9:30 Group final ranking and break 
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9:30–10:30 Panel presentations: Tools and resources available to industry 
•Jessica Pulz, Director, Food Defense Assessment Staff, USDA FSIS 
  USDA FSIS Cyber Vulnerability Assessment: Countermeasure recommendations 
•Hal Aldridge, President, Secmation 
  Getting Started 
•Emily Miller, DHS ICS-CERT (tentative) 
 DHS Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) resources 
•Howard Tsai, DHS NPPD Office of Cybersecurity and Communications 
 DHS Critical Infrastructure Cyber Community Voluntary Program (C3VP) resources 

 
10:30–11:30 Exercise: Identifying most-recommended cybersecurity implementation/countermeasure 

actions for food industry. 

 Based on what they have heard so far and their own expertise, breakout groups will discuss 
and report on what are the most important steps companies can take to protect themselves. 

11:30–12:30 Group final ranking and lunch 

 
 
4. Setting priorities 

  

12:30–12:45 Recap 

12:45–1:30 Moderated open discussion: What are barriers to cybersecurity implementation in 
the food industry? 

 Moderated discussion among all participants to identify current barriers to 
effective cybersecurity in the food industry. 

1:30–2:15 Panel discussion: How industry and government can collaborate 
•Josh Bornstein, Sr. Policy Advisor & Chief, USDA National Security Policy 
Staff 
•Brian A. Engle, Executive Director, R-CISC, Retail Cyber Intelligence Sharing 
Center 

 Panel and attendees will discuss and identify opportunities for further food 
industry-government collaboration on cybersecurity. 

2:15–3:00 Exercise: Overcoming food industry cybersecurity implementation barriers 

 Breakout groups will brainstorm methods to overcome some of the previously 
identified barriers and enhance food industry cybersecurity. 

3:00–3:15 Group final ranking and break 

3:15–4:00 Summary and next steps 

4:00–5:00 Recap and thank you reception 
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About FPDI 
Since 2004, the Food Protection and Defense Institute has been using applied research, 
education, and technology development to protect the global food system from intentional 
food adulteration. Based at the University of Minnesota, FPDI is a Department of Homeland 
Security Science & Technology Directorate Center of Excellence with consortium research 
partners around the world. 
 
 


