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Abstract

With the growing popularity of the Internet, there is increasing interest in using it for audio and video transmission. Periodic
network overloads, leading to bursty packet losses, have always been a key problem for network researchers. In a long-haul,
heterogeneous network like the Internet, handling such an error becomesespecially difficult. Perceptual studies of audio
and video viewing have shown that bursty losses have the most annoying effect on people, and hence are critical issues to
be addressed for applications such as Internet phone, video conferencing, distance learning, etc. Classical error handling
techniques have focused on applications like FTP, and are geared towards ensuring that the transmission is correct, with
no attention to timeliness. For isochronous traffic like audio and video, timeliness is a key criterion, and given the high
degree of content redundancy, some loss of content is quite acceptable.In this paper we introduce the concept of error
spreading, which is a transformation technique that takes the input sequence of packets (from an audio or video stream) and
scrambles its packet before transmission. The packets are unscrambled at the receiving end. The transformation is designed
to ensure that bursty losses in the transformed domain get spread all over the sequence in the original domain. Perceptual
studies have shown that users are much more tolerant of a uniformly distributed loss of low magnitude. We next describe a
continuous media transmission protocol based on this idea, and validate its performance through an experiment performed
on the Internet.

1 Introduction

Due to the phenomenal growth of multimedia systems and theirapplications, there have been numerous research
efforts directed at providing acontinuous media (CM)service over varying types of networks. With the boom of
the Internet, continuous media like audio and video are using the Internet as the principal medium for transmission.
However, the Internet provides asingle class best effortservice, and does not provide any sort of guarantees [1].
A characteristic of networks that is of special concern to this paper is transmission errors, and specifically the
dropping of data packets. Packets are dropped when the network becomes congested, and given the nature of this
phenomenon strings of successive packets are often dropped[2, 3], leading to significant bursty errors [4].This
bursty loss behavior has been shown to arise from the drop-tail queuing discipline (adopted in many Internet
routers) and is discussed in [5].

Handling bursty errors has always been problematic, especially since no good models exist for its prediction. On
the other hand, most applications do not tolerate bursty error, making it imperative that they be handled in a good
manner. Perceptual studies on continuous media viewing have shown that user dissatisfaction rises dramatically
beyond a certain threshold of bursty error [6, 7, 8]. This is especially so for audio, where the threshold is quite
small, and hence this issue is quite pressing for applications like the Internet phone. These observations point quite
solidly to the need for development of efficient mechanisms to control bursty errors in continuous media streaming
through networks. Redundancy is the key to handling packet loss/damage in standard communication protocols.
There are two main classes of schemes, namely thereactiveschemes and theproactiveschemes. Reactive schemes



respond by taking some action once transmission error has been detected, while pro-active schemes take some
action in advance to avoid errors . A protocol such as TCP is reactive since the receiver sends a feedback to the
sender upon detecting an error, in response to which the receiver will transmit the lost packet. The reaction can
be initiated by the source or the sink. Source initiated reaction occurs in schemes based on Feedback combined
with Retransmission like [1, 9, 10]. The feedback control can be based on stream rate [11, 12], bandwidth [13],
loss/delay [1] and a wide variety of network QoS parameters [14, 15, 16]. Client initiated reaction occurs in
reconstruction based schemes like [17, 18]. Coding data in an error correcting manner before transmission is a
pro-active scheme where any packet corruption can be handled because of the coding scheme ([19] andForward
Error Correction Codes[20, 21]). Each of these classes of schemes requires extra bandwidth, for feedback and
retransmission in the first, and for extra bits in the second.This need for extra bandwidth can exacerbate the
problem, especially since network congestion is the principal culprit for the bursty errors. One more approach that
has been proposed, is to provide the real time needs of CM applications over other services likeRSVP and RTP,
which offer varying degree of performance guarantees for applications [22, 23]. Services like RTP/RSVP require
that some resource allocation and/or reservation mechanism be provided by the network. Since these mechanisms
are not yet widely deployed in the internet [1], our focus hasnot been on that approach.

Recent work ([24, 25]) has proposed schemes where the overall characteristics of the data being transmitted
can be used to control the transmission error. For e.g., [25]has proposed selectively dropping video frames on the
sender side, based on acost-benefit analysiswhich takes into account the desired Quality of Service (QoS). This
is quite effective in a LAN (senders are known and cooperative) or the internet using RED gateways where during
congestion, the probability that the gateway notifies a particular connection to reduce its window is roughly pro-
portional to that connection’s share of the bandwidth through the gateway [26]. While drop-tail queuing discipline
is still adopted in many routers [5], this scheme may not be directly applicable yet.

In this paper we propose a new type of scheme for handling bursty errors, which we callerror spreading.
One of the key advantages of this scheme is that it is not basedon redundancy, and hence requires absolutely
no extra bandwidth. The key idea is that we do not try to reduceoverall error, but rather tradeoff bursty error
(the bad error) for average error (thegood error). Perceptual study of continuous media viewing [6, 7, 8] has
shown that a reasonable amount of overall error is acceptable, as long as it is spread out, and not concentrated
in spots. A similar approach has been taken by [4]. But they have used arandom scrambling techniques with
redundant reconstruction for Audio and as stated by them they have not investigated the buffer requirements. We
have established clearly the bounds and the relationship between buffer requirement and user perceived quality
in a bounded bursty network error scenario. In this paper we make several contributions. First, we formulate
the problem of error handling in continuous media transmission as a tradeoff between the user QoS requirements,
network characteristics, and sender resource availability. Second, we provide a complete analytical solution for the
special case where the network errors are bounded. While this solution may be of actual use in some specialized
networks, e.g., a tightly controlled real-time network, its principal use is in providing important mathematical
relationships that can be used as the basis of protocols for general networks. Next, we use this analysis to develop
such a protocol for networks where there is no bound on the error. Finally, we present results of an experimental
evaluation that illustrates the benefits of the proposed scheme.

This paper is organized as follows: Section 2 formulates theproblem and Section 3 presents a mathemati-
cal analysis of the bounded network error case. Section 4 presents the transmission protocol, while Section??
describes its evaluation. Section 6 concludes the paper.

2 Problem Formulation

This section briefly discusses the content based continuityQoS metrics introduced in [7]. Then, we define our
problem based on the metrics.
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2.1 QoS metrics

For the purpose of describing QoS metrics for lossy media streams, CM stream is envisioned as a flow of data units
(referred to as logical data units - LDUs in the uniform framework of [27]). In our case, we take a video LDU to be
a frame, and an audio LDU to constitute 8000/30, i.e. 266 samples of audio1. Given a rate for streams consisting
of these LDUs, we envision that there is time slot for each LDUto be played out. In the ideal case a LDU should
appear at the beginning of its time slot. In this paper, we useonly the content based continuity metrics proposed in
[7]. Issues arising out of rates and drifts are not considered. Note also that we shall use the term LDU and frame
interchangeably.

2.0 3.0Ideal time
to appear

Time of
appearance

LDU  1 LDU  3

Unit Loss 0 1 Aggregate Loss = 2/4
Consecutive Loss = 2

appearance
Time of

LDU  2 LDU 3

Unit Loss 1 1

1.0 4.0

LDU 5 LDU  6

0

0

1

LDU  5

0 Consecutive Loss = 1
Aggregate Loss = 2/4

LDU  6

t1(2) = 1:8t1(1) = 1:0Stream 1

Stream 2t2(1) = 1:2 t2(3) = 2:8
t1(4) = 3:8

t2(2) = 2:0
t1(3) = 2:8

t2(4) = 4:0
Figure 1: Two Example Streams used to Explain Metrics

The above figure is extracted from [7]. Ideal contents of a CM stream are specified by the ideal contents of
each LDU. Due to loss, delivery or resource over-load problems, appearance of LDUs may deviate from this ideal,
and consequently lead to discontinuity. The metrics of continuity are designed to measure the average and bursty
deviation from the ideal specification. A loss or repetitionof a LDU is considered a unit loss in a CM stream. (A
more precise definition is given in [7].) The aggregate number of such unit losses is theaggregate loss (ALF)of
a CM stream, while the largest consecutive non-zero loss is its consecutive loss (CLF). In the example streams
of Fig. 1, stream 1 has an aggregate loss of 2/4 and a consecutive loss of 2, while stream 2 has an aggregate loss
of 2/4 and a consecutive loss of 1. The reason for the lower consecutive loss in stream 2 is that its losses are
more spread-out than those of stream 1. Note that the metricsalready takes care of losses (both consecutive and
aggregate) that arise due timing drifts [7].

In a user study [6] it has been determined that the tolerable value for consecutive losses were determined to be
two frames. For audio this limit was about three frames.

2.2 Problem Statement

One of the most important factors that affect the quality of aCM stream is theConsecutive Loss Factor[7] (CLF).
Network often lose frames in bursts, alternating between lossy burst and successful burst [4, 2, 3, 5]. This often
causes unacceptably high CLF. Our objective is to decrease the CLF given the same network characteristics. The
main idea isloss spreading, or distributing consecutive loss over some time period. The idea is best illustrated by
the example in Table 1. The network channel loses 5 consecutive frames numbered from 6 to 10. Thus, sending
12 frames in sequence causes CLF of 5, while sending them in a scrambled sequence causes a CLF of only 1. We
now formally state the problem.

Bursty Error Reduction Problem (BERD)

1SunAudio has 8-bit samples at 8kHz, and an audio frame constitutes of 266 such samples equivalent to a play time of one video frame,
i.e. 1/30 seconds.
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Frame sequence sent Consecutive Loss / Window Size

In Sequence 01 02 03 04 0506 07 08 09 1011 12 5=12
Scrambled 01 06 11 04 0902 07 12 05 1003 08 1=12

Table 1: An example of how the order of sending frames affects CLF� Objective : to reduce the bursty error, i.e. CLF, to an perceptually acceptable level (by spreading it out over
the stream).� Input parameters:

– m is the sender’s buffer size, in terms of LDUs.m is determined by the sender’s operating environment
and its current status.

– p is the upper bound on the size of a bursty loss in the communication channel, within a window ofm
LDUs (we relax this assumption in section 4).

– k is the user’s maximum acceptable CLF.� Output : a permutation functionf on S = f1; 2; 3; : : : ;mg which decides the order in which a set ofm
consecutive LDUs must be sent. Moreover, the system is expected to give the lower boundk0 which is the
minimum CLF that can be supported in this constrained environment.� Assumption : two consecutive bursty loss are at leastm LDUs apart.

Feasible Region

Infeasible Region

Buffer,m
For a fixedp

User Specified CLF,k
Feasibility Curve for a fixedp, m = f(p; k)

Figure 2: Part of Deterministic Solution Space

Figure 2 shows us a rough idea of how the solution space for a particular value ofp whould look like. The
boundary of the curve is essentially what we found. Above it is the feasible region, where intuitively if we
increasem, thenk should still be the same or less. There is a typical trade off between buffer sizem and CLFk. The greaterm is, the lessk we can support but also the greater memory requirement and initial delay time.
Givenm0, line m = m0 cuts the boundary curve atk0 at or above which we can support. Conversly, givenk0,
line k = k0 intersects the curve atm0 at or above which the buffer size should be to supportk0.

There are several points worth noticing. Firstly, we deal only with data streams that have no inter-frame depen-
dency such as Motion-JPEG or uncompressed data streams (audio, video, sensor data, . . . ). The reason for this is
that this allows us to consider every frame to be equally important; thus, we can permute the frames in any way
we would like to. Secondly, the frames in these types of streams have relatively comparable sizes. For example, a
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sequence of MJPEG frames only has a change in size significantly when the scene switches. So, no matter if it is
us who send the frames by breaking them up into equal size UDP packets or it is the UDP library which does so, a
consecutive packet loss implies a proportional consecutive frame loss. Finally, to satisfy our assumption that two
consecutive lost windows are at leastm frames apart, closer lost windows can be combined and consider to be a
larger lost window.

3 Bounded Nework Error Case

In this section, we will discuss the cases where continuous network lossp is bounded. Section 3.1 presents the
case wherep � m2 . Section 3.2 discusses the case wherem2 < p < m. Lastly, section 3.3 summarizes our work
on the bounded error case by a theorem and an algorithm.

Remark 1 If p is bounded andm is fixed, thenk0 = 0 whenp = 0 andk0 = m whenp � m.

3.1 Simple case

Lemma 1 If bothp andm are defined, and if0 < p � m2 thenk0 = 1
Proof : Sincep > 0, we havek0 � 1. So, to provek0 = 1 it is sufficient to specify a permutation functionf onS = f1; 2; 3; : : : mg so that applyingf before sending will ensure CLF of 1.f is basically a one-to-one mapping

fromS onto itself, andf(i) specifies the position ofi in the permuted sequence. We consider two cases as follows.

3.1.1 Case 1 :m is odd

Letm = 2p0 + 1. Sincep � m2 , we havep0 � p. Define the permutation functionf as follows.f(i) = (i:p0 mod m) + 1; 1 � i � m
We need to prove thatf is indeed a permutation, namely ifi andj are two distinct elements ofS, thenf(i) 6=f(j) andrange(f) = S. It is clear that1 � f(i) � m, 8i. Suppose9i; j : i 6= j; i 2 S; j 2 S such thatf(i) = f(j), we have (i:p0 mod m) + 1 = (j:p0 mod m) + 1) i:p0 � j:p0 � 0 (mod m)) (i� j):p0 � 0 (mod m)
butm = 2:p0 + 1, sogcd(m; p0) = 1, which infers(i � j) � 0 (mod m). However,i andj are two distinct

elements ofS, so ji � jj < m, which impliesi = j. This contradicts the fact thati 6= j, so f is a proper
permutation function.

Secondly, letS0 = f(S) = (�1; �2; : : : �m) (f(�i) = i), we need to prove that any sequence ofp consecutive
elements ofS0 does not contain2 consecutive elements ofS. Since the consecutive loss can occur across buffer
windows, to prove this fully we need to considerS0 as a cyclic permutation, so that the bursty lost window of sizep can wrap around.

Let �i and�j be two distinct elements ofS0. �i and�j belong to the same set consisting ofp consecutive
elements ofS0 if and only if ji� jj < p or i = n andj = 1 (wrap around case). If�i and�j are two consecutive
elements ofS, without loss of generality, we can assume that�i = k and�j = k + 1, where1 � k < m.
Informally speaking, the permutationf hasmovedk to positioni andk + 1 to positionj. Formally, we have(k:p0 mod m) + 1 = i and((k + 1):p0 mod m) + 1 = j.
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If ji� jj < p, then ((k + 1):p0 � k:p0) mod m = j � i) p0 mod m = j � i
This is impossible, since0 < jj � ij < p � p0 < m.

If i = n andj = 1 (wrapped around case), thenj � i < 0. This is even more impossible.
Consequently, we have proved that within any loss-window ofsizep in S0, there can not be any2 consecutive

integers. Put it another way,k0 < 2, or k0 = 1. 2
Example : Let m = 17 andp = 8. Applying our permutation onS = f1; 2; : : : 17g gives us the following

sequence. S0 = (17 15 13 11 9 7 5 3 1 16 14 12 10 8 6 4 2)
The basic idea is to put the odd numbers first in decreasing order, then put the even numbers also in decreasing

order.
This is by no mean the only permutation that works. We have chosen this because it is symmetric to the second

case and it is sufficient for the proof. An alternative would be :f(i) = [(i� 1):p0 mod m] + 1; i = 1; 2; : : : m
This scheme actually spreads out consecutive loss better. For example whenm = 17 andp = 8, this permuta-

tion gives us : S0 = (1 6 11 16 4 9 14 2 7 12 17 5 10 15 3 8 13)
3.1.2 Case 2 :m is even

Letm = 2p0 � 2p, sop0 � p. Define the permutation functionf as follows.f(i) = p0:(i mod 2) + � i2� ; 1 � i � m
If i is even, thenf(i) = i2 , namely all the even numbers will be placed from the first position to the

�m2 �th
position in increasing order. Wheni is odd,f(i) = p0 + i+12 , so all the odd numbers will be placed from the(m2 + 1)th position to themth position. It is clear from the above observation thatf is a proper permutation onS.

We are left to prove that given any sliding window of sizep, there can not be any two consecutive integers.

Assume thatS f�! S0, whereS0 = (�1; �2; : : : �m). As we have seen in case 1,�i and�j belong to the same
size-p-window if and only ifji � jj < p or i = n andj = 1 for the across window situation. Similar to case 1, if�i and�j are two consecutive integers, then we can assume that�i = k and�j = k + 1, where1 � k < m. We
have : p0:(k mod 2) + �k2� = i
and p0:((k + 1) mod 2) + � (k + 1)2 � = j
If k is even theni = k2 andj = p0 + k2 + 1, soj � i = p0 + 1. This is impossible since eitherji� jj < p � p0 orj � i = 1� n < 0. If k is odd theni = p0 + k+12 andj = k+12 , sojj � ij = p0, also impossible.2

Example : Let m = 16 andp = 8. Applying our permutation onS = f1; 2; : : : 16g gives us the following
sequence. S0 = (2 4 6 8 10 12 14 16 1 3 5 7 9 11 13 15)
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3.2 More complicated case

Lemma 2 If p is bounded andm is fixed, and if0 < m2 < p < m thenk0 = j pm�p+1k+ 1
Proof : In order to prove thatk0 = j pm�p+1k+ 1, we will first prove thatk0 � � pm� p+ 1�+ 1 (1)

then specify a permutation functionf that makes the equality holds.
Assume that� = (�1; �2; : : : �m) is a permutation of S which decides the order of frames that weare going

to send. Consider a windowW of sizep containing the lastp elements of�. Let Y = y1; y2; : : : ym�p be the
sequence obtained from sorting�1; �2; : : : �m�p in increasing order. Intuitively,Y is the complement ofW with
respect toS. 1 2 3 : : :| {z }S1 y1 : : :|{z}S2 y2 : : : : : :|{z}Si yi : : : : : :|{z}Sm�p ym�p : : : m| {z }Sm�p+1

Let y0 = 0 andym�p+1 = m + 1. Let Si = fx : yi�1 < x < yi; x 2 Sg, where1 � i � m � p + 1. Si is
simply the set of numbers betweenyi�1 andyi in S. It is clear thatm�p+1Xi=1 jSij = p
Sincek is defined to be the maximum consecutive loss over all window of size p, so it must be the case thatk � maxfjSij : i = 1; 2 : : : m� p+ 1g. Thus, we havep = m�p+1Xi=1 jSij � m�p+1Xi=1 k = (m� p+ 1):k

which implies k � � pm� p+ 1�
this inequality holds for allk’s, consequentlyk0 � � pm� p+ 1� (2)

Inequality (2) is not as tight as (1). To prove that (1) holds,we need to consider two cases.� Case 1 :(m� p+ 1) 6 j p. In this case,d pm�p+1e = b pm�p+1c+ 1, so (2) implies (1).� Case 2: (m� p+ 1) j p. In this case, lety = d pm�p+1e = b pm�p+1c.
Assume thatk0 = y. let � = �1; �2; : : : �m be the particular permutation ofS that makesk0 = y. From
the definition ofk0, for any lost window of sizep, the number of consecutive integers in the window
never exceedsk0. We consider two special windowsW1 andW2 of sizep whereW1 = �1; �2; : : : �p andW2 = �m�p+1; �m�p+2; : : : �m. DenoteS �W1 to be the numbers in sequence� but not inW1. Similarly,
we defineS �W2. Table 2 gives us the whole picture.
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S �W2 W2�1; �2; : : : �m�p �m�p+1; : : : �p �p+1; : : : �mW1 S �W1
Table 2: Pictorial illustration of W1;W2; S �W1 and S �W2

We have2p > m, sop > m � p. Hence, there is no overlapping betweenS �W1 andS �W2. From the
previous analysis,k0 = y holds if and only ifjSij = k0;8i = 1; 2; : : : m� p+ 1 oryi = i:(k0 + 1);8i = 1; 2; : : : m� p (3)

because if9i; jSij < k0, then m = Pm�p+1i=1 jSij+ (m� p)< (m� p+ 1):k0 + (m� p)= (m� p+ 1): pm�p+1 + (m� p)= m; contradiction!
The previous analysis was based on the windowW containing the lastp elements of�. W is W2 in this
case, so we havefy1; y2; : : : :::ym�pg = S �W2. Notice that the same result holds if we do the analysis
with respect toW1, in which case theyi’s are also determined by (3). So, the following sets are the same :fy1; y2; : : : :::ym�pg = S �W2 = S �W1
This is impossible since(S �W1) \ (S �W2) = ;. Consequentlyk0 6= j pm�p+1k. This and (2) imply (1).2

Finally, to provek0 = j pm�p+1k + 1, it is sufficient to specify a permutation functionf on S such that ifS0 = f(S), then any lost window of sizep onS0 does not contain more than
j pm�p+1k+ 1 consecutive integers.

Before specifyingf , we need to observe some facts. Letq = m� p, r = j pq+1k, andt = j mr+2k, we can writem andp in the following forms : p = (q + 1)r + r0; 0 � r0 � qm = (r + 2)t+ t0; 0 � t0 � r + 1
Observe thatq � 1 becauseq = m � p > 0. Moreover, sincep > m � p = q, we havep � q + 1; thus,r � 1,
andm = p+ q = (q + 1)r + r0 + q � qr + q + r � r + 2, sot � 1.

Now, we specifyf by considering 2 cases as follows. We shall informally specify the resulting sequenceS0 = f(S), then the formal definition off will be presented.� Case 1: t0 = r + 1.

We have m = p+ q) (r + 2):t+ (r + 1) = (q + 1):r + r0 + q= (q � 1):(r + 2) + r + r0 � q + r + 2) (r + 2):t+ (r + 1) = (q � 1):(r + 2) + (r0 � q) + 2:r + 2) (r + 2):t = (q � 1):(r + 2) + (r0 � q) + r + 1
8



Moreover, sincer0 � q, we get (r + 2):t � (q � 1):(r + 2) + r + 1) t � (q � 1) + r+1r+2t andq are natural numbers, so t � (q � 1) (4)

We are ready to describe out permutation function now. The permutation is supposed to satisfy parameterk0 = r + 1. First we define 2 special arraysA = faigt+11 andB = fbigt+11 as follows.ai = 1 + (i� 1):(r + 2) 1 � i � t+ 1bi = (r + 1) + (i� 1):(r + 2) 1 � i � t+ 1
It is obvious that1 � ai � m and1 � bi � m, thusA andB are subsequences ofS. LetC = fcigm�2:(t+1)1
be the increasing sequence of numbers inS but not inA andB. Notice that :1 = a1 < b1 < a2 < b2 < : : : : : : : < at < bt < at+1 < bt+1 = m (5)

and c1 < c2 < : : : < cm�2:(t+1)
The idea is that after applyingf onS, the result looks like follows.Sz }| {1; 2; : : : ;m f�! S0=f(S)z }| {at+1; at; : : : a1| {z }A ; cm�2:(t+1); : : : : : : : : : : : ; c1| {z }C=S�A�B bt+1; bt; : : : b1| {z }B
To prove that this is a valid permutation, it is sufficient to prove that the sequencesfaig andfbig don’t
match. This is easy to see, sinceai � 1 (mod r + 2), while bj � r + 1 (mod r + 2).
We are left to prove that any sliding window of sizep can not contain more thanr+ 1 consecutive integers.
Notice that8i = 1; ::t, the numbers of integers betweenai andai+1 is r+1, which we will call theinternal
distancebetweenai andai+1. Similarly, the internal distance betweenbi andbi+1 is alsor+1. Thus, denoteCSI(D) as the maximum number of consecutive integers in an integer set (or sequence)D, it is easy to see
thatCSI(S � A) � r + 1 andCSI(S � B) � r + 1 Now, consider the first windowW0 of sizep on the
left of S0 : S0 = m�(t+1) numbersz }| {at+1; at; : : : a1; cm�2:(t+1); : : : : : :| {z }W0�! ; : : : ; c1; bt+1; bt; : : : b1
this window can not contain anybi’s, since from (4) we havep = m � q � m � (t + 1). As we have
noticed earlier,CSI(S�B) (and so isCSI(S0�B)) is at mostr+1. Hence,CSI(W0) � r+1. We will
prove that this property holds for all size-p windowWi by induction oni, whereWi (0 � i � m� p) is the
window of sizep onS0, whose first element from the left is the(i+ 1)th element ofS0.
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– Base case : whend = 0, CSI(W0) � r + 1 as discussed above.

– Assume thatCSI(Wi) � r + 1.

– ConsiderWi+1, if Wi+1 does not contain any element ofB then the property holds trivially. Oth-
erwise, letj be the smallest integer such thatWi+1 containsbj . It is clear thatWi doesn’t containsbj . Intuitively, we have just movedWi one more step to the right ofS0 to getWi+1 and includebj inWi+1. The only way forWi+1 to contain a set of more thanr + 1 consecutive integers is when this
set containsbj , because just before this point,CSI(Wi) � r + 1. Within S0, the number of elements
betweenaj andbj in S0 inclusively ism� (t + 1) + 1 > p. This leads to the fact that ifWi containsbl for somel thenWi can not containsal0 if l0 � l. Moreover, if a set of more thanr + 1 consecutive
integers inWi+1 containsbj then it must contains eitheraj or aj+1, since from (5),bj is in betweenaj
andaj+1 and theinternal distancebetweenaj andaj+1 is r+1 (if j = t+1 then the set must containat+1). This contradicts the fact that ifWi+1 containsbj then it must not containaj0 wherej0 � j.

The case where the lost window spans between two buffer windows also satisfies. Informally, when we
move our window to contain the first element of the next bufferwindow, cm�2:(t+1) andat+1 won’t be in
the window anymore. Thus, the set of more thanr+ 1 consecutive lost frames, if any, must start frombt+1;
however,c1 of the next buffer window can’t be in current lost window by the same analysis. Consequently,
our invariant holds for the cross buffer window case, too.

This is best illustrated by an example.

Letm = 17, p = 9. Thus,k0 = j pm�p+1k+ 1 = j 917�9+1k+ 1 = 2. r = 1 and17 = 3:5 + 2, sot0 = 2 =r + 1 in this case. The sequencesA andB are as follows.A = 1; 4; 7; 10; 13; 16. B = 2; 5; 8; 11; 14; 17.
And lastly, applying our scheme gives us permutationS0 = (16 13 10 7 4 1 15 12 9 6 3 17 14 11 8 5 2)� Case 2: 0 � t0 < r + 1.

We have m = p+ q) (r + 2):t+ t0 = (q + 1):r + r0 + q= q:(r + 2) + r + r0 � q) (r + 2):t = q:(r + 2) + (r0 � q) + r � t0
Moreover, sincer0 � q, we get (r + 2):t � q(r + 2) + r � t0) t � q + r�t0r+2t andq are natural numbers, so t � q (6)

Similar to the case above, we define 2 special arraysA = faigt1 andB = fbigt1 as follows.ai = i:(r + 2) 1 � i � tbi = t0 + 1 + (i� 1):(r + 2) 1 � i � t
10



It is obvious that1 � ai � m and1 � bi � m, thusA andB are subsequences ofS. Moreover, notice that
(a)CSI(S � A) andCSI(S �B) never exceedr + 1 due to (6), (b) theinternal distancebetweenai andai+1 or bi andbi+1 is r+1 (c)A andB don’t match since(r+2) dividesai and does not dividebj for all i
andj. The construction off and the proof of correctness is pretty much the same as the previous case.2
For example, letm = 17, p = 12. k0 = j pm�p+1k + 1 = j 1217�12+1k + 1 = 3. r = 2 and17 = 4:4 + 1,

so t0 = 1 < r + 1 in this case. The sequencesA andB are as follows.A = 4; 8; 12; 16. B = 2; 6; 10; 14.
Applying our scheme gives us permutationS0 = (16 12 8 4 17 15 13 11 9 7 5 3 1 14 10 6 2)

3.3 Summary and Benefits of the Bounded Error Case

The following theorem summarize our work on the deterministic cases.

Theorem 1 If p andm are both determined, then� k0 = 0 whenp = 0� k0 = m whenp � m� k0 = 1 when0 < p � m2 .� k0 = j pm�p+1k+ 1 when0 < m2 < p < m.

Proof: immediate from the preceding lemmas and remark. Note that ifthe desiredk0 is given, these formulas
allow us to also find the minimum buffer sizem0 to achivek0.

Algorithm calculatePermutation(m; p) specifies the appropriate permutation function for the fourcases con-
sidered in theorem 1.

calculatePermutation(m, p)
if p � 0 or p � m then

do nothing (the bounds are assumed to be known).
end if
if p � �m2 � then

if m is oddthen
for i 1 to m dof(i) (i:p0 mod m) + 1
end for

else
for i 1 to m dof(i) p0:(i mod 2) + � i2�
end for

end if
elseq  m� pr  j pq+1kt j mr+2kt0  m mod (r + 2)

if t = r + 1 then
for i 1 to t+ 1 doai  1 + (i� 1):(r + 2)bi  (r + 1) + (i� 1):(r + 2)
end forC  f1; 2; : : :mg � faig � fbigC is extracted in increasing order.
for i 1 to t+ 1 dof(at+2�i) i
end for
for i t+ 2 to m� (t+ 1) dof(cm�i�t) i
end for
for i m� t to m dof(bm�i+1) i
end for

else
for i 1 to t doai  i:(r + 2)bi  t0 + 1 + (i� 1):(r + 2)

11



end forC  f1; 2; : : :mg � faig � fbigC is extracted in increasing order.
for i 1 to t dof(at+1�i) i
end for
for i t+ 1tom� t do

f(cm�i�t+1) i
end for
for i m� t+ 1tom dof(bm�i+1) i
end for

end if
end if

Notice that both algorithms take only linear time.

Benefits of solving the bounded error case
The assumption thatp is known can be envisioned in future networks where some sortof QoS guarantees are

provided, such as ATM, Internet2, etc. . More importantly, it gives us a rigid background to solve the unbounded
error case.

4 Unbounded Network Error Case

4.1 Feedback based permutation adjustment protocol

Our protocol is a simple feedback based protocol. Some CM systems use TCP/IP for communication [28]. But it
has been shown in [29] that CM applications based on TCP are unstable when the real time bandwidth requirements
fall below available bandwidth. Thus in this protocol, we use the UDP communication model (like [30, 31]). We
dynamically use the solution provided in the deterministiccases as a mechanism for the non-deterministic scenario
presented here. We assume thatm, the buffer size, is known in advance by both client and server. This can also be
part of a initial negotiation.

At the server side, a buffer of sizem is kept. Server permutes frames (actually frame indices) based on current
set of parameters, then initiates transmission of the frames in the buffer. Server changes the permutation scheme
based on client’s feedback. The permutation scheme changesonly at the start of the next buffer of frames.

At the client side, the client waits for a period ofm=frameRate ( time needed for the client’s buffer to be
filled up ) and calculates consecutive network loss for this buffer window. The client keeps track of the previous
window’s estimated network consecutive loss and sends its next estimation back to the server. It sends feedback
(ACK) in a UDP packet. Note that ACK packet is also given a sequence number so that out of order ACK packets
will be ignored. The server makes decision based on the maximum sequence numbered ACK.

Given a buffer of sizem, initially we shall assume the average case wherep = �m2 �. Denotepi as the actual
consecutive network loss, andp�i as the estimated network loss in theith window. We use exponential averaging
to estimate next loss. Suppose we are currently at thenth window,p�n is determined byp�n = ��:pn + (1� �):p�n�1�

In this experiment, we have picked� = 12 . This value turns out to work just fine, as shown in section??.
Whether or not there exists an optimal value for� is subject to further investigation. Basically,� mesures how
much weight we would like to give to the current network status. The larger� is, the less weight we give to the
history of network behavior.p�n is rounded up because we want to assume the worse error.

Illustration of the protocol
Figure 3 illustrate an example of how client and server interact.< j; �i > is the time where server sends theith

frame of thejth buffer window.ACKj containing the estimatedp�j sent back by the client. By the time server getsACKj, it could be in the(k� 1)th buffer window. So, it usesACKj for thekth buffer window. Lastly,ACKj�1
is lost, so we have not used it for transmission of any of the buffer window subsequently.

12



Server Client< j; �1 >< j; �2 >< j; �3 >< j; �i >< j; �i+1 >< j; �m >< j + 1; �1 >< j + 1; �m >< j + k; �1 > ACKj(p�j )
usesp�j for scrambling

m=frameRateCycle time of

ACKj�1(p�j�1)

Figure 3: A sample session

5 Experimental Evaluation

The following two sections presents the evaluation of our scheme in two scenarios. In one case the protocol
described in section 4.1 has been implemented and tested over a long haul network. In the second case, we use
a data set extracted from a real-time application such asInternet Phoneand simulate our protocol. We show the
reduction in CLF in both the cases. Our protocol has smoothedout CLF to be within the range of perceptually
acceptable tolerance. Also, it adapts quite well with abnormality in network loss pattern. Moreover, 99[7]. Thus
this approach of of using End User QoS as a direct means to control Media Delivery shows a lot of promise. There
are a number of extensions to the protocol which we have been and are currently looking into. These are briefly
discussed in section 6;

5.1 Video Experiment : Actual Media Delivery over a Long Haul Network

We have conducted experiments of sending two MJPEG video clips over LAN and WAN. Due to limited space,
only the result of WAN is shown here. However, the behavior ofour protocol is the same in both cases. We trans-
fered data from a UltraSparc 1 (rawana.cs.umn.edu) in Computer Science department, University of Minnesota to
another SunSparc (lombok.cs.uwm.edu) in Computer Sciencedepartment, University of Wisconsin, Milwaukee
2. The experiment was conducted at 9:45am when network trafficis expected to be average. Both clips have
resolution512 � 384. Clip 1 frame sizes varies from5276 to 36364 bytes with9544 bytes as the median,10845
bytes as the mean and4450:7 is the standard variation. These numbers for clip 2 respectively are5072, 34408,10282, 10916 and3642:8. Clip 1 contains2607 frames and clip 2 contains1736 frames. Our buffer window is
of size50. Three times “traceroute” told us that the packets typically go through 14 hops in between. A sample
traceroute session is as follows.

2Thanks to Mr. Nguyen, Thanh C. at the Department of Computer Science, University of Wisconsin, Milwaukee for helping us in
conducting this experiment
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1 eecscix.router.umn.edu (160.94.148.254) 2 ms 1 ms 1 ms

2 tc8x.router.umn.edu (128.101.192.254) 23 ms 4 ms 3 ms

3 tc0x.router.umn.edu (128.101.120.254) 6 ms 1 ms 1 ms

4 t3-gw.mixnet.net (198.174.96.5) 1 ms 1 ms 1 ms

5 border5-hssi1-0.Chicago.cw.net (204.70.186.5) 11 ms 11 ms 29 ms

6 core2-fddi-0.Chicago.cw.net (204.70.185.49) 11 ms 11 ms 11 ms

7 core2-hssi-3.WillowSprings.cw.net (204.70.1.225) 13 ms 13 ms 15 ms

8 core3.WillowSprings.cw.net (204.70.4.25) 310 ms 52 ms 123 ms

9 * ameritech-nap.WillowSprings.cw.net (204.70.1.198) 245 ms 35 ms

10 aads.nap.net (198.32.130.39) 18 ms 18 ms 21 ms

11 r-milwaukee-hub-a9-0-21.wiscnet.net (207.112.247.5) 25 ms 22 ms 27 ms

12 205.213.126.39 (205.213.126.39) 19 ms 20 ms 23 ms

13 miller.cs.uwm.edu (129.89.139.22) 24 ms 25 ms 21 ms

14 lombok.cs.uwm.edu (129.89.142.52) 24 ms * 25 ms

Figure 4 shows the result. As can be seen from the figure, our scheme has done quite well smoothing network
consecutive losses. In a few cases our CLF is 1 higher (clip 2)but that was due to rapid changes in network loss
behavior and it is expected. Most of the time CLF is well belowand also within tolerable perceptual limits (see
section 2.1).
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Figure 4: Performance of our protocol when transmitting video over long haul network

5.2 Simulation: Using data from a real time application like Internet Phone

The data3 was collected for anInternet Voice or Voice on Networks (VON)application. The server isver-
mouth.ee.umanitoba.ca (Canada)and the Client israwana.cs.umn.edu (Minnesota, USA). vermouthandrawana
is a SUN UltraSparc 1, running Solaris V2.6 and V2.5 respectively. Each host is on a 10 Mbps Ethernet (LAN).
The transmission is over the Internet and the data set was collected on a Saturday, from 10 am to 2 pm. The two
files presented here are of voice packets of sizes 160 and 480 bytes. As can be seen from figure 5 the actual CLF’s
of network losses are varying while the CLF based on our protocol always has lower CLF (in this case CLF=1,
implying no consecutive losses).

6 Concluding Remarks and Future Work

In this paper we have addressed the problem of handling bursty losses in continuous media transmission. We
formulated the problem in terms of a number of parameters including user QoS requirements, sender resource
availability, and network loss behavior. We introduced theidea oferror spreading, which takes spots of concen-
trated bursty losses and spreads it evenly over the entire stream. This makes the stream more acceptable from a
perceptual viewpoint [6]. Our experiments over the Internet show that the scheme is quite effective.

3Thanks to Mr. Difu Su, Computer Science Department, University of Minnesota, for providing us with the data set
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Figure 5: Performance of our protocol for a real-time application such as Internet Phone

Our ongoing work is addressing a number of issues. First, we want to develop an analytical formulation for the
unbounded network error case. Second, we want to develop more sophisticated scrambling techniques, and evalu-
ate them through analysis and experimentation. Thirdly, modelling of streams which have inter-frame dependency,
such as MPEG needs to be done. Finally, we want to extend this idea to groups of synchronized streams.
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