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Abstract

Reference models such as Parnas’ Four Variable model, Jackson’s World-Machine model,

and Gunther et al.’s WRSPM model abstractly define and relate key artifacts in re-

quirements engineering. In the past decades, when systems were typically defined and

developed in the traditional top-down way, these models were enormously useful for

engineers to rigorously define and analyze their requirements. However, nowadays these

models don’t seem to be as helpful in discussing requirements of systems.

Modern systems are developed in a hierarchical, middle-out and distributed manner;

i.e. starting from candidate architectures, they are iteratively composed using a set of

existing or newly developed subsystems. This has necessitated the need for engineers

to define requirements at progressively varying levels of scope within the system, hier-

archically co-evolve those requirements with the architecture, and apportion them to

parts of the system such that each part is independently governable, yet composable.

Unfortunately, hierarchically scoping, defining and reasoning about requirements and

architecture in an intertwined manner is both a conceptually and methodologically chal-

lenging task. While the use of reference models have been a time-honored approach to

systematically address such challenges, none of the existing models discuss the notion

of hierarchy or the co-evolution between requirements and architecture. Nevertheless,

capturing this hierarchical, co-evolutionary relationship in a generic framework such as

a reference model, we believe, will be practically helpful for engineers.

In this dissertation, we define the hierarchical requirements reference model that

abstractly, yet formally, explains the ”Twin Peaks” of requirements and architecture.

The goal of this model is to provide an unambiguous framework—a set of vocabulary and

rules—that engineers can use as a frame of reference to rigorously discuss these artifacts

iii



in real system developments. Central to this model is the notion of hierarchy that weaves

together the requirements and architecture in a way that naturally allows understanding

their attributes and relationships as well as addressing the related challenges.

Further, we define a new formal definition of traceability based on the hierarchical

satisfaction relationship. This way of formally defining traceability allowed us to formu-

late the notion of “complete traceability”—the ability to identify all possible satisfaction

trace links between requirements. Further, it helped bring out the distinction between

“necessary” vs. “sufficient” sub-systems’ requirements to achieve a system-level require-

ment. This new insight into traceability, we believe, will greatly help engineers manage

requirements of large complex systems.

To illustrate the practicality of this model, we use an infusion pump case example

system —an industrial case study from the medical domain. Using a model-based ap-

proach we describe how the concepts defined in this new reference model help rigorously

define and reason about the device’s hierarchic requirements and architecture. As we

illustrate, we also describe our novel enhancements/extensions to existing requirements

techniques and tools to allow requirements capture and analysis. While the specifics

of this illustration, such as the use of formal methods-based tools and techniques are

particular to the case example considered, the reference model concepts are applicable

to both formal and informal requirements engineering of modern, complex systems.
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Chapter 1

Introduction
The hardest single part of building a software system is deciding

precisely what to build. - Fred Brooks [8]

Complex systems are naturally constructed in a hierarchical, heterogeneous and

middle-out fashion; i.e., they are designed and developed by iteratively composing newly

developed and/or existing components of varying sizes and capacity starting from can-

didate architectures [4, 35]. For example, to design and construct a modern aircraft

such a Boeing 747, thousands of its physical parts, millions of lines of its software and

several computing resources have to be necessarily reused, purchased, and/or developed

and assembled as a federation of subsystems [5, 10].

A critical challenge in such developments is precisely engineering the requirements—

descriptions of “what” needs to be achieved. While the requirements orthodoxy states

that requirements of a system should be defined prior to and independently of its con-

struction, it is generally impossible for engineers to do this in practice. As described in

the Twin Peaks model [77], in middle-out developments, engineers typically co-evolve

the requirements along with its architecture—the structural aspects of system. For

example, the design decision to include sensors in an aircraft is influenced by the re-

quirement to avoid obstacles, whereas the choice of a specific make/model of the sensor
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may constrain and alter the overall requirements on categories of obstacles detected

and the reliability of detection. While architecture was not traditionally considered as a

requirements driver, in current practice however, engineers have to iteratively negotiate

the requirements and architecture in an intertwined manner to bring them in accord.

Further, as systems are iteratively decomposed into smaller manageable components,

their overall system requirements are flown-down and allocated to the components such

that the overall system requirements are collectively met [35]. Consequently, require-

ments of such systems are not a single and independent artifact as traditionally con-

ceptualized, but rather a set of artifacts that are hierarchically defined and refined per

the system’s decomposition (or architecture) [16]. In other words, the requirements and

architecture of such systems are necessarily hierarchical and related to each other.

This close-knit relationship induces several challenges and issues that engineers have

to deal with conceptual clarity in practice, such as:

• Determining the System Boundary : It is conventional wisdom to identify

(at least conceive) a boundary between the system to-be-developed and its envi-

ronment, so that one can precisely define requirements based on that boundary.

However, in hierarchical middle-out developments where components of varying

sizes and capabilities pre-exist at varying level of system detail, carving out such

a boundary that may unevenly traverse across multiple levels of system detail

and specifying requirements based on that is, nothing but, confusing. For in-

stance, a publicly available infusion pump requirements document that contained

requirements ranging from user needs to hardware and software specifications was

ambiguous and confusing for stakeholders to understand, analyze, design or de-

velop [67]. Hence, conceptually clean way to carve out the boundaries and specify

the requirements/architecture is crucial in modern development.
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• Understanding “Your What is My How”: As engineers recursively decom-

pose the system, design descriptions of each component (“How”) at one level be-

comes the requirements flown-down to components (“What”) at lower levels [96].

Without meticulous book-keeping of each level of decomposition and the require-

ments flow-down [16], the details can easily get mixed-up and cause confusion.

• Performing Verification & Validation : Assuring the consistency, complete-

ness and correctness of requirements is challenging, yet essential in many systems,

such as those in the safety critical area [102]. However, to do so in hierarchically

constructed systems, engineers have to systematically and seamlessly compose

“what” the subsystems do (their requirements) based on their composition (the

architecture). Further, in middle-out development, the composition includes ex-

isting and newly developed components. With an increase in the system’s size

and complexity, this becomes a challenging and error-prone task for engineers to

perform. In fact, imprecision in such analysis have lead to misplaced confidence

in the safety of numerous systems in the safety critical domain [57, 56].

• Capturing Requirements Traceability : A common approach taken by en-

gineers to keep track of system’s requirements flow-down across multiple levels

of system detail is recording a cross-reference between them, called requirements

traceability. It helps understand how a high-level requirement is realized by the

lower-level components, as well as how a requirement allocated to a lower-level

component help satisfy a high-level requirement. However, in systems developed

in a hierarchical and middle-out manner, traceability is more than merely relating

requirements; rather, one has to relate it with the architecture [15] in an hierar-

chical, seamless manner. Lack of such precise traces have been known to severely

impact change analysis and maintenance of systems later in their life-cycle [36, 23].
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Unfortunately, there is not adequate support available for engineers in the require-

ments engineering literature to help rigorously understand and deal with the chal-

lenges of the close-knit relationship between requirements and architecture in prac-

tice [58]. Nevertheless, addressing these challenges, we believe, is crucial to ensure that

requirements-related issues are identified early in system development; after all, the

root cause of most catastrophic accidents caused by safety-critical systems have been

attributed to poor requirements [56, 53].

In that respect, we hypothesized that clarifying the requirements-architecture re-

lationship of systems constructed the hierarchical, middle-out way in a fundamental, yet

rigorous manner will provide a consistent means to understand and deal with these chal-

lenges in practice. In this dissertation, we attempt to rigorously explain the relationship

between requirements and architecture as a reference model.

In general, reference models are abstract frameworks that capture core concepts

and essential relationships in an application domain, while neglecting specifics, so that

they can be used as reference across a large class of systems in that domain. In the

90s, researchers such as Parnas [81] and Jackson [46, 31] defined such reference models.

During the time when most systems were developed the traditional way, these models

largely served as a frame of reference for engineers and helped them address several

requirements related concerns that existed then. However, the models abstracted away

the notion of hierarchy in architecture and its intertwined-relation with requirements.

In fact, the models were fundamentally based on principles of traditional development

where requirements are defined and perfected before the architecture is discussed. So,

the models do not naturally lend themselves well to address the above mentioned chal-

lenges with modern systems. To that end, we define a new requirements reference model

in this dissertation that accounts for the architecture.
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Central to our reference model— called the hierarchical requirements reference

model— is the notion of hierarchy among the requirements of a system that is es-

tablished per the system’s architectural decomposition. This model explicitly captures

the intertwined relationship between requirements and architecture. In particular, this

model focuses on the hierarchical satisfaction relationship that is established between

the requirements of a system (or subsystem) and the requirements that gets allocated to

its subsystems (or subsubsystems). In this framework, we formally define fundamental

properties of the requirements such as consistency (not contradictory), realizability (pos-

sible to implement) and acceptability (satisfy sufficiently) by systematically weaving-in

the architecture as well as rigorously accounting for the notion of time. This formulation

allows capturing two novel properties sustainable consistency that establishes preserva-

tion of consistency over time and decomposition realizability that captures the logical

coupling between the requirements and the architecture.

By conceptually organizing the requirements along the architectural decomposition

of the system, the model highlights the idea that system decomposition is both an ar-

chitectural and requirements exercise. By capturing hierarchy, the model supports the

notion of changing roles of artifacts between levels of abstraction. Precise guidance on

when and how to determine the relevance and influence of an artifact while hierarchi-

cally engineering systems is an essential need that this model provides. By hierarchically

relating requirements and architecture, the model allows seamless end-to-end analysis

of the system requirements. Additionally, such analysis helps determine how a par-

ticular requirement is indeed satisfied by its subcomponents and assess whether the

subcomponents were allocated more requirements than needed or over-constrained.

While the hierarchical requirements reference model theoretically describes the core

concepts, we acknowledge that engineering challenges come into play when practically

applying it to real systems. To concretely explore such challenges we chose a non-trivial
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case study from the safety critical domain— an infusion pump, a medical device system.

Using the reference model as a guide, we define requirements and decomposition for the

infusion pump using state-of-the-art model-based techniques.

Further, we have defined a new formal definition of traceability based on the hierar-

chical satisfaction relationship. This way of formally defining traceability allowed us to

formulate the notion of “complete traceability” – the ability to identify all possible sat-

isfaction trace links between requirements. Further, it helped bring out the distinction

between “necessary” vs. “sufficient” subsystems’ requirements to achieve a system-level

requirement. This new insight into traceability, we believe, will greatly help engineers

manage requirements of large complex systems.

1.1 Objective and Summary of Contributions

Our long-range goal is to improve the rigor of requirements engineering (RE) in the

development of complex systems, particularly in the safety critical domain where numer-

ous mishaps and accidents have occurred due to requirements-related issues. Though

requirements of complex systems are hierarchically intertwined with the system’s ar-

chitecture in practice, requirements are dealt with separately from the architecture of

systems. This is reflected in most of the existing approaches and all reference models.

Hence, the objective of this dissertation is to address both the theoretical gaps and

practical challenges in accounting for system’s architecture in RE. We have defined a

new reference model that clarifies the hierarchical intertwined relationship between re-

quirements and architecture in a formal manner. Based on the model, we have outlined

rigorous techniques to specify, verify, trace and assess requirements of complex systems.
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The intellectual merit of the presented research lies in the new conceptual frame-

work that formally captures the mutual influence between requirements and archi-

tecture. While the synergy between requirements and architecture has been a well-

discussed topic in the past decade, to the best of our knowledge, little/no work has

been done in terms of rigorously aligning them in theory and practice. The results of

our research is a significant step towards potential improvements to the RE for com-

plex systems, particularly those in the safety critical domain. Requirements engineers

in this domain would use our model as a frame of reference to understand and define

requirements of real-world systems. Further, they could also use the techniques and

tools we defined either as-is or as a guide to engineer the requirements. Such adoption

could result in significantly fewer number of challenges in dealing with complex system

requirements and fewer requirements-related errors.

We have made the following specific contributions to the requirements engineering

literature in this dissertation:

Defined a new reference model: We have defined a “Hierarchical Requirements

Reference Model” that provides an abstract framework to discuss the requirements

of a system and its intertwining with architecture. The artifacts, their essential

attributes and relationships are formally defined in this model to unambiguously

understand the concepts and to reason about the artifacts. The goal of this model

is to provide an abstract framework that engineers can use as a reference to rigor-

ously define and analyze requirements of actual systems. The way we have defined

the key concepts in this reference model has allowed us to capture properties that

help identify issues that are unique to requirements-architecture interplay.

Formulated novel approaches to hierarchically specify and verify requirements:

Backed by the strong theoretical concepts defined in the model and using novel

combinations and extensions of existing techniques and tools, we devised RE
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approaches for large, complex systems with hierarchical architectures. In partic-

ular, to cope with the practical challenges posed when engineering requirements

of such systems in the safety critical domain, we defined scalable approaches

using model-based techniques to systematically identify, specify and verify the

requirements and architecture in a hierarchically layered manner.

Established a unique, rigorous notion of requirements traceability: Based on

the hierarchical satisfaction relationship among requirements that we defined in

the model, we established a formal explanation for requirements traceability (rela-

tionship between requirements). This allowed us to explore the distinction between

establishing a single trace between requirements and all trace links and define a

notion of complete traceability. In addition to formally defining this idea as a proof

of concept, we have also extended an existing formal verification tool to precisely

extract the trace links.

Illustrated the ideas using a case study: We use an industrial strength case study

from the safety critical domain— an infusion pump system—to illustrate all of the

above. Through this illustration we show how the new model and the approaches

naturally help deal with the challenges of engineering modern system require-

ments. The artifacts of this case study are made publicly available to serve as

exemplars for the RE community.

1.2 Structure of This Document

The remainder of this dissertation is organized as follows. In Chapter 2 we outline the

background of requirements in practice and survey closely related requirements refer-

ence models. In Chapter 3 we present the our new hierarchical requirements reference

model that formally capture the requirements-architecture relationship. In Chapter 4

we introduce the infusion pump system, a medical device that we use as a running case
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example throughout the dissertation. In Chapter 5 we discuss various model-based

approaches that help systematically exploring, specifying, reasoning and organizing hi-

erarchical requirements of complex systems using the infusion pump as a case example.

In Chapter 6 we explain our layered and scalable approach to formally verify the

hierarchical requirements and illustrate it using the infusion pump. As an extended

application of the reference model, in Chapter 7 we present a novel definition of sat-

isfaction based traceability (using concepts defined in the reference model) and discuss

its practical ramifications of formally establishing trace links between requirements.

Chapter 8 concludes the dissertation and discusses potential future work.



Chapter 2

Background and Related Work

The heart of every scientific discipline is its own unique, uniform

and acknowledged terminology. – Oliver Thomas

The word Requirements is one of the most frequently used terms in system develop-

ment. Yet, different people in this field seem to have different interpretations of what

requirements are and are not. Consequently, it raises several questions such as What,

why, when and how are the requirements established and related in complex systems? In

this section, we explore these questions in practice and discuss the literature that have

attempted to rigorously explain them.

2.1 Requirements in Practice

Colloquially, requirements are defined as someone’s necessity or want. In system de-

velopment, such needs are typically elicited from a set of people or organizations who

pay for a system to be developed to meet their needs. For instance, consider a patient

monitoring system that shall notify the nurses-in-charge as soon as the patient’s heart

beats less than a certain number of beats per minute. Such statements that describe the

actual needs to be achieved are called User, Customer or Business Requirements. It is

10
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typically captured using terms and concepts that are well understood by the people in

the domain such as the heart beat and notifying the nurse.

Unfortunately, the domain/people-centric terms used to capture requirements could

lead to ambiguity and unintelligibility for those who would build a system to achieve

those requirements. For instance, a system can not directly deal with heart beat, rather

it can only detect physically measurable quantities such as heart sound, its vibration, or

pulse. Instead of letting the developers decide, analysts/engineers identify such system-

centric quantities and recapture the user requirements in terms of those quantities. Such

recaptured statements are called system requirement specifications or just specifications

and they are passed to the system development teams. Along the same lines, in complex

software-based systems, the requirements for the software portion of the system are

also separately documented as software requirements in addition to user and system

requirements.

Though all of this seem straightforward when explained using simple examples, as

the complexity of a system increases the set of terms and requirements grow in sheer

numbers and complexity. The distinction/relationship between them becomes chal-

lenging to understand and manage. In fact, several systems have failed due to poorly

specified requirements and specifications as well as inappropriately used terms [34]. To

address these problems, researchers in the 1990s (and earlier) [81, 46, 31] defined funda-

mental concepts of requirements mathematically, so that engineers can unambiguously

use them as a reference when dealing with requirements.

2.1.1 World-Machine Model

Jackson’s World-Machine (WM) model [46] is one of the foundational reference models in

RE and establishes the distinction between requirements and specification. The model

defines a conceptual separation between the Machine— the system to be developed,
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the World— the environment in which the system is going to be installed, and the

Interface— the interaction space between the World and the Machine (Figure 2.1).

Based on this separation, the World-Machine model defines the following artifacts:

• Requirements (R) – descriptions of the user’s needs in a certain environment

expressed in-terms of concepts/terms existing in that environment;

• Domain knowledge or Assumptions (W) – the presumed facts and assump-

tions about that environment.

• Specification (S) – description of the system to be developed expressed in-terms

of concepts/terms shared between the system and the environment.

Requirements 

(R)
Specifications 

(S)

Assumptions 

(W)

World MachineInterface

Figure 2.1: World Machine Model

Further, the model defines a relationship between these artifacts, called the satisfac-

tion relation, that establishes the adequacy of the specification (S) to the meet (denoted

by ` ) the requirements (R), given the environmental assumptions (W),

S,W ` R

The abstract, yet rigorous, definitions of requirements and its relationships provided

the clarity for researchers and practitioners to understand and discuss requirements of

complex systems, as well as further investigate the interconnections between problem

definition and solution exploration [92].
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WRSPM Model

Gunter et al. [31] expanded the WM model and augmented its reasoning rules

to allow rigorous formal reasoning of requirements. The model expands the WM model

with two additional artifacts, P(program) and M (its platform), as illustrated in Figure

2.2; so, there are five artifacts (W-R-S-P-M) in this model.

Requirements 

(R) Specifications 

(S)Assumptions (W)

World MachineInterface

Program

(P)
Machine

(M)

eh ev sv sh

Figure 2.2: WRSPM Model

This model defines the notion of phenomena—states, events, or individuals— that

belong to the World and the Machine, and categorizes them in terms of their visibility

and control. The phenomena (say e) that belong to the World is further classified into

those that are hidden from Machine (eh) and visible to the Machine (ev). Similarly,

the phenomena that belongs to the Machine (s) is further classified into those that are

hidden from the World (sh) and visible to the World (sv). Based on this classification,

the model defines each artifact as a mathematical relation expressed over a subset of

the phenomena: W and R are expressed over e and sv, S is expressed over ev and sv

and P and M are expressed over ev and s.

The main contribution of this model lies in the way the essential relationships be-

tween the artifacts were formalized using the distinction between the phenomena used

to express them [34]. Namely, domain adequacy establishes non-trivial existence of

environment in which requirements should be satisfied; adequacy establishes satisfac-

tion of requirements by the composition of specification and assumptions; and relative

consistency helps ensure the consistency between the specification and its environment.
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Let us illustrate some practical benefits of these models, by instantiating the model

in-terms of the example, as shown in Figure 2.31.

Hospital environment

Environmental 
phenomenon

Patient’s heart 
Beats slowly

Environmental 
phenomenon

Requirement

Medical Device System

Interface 
phenomenon

Specifications

Heart Sound

Audible 
alert

Assumptions

Nurse Notified

Figure 2.3: Requirements-Specifications-Assumptions

Fundamentally, grounding the terms and using them to define the requirements,

specifications, and assumptions helps to remove ambiguity and resolve scoping issues

among the statements. Further, the satisfaction argument helps engineers understand

the importance of capturing assumptions; without properly capturing needed assump-

tions the satisfaction argument cannot be completed.

2.2 Coping with Complexity

To facilitate the comprehension of complex systems and allow development practices

such as distributed development, reusability, integration with existing systems, and plug

in commercially developed components [82, 77], it is a common practice to decompose

systems into smaller and manageable parts or components. For example, the medical

device can be decomposed into sensor(s) that read environmental inputs, controller(s)

that commands control actions based on the inputs, and actuator(s) that realizes the

control actions in the environment, as shown in Figure 2.4.

1The ellipses in the figures are used to represent the scope of the world and machine as per [46].
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Hospital environment

Environmental 
phenomenon

Patient’s heart 
Beats slowly

Nurse Notified

Environmental 
phenomenon

Requirement

Medical Device System

Controller
Specifications

actuator

controller

sensor

Sensor
Specifications

Actuator
Specifications

Assumptions

Figure 2.4: Decomposition of GPCA to Sensor-Controller-Actuator

To enable (independent) development of each of these components, their descrip-

tions are also captured separately to distinguish their roles and responsibilities. For

instance, one can often find software and hardware specification artifacts that exclu-

sively describe the needs expected of the respective components. When defining these

component-level specifications, engineers can be faced with conceptual confusions and

errors in understanding and in maintaining a clear separation between the component-

level requirements-specifications-assumptions and analyzing their properties, similar to

the issues encountered at the system-level. Recognizing this as an enduring conundrum

in most control-systems development, Parnas defined a model to serve as an abstract

framework to discuss and reason about artifacts of multi-component systems [81].

2.2.1 Four Variable Model

The Four Variable Model by Parnas et al. [81] is an influential model that, in fact,

predates the World-Machine and WRSPM models. The Four Variable Model provides

mathematical guidance for defining control system requirements. The striking feature

of this model is the practical perspective it brings by generalizing the representation of

a system in terms of the following five relations (REQ,NAT, IN,OUT , and SOF ) and

four sets of variables (monitored, controlled, input, and output), as shown in Figure 2.5:
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1. Requirements (REQ) is expressed over the monitored (m) and controlled (c)

environment variables,

2. Nature (NAT ) are constraints imposed by the environment and other assump-

tions, expressed over m and c,

3. Input (IN) is representing the sensors of the system, defined as a relation over

monitored (m) and the sensed input variables (i),

4. Software (SOF ) is the relation describing what the software (controller) in the

system must do; it is defined as a relation over the sensed input (i) and output

variables (o),

5. Output (OUT ) is representing the actuators of the system, defined as a relation

over output (o) and controlled variables (c).

Figure 2.5: Functional Documentation Model

In late 1990s and early 2000s this model was widely used in many software based

safety critical control system developments since it helped conceptualize the system and

easily matched the high-level design of a majority of systems. Further, the mathematical

notations to express the concepts allowed rigorous formal reasoning of the requirements.

In fact, this allowed the automation of the reasoning process that resulted in significant

cost savings and improved quality of the system [42, 43].
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MON’

MON

CON’

CON

OUTPUT

NAT

IN

REQ’

SOFT

REQ

IN’ OUT’

OUT

Software

INPUT

Honeywell Internal
Figure 2.6: Extended Four Variable Model

As an extension to this model, Miller et al. [63, 89] proposed the “Extended

Four Variable model”, as shown in Figure 2.6. In this work, the authors point out that

the weakness of the four-variable model is that the software requirements (SOFT )2 in

the is defined by specifying NAT,REQ, IN and OUT . In complex systems, drivers or

wrappers abstract away the mapping details between the actual hardware and control

software, hence they extend the reference model with relations IN ′ and OUT ′ (the

specification of drivers). They also recognize that there are always some differences

between the monitored and controlled variable values in the environment and the value

that is sensed and set as input and outputs. To accommodate the differences, they

recreate internal (to the software) versions of the variables (m′ and c′) and restate REQ

in terms of these virtual variables, REQ′. The main contribution of this model is the

distinction between actual sensors, actuators and their wrappers that are defined in

practice, that had been a common source of confusion [41]. It also makes the tracing of

the REQ to the software direct and straightforward.

2SOFT in the extended four variable model is the same as SOF four variable model
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2.2.2 The Hierarchy

While simple one-level decomposition may suffice for developing certain systems, large

and complex systems such as aircraft, cars, and medical systems, are typically devel-

oped in hierarchies—a structure that allows the system to be discussed in progressively

increasing levels of detail. Hierarchy results from iterative decomposition of compo-

nents into sub-components (2.7), typically to cope with complexity and accommodate

middle-out-development. This decomposition induces the need to hierarchically define

the requirements of the components and its sub-components.

Hospital environment

Environmental 
phenomenon

Patient’s heart 
Beats slowly

Nurse Notified

Environmental 
phenomenon

Requirement

Medical Device System

actuator

controller

sensor

Assumptions

actuator

controller

sensor

Sub-component
Specifications

Figure 2.7: Hierarchy in System Construction

Analogous to hierarchical flow-down of requirements, KAOS—a Goal Oriented Re-

quirements Engineering Framework [91], discusses hierarchical refinement of goals—

prescriptive statements of intent about a system-to-be developed. The central idea of

KAOS is the notion of refinement-abstraction hierarchies where high-level user goals

are iteratively refined into sub-goals until each sub-goal is realizable (or assigned to)

an agent—an entity that is responsible for satisfying that sub-goal, for example, soft-

ware, hardware, or even humans and the environment. KAOS has a graphical tool to

visualize the hierachy as well as an underlying formal notation that helps automatically
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analyzing the goal refinement. While KAOS speaks of hierarchical decomposition and

has a formal approach to reason about it, there is no discussion regarding the strategy

or rationale that guides the decomposition.

Only a few researchers and practitioners have recognized the hierarchical flow-down

of requirements with respect to the system architectural decomposition. One prominent

example is the REVEAL Process [35] that provides an informal practical requirements

approach to deal with hierarchy in large complex systems. This method explains from a

practical perspective how large systems are decomposed into smaller manageable com-

ponents in which each component is allocated with its set of requirements in such a way

that the composed system satisfies its overall requirements. They highlight the notion

that this allocation is not a mere partition of system requirements but an analysis effort

that has a justification associated with it. At every level of decomposition, the system

requirements are related to its components’ requirements with this justification. This

relation, termed Rich Traceability, provides an informal explanation to the system de-

composition and requirements flow-down for reasoning about the system. The REVEAL

approach is influenced by Jackson’s World-Machine Model.

While the discussion of the REVEAL Process brings to light the need for a jus-

tification when decomposing systems and allocating requirements, it does not discuss

in depth the relationship between the requirements and the decomposition itself. If

we examine the act of decomposing a system into components (and then assembling

the components into a system), it induces a requirements analysis effort in which one

needs to ascertain whether the requirements allocated to sub-components are sufficient

to establish the system-level requirements. Equally important, is the need to determine

whether any limitations of a component or its assumptions need to be accounted for at

the system level to make sure the overall system performs as expected. This is shown

informally in Figure 2.8.
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Figure 2.8: Requirements Flow-down and Constraints Flow-up

The flow-up can either translate to new and altered requirements of the system, or

could be allocated to the environment as assumptions on how the system will be used.

As we begin to allocate requirements to components, we may find that the architecture

we have chosen simply cannot meet the system-level requirements. This may cause us to

re-design the system to allow us to meet the system-level requirement, levy additional

constraints on the external environment, or to renegotiate the system-level requirement.

Hence, the decomposition of a system touches both requirements and design concerns.

In essence, it is evident that the system design is an essential aspect to consider while

engineering the requirements of a system. Yet, in typical system development, the pro-

cess of requirements and decomposition are approached as if they are two independent

activities and their relationship is not meticulously captured. While the REVEAL pro-

cess focuses on documenting the rationale for the decomposition, it does not discuss

how one could rigorously define and reason about the requirements flow down.

Levesons’s Intent Specification [55]—an approach intended to help engineers specify

and design systems hierarchically based on notions from both system engineering and
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Figure 2.9: The Structure of an Intent Specification

psychology— is another well-known discussion on requirements refinement and hierar-

chy. The approach is to organize system-engineering artifacts, such as requirements

and design over three dimensions, intent, decomposition, and refinement. The vertical

or Intent dimension consists of six levels, each of which provides rationale (or “why”)

about the level below. Along the horizontal or Decomposition dimension, the system

in decomposed into heterogeneous parts such as Environment, Operator, System Com-

ponents and Verification Validation. The third dimension, Refinement, further breaks

down both the Intent and Decomposition dimensions into details. The information at

each level is organized in such a way to allow reasoning and traceability across the hier-

archical levels. A commercial document oriented tool, SpecTRM (Specification Toolkit

and Requirements Methodology) [53], uses this methodology as its foundation. While

this approach explains that requirements and design are decomposed and refined, it

does not explain the cohesive relationship between them.
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Figure 2.10: The Twin Peaks of Requirements and Architecture

In fact, it was only the Twin Peaks model by Nuseibeh [7] that elaborately, though

informally, discussed the crucial relationship between requirements and the decomposi-

tion of a system. The model asserts that most system development start from candi-

date architectures that have been used in similar systems. Further, to cope with cost,

schedule and other constraints, components are often reused and/or procured. Hence,

although the overall user requirements drive the high-level architectural decisions, the

choice of specific architectural components restrict the set of achievable requirements.

By comparing the process of co-evolution to spirally traversing two mountains (Fig-

ure 2.10), this model explains how it is healthy—and often a necessity—to create a

sound architecture and correct requirements.

Building on the Twin Peaks model, we propose that the requirements-architecture

relationship is hierarchically intertwined since the architecture of complex systems is

often hierarchical. Considering the extent to which RE has been explored, one might

expect some sort of guidance or approach to help specify and analyze requirements and

architectural artifacts in-tandem in an intellectually clean and rigorous manner. Sur-

prisingly, “the requirements” on a system are almost always discussed as separate from,

and more abstract than, “the architecture” of that system in practice and research.
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2.3 Discussion

Undoubtedly, all the reference models and related work have set a strong foundation

to discuss complex system requirements. Nevertheless, they do not comprehensively and

completely deal with the modern middle-out, hierarchical developments.

The Four Variable model serves as a useful guidance to rigorously engineer require-

ments of traditional control systems. But it does not seem to lend itself well for modern

systems with hierarchical architectures. Such architectures induce the need to meticu-

lously capture the interconnection between components, specify requirements at multi-

ple levels in the system hierarchy and seamlessly maintain their relationship. Unfortu-

nately, there is no direct support in the Four Variable model to account for and analyze

these complexities. Though engineers could use this model to understand the way con-

trol system works at a high-level, we have found that it is not adequate as a guidance

to rigorously engineer requirements of such systems in practice.

Along the same lines, the World-Machine model serves as a conceptual reference to

understand and distinguish between the requirements, specification and assumptions of

a system under development. An invaluable contribution of the WRSPM model is pro-

viding formal descriptions of the artifacts and their relationships. Namely, they define

a property called relative consistency that helps formally reason about the consistency

of the system’s specifications with respect to the environment where it will be installed.

The reference model, however, neither discusses the complexities of hierarchical con-

struction nor adequately accounts for the notion of time. Nevertheless, both of these play

a crucial role in precisely engineering requirements of modern systems. At a conceptual

level, these models advocate defining a boundary between the system-to-be developed

and its environment. In practice, however, such a boundary would be a conceptually

convoluted one; this is because in hierarchical, middle-out construction, components

pre-exist at multiple levels of abstraction and, hence, only a few components need to be
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developed and their requirements specified. Thus, the conceptually clean notion of an

environment and a machine is often not present in practice.

Although not explicitly mentioned, these models are fundamentally based on a tra-

ditional development paradigm where requirements are well-established (defined and

perfected) prior to designing the system, and such requirements serve as the basis for

defining all other development artifacts. However, in practice, the initial form of require-

ments captured from users is like a “rough sketch” that gets honed only as one starts

delving into the details of the system and exploring the environment. The way entities

are structured in the environment and the way the components form a system archi-

tecture influences the requirements and that does not naturally let the requirements,

assumptions, and specification be captured as a monolithic artifacts. Since the notion

of decomposition or architecture is abstracted away from the requirements definition,

these models do not naturally help to engineer requirements in practice.

In sum, all the related work discussed so far have made irrefutable contributions for

addressing the specific problems they were aimed at. However, they do not discuss:

• The interplay between requirements and architecture that occurs during progres-

sive abstraction and refinement of the system.

• The need to flexibly represent the concrete, actual system architecture without

imposing a rigid decomposition pattern.

• The definition of the essential relationship between requirements and architecture

to allow seamless and rigorous analysis of the entire system.

A reader might naturally raise the question, “Can’t the models be extended as-is to

accommodate hierarchy?”. Our answer is “No”. There has to be several fundamental

changes to the way requirements and architecture have been conceptualized in these

models. In the next chapter, we introduce a new reference model that will satisfy the

above needs while retaining the benefits and elegance of the existing models.



Chapter 3

Hierarchical Requirements

Reference Model
A formal representation should be as simple as possible, but no

simpler – Pamela Zave and Micheal Jackson [100]

In this chapter 1 we define our new reference model. Central to this model is the no-

tion of hierarchy among the requirements of a system and its relationship to the system’s

architecture. When systems are designed as a hierarchical composition of components,

the requirements are inevitably decomposed and flown-down to each component such

that at each level in the hierarchy the composition of the component requirements sat-

isfy the enclosing component’s requirements. The goal of this model is to provide an

abstract framework that engineers can use as a reference to understand and analyze this

intertwined relationship between the requirements and the architecture of systems.

1Much of the contents of this chapter appears in an earlier published work by the author ([69]). It
is reproduced here in compliance with any existing agreements and applicable law.
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3.1 Preliminaries

We begin by defining some fundamental terms that we will use throughout this chapter

to explain concepts of the reference model.

3.1.1 Quantities and Types

Any observable and quantifiable properties, states or attributes of entities (or individu-

als) of interest in the problem domain, e.g., the heart beat of humans, the operational

mode of vehicles, the temperature of a place, an input to a software component, etc.,

are called quantities. Each of these quantities is designated with a name and associated

with a specific type that denotes the possible values it can hold. For example, we may

choose integer for the heart beat, an enumeration for the operational modes, etc..

Our interest is with quantities whose values are recorded as functions of time, i.e.

there is a value for the quantity appropriate for its type at every time instant. We

consider time to be a quantity of type R+. If we denote the type of a quantity x as Υx,

then at each instant of time t ∈ R+, the quantity’s value that we denote by x(t) is an

element of its type, i.e., x(t) ∈ Υx. Hence, we define a quantity as a function from R+

to its type,

x : R+ → Υx (3.1)3.1.2 Runs

While quantities may have values at all time instants, the set of their values over a

desired interval or instances in time along with the associated time points is called a

run (as discussed by Westman [95]). Mathematically, we define a run of a quantity x

over time T ⊆ R+, denoted by θTx as,

θTx = {(t, x(t))}t∈T (3.2)
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The run of a vector of quantities, V = (x1, x2, ..., xn), is defined as,

θTV = {(t, x1(t), x2(t), ..., xn(t))}t∈T (3.3)

In the rest of this chapter, to avoid tedium, we may skip the subscript T , superscript

V , or both, when those are clear from the context and denote the run as either θ, θV or

θT instead of θTV ; it is implicit that θ has an associated set of quantities (V ) and time

(T ). In such cases, we will use the functions V = Q(θ) and T = T (θ) to discuss the

quantities and times of that run respectively.

Using concepts from relational algebra, we now define certain operations that can be

performed on runs and some relationships between runs. These operations and relations

help explain the concepts of the reference model later in this chapter.

Join

The operation of merging two runs whose elements match in time but contain different

(distinct) quantities is called join. The join operation results in a run whose elements

are tuples having the same time instants as the original runs and the cross-product

of values of quantities from the original runs. This operation is analogous to natural

join operation over relations in relational algebra. Intuitively, a join operation allows

discussing simultaneous valuation of the quantities of two (or more) runs over the same

instances in time.

Mathematically, the join (denoted by ./) of two runs θV with θV ′ whose T (θV ) =

T (θV ′) = T is defined as,

θV ./ θV ′ = {(t, x1(t), x2(t), ..., x′1(t), x′2(t), ...)}t∈T (3.4)

where V = {x1, x2, ...}, V ′ = {x′1, x′2, ...} and V ∩ V ′ = ∅.
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Projection

The opposite of join, called Projection, is an operation that removes the values of a

subset of quantities from each tuple of the run. The result of projection is a run whose

elements are tuples that have the same time instants as the original run and the values of

a subset of quantities. In formal terms, given a run θ with T = T (θ) and V = Q(θ), its

projection (denoted by θ|V ′) to a subset of quantities V ′ ⊆ V = {x1, x2, ...}, is defined

as an operation that removes the valuation of quantities in V \V ′ from each tuple in θ,

Q(θ|V ′) = V ′ (3.5)

Extension

While the join operation concerns expanding the set of quantities of a run, extension

deals with extending the run to more time instants (without altering the number of

quantities). In essence, the notion of extension allows discussing super-sets of a run.

Hence, we define extension as a relation between between two runs, θTV and θT
′

V ′ (to be

read as θTV extends to θT
′

V ′):

θTV ⊆ θT
′

V ′ ⇔ (V = V ′) ∧ (T ⊆ T ′) (3.6)

A run that is extended to only future time instances is called future extension and

is denoted by ⊆+. In formal terms,

θTV ⊆+ θT
′

v′ ⇔ (V = V ′) ∧ (T ⊆ T ′) ∧ (∀ τ ′ ∈ (T ′\T ) · ∀ τ ∈ T · τ ′ > τ) (3.7)

In natural language, when every time instant considered for extension (indicated by

(∀ τ ′ ∈ (T ′\T ) the above equation) is a future point in time than every time point of

that run (∀ τ ∈ T · τ ′ > τ)), then the extension is called future extension.
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3.2 The Reference Model

Having established the formal definitions of quantities, runs as well as their relations

and operations, we now turn to the definition of our reference model.

3.2.1 Components and Quantities

The basic building blocks of this model are called components. Any independently

conceivable and behaviorally cohesive entity related to a system of interest—such as

the system, its components, sub-components and its environment—is regarded as a

component. This approach to uniformly regard all entities as components, irrespective of

their proportion or constitution, allows the model to be relatable to system development

at any level of detail.

Every component interacts with its surrounding (wherever present or installed)

through quantities of interest that exist in that surrounding. In particular, the compo-

nent observes or senses certain quantities and actuates or produces others. Let us call

them monitored and controlled respectively (borrowing the names from [81]). As noted

by authors of other reference models, explicitly identifying, designating and distinguish-

ing the quantities (into monitored and controlled) for each component helps delineate

its scope and precisely describe its behaviors [31].

Since we will be referring to multiple components at a time in the rest of this chapter,

we will use a naming scheme to distinctly identify component and its quantities. Each

component is assigned a unique name that is used as a subscript on the names of quanti-

ties of that component. For instance, if we denote a component by name β, its monitored

and controlled quantities will be denoted by m1β ,m2β . . .miβ and c1β , c2β . . . cjβ , where

i and j are the number of monitored and controlled quantities respectively. To avoid

ambiguity, we consider the quantities to be unique and distinct [81], i.e., mβ ∩ cβ = ∅

where mβ = {m1β ,m2β . . .miβ} and cβ = {c1β , c2β . . . cjβ} .
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Using the general definition of quantities in equation 3.1, the monitored and con-

trolled quantities of a component β are defined as:

m1β : IR+ → Υm1β
m2β : IR+ → Υm2β

. . . miβ : IR+ → Υmiβ
(3.8)

c1β : IR+ → Υc1β
c2β : IR+ → Υc2β

. . . cjβ : IR+ → Υcjβ
(3.9)

The behavior of the component at any instant in time is nothing but the valuation

of the quantities at that time instant. In formal terms, the behavior of a component β

with monitored and controlled quantities {m1β , .., c1β , ..} (collectively referred as β) at

select instances/duration of time T , can be defined as a run (based on equation 3.3),

θTβ = {(t,m1β (t), . . . c1β (t), . . .)}t∈T (3.10)

Accordingly, the set of all possible runs θTβ for all possible T , denoted by Θβ, repre-

sents all the possible behaviors of β.

3.2.2 Requirements

Our interest in designing and constructing a component is to ensure that it exhibits

certain desired behaviors in which quantities’ values (at least some of them) are con-

strained. The descriptions of such desired behaviors, typically specified by those who

would use the component and/or pay for its development, are called its requirements.

Typically, the stakeholders of the system express requirements as equations, inequalities

and/or predicates over a subset of the component’s quantities2. However, when inter-

preting them as desired behaviors of the component, they can be seen as runs of the

2While some approaches [95] define requirements as statements expressed over a subset of compo-
nent’s quantities, we define requirements as runs involving all the component’s quantities as in [81]
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component in which the values of certain quantities are constrained (per the conjunction

of all expressed constraints) while the rest of the variables are unconstrained.

For example, consider a monitoring device that can sense the room temperature

(High or Low), produce a buzzing noise (Sound or Silent), and has a silence but-

ton (Pressed or Not). Say the device is expected to Sound the buzzer when tem-

perature sensed is High. Interpreting this over time T = R+, the runs with el-

ements {t, Temp=High, Button=*, Buzzer=Sound} and {t, Temp=Low, Button=*,

Buzzer=*} are expected behaviors, while runs with elements {t, Temp=High,

Button=*, Buzzer=Silent} are not (t ∈ T and * denotes an unconstrained value).

Rβ
mβ cβ

Figure 3.1: Quantities and Requirements of a Component

In general, the requirements of a component (β) with a set of monitored quantities

and controlled quantities (as depicted in Figure 3.1), denoted by Rβ, is defined as a

subset of all runs of a component over a certain time,

Rβ ⊆ Θβ (3.11)

While such requirements are a set of runs over certain time windows, the actual runs

of a component could concern different time instances. However, since our concern is

building components whose runs meet the constraints imposed by the requirements, we

establish the following relationships between the two sets of runs.
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Satisfaction

A component’s run is said to satisfy the requirements when each element of the com-

ponent’s run meets the constraints of the requirements in the time instances where the

requirements are defined. In other words, the satisfaction relationship establishes that

the component’s run is an extension (or superset) of a requirement’s run.

Definition 1 A run θ ∈ Θβ is said to satisfy the requirements, denoted by θ ` Rβ, if

∃θ′ ∈ Rβ (θ′ ⊆ θ) (3.12)

Acceptability

While observing runs of a component that satisfy the requirement is ideal, it might be

a strong constraint (at times even impossible) to achieve in practice. For instance, it

is not feasible to assert if a component’s run satisfies a requirement specified over a

continuous time window, since computers operate in discrete time. Hence, a relaxed

version of satisfaction in which runs that satisfy the constraints of the requirement

during an acceptable set of time instants is often considered sufficient. For instance,

when testing a system, one often checks if the requirements are met at a few instances

of time within the time specified in the requirements (one runs a limited set of test

cases). We call this relaxed version of satisfaction acceptability. Intuitively, this relation

establishes that the component’s run extends to a satisfying run.

Definition 2 A run, θ ∈ Θβ is said to be an acceptable run, denoted by θ |∼ Rβ, if

∃θ′ ∈ Θβ · (θ ⊆ θ′) ∧ (θ′ ` Rβ) (3.13)
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Since an acceptable run is extendable to a satisfying run, the set of all acceptable

runs of a component, Θ accβ includes the set of all satisfying runs Θ satβ, i.e,

Θ satβ ⊆ Θ accβ (3.14)

Consistency

The notion of satisfaction and acceptability are meaningless if there are no possible

interpretation of runs for a given set of requirements; in other words, if Rβ = ∅, any

run of the component will trivially satisfy it. Hence, in any meaningful definition of

requirements it is essential to rule out such situations.

One fundamental reason for “Rβ = ∅” is the presence of logically contradicting

constraints defining the runs. For instance, the two requirements: The buzzer shall

produce a sound to indicate that the device is powered on and The device shall always

be silent during its operation are contradictory. Consequently, when interpreting these

constraints, there will be no runs that meet them simultaneously.

Further, some conflicts can occur at specific situations. For instance, consider two

requirements: The buzzer shall produce a sound if the temperature sensed is High and

The buzzer shall be silent, if the silence button is Pressed. Only when the silence button

is Pressed and the temperature is High at the same time will the behaviors described

by the requirements conflict. Since the values of monitored quantities are not controlled

by the component, it is crucial to ensure that requirement interpretation is conflict free

at every possible valuation of monitored quantities.

We will call this property of requirements to be free of such logical contradictions

and conflicts as consistency. Mathematically, for every possible monitored quantities

run of a component (denoted by Θmβ ), if there is at least one controlled quantities

run (in the set of Θcβ ), whose join operation results in an acceptable run, then the

requirements can be called consistent.
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Definition 3 A set of requirements, Rβ, is said to be consistent if there is at least one

acceptable3 run of β for every possible run of monitored quantities.

∀ θTmβ ∈ Θmβ · ∃ θ
T
cβ
∈ Θcβ · (θTmβ ./ θ

T
cβ

) |∼ Rβ (3.15)

Sustainable Consistency

While the above definition of consistency ensures that requirements are free of conflicts

and contradictions within the time instances of interest of the requirements, it is not

strong enough to avoid certain other problems with requirements such as clairvoyance

or look-ahead. A clairvoyant requirement is one that specifies constraints on controlled

quantities’ values based upon future occurrence of monitored quantities’ values. Such

requirements are problematic in general since it is not possible to develop a solution that

predicts all the future occurrences of monitored quantities whose values are not con-

trolled by the solution. Hence, analyzing if the requirements are consistent only within

the time instances specified in the requirements is not sufficient for non-clairvoyance.

Let us illustrate this with an example. Consider a device with a require-

ment: The device shall make a buzzing sound before the temperature becomes

High. Say, a run {{1, Temperature=low, Buzzer=Sound},{2, Temperature=High,

Buzzer=Silent}} is an acceptable and consistent run (per 3.13 and 3.15). How-

ever, if we extend the run for another time instant (i.e., allow a device to run

longer) such as {{1, Temperature=low, Buzzer=Sound},{2, Temperature=High,

Buzzer=Silent}, {3, Temperature=High, Buzzer=Silent}}, the extension invali-

dates the constraint specified at t = 2. Hence, it is desirable that such extensions

of acceptable runs do not invalidate the constraints specified by the requirements.

3While we use acceptability in this formulation to allow cases where observing satisfaction is not
practically possible, acceptability can be replaced by satisfaction if needed without loss of rigor.
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Unfortunately, the aforementioned formulation of consistency (as well as consistency

formulation in other reference models) is not strong enough to ensure that all future

extensions of a run retain consistency. Hence, we need a stronger property that ensures

that consistency is sustained.

Sustainability of a run’s consistency is a non trivial property to formulate. In-

tuitively, sustainability means that future extensions of an acceptable run retain its

acceptability. However, the complexity in formulating such a property is the need to

future extend the run for all possible future valuations of monitored quantities (since

any value of monitored quantities can occur in the future).

𝜃
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𝜃𝑚𝛽

𝑇′
𝜃c𝛽

𝑇′

𝜃
𝑇 𝑇

|  𝑅𝛽~

|  𝑅𝛽~

𝑚𝛽 c𝛽

Figure 3.2: Sustainable Consistency - The Diamond Property

We can describe sustainable consistency as a diamond property, as shown in Figure

3.2. Given an acceptable run, it is first projected to its monitored and controlled

quantities. This allows the projections to be independently future extended to a desired

time T ′. For all possible future extensions of the projection of the run to monitored

quantities (left side of the diamond), one should be able to join it with at least one

possible future extension (to T’) of the controlled quantity projection (right side of the

diamond), such that the resulting run is acceptable.
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Definition 4 A set of requirements is said to be sustainably consistent if the run re-

sulting by joining any future extensions of the monitored quantities of an acceptable run

with at least one corresponding extension of the controlled quantities is acceptable.

∀ θT ′
mβ
· ∀ θ · (θ |∼ Rβ) ∧ (θ|mβ ⊆+ θ

T ′
mβ

)⇒

∃ θT ′
cβ
· (θ|cβ ⊆+ θ

T ′
cβ

) ∧ (θT
′

mβ
./ θT

′
cβ
|∼ Rβ) (3.16)

3.2.3 Architecture

Given a set of requirements, designing and developing a component by decomposing

it into smaller sub-components such that they compositionally achieve the compo-

nent’s requirements is a common—yet complex—engineering strategy. This primarily

involves defining a set of smaller sub-components, interconnecting them, and allocating

(or flowing-down) requirements to each of them such that together they achieve the

component’s requirements. When performed recursively, this decomposition results in

a hierarchy of interconnected components.

Since our interest is to rigorously understand and analyze the requirements that

flow-down in this process, we define the artifacts in the decomposition and discuss

their relationship to requirements. Let us begin by focusing at one level of decompo-

sition of a component at a time—the component or “parent” and its interconnected

sub-components or “child”. The interconnection in a decomposition is nothing but a

mapping that is established between (and among) the quantities of the parent and its

child components; we call this mapping the component’s architecture.

To uniquely refer to the parent and its child components, we define a simple nam-

ing scheme. For a component β with monitored and controlled quantities denoted by

m1β . . . , c1β . . . , let us refer to its n sub-components as β.1,. . .β.n and their respective

monitored and controlled quantities as m1β.1 . . . c1β.1 . . . ,m1β.n . . . c1β.n . . . (Figure 3.3).
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Figure 3.3: Hierarchical Decomposition

Intuitively, mapping between two quantities allows the values produced by one quan-

tity to be observable by the other. In that sense, we categorize the quantities in a

component’s architecture that produce the values as Sources and those that use (or

consume) them as Destinations. In a component’s (say component β’s) architecture,

the parent’s monitored and child components’ controlled quantities produce values and

hence belong to the set of Sources, denoted by Sβ, whereas the parent’s controlled and

child components’ monitored quantities that receive values from the sources belong to

the set of Destinations, denoted by Dβ. The mapping of sources to destinations is the

architecture.

Definition 5 The architecture of a component β, denoted by Aβ is a subset of the

cross-product between Sβ and Dβ.

Aβ ⊆ {(s, d) | s ∈ Sβ ∧ d ∈ Dβ} (3.17)

where Sβ = {m1β ,m2β , . . . , c1β.1 , c2β.1 . . . c1β.n , c2β.n . . . }

Dβ = {c1β , c2β , . . . ,m1β.1 ,m2β.1 . . .m1β.n ,m2β.n . . . }
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Since the architecture establishes value sharing, the mappings should be free of

errors and uncertainty about determining the shared values at all times. Hence, certain

restrictions on these mappings, that we call architectural constraints, apply. Namely,

• The quantities mapped must be of the same type4

∀(s, d) ∈ Aβ · Υs = Υd (3.18)

• No quantity can be mapped to multiple sources.

∀(s, d) ∈ Aβ ¬∃(z, d) ∈ Aβ) · z 6= s (3.19)

An architecture meeting the above constraints, once established, allows seamless

sharing of values between the quantities; in other words, the architecture establishes

sharing of values at every instant of time. The semantics of such an architecture (how

the values are shared) is defined over IR+ (the domain of the quantities) as:

∀(s, d) ∈ Aβ, ∀t ∈ IR+ · s(t) = d(t) (3.20)

By defining the architecture this way, we intentionally, allow quantities to be left

without any mapping. This is because in practical middle-out developments, several

quantities may be irrelevant to achieve the overall requirements. So, the designers may

choose to leave those quantities (or ports) unconnected. This reference model leaves the

decision of connections to the designer and does not enforce completeness.

4Mapping between compatible types is allowed. However, we intentionally avoid the discussion on
type compatibility to keep the reference model simple.
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Composition Realizability

Despite each component’s requirements being consistent and its architecture respecting

the architectural constraints, the act of putting these components together may intro-

duce conflicts. For instance, consider a simple requirement: When input a is true, the

system shall set output b to false; If one maps the output b to the input a (a feedback

loop) during the architecture phase, it will result in a logical contradiction. To avoid

such architecture induced issues, we define a property called Composition Realizability

that establishes the joint consistency of requirements and architecture; in other words,

this property establishes that it is possible to realize the composition.

Definition 6 The architecture and requirements are said to the jointly realizable, if

there exists at least one satisfying run for each of the sub-components for every monitored

quantity value of its (parent) component that meets the architectural constraints.

∀ θmβ · ∃ θ1, θ2... · (θ1 ` Rβ.1) ∧ (θ2 ` Rβ.2) · · · ∧ Aβ (3.21)

where θmβ∈ Θmβ , θ1 ∈ Θβ.1, θ2 ∈ Θβ.2, . . . θn ∈ Θβ.n

Hierarchical Requirements Satisfaction

Given a set of component requirements, its sub-component requirements, and

their architecture, the next step is to ensure that the components and their require-

ments composed as per the architecture indeed satisfy the component’s requirements.

To do so, we need to establish that if every run of each component (both parent

and child components) in the architecture satisfies its respective requirements, given

the architecture, we can assert that the component’s requirements are hierarchically

satisfied.
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Definition 7 A component’s requirements are said to be hierarchically satisfiable by its

sub-components’ requirements, if for any collection of runs with one run for each sub-

component and one for the component that meets the architectural constraints, whenever

all the sub-component runs are satisfying runs, the component run is also a satisfying

run.

∀ θ1, θ2, . . . θn , θ · (θ1 ` Rβ.1) ∧ (θ2 ` Rβ.2) · · · ∧ Aβ ⇒ θ ` Rβ (3.22)

where θ ∈ Θβ and θ1 ∈ Θβ.1, θ2 ∈ Θβ.2, . . . θn ∈ Θβ.n

In recursively decomposed systems, establishing these rules at every level helps pre-

cisely assure that the system meets the user’s needs.

3.3 Discussion

The proposed approach to structuring requirements based on the systems’ architecture

is a shift from the view of requirements suggested by the existing models. When the

requirements are organized/conceptualized based on this model, the top-level require-

ments (or overall needs) would be at the highest level of the hierarchy; at the next level,

the components that collaboratively satisfy those requirements, namely, the system to-

be-developed and the part of the environment that is necessary to satisfy those user

needs would be structured as interacting (child) components. The further decomposi-

tion of the system-to-be-developed would be organized in subsequent levels.

The organization scheme in which the top-level requirements at the parent level and

the environment-system as collaborating child components, as shown in Figure 3.4, is a

significant change in perspective when compared to other models. This proposed view
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Figure 3.4: Top level in the hierarchy

highlights that the environment and system have an intertwined relationship in satis-

fying the requirements. Though existing models discuss the collaborative satisfaction

by the system and environment, they either rely on humans to abstractly define “what

is present” verses “what needs to be developed”, or use the grammatical moods (in-

dicative and optative) of expressing the descriptions as a basis to distinguish them [46].

However, in complex, middle-out developments where the description of several parts

at several levels of abstraction are often present, this distinction become challenging.

Whereas this proposed way of structuring provides a natural platform for engineers to

distinguish requirements of each component and handle them appropriately at every

level of system abstraction.

Further, the uniform component-oriented approach serves as a guidance to progres-

sively refine requirements. Though similar guidance for scoping requirements artifacts

is discussed in the models such as the Four Variable model, they naturally relate only

to artifacts specified at higher-levels of system detail; whereas, when discussing systems

and their components with complex, hierarchical architectures, explicit accounting of

the intertwined relationship between requirements-architecture becomes inevitable.
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Comparing Models

The WRSPM and Four Variable models are undoubtedly forerunners in discussing the

requirements of complex systems in an abstract yet formal manner. In this section,

we compare and contrast our model with these two related models. While a one-to-

one correspondence to these models may not be obvious due to some differences in their

conceptual views and formal definitions, it is not difficult to establish that these existing

models are specific instances of the hierarchical requirements reference model.

Fundamentally, the Four Variable and WRSPM model are based on a flat, fixed

architecture (i.e., separation among components) and shared variables between them,

whereas our model defines a hierarchical, flexible way of defining components and their

architecture. Another difference is the way the artifacts are defined as relations or

predicates among phenomenon/variables in the other models whereas we define them

as runs. Further, the notion of time is either abstracted away or not adequately handled

in the existing models [34]. On the other hand, we have defined runs that inherently

includes time and captured unique properties such as acceptability and sustainable

consistency. In the following discussion, we elaborate these points.

Four Variable Model vs Hierarchical Model

Recollecting from Chapter 2, the Four Variable model defines four distinct collections of

variables: m for monitored values, c for controlled values, i for input to the controller,

and o for output from the controller. There are also five predicates formally repre-

senting the necessary documentation: NAT (m, c) describing nature without making

any assumptions about the system, REQ(m, c) describing the desired system behav-

ior, IN(m, i) relating the monitored real-world values to their corresponding internal

representation, OUT (o, c) relating the software-generated outputs to external system-

controlled values, and SOF (i, o) relating program inputs to program outputs.
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Figure 3.5: Four Variable Model in terms of Hierarchical Model

Recasting this model in terms of our reference model, each of REQ, NAT , IN ,

OUT and SOF becomes a component with a unique set of quantities, as shown in

Figure 3.5, and an architecture that connects them. Since, we are moving from a flat

to an hierarchical pattern when establishing the architecture, one would define REQ at

the highest level whereas NAT , IN , SOF and OUT would be defined as interacting

components such that they (together) satisfy the higher level REQ.

Let us discuss now the consequences of this recasting. As mentioned earlier, struc-

turing REQ at a higher level in the hierarchy than NAT is a shift from the the tra-

ditional view of both at the same level of detail. While one could argue that the

traditional view supports the idea that requirements are specified in terms of the envi-

ronment quantities, this new view does it even more pragmatically. As discussed in the

Twin Peaks model, engineers progressively traverse between “what is already available”

(NAT ) and “what can be developed in practice” (IN − SOF − OUT ) to determine

what can be practically be achieved (REQ). Hence, it is difficult to define requirements

purely in terms of existing quantities in the environment; in fact, several behaviors that

one desires as requirements may not even exist in the current environment and only

get introduced as we explore a solution. Hence, it is straightforward to conceptualize
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NAT − IN − SOF −OUT as interacting components to meet REQ. While the tradi-

tional recommendation to express requirements in-terms of the environment quantities

holds wells in this model since the architecture allows the quantities between NAT and

REQ to be mapped, this model brings to light that appropriate environment quantities

are discovered and evolved as one explores the Twin Peaks.

Beyond the conceptual structure, there are three major proof obligations defined in

the Four Variable model. The first set of properties are called feasibility and requires:

∀m · (∃c ·NAT (m, c))⇒ (∃i · IN(m, i))

∀m · (∃c ·NAT (m, c))⇒ (∃c ·REQ(m, c))

The former obligation requires that IN must handle all possible values of monitored

quantities under NAT . The latter property requires that for every value of the input

quantity that occurs in the environment, if there is an environmental behavior, then

there should be at-least one behavior defined in the requirement.

These obligations are consequences of the consistency properties and architecture

definition in our model. While the Four Variable model defines REQ,NAT, IN, SOF

and OUT as relations expressed over quantities, our reference model considers them as

runs. Formally, runs are nothing but interpretations that meet the constraints of the

relations. Hence, in terms of our reference model, the obligations of NAT and IN can

be defined using the architectural mapping and consistency properties as follows:

cNAT = mIN

∀ θTm
NAT
∈ Θm

NAT
· ∃ θTc

NAT
∈ Θc

NAT
· (θTm

NAT
./ θTc

NAT
) |∼ NAT

∀ θTm
IN
∈ Θm

IN
· ∃ θTc

IN
∈ Θc

IN
· (θTm

IN
./ θTc

IN
) |∼ IN
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These together establish that for every value of NAT ’s monitored quantity there is

at least one behavior described in NAT , at every instant in time the value produced

at NAT is mapped to monitored quantities of IN and for every value of monitored

quantity of IN there is at-least one acceptable behavior described in IN .

The latter feasibility property of the Four Variable model relates REQ and NAT .

REQ in our model is at the highest level and hence will have behaviors described in-

terms of controlled quantities. Hence, this obligation simplifies to

∃ θTc
REQ
∈ Θc

REQ
· (θTc

REQ
) |∼ REQ

cREQ = cNAT ∪ cOUT

The above properties together establish that for every desired behavior described in

REQ is also a behavior of NAT (cOUT = mNAT ). Hence, the two feasibility obligations

specified in the Four Variable model can also be established in our model.

The third obligation of the Four Variable model is the acceptability obligation,

∀m, i, o, c ·NAT (m, c) ∧ IN(m, i) ∧ SOF (i, o) ∧OUT (o, c)⇒ REQ(m, c)

This is exactly the hierarchical satisfaction property of our reference model (3.22),

except that the above uses a relational formulation whereas we use runs. In other words,

the satisfaction obligation per our formulation:

∀ θ1, θ2, θ3, θ4, θ · (θ1 ` NAT ) ∧ (θ2 ` IN) ∧ (θ3 ` SOF ) ∧ (θ4 ` OUT ) ∧ A ⇒ θ ` REQ

where θ ∈ ΘREQ, θ1 ∈ ΘNAT , θ2 ∈ ΘIN , θ3 ∈ ΘSOF , θ4 ∈ ΘOUT
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The benefit of interpreting requirements as runs in our reference model inherently

includes the notion of time and reason about unique properties involving it. Though

the Four Variable model briefly mentions that the values of variables are functions

of time, the challenges with interpreting the relations/predicates with the notion of

time have not been discussed. For instance, one would not be able to reason about

properties involving time such as acceptability and clairvoyance using the Four Variable

model’s formulation. Further, the model is not equipped to define complex, hierarchical

architectures and the resulting system behaviors. This makes it practically challenging

to understand the modern, complex systems in practice. On the contrary, our model

inherently includes time in the definitions that has led to defining a unique properties

that can not be defined in terms of the other models.

WRSPM Model vs Hierarchical Model

Recollect from Chapter 2, that the WRSPM model is based on the widely accepted

separation between the system and its environment, a number of key artifacts which

pertain to the two, and a vocabulary, which is used to describe the environment, the

system and their interface. The key artifacts are: the domain knowledge, W , is what we

know about the World (aka environment); the requirement, R, is what the customer re-

quires of a system working within the environment; The specification, S, is a description

of the system, which can be used for its implementation; The program, P , is the system

implementation; and, the programming platform, M , is the machine within which the

program runs.

In terms of our reference model, one can define a component for each of W,R, S, P

and M with a unique set of quantities for each and establishing the variable sharing

using the architecture definition as illustrated in Figure 3.6. While establishing the

architecture, R is defined at the highest level, W and S as interacting components at
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Figure 3.6: WRSPM Model in terms of Hierarchical Model

the next level, and P and M as interacting set of component decomposed from S at

the subsequent level. This way, the architectural structure/separation defined in the

WRSPM model can be defined in our reference model. On the contrary, there is no pro-

vision in the WRSPM model to capture any other complex interaction, decomposition

or hierarchical architectural pattern.

The WRSPM model also defines formal obligations similar to the Four Variable

model. However, a major difference is lack of notion of time in this model. While we

defer to the implications of abstracting away time to later in this chapter, let us compare

the formulations by conceptualizing the time (T ) for every component is 1. The first

property defined in the WRSPM model is called consistency of the domain knowledge:

∃e, s ·W

Intuitively, this property states that the (description of the) the World exists and is

consistent. Comparing this formulation with our consistency property formulation (3)

for the W component, our formulation is stronger. Our consistency formulation requires

the description of W to be consistent for all possible valuation of its monitored quantities



48

(i.e., controlled quantities of S); the same applies to the S component. While this might

superficially appear as a stronger condition, this brings to light the Twin Peaks between

the description of World and the Machine. In other words, we require that the machine

description accounts for all the possible values of quantities it monitors from the World,

as well as that the World description accounts for all the possible values of quantities the

machine produces and posed to the World. For the R component at the top-most level

in our hierarchy, this consistency formulation is simplified to an existential quantifier

similar to WRSPM’s consistency formulation.

The second obligation defined in WRSPM is Adequacy :

∀e, s ·W ∧ S ⇒ R

This embodies the proof obligation that one is specifying the right system, i.e.,

one that satisfies the requirements. Similar to the Four Variable model’s acceptability

property, the WRSPM’s adequacy property naturally corresponds to the hierarchical

satisfaction property of our reference model defined in 3.22.

The last obligation defined in the WRSPM model is Relative consistency:

∀ev · (∃eh, s ·W )⇒ (∃s · S) ∧ ∀s · (S ⇒ ∃eh ·W )

This is a unique, significant contribution of this model that merits some discussion.

Intuitively this property establishes that S (description of desired machine behaviors)

must account for all possible World phenomenon that can be “monitored” by the ma-

chine and such machine behaviors are all consistent with W (description of the World).

This last condition has profound implications on the nature of the relationship between

the World and the Machine. It is meant to establish that the machine’s behavior is

complete and consistent with respect to the World.
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The consistency property formulation defined in our reference model is influenced

by this property. While we include all values of monitored quantities in the quan-

tification in the consistency formulation (Definition 3), we do not include the World

component (such as W ). This is intentional since it is almost always the case that there

is co-evolution of the world and the machine in complex, middle-out developments.

Hence, one would not be able to fix a world definition when refining the machine spec-

ification. Rather, one has to define a machine given the possible inputs it can receive

from its World, as well as impose additional constraints or expectations to the World

to accommodate the new machine such that they cooperatively meet the overall goal

(hierarchical satisfaction). Hence, our consistency formulation for W and S together

achieve the purpose of relative consistency.

cW = mS ; cS = mW

∀ θTm
S
∈ Θm

S
· ∃ θTc

S
∈ Θc

S
· (θTm

S
./ θTc

S
) |∼ S

∀ θTm
W
∈ Θm

W
· ∃ θTc

W
∈ Θc

W
· (θTm

W
./ θTc

W
) |∼W

Overall, the two existing models are both conceptually and formally specific in-

stances of the hierarchical model. Beyond the properties discussed in both models,

the significant contributions of our reference model are the two properties—sustainable

consistency and decomposition realizability. Establishing the sustainable consistency

property helps identify inconsistencies due to the way time is handled in requirements,

such as the problem of accidentally requiring clairvoyance. Establishing the decom-

position realizability property helps ensure architecture induced inconsistencies do not

occur when decomposing systems. As engineers hierarchically decompose systems and

progressively define requirements, establishing these properties at each level helps en-

sure the correctness of the decomposition and the requirements early in the development
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phase. We believe that our way of interpreting requirements as runs and hierarchically

intertwining architecture with requirements has allowed us to elegantly formulate these

properties.

3.4 Summary

In sum, this hierarchical requirements reference model provides a framework to struc-

ture requirements along the architectural lines of the system. While several funda-

mental concepts and properties in this model are influenced by the existing references

models and approaches such as KAOS [91], SPEEDS [20] and other contract-based ap-

proaches [13, 95] in addition to the Four Variable and WRSPM models, those concepts

are in our hierarchical model generalized in a way that allows engineers to use this

model as a reference to deal with system requirements at any level of abstraction with

any complexity. In fact, one can envision existing models as instances of the hierarchical

requirements reference model with specific decomposition schemes and use the proper-

ties defined in this model as guidance to systematically approach the Twin Peaks. In

later chapters, we describe how the rules and concepts defined in this model help guide

requirements analysis of a complex system as well as influence defining novel techniques

to analyze requirements in practice.



Chapter 4

Case Study

The only time you can really find the best problem definition is

after you found the solution. - De Bono [14]

In this dissertation1, we use a generic infusion pump system as an illustrative exam-

ple. The choice of an infusion pump for our research was motivated by the collaborative

effort by the system engineering community and the U.S. Food and Drug Administra-

tion’s (FDA) initiative [25] to explore the root cause of various system and software

errors that lead to catastrophic incidents and safety recalls of the pumps [26]. The goal

of that effort was to provide guidance to device manufacturers to improve the safety

of these devices. One of the areas explored to demonstrate the safety of an infusion

pump developed is proving that the device satisfies a set of requirements that were

defined to mitigate the hazards [37, 53]. Our aim is to contribute to this initiative by

providing an archetype of requirements engineering artifacts for a generic infusion pump

and demonstrate with the help of novel guidance/approaches that a device that satisfies

those requirements is safe. Such exemplar artifacts, we believe, shall serve as a reference

for researchers, practitioners, and authorities who develop and certify such systems.

1Much of the contents of this chapter appears in an earlier published work by the author ([71, 72]).
It is reproduced here in compliance with any existing agreements and applicable law.

51



52

Further, the generic infusion pump serves as a suitable, non-trivial case example to

investigate and illustrate our research goals. Typically, commercial infusion pump sys-

tems are developed by iteratively composing COTS products, integrating with existing

sub-systems, reusing components used in previous pump models, and newly developed

components. Consequently, middle-out composition and hierarchical requirements flow-

down is inherent in their development. That said, an infusion pump serves as an apt case

example to illustrate the practicality of our reference model to engineer requirements.

4.1 Infusion Pump Overview

Infusion pumps are medical cyber-physical systems used for controlled delivery of liquid

drugs into a patient’s body according to a physician’s prescription, a set of instructions

that governs the plan of care for that individual. These pumps may be classified into

various kinds depending on their features, construction, and usage. Patient-controlled

analgesia (PCA) pumps are generally equipped with a feature that allows patients to

self-administer a controlled amount of drug, typically a pain medication.

These pumps typically provide multiple modes of drug delivery. In basal mode,

the drug is delivered at a constant (and usually low) rate for an extended period of

time. In a bolus mode, the drug is delivered at a higher rate for a short duration of

time to address some immediate need or to increase the drug delivery according to some

therapy regimen. There may be multiple bolus modes. In clinician bolus mode, the drug

is delivered at an elevated rate in response to a clinician’s request. For example, the

clinician may prescribe an elevated rate of infusion for a period of time at the beginning

of infusion therapy. Further, in a PCA system, a patient bolus mode may be activated to

deliver additional drug in response to a patient’s request for more medication, typically

to alleviate acute pain.
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4.1.1 Generic Patient Controlled Analgesic (GPCA) Pump

Figure 4.1 shows an external intravenous Generic Patient Controlled Analgesia (GPCA)

device in a typical usage environment, a hospital or a clinic. We refer to the device along

with its environment as infusion system and the device in isolation as GPCA system.

In an infusion system, the clinician operates the GPCA device, programs the prescrip-

tion information, loads the drug, connects the device with the patient, and responds to

exceptional conditions that occur during the therapy. The patient receives the medi-

cation from the device through an intravenous needle. The patient can self administer

prescribed amounts of additional drug by requesting a bolus, a request usually done by

pressing a bolus request button accessible at the patient’s bed. The hospital pharmacy

database is a repository that stores manufacturer provided drug information such as

ranges of values for various drug parameters that are safe for infusion therapy.

Figure 4.1: Generic Patient Controlled Analgesic Infusion Pump

The GPCA system has an interface to this repository for accessing this drug data

that it used for verifying various infusion parameter values against the drug specific
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data from the repository to ensure that the programmed therapy regimen is within

safe limits. The GPCA system has three primary functions (1) deliver the drug based

on the prescribed schedule and patient requests, (2) prevent hazards that may arise

during its usage, and (3) monitor and notify the clinician of any exceptional conditions

encountered.

4.1.2 Integrated Clinical Environment

To understand the decomposition and flow-down of requirements in the development of

an infusion pump, we considered a closed loop clinical medical environment in which

GPCA is networked with other devices. Several medical studies have revealed that one

of the reasons for hazards posed by infusion pumps is their isolated operation without

knowledge of the patients’ health and other safety mechanisms [6]. For instance, opioid

medications have the potential to can cause respiratory failure in patients in certain

scenarios depending upon their medical condition [78]. While a properly programmed

PCA system should ideally avoid overdoses because it is programmed with upper limits

on doses it should deliver, several overdose hazards with PCA have been reported in

clinical practice [76]. Hence, to enhance patient safety, infusion pumps are being in-

creasingly considered to communicate with other devices that monitor patient vitals and

automatically control the amount of drug delivered to patients. The clinical scenarios

provided a high-level context and scope to define safety requirements of the system and

the inter-operating devices.

We considered a networked medical system that continuously monitor patients for

deteriorating respiratory functions and automatically stop drug infusion if needed, as

shown in Figure 4.2. The overall system architecture has a GPCA pump that delivered

drug to the patient based on a prescription that is programmed by the caregiver, a

pulse oximeter device that receives physiological signals from a clip on the patient’s
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Figure 4.2: GPCA in Closed Loop System

finger and processes them to calculate heart rate and measure of blood oxygenation

(SpO2), a safety interlock that interrupts GPCA’s infusion and alerts the caregiver if

the SpO2 is greater than a certain threshold.

4.1.3 Prior Research and Infusion Pump Artifacts

The FDA had evaluated a broad spectrum of infusion pumps across manufacturers and

has encountered problems with device software, human factors, reliability and man-

ufacturing. Based on the evaluation, FDA concluded that many adverse events may

be avoided by improving the design verification and validation processes for these de-

vices [24]. To that end, several investigators around the world, in parallel, explored

various aspects of the improving the safety of infusion pumps focusing on its soft-

ware [22, 52], user-interface [59], assurance [1] etc. In fact, researchers at the FDA

launched a Generic Infusion Pump (GIP) project to help address safety problems asso-

ciated with infusion pump software. They released artifacts such as preliminary hazard

analysis, safety requirements, and reference behavioral model of a generic infusion pump
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to the public [47]. However, to the best of our knowledge, none of these research ex-

plores the challenges related to hierarchically specifying and verifying the requirements

of infusion pumps that are developed in a middle-out way in practice.

4.2 Requirements Engineering Challenges with the GPCA

Our interest with the GPCA is to explore its requirements and identify the related chal-

lenges. The existing, publicly available requirements documents for the GPCA system

did not meet our standards of completeness, consistency, and rigor needed to serve as a

basis to show that the GPCA is safe. Hence, we focused our efforts to define a suitable

set of requirements for the GPCA. Initially, given the available information about the

GPCA, we anticipated that this effort would be straight forward and completed in short

order. During the process, however, we faced unanticipated challenges that we believe

are not limited to the GPCA but also to a wide variety of systems in the safety critical

domain. In particular, we faced the following challenges:

Scoping Challenge

In the GPCA project, precisely scoping the system and its environment was far more

challenging than we first anticipated. This is partly because the existing documents that

stated requirements over the GPCA system had requirements expressed over multiple

scopes and there was little guidance to determine which scope would be appropriate.

Providing a consistent scope for the requirements is essential to maintain intellectual

control of the the development and assurance efforts. We do not want our efforts to get

bogged down in implementation details, such as how to operate a particular pump, too

early during development. On the other hand, we do not want the scope of the system

to grow as development progresses. For example, consider the following statements from

an existing requirements document:
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“An air-in-line alarm shall be triggered if air bubbles larger than 5 ml

are infused into the patient.”

“When the option to suspend the pump is selected, the current pump

stroke shall be completed prior to suspending the pump.”

The above statements are clearly requirements about the GPCA system expressed over

different scopes. While the former concerns the entire infusion system interacting di-

rectly with the patient, disregarding the internal components of the system, the latter is

about a specific component (the physical pump) within the GPCA system in response

to an user event. These two statements that express constraints over two very different

scopes being a part of the same requirements document causes ambiguity in what needs

to be developed. In the GPCA project, these tasks turned out to be quite complicated

and time consuming, indicating a strong need for additional methodological support.

While the existing reference models discuss scoping of requirements by delineating

the system from its environment and identifying the interface, they do not provide

guidance for determining an interface for middle-out and hierarchical construction where

components at multiple levels of system detail exists. In the GPCA, we considered

several (sub) components to exist and hence there was a need to recursively decompose

the system and flow-down requirements that was very challenging without some sort of

conceptual guidance.

Traversing the Twin Peaks

As we recursively decomposed the GPCA to delineate the existing components from

those needs to be developed, we found that requirements flown-down from a compo-

nent to its sub-components was tightly co-related to that component’s decomposition

or architecture. Any changes to the architecture had a major influence on the require-

ments. For instance, when we decided to define a new sub-component of the software
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that would book-keep the parameters, we had to redefine the requirements of a bunch

of other sub-components that needed those parameters. Given that few components

and its requirements pre-exists in the GPCA, we had to meticulously determine the

architectural connections and requirements allocation to the other components.

Further, as we progressively decomposed the GPCA while accounting for existing

components, we had to carefully flow-up the limitations and constraints of those com-

ponents. For instance, when a specific sensor was chosen to meet the high reliability

requirement of the GPCA, we had to alter the overall voltage and power requirement of

the GPCA to accommodate that sensor’s higher power consumption. Similarly, we had

to appropriately alter a sub-component’s requirement of the software, that calculates

the battery dissipation rate of the GPCA and notifies the caregiver if the remaining

charge is lower than a certain threshold. Hence, we found that requirements had to

systematically flown-up, down and across as the GPCA was decomposed. We believe

that without some sort of guidance meticulously performing this iterative, intertwined

requirements-architecture refinement was intellectually challenging.

Hierarchical Verification of Requirements

To ensure if requirements of the GPCA and its components were specified correctly and

if they collectively meet the overall requirements was a challenge due to the abstraction

induced differences among requirements at each level of the GPCA’s decomposition

hierarchy and the unique concerns addressed by those requirements. As we decomposed

the GPCA hierarchically, we found that at different levels of the system hierarchy, the

requirements had to account for unique concerns. For instance, the continuous timing

concerns had to be accounted when specifying requirements for the clinical scenario; the

probabilistic behavior of the physical components had to be accounted when specifying
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requirements of the GPCA’s components; the requirements of the software and its sub-

components had to take into account its discrete-time behavior. Also, with progressive

levels of system abstraction (detail), the requirements had also had to be appropriately

refined. Hence, to reason about the requirements we had to reconcile the abstraction

induced differences between the layers and verify the requirements. Unfortunately, none

of the existing RE guidance or approaches helped seamlessly reason about requirements

that are flown-down in complex, hierarchical system architectures.

Tracing Requirements

As we recursively decomposed requirements of the GPCA, it was not easy to keep track

of how the requirements were flow-down to multiple levels of system detail, requirements

traceability. Nevertheless, Such traceability is crucial to understand how the require-

ments are met by the system and ensure if the requirements were adequately specified.

In the GPCA, In addition to the need for hierarchical traces between requirements, we

also found that such traceability is not limited to the requirements at each level but also

the architectural detail at each level that is necessary for its realization. In fact, given the

existing GPCA artifacts with collection of requirements statements relating to multiple

levels of system, the need to systematically record traceability was inevitable. Unfortu-

nately, without a fundamental guidance to relate the requirements-architecture in the

RE literature or discussion about assessing requirements for correctness and complete-

ness embracing the architecture, it was challenging to rigorously perform traceability or

evaluate the quality of the requirements.

In the following chapters, we discuss how we address the aforementioned challenges

using our reference model as a guide.



Chapter 5

Requirements Scoping and

Flow-down
In theory there is no difference between theory and practice. In

practice, there is. – Yogi Berra

Although requirements engineering is a relatively mature discipline which has im-

proved over decades of research and best practices, it still remains as one of the most

challenging phases of development. As discussed in the previous chapter, in modern

hierarchic, middle-out systems such as GPCA where several levels of detail at which

requirements needs to be captured, distributed and analyzed, the challenges are exac-

erbated. To cope with such challenges, the proposed reference model serves as a helpful

frame of reference for engineers.

To co-evolve the requirements and architecture of GPCA, we use a model-based

approach. In this chapter1, as we outline the reference-model guided requirements engi-

neering approach of the GPCA, we also describe our experiences, challenges, and lessons

learned in the process of specifying and analyzing the requirements and architecture.

1Much of the contents of this chapter appears in an earlier published work by the author ([71, 70,
68, 40]). It is reproduced here in compliance with any existing agreements and applicable law.
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The purpose of the research described in this chapter is not to prescribe any specific

approach or methodology for describing the type of systems that we are concerned

with; instead, we aim to bring to light some of the essential elements and generic

strategies that engineers may encounter and consider when dealing with complex system

requirements. The choice of approaches that we used for the GPCA entirely depended

on the domain and the nature of analysis we intended to demonstrate and contribute

to the community. We believe that the development artifacts and techniques presented

could serve as a generic reference to be used by researchers, practitioners, and authorities

while developing and evaluating complex systems. In the remainder of the chapter, we

begin our discussion explaining the role of models in requirements engineering and then

discuss our approach to reference model guided requirements engineering of GPCA.

5.1 Model-based Approach to Requirements Engineering

Models have proved useful during requirements elicitation [99], analysis and valida-

tion [88], as well as verification [62] of complex safety related control systems. Hence,

we choose a model based approach to requirements engineering of the GPCA since it

allows the unambiguous capture of requirements, architecture, and design detail, and

enables the extensive use of tools and automation. This allows for greatly reduced man-

ual effort while maintaining or improving the capability of fault finding and enhancing

quality of the system [64, 65].

To ascertain that a system is safe and effective, it is imperative to precisely specify

its requirements. In practice, however, the requirement are rarely (if ever) well known

at the onset of a project. Instead, the initial set of requirements form a basis for a

proposed solution (an initial systems architecture or design). In our case, we advocate

modeling to evaluate design alternatives and explore the desired system. In effect, the

models are proposed solutions to the problem at hand (the requirements); the models
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Figure 5.1: Model-based Requirements Approach

are early prototypes of a proposed system that help visualize and analyze the problem

as well as the proposed solution.

Models and requirements exist in a symbiotic relationship; through iterative evo-

lution they contribute to each other’s improvement. While constructing models of a

system—by exploring the solution domain—an engineer adds architectural and design

detail not specifically stated in requirements, architectural and design information that

helps clarify existing requirement as well as discover missing ones [39, 97]. Similarly, as

requirements are modified and added, the models evolve to accommodate the new con-

straints. Throughout the process, while modeling, one may find that the design cannot

meet the system-level requirements (for example, the requirements may be unrealizable

or there is no cost effective solution). This may lead to the imposition of constraints

on the system’s operational environment or a renegotiation of the system-level require-

ments. Nuseibeh identified this virtuous cycle as the Twin Peaks model [77]. If the

modeling notation is formal, various verification techniques can be used to determine

if formalized requirements (i.e.,, desirable model properties) are satisfied in the model;
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a failed verification (the model does not meet the requirements) points to a problem

that must be addressed through a modified model, modified requirements, or a further

constrained operating environment. Miller et al. first advocated such a process in the

context of developing critical avionics systems [64].

In addition to the advantages during the early development phases, a formal model-

based approach can be leveraged throughout the life-cycle. Using commercial tools, the

models and requirements can be used for code generation, test case generation, and used

as oracles during testing. Hence, using a model based requirements analysis approach

helped us by providing an insight into the solution domain of the GPCA (model) and

capture precise requirements. In the following sections we will discuss the various steps

in the process and share the experiences we gained.

5.2 Hierarchical Scoping

Providing a well defined scope for the requirements is essential to maintain intellectual

control of the the development efforts. For example, for the GPCA system, if we write

requirements in terms of the prescribed dosage of a drug, we can postpone discussion

of entry errors (the clinician entering the prescribed dosage into the pump is part of

our system). On the other hand, from a development perspective, it is most likely

preferable to write infusion pump requirements in terms of the dosage entered at the

pump interface; the clinician is not part of the pump system and entry errors are part

of its environment. Thus, the choice of scope does not only have implications for our

development efforts (what is “inside” our system and what is “outside” our system),

but also has profound implications for the way the system is assured for safety.

Given that GPCA is a compositional system with components ranging over multiple

levels of abstraction, it is even more crucial to demarcate the the boundaries between the

environment, the system, and its components before we attempt to specify requirements.
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To that end, our hierarchical model served as a frame of reference to help think

of the overall GPCA as a hierarchically composition of components, each with distinct

monitored and controlled quantities. The need to establish the architecture per the

reference model in a hierarchical manner helped precisely determine the scope of each

component. Consequently, we were able to explore and express requirements of each

component in terms of its quantities in a hierarchic manner. As we explore require-

ments, to adapt to the limitations of the component, we may readjust the architecture.

Hence, for the GPCA, we defined the architecture and requirements in a progressively

increasingly level of detail in an alternating manner.

To assist with visualizing and capturing the architecture and the scoping the GPCA

system, we relied on architectural modeling.

5.2.1 Architecture Modeling

An architectural model captures how a system is decomposed into a set of interacting

subsystems. Engineers use this modeling approach to envision the structure and scope

of the system, understand the trade-offs and help focus on the interfaces along with their

interactions while abstracting away minute implementation details of each component.

In the GPCA project, we used architectural models to define the components such

as the sensors, software, etc and their interaction, as shown in Figure 5.2. As we

iteratively decomposed each component, we used the architecture model to capture the

elaboration into a set of interacting sub-components. For instance, since our interest was

exploring the GPCA software component, we defined the software architecture as show

in Figure 5.3. We modeled the architecture in the Architecture Analysis and Description

Language Notation (AADL) [83] using a tool called OSATE [79]. Our choice of this

notation and tool is motivated by their capability to capture hierarchical architecture

and rigorously perform most of the analyses specified by our reference model.
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Figure 5.2: GPCA System-level Architecture View

Figure 5.3: GPCA Software Architecture View

AADL: It is a textual language that can be expressed graphically and is accompanied

by a UML profile. AADL includes constructs that describe both software and hardware

components, as well as mapping software components to physical resources and the

devices with which they communicate. It allows for specification of interfaces for flow of

control and data. The basic building block of this notation is a component, defined by
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its category (hardware, software, or composite), type (how the component interacts with

the outside world), and its implementation (an instance of the component type). Note

that there can be many instances of one component type. For example, highly available

systems often have redundant computing resources to support fail-over; these can be

represented as instances of a single component type. Our current GPCA example does

not have redundant processing elements, but these may be added later. As an added

benefit, AADL is supported by a growing number of tools, including tools that support

editing and import/export of AADL models, as well as tools that allow one to analyze

different aspects of the model—correctness of the connections, component resource usage

within limits, etc.

While the choices we made for each component’s interfaces may be subject to de-

bate [31], in our work we do not attempt to suggest an optimal scope. We would like,

however, to emphasize that whatever scope boundary is chosen, it must be well defined

so that the requirements can be stated consistently. In fact, the scope chosen for the

GPCA was influenced by the architecture of common medical devices.

5.2.2 Requirements Allocation and Adjustment

As we captured the architecture of the system, we specified (or allocated) requirements

to each component in terms of the quantities of that component per our hierarchical

model. During this process, when we considered readily available components, such as

a specific pump hardware, we had to adjust the quantities and requirements of its peer

components in the decomposition to accommodate that pump component’s quantities

and requirements. Also, the limitation of the sensor—such as its tolerance—triggered

us to alter the tolerance of the overall GPCA system. By using the hierarchical re-

quirements reference model as guidance, we were able to traverse the “Twin Peaks”

systematically.
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The model also helped ensure that the requirements were allocated to the appro-

priate component, a major source of ambiguity and confusion in large, complex system

requirements. For instance, one of the requirements that was inherited from an existing

GPCA system-level requirements document specified that:

“When the option to suspend the pump is selected, the current pump

stroke shall be completed prior to suspending the pump”.

When we decided to scope the GPCA system requirements at the level of nurse-

patient-GPCA interaction, it became clear that this requirement does not belong at

the system level, but rather concerns pump hardware. By systematically traversing

through the architecture, we were able to identify that the requirement belongs to

the pump hardware component. At the end of this exercise, the requirements of each

component were expressed only in terms of the monitored and controlled quantities of

each component, that is, the requirements were expressed at the appropriate level in the

systems hierarchy and over a well defined component; this greatly improved the clarity

of the requirements.

Further, as we defined the requirements, the properties specified in our reference

model helped identify several issues. For example, the consistency property helped

identify conflicts between two requirements of one of the software components (called

the Infusion Manager):

The software shall not command any drug when there is an active alarm

The software shall command a flow at a certain rate when the system is

in basal mode.

When we tried to establish the consistency property, we were able to identify that the

requirements conflict when the alarm and the basal mode were simultaneously active.
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This helped us resolve the conflict by refining those requirements. While we used a

formal tool to identify this conflict (that we elaborate in the next section), it can be

identified through systematic, informal means as well.

5.3 Facets of Multi-level Requirements Flow-down

From the rough sketches of requirements to a properly expressed, consistent, relatively

complete and well-structured requirements document, engineers take a long way to go

in order to capture all relevant aspects or facets in the requirements. At each level of

system abstraction, there are varying concerns that engineers focus while specifying the

requirements. Such varying concerns induce the need to use a variety of models and

requirement notations. In fact, such variations help effectively discover requirements.

In the following sections, we describe our experiences and challenges in progressively

flowing down the requirements of the GPCA to each of its components in its architecture.

While the challenges and approaches we took is specific to the GPCA, we believe that

the experience in broadly applicable to the domain and our approaches will act as a

catalyst for similar explorations.

5.3.1 Continuous Domain requirements

At higher levels of abstraction. Understanding the interaction patterns between the

system and its environment as well as between the various hardware and software com-

ponents within the system is crucial. The behavior of both the hardware components

as well as the environment is continuous and continual in nature. Frequently, we found

that the requirements for a system were focusing on the ordering of events in the system

(as is done with various temporal logic) and the real-time constraints on these events.

That information, however, is not sufficient to capture the continuous and continual

nature of the system. For example, the rate of change of a controlled variable, the
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time it takes for a controlled variable to settle sufficiently close to a set-point, and the

cumulative errors built up over time may be of critical importance, concepts that we

found were not stated explicitly as requirements.

For example, let us consider a safety requirement of the GPCA,

“An over-infusion alarm shall be triggered if the flow rate of the drug in

the infusion tubing is greater than X% of the prescribed flow rate for more

than Y minutes”

This requirement concerns the response to a flow rate of drug exceeding the prescribed

value. Nevertheless, a closer examination of the problem reveals some ambiguity: Is it

acceptable for the flow rate to exceed the threshold for Y consecutive minutes or does

the time accumulate over the full infusion interval? Similarly, what is the cumulative

effect of excess drug flow? For example, if the flow periodically exceeds X% for Y − 1

consecutive minutes and then comes back to normal for a short period of time, there is a

possibility of over-infusion due the rate at which the drug is infused as well as the overall

volume infused into the patient within a certain interval of time. We found behavioral

modeling in the physical domain particularly useful in the elicitation, discovery, and

refinement of such requirements.

Control System Modeling of GPCA

To understand the control behavior of the system in the continuous domain, we devel-

oped control system models – traditionally used to evaluate various control strategies,

tune the controllers, etc.

For the GPCA, we developed these models using MathWorks Simulink [61] tools to

better understand the requirements needed to adequately constrain the desired system

behavior (Figure 5.4) [39]. Through these modeling efforts we had an opportunity to

explore various system responses, investigate how a proposed system might behave in
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Figure 5.4: Control System Model of the GPCA

its intended environment, and thereby identify precise requirements for the system. For

example, the over-infusion safety requirement is now refined and stated as,

“The software shall issue an over-infusion alarm if the flow rate of the

drug in the infusion tubing is greater than X% of the prescribed flow rate for

more than Y consecutive minutes or more than Z minutes cumulative during

the infusion duration.”

“The software shall issue an over-infusion alarm if the volume of drug

delivered in P consecutive minutes anytime during the infusion duration is

more than Q% of the prescribed volume to be infused in that interval.”
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Through this modeling exercise, in addition to identifying precise requirements for

the software, we were also able to identify several categories of requirements that should

be considered while capturing requirements [39].

Classes of Requirements

As mentioned above, during our iterative requirements and modeling efforts working

on the GPCA infusion pump, we realized that classes of requirements related to the

continuous and continual behavior of the system were not captured in the available doc-

umentation. These missing or inadequate requirement generally fell into six categories

closely related to the properties of the step response curves discussed in the previous

section. The classification presented in this section is not a comprehensive list, rather

to be viewed as a step towards capturing the classes of requirements that should be

present in a requirements document or their absences should be justified.

To illustrate the requirements we will be primarily using the Actual Flow Rate of

drug through the infusion hose in an infusion pumps system. Note that the requirements

examples presented in this section are simply examples of what such requirements might

look like; it is not intended to be complete and comprehensive in any way.

Accuracy

The accuracy (or precision) of the control of a physical quantity is quite obviously a

concern and is typically defined in a requirements document. In our case, the accuracy

of the flow-rate can be defined as a percentage of the flow-rate.

“The actual flow-rate (f) during normal operation shall be within ±5%

of the target flow-rate (tfr): 0.95· tfr ≤ f ≤ 1.05· tfr.”

Naturally, the accuracy can be specified as an absolute value or as a value that

decreases (as opposed to increases) with the flow-rate (the pump may be more accurate
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at higher flow-rates). Nevertheless, accuracy requirements for all controlled quantities

are needed.

Rise Time (Drop Time)

The time allowed to go from one set-point—in our case typically basal flow-rate or a

very low flow rate, such as Keep Vein Open (KVO) flow rate, to one of the bolus flow

rates—cannot be more than a certain time interval. If the rise time is unconstrained,

we may pick a solution that increases (or decreases) the quantity so slowly that it is

harmful to the patient. In our case:

“The duration between the time at which a new target flow-rate (tfr) is

commanded and the time at which the actual flow-rate (f) reaches within

±5% of the target flow rate shall be shall be less than 1.0 s.”

Requirements governing at least the maximum rise time (or drop time) are needed

in all systems controlling physical quantities. A minimum rise time may be needed in

case too rapid changes in a controlled quantity may be harmful. Such constraints on

rise time could instead, however, be handled through requirements on the rate of change

as opposed to rise time.

Rate of Change

Given a required rise-time, one can select different control approaches to reach the

new set-point within the allocated time. For example, one can initially increase the flow

rate rapidly and then taper off to smoothly capture the new target rate. Alternatively,

one could rapidly increase the rate all the way to the new target rate and accept a larger

overshoot (discussed next). Thus, in some instances (our automotive cruise control is

a prime example), requirement on the rate of change may be needed—we may need to

write requirement related to the first derivative of the controlled quantity.
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“The rate of change in the actual flow-rate (f) shall not exceed 0.5 ml/s2:

ḟ ≤ 0.5 ml/s2.”

In some systems we may even be interested in how quickly the rate of change changes.

For instance, in our cruise control system, there will be requirements governing the

rate of change in the speed (the acceleration of the vehicle—the first derivative of the

controlled variable vehicle speed). In addition, we are most likely also interested in how

quickly the acceleration changes (a concept known as jerk, the second derivative of the

vehicle speed). Jerk is a crucial aspect of passenger comfort and constraints will need

to be put on the acceptable jerk (think about how the negative acceleration when you

brake for a red light suddenly goes away when the vehicle stops—you feel the “jerk”).

Overshoot (Maximum Deviation)

The accuracy requirements on a system may be limited to its operation during normal

operating conditions. During failure conditions, alarm conditions, and during transitions

from one operational regime to another (often referred to as mode-changes), we may be

willing to accept a larger deviation from the desired value—there may be an allowed

maximum deviation (or maximum absolute quantity) that cannot be violated under any

circumstance.

“The actual flow-rate (f) shall never exceed 10% of the target flow-rate

(tfr): f ≤ tfr +10%.”

“The actual flow-rate (f) shall never exceed 10 ml/h: f ≤ 10 ml/h.”

Requirements in this category will both limit the allowable overshoot as well as put

safe limits on the various physical quantities.
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Settling Time

In the trade-off between rise time and overshoot, the system may experience some

oscillation before the controlled quantities settle within the acceptable accuracy range.

In our case, settling time turned out to be a non-issue (see Figure 4.1) since the system

dynamics of the pump and fluid flow are not conducive to oscillation. If we want to

constrain settling time, we need to fist define what “settling” means. In our case, we

define selling as being within our normal operating accuracy, that is, within ±5% of the

target flow-rate.

“The time between when a new target flow-rate (tfr) is commanded and

the time the actual flow rate (f) settles shall be less than 1.2 s.”

Determining whether or not requirements on settling time are needed must be de-

termined through modeling or previous system experience. If these requirements are

omitted, a clear justification for their omissions should be presented.

Cumulative Error

As discussed earlier, it is quite possible that there is a constant offset in the deviation

between the actual values of a controlled variable and the desired values. Thus, errors

may accumulate over time even though the system looks well behaved at any instance in

time. In the case of the GPCA infusion pump, the volume infused in the patient might—

due to infusion inaccuracy—become unsafe. Therefore, requirements on the cumulative

error (in our case, the volume infused into the patient over a specified period of time)

may be needed. If we assume that the time interval of interest in the GPC infusion

system is δ second, we could constrain the volume infused as follows:

“The actual volume infused over a time interval of δ cannot exceed the

commanded volume to be infused by more than 0.1 ml:
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t+δ∫
t

f dt ≤
t+δ∫
t

tfr dt+ 0.1 ml.”

Note here that if we want to express this requirement formally over the controlled

quantities, we will need to express it as an integral over the flow rate since we are not

directly controlling the volume of drug infused. In our work with the GPCA infusion

pump, there have been a number of—often conflicting and highly unclear—requirements

putting limits on the flow rate as well as the volume to be infused.

We advocate to identify the monitored and controlled variables at the interface

between the environment, we are attempting to control and the system, we are putting

in place to do so and express the system requirements in terms of this interface [46, 81].

Note that discovering this interface is a another Twin Peaks activity related to the

architecture of the system solution we put in place and has been discussed elsewhere [33,

7, 30, 31].

5.3.2 Mode Logic Requirements

At lower levels of system abstraction, the dynamic behaviors of systems are frequently

defined in terms of operational modes, which are frequently viewed to be mutually

exclusive sets of system behaviors [54]. The modes together with the rules defining the

transitions between them are called mode logic [48]. Derivation of precise requirements

of the mode logic is challenging due to the plurality of modes and the complexity of the

rules that govern the transitions.

In the GPCA, understanding the mode logic of the various infusion delivery types,

such as basal or bolus, was nontrivial and we again relied on modeling to illuminate and

resolve the issues.
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Finite State Machine Models

To analyze the GPCA infusion mode logic requirements and behaviors, we modeled it

as a finite state machine, using MathWorks Simulink and Stateflow [61]. A portion of

the model of the GPCA infusion mode logic is shown in Figure 5.5. In our endeavor

to model the mode logic [66], we identified requirements and modeling patterns and

requirement scenarios not apparent before the modelling efforts.

Figure 5.5: Infusion Mode Logic of GPCA

For example, a statement from one of the versions of the GPCA software’s require-

ments document reads:

“A patient bolus shall take precedence over a square bolus. At the com-

pletion of the patient bolus, the square bolus shall continue delivery.”

This requirement may be taken to mean that the patient bolus simply overrides the

programmed square bolus infusion as illustrated in Figure 5.6(a) or the square bolus is

suspended until the patient bolus is delivered and resumed thereafter as illustrated in

Figure 5.6(b). Clearly, these alternatives influence how much drug a patient can receive

over a bolus interval. Note here that both may be acceptable from a safety perspective;
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there may, however, be clinical differences making one approach more desirable than

the other. The modeling efforts help identify and resolve such trade-offs.

Figure 5.6: Mode Interaction Patterns

In addition, the modeling efforts helped identify the major operational modes and

an overall conceptual structure of the GPCA behavior. This structure was later used to

reorganize the natural language requirement to be conceptually cleaner and help under-

standability and readability. For example, in the GPCA natural language requirements

document, we organized the requirements in a hierarchical structure reflecting the model

structure of the system; the requirements of the parent level modes are also applicable

to all the child modes. For example, all requirements applicable for the Active mode are

also applicable in the Basal mode (sub-mode of Active). This organization enhanced

clarity and reduced the repetition of a requirement in multiple places within the same

document.
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5.4 Summary

Summarizing the hierarchical requirements exploration and specification effort, our ref-

erence model provided the clarity to approach requirements and architecture in a orga-

nized and structured manner. While the model provided high-level guidance to specify-

ing requirements, it does not prescribe to a specific approach, notation or expressivity

of requirements at any level of detail of the system. This is intentional, rather advan-

tageous, since depending on the issues to be analyzed in each domain, the choice of

the appropriate notation or level of detail can be chosen by the engineer. In the work

described in this chapter, we demonstrated how the reference model provides abstract

guidance, yet leaves adequate room for engineers to explore and define requirements

from any perspective or level of detail. However, based on our experience, we find that

the use models to symbiotically explore requirements and architecture was practically

useful.



Chapter 6

Hierarchical Requirements

Satisfaction
Quality is never an accident; it is always the result of intelligent

effort. – John Ruskin

When hierarchically capturing the requirements and architecture of complex sys-

tems, ensuring whether their are indeed adequate and correct at each level in the hier-

archy as well as at the overall system level is inevitable. The various properties defined in

our reference model (Chapter 3) provide a rigorous mathematical foundation to perform

such analysis. To practically establish those properties on real systems, mathematical

techniques such as formal methods provide frameworks within which one can specify

and verify systems in a systematic manner. In fact, to verify the requirements that we

have captured for the GPCA, that we described in the previous chapter, formal methods

provides a suitable means. However, when establishing those properties for large-scale

systems in practice, we found that one has to cope with engineering challenges.

In this chapter, we discuss some of the challenges that we encountered when using

mathematical techniques such as formal-methods that have been proven to be highly

rigorous the level of rigor in verifying the requirements. A fundamental challenge with

79
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most formal approaches is that do not naturally support verification of the hierarchically

intertwined requirements and architecture; rather, they conceptually treat the verifica-

tion of requirements and architectures as separate from each other. Hence, an approach

that supports scalable verification of architecture and requirements is desirable.

Further, as described in the previous chapter, as one organizes requirements and

models of complex systems into multiple abstraction layers, where each layer focus on a

different concerns, the analysis domain has to be suitable for that level of abstraction.

For instance, the analysis at higher-levels have to focus on the requirements concerning

the interactions of the system with its physical environment in non-deterministic and

continuous time-domain, whereas at lower-levels the requirements may focus on discrete,

deterministic behaviors. Hence, we need to resot to a multi-domain compositional anal-

ysis paradigm, where care must be taken to ensure that the levels of abstraction are

seamlessly and rigorously glued, results from one analysis tool can be used in another

to avoid errors due to “mismatches” in the semantics of the underlying formalisms.

In the rest of this chapter1, we describe an end-to-end scalable approach to establish

the properties (defined in the reference model) of the hierarchically intertwined require-

ments and architecture of complex systems. We use the closed loop clinical scenario of

GPCA to illustrate our approach. First, we devise strategies to independently verify the

properties of each layer of system abstraction using tools and techniques appropriate for

that layer. Next, we demonstrate an approach to soundly combine the analysis between

the layers. We highlight the key aspects of our approach for providing a semi-formal

semantic mapping to tie distinct verification paradigms and for reconciling the abstrac-

tion induced differences between the closed-loop system and the infusion pump system.

While the specifics are particular to the case example at hand, we believe the approach

is broadly applicable in similar situations for verifying complex system properties.

1Much of the contents of this chapter appears in an earlier published work by the author ([74, 72]).
It is reproduced here in compliance with any existing agreements and applicable law.
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6.1 Verification Approach Overview

Our strategy for verifying properties of systems, such as the closed-loop infusion system

whose artifacts span multiple abstraction levels is depicted in Figure 6.1. The main idea

is to use the notation and tools appropriate for each abstraction level, decompose the

single verification problem into distinct verification tasks for each level of abstraction,

and finally tie together the results in a logical fashion that is amenable to manual review.

UPPAAL on Timed 
Automata 

AGREE on AADL 
Architectural Model 

Design Verifier on 
Simulink / Stateflow 

Pulse 
Oximeter 

Safety 
Interlock 

Infusion 
pump 

Patient 

Input                 GPCA Device        Output 

Sensors 

. . . 

GPCA Software 

Alarm 
Infusion 
Manager 

Status 

Actuators 

. . . 

Safety property to be verified 

Figure 6.1: Multi-model Verification Approach
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For the stratified verification of the GPCA, we considered three different sets of

notations, tools, and techniques. At the highest level of system abstraction, that was

modeled using the timed automata, we used a tool named UPPAAL that helps estab-

lish the requirements of the overall system in the hospital environment. Next, to verify

the hierarchical architectural decomposition of the system into its components and the

components into its sub-components, we used the tool called JKind tool developed by

Collins Aerospace. At the lowest-level, where sub-components behaviors were modeled

in detail, we used the Simulink Design Verifier (SLDV) [60] to ensure if the modeled

behaviors indeed uphold the sub-component’s requirements. To logically glue the inde-

pendently verified levels of abstraction such that one can reason about the end-to-end

properties of the system, we use a combination of formal and semi-formal approaches.

In the rest of the chapter, we elaborate these approaches.

6.2 “Twin Peaks” Verification

To establish the hierarchical requirements satisfaction argument (defined in 3.22), one

needs to simultaneously consider the requirements between adjacent layers of system

abstraction and the architecture that relates them. In the previous chapter, we de-

scribed how we used AADL to describe the architecture and AGREE notation to ex-

press assume-guarantee contracts (aka requirements) at the software level of the GPCA.

To verify if the specification and model of the GPCA are correct, we use AGREE [13]

– a compositional reasoning framework based on assume-guarantee contracts. AGREE

is a plugin to the OSATE AADL tool [79] and adds support for requirements capture

and formal verification of the architectural models.
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6.2.1 AGREE

AGREE (Assume Guarantee Reasoning Environment) is a compositional reasoning

framework based on assume-guarantee reasoning developed by Collins Aerospace and

University of Minnesota. AGREE was primarily developed to validate system design by

reasoning about the flow down of requirements with respect to the architecture. The

framework is used to prove that the system requirements are established, given the ar-

chitectural structure of the system and the requirements allocated to sub-systems in the

architecture.

To understand the verification performed by AGREE, consider a toy example with

a simple architecture as shown in Figure 6.2. In this example, we would like to establish

at the system (S) level that the output signal is always less than 50, given that the

input signal is less than 10. We can prove this using the assumptions and guarantees

provided by the sub-components A, B, and C that are organized hierarchically. This

figure shows one layer of decomposition, but the idea generalizes to arbitrarily many

layers. We want to be able to compose proofs starting from the leaf components (those

whose implementation is specified outside of the architecture model) recursively through

all the layers of the architecture.

The correctness obligations established in AGREE tool are the form G(H(A) =⇒

P), which informally means that it is always the case that if assumption A has been

true from the beginning of the execution up until this instant (A is historically true),

then guarantee P is true. For the obligation in Figure 4, the goal is to prove the formula

G(H(AS) =⇒ PS) given the contracted behavior G(H(Ac) =⇒ Pc) for each component

c within the system. To prove the obligation, we establish generic verification conditions

that together are sufficient to establish the goal formula. In the example, this means

that for the system S we want to prove that Output < 50 assuming that Input < 10 and

the contracts for components A, B, and C are satisfied. For a system with n components
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Figure 6.2: Toy Architecture with Properties

there are n+ 1 verification conditions: one for each component and one for the system

as a whole. The component verification conditions establish that the assumptions of

each component are implied by the system level assumptions and the properties of its

sibling components. For this system the verification conditions generated would be:

G(H(AS) =⇒ AA)

G(H(AS ∧ PA) =⇒ AB)

G(H(AS ∧ PA ∧ PB) =⇒ AC)

G(H(AS ∧ PA ∧ PB ∧ PC) =⇒ PS)

In general, these verification conditions may be cyclic, but if there is a delay element

in the cycle we can use induction over time as in [27]. The system level verification

condition shows that the system guarantees follow from the system assumptions and the

properties of each sub-component. This is essentially an expansion of the original goal,

G(H(AS) =⇒ PS), with the additional information obtained from each component.
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AGREE and the Hierarchical Requirements Reference Model

Although the reference model and AGREE were developed independently for different

purposes, AGREE can be envisioned as an exemplar of using the Hierarchical reference

for synchronous discrete systems analysis. AGREE’s notion of hierarchical require-

ment refinement along the architectural lines supports the Hierarchical Requirements

Reference Model. Further, the architectural constraints (3.18, 3.19) and requirements

satisfaction (3.22) specified in the hierarchical requirements reference model is the un-

derlying principle for compositional verification in AADL and AGREE. AGREE is used

to verify, if for a given layer of the architecture, the contracts of the sub-components

within the architecture is sufficient to establish the system level goals of that layer. This

exactly reflects the hierarchical requirements satisfaction in the reference model.

However, the hierarchical requirements reference model is much more generic than

AGREE. AGREE was primarily designed and developed for reasoning about syn-

chronous discrete control systems, the notations for modelling and expressing require-

ments of the system have limitations, that are acceptable for the types of systems

AGREE was intended analyze. For example, properties such as unbound liveliness

of systems are not verifiable using AGREE; but AGREE can verify bounded liveness

properties (bounded over time) that are acceptable for critical systems. Similarly, the

hierarchical requirements reference model specifies the requirements to be expressed as

artifact R, but in AGREE these are specified as contracts (Assume-Guarantee pairs).

Again, for the type of systems analyzed by AGREE, this representation is adequate.

In sum, although AGREE was developed in an independent setting without referring

to the hierarchical requirements reference model, it can be envisioned as an exempli-

fication of the reference model simplified for the analysis of the synchronous discrete

control systems. In the next section, we illustrate the GCPA system and software’s

hierarchical, “Twin Peaks” verification using AGREE.
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6.2.2 GPCA Verification in AGREE

In order to illustrate AGREE’s verification of a GPCA software, consider one of its

system requirement:

When the system was in the infusing mode and if the estimated drug remain-

ing in the drug reservoir drops below the empty drug threshold (estimated-

drug-remaining < empty-drug-threshold), the GPCA software shall issue

visual-alarm and aural-alarm commands, and stop the infusion.

Based on the high level functions of the components, four out of the eight GPCA soft-

ware components were relevant for this requirement, namely TLM (Top Level Mode),

SYS STAT (System Status), ALARM (Alarm) and IM (Infusion Manager). Each of

these components have their own requirement that has been flown down to them from

their parent system level. The requirement of TLM component - responsible for sig-

naling whether the system is in an operable condition (ON) - is :

The TLM subsystem shall always issue ON whenever a START command is

received.

The SYS STAT component, is responsible for identifying the system state and com-

puting remaining reservoir volume based on the feedback from the other components.

Hence the requirements flown down to this component are:

While ON, the SYS STAT subsystem shall always output infusing=true if

the system mode input > 1.

While ON, the SYS STAT subsystem shall always output empty reservoir =

true if the estimated drug remaining in the drug reservoir < the empty drug

threshold
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Similarly, the ALARM component, that monitors exceptional conditions, is allo-

cated with the requirement:

While ON, mode > 1 and empty reservoir = true, the Alarms subsystem

shall output the alarm level to 4 (critical alarm).

Finally, the Infusion Manager(IM) component - responsible for commanding the

flow rate - is allocated with a requirement:

When ON, the infusion manager subsystem shall stop infusion whenever a

critical alarm occurs (alarm level=4)

Using these component’s contract as guarantees, the system level requirement is ver-

ified using AGREE. A snapshot of the system model and the formalized representation

of the requirements are shown in Figure 6.3. The verification conditions of AGREE,

shown at the end of the Figure 6.3, is comparable to Requirements Satisfaction property

defined in the reference model.

6.3 Behavioral Verification of Leaf-level Components

As mentioned in the previous section, the leaf-level component’s behaviors of the GPCA

were modeled using MathWorks Simulink and Stateflow tools. While there are several

tools to verify if the behavioral models satisfy their requirements, we choose Simulink

Design Verifier (SDV) [61], a plug-in tool for formal verification developed by Math-

Works.

Ideally, the component requirements captured in AGREE would be reused for veri-

fication of the component behaviors. Unfortunately, the verification tools available for

Simulink and Stateflow do not currently support AGREE’s formalism for property spec-

ification. Naturally, it would be highly desirable if the property specification language
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GPCA Software
m0

0 : System Start, System Stop, Empty Reservoir Constant

c00 : Current System Mode, Reservoir Volume,Commanded Flow Rate

R0
0 : property emp res no flow = true -> (System Start and not(System Stop)

and (pre(Current System Mode) > 1) and (Reservoir Volume <

Empty Reservoir Constant))=> Commanded Flow Rate = 0);

TLM Component

m1
1 : System Start, System Stop

c11 : System On

R1
1 : property sys start = (System Start and not(System Stop) => System On)

SYS STAT Component

m1
2 : System On, Empty Reservoir Constant, Current System Mode

c12 : Reservoir Volume, Reservoir Empty, In Therapy

R1
2 : property emp res = (System On and

(Reservoir Volume < Empty Reservoir Constant)) => Reservoir Empty;

ALARM Component

m1
3 : System On, Reservoir Empty, In Therapy

c13 : Highest Level Alarm

R1
3 : property alm lvl = (Highest Level Alarm >=0 and Highest Level Alarm <= 4);

property emp res alm L4 = System On and In Therapy and Reservoir Empty =>

Highest Level Alarm = 4;

IM Component

m1
4 : System On, Highest Level Alarm

c14 : Commanded Flow Rate, Current System Mode

R1
4 : property alm4 no flow = ((System On and Highest Level Alarm = 4)

=> (Commanded Flow Rate = 0));

Requirements Satisfaction : (R1
1 ∧R1

2 ∧R1
3 ∧R1

4)⇒ R0

Figure 6.3: AGREE Reasoning of empty reservoir property
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Figure 6.4: Simulink verification block with Embedded MATLAB Code

was consistent throughout the modeling effort; this is a tool integration and engineering

problem that we are exploring independently. For this case study, we recaptured the

required component properties for verification in one of the notation supported by the

Simulink Design Verifier.

The SDV requires the properties to be specified as Boolean expressions in one of the

available MATLAB notations. One of the ways, as depicted in Figure 6.4, is capturing

it as a Simulink verification block. The input signals on the left side are the same inputs

that are provided to the Alarms component capturing the component behavior. The

gray circle containing a P (for property) indicates that the verification tools will attempt

to verify that this Simulink block always generates a signal that is True; if the signal is

ever False, the tools have revealed a property violation and will report a counterexam-

ple. The logic of the verification condition is in Figure 6.4 expressed using embedded

MATLAB, a subset of the MATLAB computing language that supports efficient code

generation for deployment in embedded systems. Alternatively, the verification condi-

tions could be captured using the Simulink or Stateflow notations. The same condition

captured as a Simulink model can be seen in Figure 6.5.
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Figure 6.5: Property expressed as Simulink Model for Verification

For our work, we captured the properties using embedded MATLAB notation for

several reasons. First, the property can be structured to closely resemble the natu-

ral language “shall” requirements in the requirement document as well as the PLTL

properties used in AGREE. This closeness in structure reduces the opportunities for

transcription mistakes and makes the properties easier to inspect. For example, the

correspondence between the properties are illustrated in Figure 6.6. In the future, the

translation between the AGREE properties and the Design Verifier properties will be

automated. Second, the textual notations makes it easy to comment out properties as

the verification process is underway (verifying all properties all the time may be a waste

of time when there is one problematic property of interest). Finally, we have developed

preference for the textual notation since we find it quicker and easier to create and

maintain the required properties textually.
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Property of Infusion Manager Component in AGREE

Property of Infusion Manager Component in Embedded Matlab

Figure 6.6: Property correspondence between Embedded MATLAB and AGREE

6.4 Real Time-Domain Verification

At the highest level of abstraction, we had modeled the closed-loop clinical scenario for

GPCA using the Timed Automata notation. This prototypical model included a patient

blood oxygen level monitor whose output is constantly monitored by a supervisory

controller that can automatically command the pump to terminate (pain medication)

infusion, should the oxygen-level fall below a critical threshold. While the scope of the

verification of the closed loop system is not in scope of our work, in this section, we

focus on discussing the compositional approach, hierarchical approach to verify GPCA

system level properties in the closed loop system.

We consider two essential closed-loop safety properties. The first one states that,

once the patient’s blood oxygen saturation level becomes lower than 90%, the pump

will eventually be stopped, expressed as an UPPAAL query as samplebuffer < 90

--> PCAbasal.stopped. Here, samplebuffer is a shared variable that represents the

true oxygen saturation. Note that the invariant of the stopped state in the PCAbasal

automaton is pca rate==0, implying that no drug is entering the patient. The second

property takes into account the fact that the stopped pump can be restarted manually
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by the caregiver. We show that if the caregiver never restarts the pump when the

patient is in danger, the patient eventually recovers, with the oxygen saturation levels

returning to normal. This property is expressed as an UPPAAL query as samplebuffer

< 90 --> samplebuffer >= 91.

6.5 Mapping Verification Paradigms

While these closed properties were proved using a tool called UPPAAL [80] and GPCA

system level properties were verified using AGREE tool, a natural question then is

whether these two analyses can be combined in some meaningful way such that the

particular infusion pump when used as part of the closed-loop system can be guaranteed

to uphold critical safety properties. In the rest of this section we demonstrate an

approach to soundly combine these analysis results. We highlight the key aspects of

our approach for providing a semi-formal semantic mapping to tie distinct verification

paradigms and for reconciling the abstraction induced differences between the closed-

loop system and the infusion pump system. While the specifics are particular to the

case example at hand, we believe the approach is broadly applicable in similar situations

for verifying complex system properties.

6.5.1 Matching Abstractions

To ensure that the concrete GPCA works correctly in the closed-loop instance, it is

necessary to show that the infusion pump in the closed loop model simulates the concrete

GPCA. We are currently extending AGREE tools to support a machine-checked proof

of simulation. In this section, we discuss how we relate the abstract and concrete models

and our (currently informal) check that the relation is a simulation.
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Defining Mappings

To create a simulation relation, one must match the variables and states in the abstract

model with those in the concrete model. The concrete GPCA model has many inputs,

states and transitions that are not represented in the abstract model. We addressed

this by associating concrete infusion modes with abstract states of the infusion pump,

introducing a non-deterministic input in the abstract model, and finally adding envi-

ronmental assumptions in the concrete model to prevent it from entering states that do

no preserve the mapping.

ON

Programmed

Running Stopped

Bolusing

IDLE
Mode=1

THERAPY

PAUSED

Mode > 5

ACTIVE

BASAL

Mode=2

PATIENT BOLUS

Mode=4

OTHER BOLUS

Mode=3

Figure 6.7: Abstract PCA and Concrete GPCA High level system state mapping

First we established a mapping between states in the abstract model of the infu-

sion pump and the infusion modes of the concrete GPCA model, as shown in Figure

6.7. This enables restating properties specified in terms of flow-rate constraints at the

abstract level as properties in terms of the infusion modes. The different GPCA in-

fusion modes have specific associated flow-rates that can be immediately verified for

conformance to flow-rate constraints. In this mapping, the abstract states Stopped,

ON and Programmed are associated with the IDLE mode represented by the predi-

cate Current System Mode = 1; Running is associated with BASAL and OTHER BOLUS

modes represented by Current System Mode ∈ {2, 3}; and BOLUSING is associated with
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PATIENT BOLUS represented by Current System Mode = 4. Note that there is no ab-

stract state associated with the PAUSED mode of the GPCA, which denotes a temporary

halt to infusion due to certain exceptional conditions identified by the alarm sub-system.

Environmental assumptions, to be discussed shortly, guarantee that this mode is not

reached for the scenarios considered.

Second, the abstract closed-loop system modeled the “stop” command to the pump

as an exclusive input from the supervisory control for oxygenation-level based safety-

interlock. However, realistically the operator may command the GPCA to stop at any

time – one may view the operator as an external monitor for exceptional conditions,

analogous to the internal monitor represented by the ALARMS component. Unlike infusion

pump alarms, which are excluded from consideration at the abstract level, the “stop”

command was included in the original abstract model, albeit for a restricted purpose. By

allowing the “stop” to occur non-deterministically, one can easily simulate an externally

commanded infusion stoppage. The Pump Stop input signal was made non-deterministic

in the abstract model to effect this change.

Figure 6.8: GPCA Architecture with PCA Interfaces



95

Finally, to match the inputs and outputs of the two modelling paradigms, we refined

the architectural model of the GPCA at the system level. In the architectural model

of the top most system, PCA Pump, we included interfaces (inputs and outputs) that

match the PCA interfaces of the closed loop system modeled in UPPAAL. This was

done so that the level of abstraction of the PCA Pump in AADL is same as the PCA of

the closed loop system in UPPAAL and the properties of the PCA Pump in AADL are

always specified at the same level of detail as in the UPPAAL model.

The concrete model has more inputs than the abstract PCA Pump model; hence the

interface component matches some straightforward inputs, such as Pump Stop of the

abstract model to Infusion Cancel of the concrete model, as well as suppress cer-

tain concrete model inputs so that the behaviors of the concrete model not required

by the abstract model are excluded. For example, the concrete model implements a

functionality of suspending infusion in response to an Infusion Pause command from

the clinician. However the abstract model does not specify this functionality. Hence the

interface suppresses the Infusion Pause command to the device. Similarly other in-

puts and system conditions of the concrete model that are not specified by the abstract

model are abstracted by the interfaces.

6.5.2 Aligning Hierarchical Models and Properties

In order to formally link the closed loop PCA to the architectural model, we recaptured

the closed loop PCA properties as AGREE contracts at the PCA Pump level in AADL.

Let us take an example to explain the hierarchical steps of verification. A closed loop

level property for the PCA stated informally is, Infusion cannot begin until parameters

of the infusion are configured and pump is started by the caregiver. This requirement

recaptured as AGREE contract is,

property no_infusion_start =
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true -> pre(PUMP_DISPLAY_OUT.Current_System_Mode)=1 and

(not(CAREGIVER_IN.Infusion_Start and CAREGIVER_IN.Infusion_Programmed)) =>

(PUMP_DISPLAY_OUT.Current_System_Mode = 1);

In the above formulation, the pre of the variable (Current System Mode) represents

its value from the previous step. The (Current System Mode = 1) represents the pump

state (abstractly represented as mode 1) in which flow rate is zero. The astute reader

might have noticed the ‘‘true’’ at the beginning of the property, which effectively

makes the property true in the first step. This is intentional, for otherwise the previous

value of the variable at the very first step could be an arbitrary value that causes

some avoidable complications. To keep the specifications straightforward, we defined

properties such that, we specify that the pump always starts in a state at which flow is

zero and then onwards the above mentioned property holds.

In order for the above property of PCA Pump to hold, its components should composi-

tionally guarantee using their properties. The GPCA SW being a component of PCA Pump

has much richer functionality than that specified by PCA Pump. Hence state mapping

between them was required to write GPCA SW properties that would guarantee PCA Pump

properties. Figure 6.7 shows a high level representation of the states and its mapping

between the systems. The state representation of PCA Pump was derived from the UP-

PAAL model and that of GPCA SW was derived from its behavioral specifications. Similar

to the state mapping, the transitions from and to these states were also mapped. We

discuss the details in a subsequent section.

To satisfy the PCA Pump property, certain assumptions were required at the PCA Pump

level to match the abstractions. First of all, CAREGIVER IN.Infusion Programmed -

specifies if a valid prescription is already programmed in the pump - was mapped to the

concrete model variable (PUMP DISPLAY OUT.Configured > 0) that means the device

holds a valid prescription. At the PCA Pump level, these were abstract concepts since
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the caregiver decides if the infusion is programmed by looking at the pump display and

determining if it is configured. Hence, we consider this a PCA Pump assumption.

Secondly, we mapped the (ON->Programmed) and Stopped of the abstract

model to IDLE state of the concrete model hence the transitions (ON ->

Programmed) -> Running triggered by (CAREGIVER IN.Infusion Start and

CAREGIVER IN.Infusion Programmed) and the transition Stopped -> Running

triggered by (CAREGIVER IN. Clear Command) were assumed to imply each other.

Thirdly, GPCA IP Interface maps the abstract model’s Infusion Start to the con-

crete model’s Infusion Initiate commands. Finally, the GPCA SW guarantees that,

property no_enter_therapy = true ->

pre(GPCA_SW_OUT.Current_System_Mode) = 1 and not(OP_CMD_IN.Infusion_Initiate

and GPCA_SW_OUT.Configured > 0) => (GPCA_SW_OUT.Current_System_Mode = 1);

There were a few other component guarantees that deal with mapping inputs and

outputs that are not discussed here since its not a significant point of discussion. Hence

when we compositionally verified the PCA Pump property in AGREE, it was guaranteed

using their component guarantees and system assumptions.

At this point, the satisfaction of the properties were only until the GPCA Device

components level. As discussed in Chapter 5, the GPCA SW was further decomposed into

components. Hence the properties guaranteed by the GPCA SW for the PCA Pump has to

be guaranteed by its sub-components. We performed another level of AGREE reason-

ing in which the GPCA SW is the top level system that has properties to be guaranteed

(similar to the PCA Pump) by its components guarantees such as TLM, ALARM, IM. For

example, the property of the GPCA SW (property no enter therapy)), is guaranteed by

Infusion Manager(IM), Configuration Manager (CONFIG), and Output (OUTPUT) compo-

nent guarantees. There were not many assumptions and abstraction mapping required

for the GPCA SW property guarantee since they were already done elsewhere [74].
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Establishing Simulation

The GPCA monitors various exceptional conditions as modeled by the ALARMS com-

ponent and responds appropriately, some of which would include a temporary pause

to infusion. These alarms may be triggered by sensor inputs such as air-in-line or in-

ternally computed conditions such as empty-reservoir. Thus, even a simple abstract

property, Once the pump is started, unless it is stopped, the drug flows at least at basal

flow rate, does not hold for the concrete model, because, the property presupposes the

absence of infusion-ending triggers other than the stop command. In the closed-loop

system, the abstract infusion pump model rightly disregards such details; at that level,

one is interested in establishing essential system properties using a simplified notion of

an infusion pump. The responsibility for stopping infusion for any reason can be pushed

out to the environment – in this case the pump operator can be assumed to command

“stop” as necessary. Therefore, when relating abstract infusion pump properties to a

concrete realization of the pump, it is reasonable to interpret those as being prefixed

with a standard caveat: “Absent exceptional pump conditions that internally trigger

stoppage of infusion . . . ”. In other words, we approximate each internal system failure

as an external command to stop the pump. Figure 6.9 shows a snapshot of assumptions

and guarantees that formally establishes the described abstraction mapping. Of course,

these exceptional conditions could vary based on the specific pump under consideration.

In the process of mapping the abstract infusion pump model and its properties to the

concrete GPCA, absence of these internally triggered exceptional conditions is captured

as a system assumption: no cancel implies no stop conditions. Such assumptions

must then be discharged using properties of the environment in which the GPCA oper-

ates. In the present case, one has to manually review these assumptions to ascertain that

those are acceptable caveats to the property of interest. This is a desirable outcome,

since it calls attention to those exceptional conditions for the specific GPCA device.
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-- UPPAAL Property :Pump will deliver at basal rate if the pump is not stopped.

property infusion_continue =

true -> (pre(PUMP_DISPLAY_OUT.Current_System_Mode) >= 2 and

pre(PUMP_DISPLAY_OUT.Current_System_Mode) <= 4) and

not(PUMP_CMDS_IN.Pump_Stop) => (PUMP_DISPLAY_OUT.Current_System_Mode >= 2 and

PUMP_DISPLAY_OUT.Current_System_Mode <= 4);

guarantee "infusion_continue":infusion_continue;

-- Map modes with flow rates.

guarantee "Mode 1":(PUMP_DISPLAY_OUT.Current_System_Mode = 1) =>

(DRUG_OUT.Drug_Flow_Rate = 0);

guarantee "Mode 2":(PUMP_DISPLAY_OUT.Current_System_Mode = 2) =>

(DRUG_OUT.Drug_Flow_Rate >= CAREGIVER_IN.Normal_Infusion_Rate);

guarantee "Mode 3":(PUMP_DISPLAY_OUT.Current_System_Mode = 3) =>

(DRUG_OUT.Drug_Flow_Rate >= CAREGIVER_IN.Normal_Infusion_Rate);

guarantee "Mode 4":(PUMP_DISPLAY_OUT.Current_System_Mode = 4) =>

(DRUG_OUT.Drug_Flow_Rate = CAREGIVER_IN.Bolus_Infusion_Rate);

....

-- Maps pump stop input of abstract model to Infusion cancel of concrete model

guarantee "Pump Stop means Infusion cancel" :

(PUMP_CMDS_IN.Pump_Stop <=> OP_CMD_OUT.Infusion_Cancel);

....

-- sensor conditions that cause infusion to be stopped.

eq sensor_conditions_that_cause_pause:bool =

(SENSOR_OUT.Battery_Depleted or SENSOR_OUT.RTC_In_Error or

SENSOR_OUT.CPU_In_Error or SENSOR_OUT.Memory_Corrupted or

SENSOR_OUT.Pump_Too_Hot or SENSOR_OUT.Watchdog_Interrupted or

SENSOR_OUT.Temp or SENSOR_OUT.Humidity or SENSOR_OUT.Air_Pressure or

SENSOR_OUT.Air_In_Line or SENSOR_OUT.Occlusion or SENSOR_OUT.Door_Open);

-- when there is no infusion cancel, infusion stop situation does not exist.

property no_cancel_implies_no_stop_conditions =

not(OP_CMD_IN.Infusion_Cancel) => not(sensor_conditions_that_cause_pause);

assume "no_cancel_implies_no_stop_conditions" :no_cancel_implies_no_stop_conditions;

....

-- If there is no infusion cancel then there is no condition stopping infusion.

property no_cancel_implies_no_stop_conditions =

not(OP_CMD_IN.Infusion_Cancel) =>

not(infusion_end_conditions or any_alarms or OP_CMD_IN.Infusion_Inhibit);

assume "no_cancel_implies_no_stop_conditions" :no_cancel_implies_no_stop_conditions ;

-- System will continue to be ACTIVE if no conditions to stop infusion occurs.

property in_active = true -> (pre(GPCA_SW_OUT.Current_System_Mode) >= 2 and

pre(GPCA_SW_OUT.Current_System_Mode) <= 4) and

not(OP_CMD_IN.Infusion_Cancel) => (GPCA_SW_OUT.Current_System_Mode >= 2 and

GPCA_SW_OUT.Current_System_Mode <= 4);

guarantee "in_active": in_active;

Figure 6.9: Portions of AGREE properties at different layers of system abstraction
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Finally, in the concrete model, there are more modes of active drug infusion than

the ones specified in the abstract model as shown in Figure 6.7. Originally the ab-

stract model’s property was, when the system is started and not stopped, the system

infuses at BASAL flow rate (when there is no patient bolus request). But the concrete

model switches between BASAL and OTHER BOLUS based on the prescription. There were

multiple ways to reconcile the differences.

A straightforward approach is to assume that there is no prescribed OTHER BOLUS.

However, this is not a reasonable assumption for the scenarios under consideration – the

essential system properties must hold for any infusion scenario. Therefore, we adopted

an alternative route: the abstract property was modified to state that “system infuses at

no less than the BASAL flow rate”. With an assumption that any bolus infusion delivers

drug at a rate higher than the BASAL flow rate, which is typically true of the problem

domain, this change allows the possibility of multiple drug delivery modes with different

flow rates even when the abstraction includes only a few specific modes explicitly.

Apart from these changes, some auxiliary properties were required to guarantee that

the concrete model’s states and transitions that were not represented by the abstract

model are not reachable given the system assumptions and the abstraction mapping.

For example, the concrete model has an additional state PAUSED shown in Figure 6.7.

Thus, an auxiliary property to show that PAUSED is never reached under the given

environmental assumptions is needed.

In summary, the goal of this process is to justify the following claims:

1. Every abstract state, input and output in the abstract infusion pump model has

some matching counterparts in the concrete model.

2. States, inputs and outputs of interest in the concrete GPCA have some matching

counterparts in the abstract model.

3. Transitions between such matched states on matched inputs in the concrete GPCA
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model have a corresponding matching transition in the abstract model and the

respective outputs match.

4. Unmatched concrete inputs do not occur given certain environmental assumptions.

5. Unmatched concrete states are not reachable under those assumptions.

Taken together these claims, informally, allow us to see the abstract infusion pump

model as a stand-in (simulation) for the concrete GPCA model under the given envi-

ronmental assumptions. Thus safety properties that are established for a system model

that uses the abstract infusion pump as a component, in a way that satisfies the envi-

ronmental assumptions made in the matching process, will be upheld when the concrete

GPCA infusion pump is substituted in place of the abstract pump.

6.6 Discussion

As a proof of concept of our hierarchical verification approach, we proved a total of

7 PCA_Pump properties in AGREE that correspond to the abstract timed automata

model of the PCA. In order to guarantee these 7 system properties, there were 7

GPCA_IP_Interface properties and 11 GPCA_SW properties along with some auxiliary

properties of the GPCA_HW_Sensors, GPCA_HW_Actuators and GPCA_OP_Interface to

route input and output signals. Similarly the 11 GPCA_SW properties were in turn guar-

anteed by 4 ALARM , 11 IM and 6 CONFIG component properties.

Tool Limitations

Our current approach to verification is restricted in several ways. First, AGREE cur-

rently only handles synchronous architectural models in which execution proceeds in a

deterministic discrete sequence of steps. Second, AGREE can verify only invariants,

so liveness properties, cannot be specified in AGREE. In our experience, this is not a
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severe limitation, since most systems are concerned with bounded liveness in which an

action must occur within a time interval that can be written in AGREE.

The current analysis tools use rationals to model the behavior of real numbers;

However, most software is implemented using floating point numbers. This can lead

to unsoundness in our analysis of software that uses floating point arithmetic. Also,

AGREE does not support trigonometric or non-linear functions. These can be approxi-

mated in some cases, but many of the interesting numeric properties of systems simply

cannot be specified.

6.7 Summary

When systems are composed from sub-systems, properties of the system must be as-

sessed based on its component properties and the composition. To reason about such

systems, no single analysis and modeling method can successfully cope with all aspects

of a system or its components. Hence multiple notations and formalisms are used.

An approach to logically glue the diverse analysis of the system and its components is

required to reason about the system properties.

In this chapter, we considered compositional verification of a medical system at

multiple levels of abstraction, with different formalisms used at each level. We were

able to semi-formally glue distinct verification paradigms by leveraging the system’s

hierarchical architectural decomposition. We showed how properties proved for the

system components at the lower levels of abstraction can be used to validate the more

abstract models, ensuring that properties proved at the higher levels of abstraction

remain satisfied.

While techniques used in this chapter are specific to the GPCA, we believe that

this work can form the basis for a general, scalable and practical approach to layered

verification of properties in complex cyber-physical systems. In order to fully realize the
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promise of this approach, we have defined a formal hierarchical proof-based approach. It

extends the AGREE tools to automate the verification of user-defined simulation rela-

tion between two AADL components. This would then enable one to even mechanically

translate the abstract model from a different formalism into AADL and then define and

verify the simulation relation formally using AGREE. The details of the formal mapping

are discussed elsewhere [98].



Chapter 7

Requirements Traceability

Conceptual integrity is the most important consideration in sys-

tems. – Fred Brooks [9]

In the previous chapters we described how the reference model guides a typical

model based requirements engineering approach using the infusion pump case example.

In this chapter, we present a way that leverages the foundational concepts defined in

the reference model to support advanced requirements analysis, namely Requirements

traceability that is defined as

“the ability to describe and follow the life of a requirement, in both for-

wards and backwards direction (i.e., from its origins, through its development

and specification, to its subsequent deployment and use, and through all pe-

riods of on-going refinement and iteration in any of these phases).” [29].

This topic has been of great interest in research and practical relevance in the indus-

try for several decades. Intuitively, it concerns establishing relationships, called trace

links, between the requirements and one or more artifacts of the system. Among the

several different development artifacts and the relationships that be can established

104
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from/to the requirements, being able to establish trace links from requirements to ar-

tifacts that realize or satisfy those requirements—particularly to entities within those

artifacts called target artifacts [28]—has been enormously useful in practice. For in-

stance, it helps analyze the impact of changes in one artifact on the other, assess the

quality of the system, aid in creating assurance arguments for the system, etc. In

fact, certification standards for safety-critical systems (e.g., [18, 86]) usually require

traceability matrices that map high-level requirements to lower-level requirements and

(eventually) leaf-level requirements. In this chapter, we focus our attention to this

subset of requirement traceability, that we call Requirements Satisfaction Traceability.

Recalling the discussion of hierarchical requirements satisfaction from our reference

model in Chapter 3, given an architectural decomposition of a component, it establishes

a relationship between the requirements of the sub-components in the decomposition

and the component’s requirements that they satisfy. Instead of just recording the trace

links using manual mappings [45] or heuristic approach involving natural language pro-

cessing [49], Hierarchical Requirements Satisfaction offers a semantically rich way to

establish them. Originally proposed by Zave and Jackson [100], the satisfaction rela-

tionship between requirements demonstrates how a set of requirements is being met by

the composed behaviors of components, such as the relation between the user’s require-

ments and the composition of the system and its environment that satisfy them.

From a traceability perspective, these satisfaction arguments help establish trace

links (the satisfied by relationship) between the requirements and those parts of the

system and environment (the target artifacts) that were necessary to satisfy the re-

quirements; We call those target artifacts a set of support for that requirement. Mathe-

matically, if we think of the argument as a proof in which the requirement is the claim,

then the set of support is the set of axioms (or clauses) that were necessary to prove the

claim, and the trace links are means to associate the claim to those clauses. Such proofs
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are not, in general, unique, and often there are multiple sets of clauses that could be

used to construct a proof. The existing traceability literature does not discuss multiple

alternative satisfaction arguments or sets of trace links for one system design.

In the context of satisfaction arguments and satisfied by trace links, it is beneficial

to distinguish between trace links to “a” set of support (containing the clauses needed

to make a satisfaction argument) vs. “the” sets of support (all clauses needed to make

all possible satisfaction arguments). Establishing trace links to all sets of support, that

we call complete traceability, provides insight into the elements of the set of support—

elements that are necessary for any satisfaction argument, elements that are needed for

some satisfaction arguments, and elements that do not contribute to the satisfaction of

the requirement of interest. We categorize the elements as Must, May and Irrelevant

support elements for each requirement.

In the rest of this chapter1, we examine how the notion of using hierarchical satisfac-

tion relationship to establish completeness in traceability changes the way traceability is

perceived, established, maintained, and used. We also introduce and discuss the notion

of completeness in traceability, which considers all satisfied by trace links between a

requirement and the target artifacts that work to satisfy the requirement, and contrast

this notion with the partial traceability common in practice.

7.1 An Example

Consider the GPCA system that infuses drug only if the patient’s vital signs are normal

and not otherwise. While developing and maintaining such safety critical systems,

establishing traceability between the requirements to parts of the system that work to

satisfy the requirements is crucial to analyze and assess the impact of change of one on

1Much of the contents of this chapter appears in an earlier published work by the author ([73]). It
is reproduced here in compliance with any existing agreements and applicable law.
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the other. For example, assume one of the device’s requirements is to raise an alarm if

the patient’s vitals is lower than a certain threshold, T1. For this requirement, a trace

link is established to a sensor that (measures the patient’s vitals and reports a hazard if

it is lower than T1 ), a LED that (produces a blinking red light if the sensor reports the

hazard), and an assumption (blinking red light from LED and will attract attention)—

three artifacts that when working together satisfy the requirement. These trace links

help identify the components that are impacted by a change in the requirement and vice

versa. For instance, if the device is now expected to raise an alarm if the vitals lower

than another threshold (say, less than T1), the trace links established helps identify

that the sensor functionality needs to be changed to meet the new requirement.

However, if there was an alternate way the original requirement could be satisfied

that was not explicitly traced, then the inferences from the impact analysis may be

misleading. For instance, if the device had two redundant sensors for fault tolerance,

then the device might continue to raise alarms when a patient’s vitals drops below T1

based on the report from the unchanged sensor system. Further, components can be

involved in the satisfaction of more than one requirement. If we are unable to trace back

to all the requirements those components help satisfy, we may not be able to adequately

assess the impact of changes. For example, if the hazard output from the modified sensor

was used by another connected medical device, then the impact of changing that sensor

should also be traced back to the requirements on the other system.

In fact, actual systems often have hundreds of system requirements and numerous

components and, for many requirements, several possible satisfaction arguments. To

be able to perform precise impact analysis, it is crucial to identify trace links between

the requirements and all the possible ways the system can satisfy the requirements.

Unfortunately, to the best of our knowledge, neither the completeness of traceability

nor the impact of incomplete traceability are discussed in the existing literature.
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7.2 Formal Representation of Traceability

In its simplest sense, traceability is capturing the relationship between artifacts. There

are three building blocks for traceability—a source artifact from which relationships

should be established, the target artifact to which the source artifact is to be associated,

and the trace relationship that describes the association between the artifacts. To

provide notation, we write T | e to state that a set of target artifacts T is sufficient

to establish a traceability relationship | to source element e.

For requirements satisfaction traceability, the target artifacts are set of requirements

∆, the set of source artifacts Σ contains the elements that realize the requirement such as

lines of code, design elements, system or world assumptions, or lower-level requirements,

and the trace relationship is satisfies. Thus, we write S | s r for S ⊆ Σ and r ∈ ∆

when set of target elements S contributed to satisfying2 requirement r.

We assume that the satisfaction deduction | s is monotonic on the subset relation

over Σ, that is, if S′ ⊆ Σ, S ⊂ S′ and S | s r, then S′ | s r.

The monotonicity of the satisfaction relation means that, unless all elements of

the implementation Σ are required for a proof, there are multiple implementation sets

S ⊂ S′ ⊂ . . . ⊂ Σ that can satisfy a given requirement r. However, we are primarily

interested in minimal sets that satisfy r; tracing a requirement to the entire implemen-

tation is not particularly enlightening. We call a minimal set of target artifacts a set of

support for that requirement, and define the SOS relation to associate sets of support

to requirements.

SOS(r, S) ≡ S | s r ∧ (¬∃S′ . S′ ⊂ S ∧ S′ | s r) (7.1)

2The | s establishes the satisfaction based traceability relationship between individual constraints
and predicates, whereas the ` defined in Section 3 is a relationship established between runs (the
interpretation of predicates and constraints). While traceability relationship can be expressed using `,
we choose to define this new relationship to keep the explanation simple.
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SOS maps sets of support to a requirement. As mentioned earlier, there could be

many sets of support for a requirement. To capture that notion, we define, all sets of

support (ASOS) for a requirement as an association to all its sets of support.

ASOS(r) ≡ { S|S ⊆ Σ ∧ (r, S) ∈ SOS } (7.2)

The set of ASOS-es for all requirements is the complete traceability of the system.

7.3 Complete Traceability

Through formal definitions in the previous section we highlight two critical facets – the

semantics and completeness – in establishing traceability. In practice, just being able

to trace a requirement to a target artifact that satisfies it, say a line of code, is less

useful [32]; a holistic view of how that line of code in conjunction with other related

lines of code satisfy the requirement provides meaningful information to perform analysis

such as assessing the impact of a change [17]. By defining a trace from requirements

to the set of target artifacts, we advocate that traceability be captured in a way that

upholds its semantic rationale. Further, we also found that performing analysis, such

as impact analysis, using a partial set of trace links may result in imprecise results and

misplaced confidence about the system. By considering SOS trace links and complete

traces for each requirement, we can assess analyses related to requirements satisfaction

traceability on a proper semantic foundation. In this section, we elaborate on how

the semantic foundations in the previous section help us understand, assess, and use

traceability precisely.
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MUST Elements

MAY Elements

IRRELEVANT Elements

Legend

Figure 7.1: May - Must - Irrelevant Set of Support

7.3.1 Categorizing the Set of Support

Establishing ASOS for a requirement, one gets a clear picture of the all possible ways

that requirement is satisfied. This information helps categorize each target artifact

into one of the following groups for that requirement. The relationships are illustrated

graphically in Figure 7.1, and explained formally below.

• MUST elements - target artifacts that are present in all the sets of support for a

requirement (red circles in Figure 7.1).

MUST (r) =
⋂

ASOS(r) (7.3)
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• MAY elements - target artifacts that are used in some, but not all, sets of support

(green diamonds in Figure 7.1).

MAY (r) = (
⋃
ASOS(r)) \MUST (r) (7.4)

• IRRELEVANT elements - target artifacts that are not in any of the set of

support (blue stars in Figure 7.1).

IRR(r) = Σ \ (
⋃
ASOS(r)) (7.5)

This categorization helps identify the role and relevance of each target artifact in

satisfying a requirement. The MUST elements are those target artifacts that are abso-

lutely necessary for the requirement satisfaction. Hence, any change to these elements

will most likely impact on each other. On the other hand, MAY elements indicate those

target artifacts that satisfy the requirement in one of the possible ways. Any change

to just one of these elements will not affect the satisfaction of that requirement. The

IRRELEVANT elements are never required to satisfy the requirement, so neither does a

change in these artifacts affect the satisfaction of the requirement, nor does a change in

the requirement necessitate a change in these elements (at least in terms of satisfaction).

7.3.2 Using Traces for Precise Analysis

The categorization of the set of support to be useful in several analyses:

Impact Analysis The ASOS set improves understanding of how a change in the

requirement will affect the target artifacts and vice versa. While the ASOS of a re-

quirement gives a clear picture of various ways a requirement is satisfied by the system,

the categorization of target artifacts helps precisely assess and plan when and where the
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changes have to be implemented. The MUST elements are those target artifacts that

are highly likely to change with any change in the requirement, whereas not all MAY

elements may need to be changed.

If a requirement has elements only in its MAY set, that is if MUST set is empty

(MUST (r) = ∅), it indicates that the requirement has been (intentionally or uninten-

tionally) implemented in independent ways, such as fault tolerant systems. For such

requirements, one has to carefully analyze and decide if the target artifacts in all or one

disjoint set needs to be changed. These analysis could be performed either from the

perspective of one or all requirements of the system.

From the target artifact side, this categorization helps analyze the impact of changes

to the artifact. Suppose we decide to change a target artifact in the MAY set for a

requirement. While one might think that it is safe to change this artifact since it does

not affect that requirement’s satisfaction, an examination of the ASOS sets of other

requirements helps identify if it is indeed safe to change that artifact. If it is present

in the MUST set for another requirement, then a change to this artifact will definitely

impact the other requirement. However, if it is in the MAY sets for all the requirements,

then it is clearly safe to change. Hence, this categorization helps us to assess critical

dependencies between the target artifacts and the satisfaction of requirements and thus

enables a precise bi-directional impact analysis of a change.

Verification and Validation Complete traceability can assist in tailoring verification

and validation in systems. For instance, if several requirements have a certain target

artifact in their MUST set, say a particular assumption, it reveals the importance

of focusing V&V attention on that artifact. Along the same lines, for a system with

a complex architecture (components that each have functionality) such as system of

systems, this categorization helps identify components that is critical to satisfy most

requirements. This categorization helps plan verification strategies.
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If we examine changing a target artifact that appears MUST set for any require-

ment, then this requirement must be re-verified. However, if it appears in the MAY set

for the requirement, then we can instead remove any sets-of-support that contain the

element; as long as there still exists at least one set of support for the requirement, no

re-verification is necessary for that requirement.

Further, the notion of complete traces helps to assess if requirements are satisfied by

the system in an unintended manner. It is well known that issues such as vacuity [50]

can cause requirements to be satisfied in a trivial manner. Even for non-vacuous re-

quirements, it can be the case that requirements can be satisfied using a much smaller

portion of the system than intended because they are incorrectly specified. By captur-

ing all the sets of support and categorizing the items therein, it is possible to examine

whether the MUST set corresponds to expectations on the system, or, if more rigor

is required, to examine each set of support individually to see whether it matches the

expectations of the architects and developers.

Completeness Checking By getting all the sets of support for all requirements of

the system and categorizing them, one can get a clear picture about the role of target

artifacts in satisfying the requirement(s). By reversing the direction of the complete

requirement satisfaction trace, one can find if there are target artifacts that do not

trace to any requirement. This can be performed by examining the minimal set of target

elements used by any SOS for all requirements, in other words the set
⋂
{IRR(r)|r ∈

∆}. If this set is non-empty, it is a possible indication of “gold plating” or missing

requirements. In other words, it helps assess if the requirements of the system describe

all the behaviors of the system. Being able to assess the coverage of requirements over

the model is crucial in the safety critical system domain.
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Benchmarking in Traceability There is substantial interest within the RE re-

search community towards automating the construction and maintenance of traceability

links [38, 19, 11]. To that end, there are repositories such as the Data sets published at

Center of Excellence for Software Traceability [12] containing many example systems,

each with a reasonably complete set of requirements and target artifacts and with trace

links constructed by groups of experts. It is then possible to benchmark automated and

semi-automated traceability approaches against vetted sets of trace links.

We are, in general, highly supportive of this approach: benchmarking against a rea-

sonable set of candidate models has been very important in several areas of computer

science research, including CPU [44], GPU [94], and compiler performance [3], perfor-

mance of SAT/SMT solvers and model checkers [93], and many other areas. However, it

can also be misleading if the benchmark problems are not carefully selected or if results

are incorrectly computed, as described in, e.g., several articles critical of benchmarking

for CPU/GPU performance [21, 85, 84].

For traceability research, the standard measures for examining the performance of

different approaches is in terms of precision and recall against the “gold standard”

set of traceability links that exist in repositories. Our concern is that, for requirements

satisfaction traceability, there are often many such sets of valid links, as we have explored

in this research, so these metrics may be misleading. One can envision situations in

which the gold standard pursues one set of support and the automated approach pursues

another, leading to low precision and recall scores. A close examination of traceability

links and categorizations such as the ones we have explored may be useful to provide

more accurate measurements of the quality of automated approaches. If requirements

have more than one SOS, the gold standard should probably contain each of these

arguments. In addition, the ability to characterize trace links as MAY or MUST may

be a fruitful direction of future research for automated traceability approaches.
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7.4 Prototype Implementation

We have implemented some of these ideas in a branch of the AGREE/AADL tool

suite [2, 74, 13], that determine whether safety properties hold of complex finite or

infinite-state systems modeled in AADL and AGREE. While we called the trace ele-

ments as the set of support in our original formulation of traceability, in the AGREE

implementation it was renamed as inductive validity core (IVC).

Our branch of the AGREE tools provides traceability information, the IVC explains

proofs produced by inductive model checkers, in much the same way that a counterex-

ample explains negative results. In other words, IVCs offer an explanation as to why a

property is satisfied by a model in a formal and human-understandable way. Informally,

if a decomposition is viewed as a conjunction of sub-component requirements and ar-

chitectural connections, an IVC is a set of those sub-component requirements that are

sufficient to construct a proof such that if any constraint is removed, the property is no

longer valid.

IVC implementation in AGREE is influenced by earlier work on UNSAT cores [101]

that provide the same kind of information for individual SAT or SMT queries, and this

approach has been lifted to bounded analysis for Alloy in [90]. What we provide is

a generic and efficient mechanism for extracting supporting information, similar to an

UNSAT core, from the proofs of safety properties using inductive techniques such as

PDR and k-induction. Because many properties are not themselves inductive, these

proof techniques introduce lemmas as part of the solving process in order to strengthen

the properties and make them inductive. Our technique allows efficient, accurate, and

precise extraction of inductive validity cores in the presence of auxiliary lemmas.

While the details and implementation of IVC algorithms is out of scope of this

dissertation and is discussed independently elsewhere [27], we leverages the IVCs imple-

mentation the set of support for GPCA software requirements, as shown in Figure 7.2.
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Figure 7.2: Set of Support for GPCA Requirements
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7.5 Discussion

While there has been a large amount of work in the area of requirements traceability,

there are no definitions of what constitutes a “good” set of trace links, nor are there any

well defined metrics that can be used to measure the quality of a set of trace links. This,

of course, raises questions as to how to reason about the fit for purpose of a set of trace

links, how to compare sets of trace links, how to judge the quality of automate trace

link generation (what do we compare to and how do we do it?), and other concerns.

In this chapter we define a theoretical framework that can be used to understand

and assess requirements satisfaction traceability—the trace links from a requirement to

its implementation. By defining a requirements satisfaction trace from a requirement

to a set of support we have a clear definition of sufficient set of trace links—a set that

identifies all implementation and environment elements needed to make one satisfac-

tion argument. Similarly, we can discuss a complete set of trace links—the set that

identifies all implementation and environment elements needed to make all satisfaction

arguments. It is worth reiterating that our goal is not to provide another formalization

of traceability, but to provide the foundation for future research related to satisfaction

trace link generation, analysis, and assessment.

Our thinking related to sets of support, and sufficient and complete sets of trace

links stem from our desire to automatically generate such trace links in the context

of model-based software development. While one may think that it is impossible—

or at least extraordinarily difficult—to identify all trace link in practice [87], some of

the initial results based on our work in formal verification indicate that such complete

requirements satisfaction traces can be established efficiently for substantial models [27].

In the future, we hope to provide a methodologies to allow an analyst to reason about

the trace links to, for example, identify the components in an architecture containing

many must elements and flag those components for extensive verification.



Chapter 8

Conclusion and Future Work

Specifying and analyzing the requirements of safety critical systems is complicated due

to the hierarchy of subsystems used to build it; a hierarchy that necessitates require-

ments flow-down to the architectural components the system is decomposed into as well

as requirements “flow-up” as the architectural decomposition efforts help illuminate the

desired system behavior. Consequently requirements related issues left unnoticed during

development have lead to major accidents. At present, the increasing need to develop

sophisticated systems, there is a stronger need to improve such systems’ requirements.

The first step towards such an improvement is to clarify the conceptual confusions

and uncertainties that exists in the fundamentals of complex systems requirements en-

gineering. In the past decades, such concepts, in part, have been captured in the form of

reference models, that served as guidance that one can easily relate to any real system in

a conceptually clear manner. However, since those existing models did not adequately

account for the complexity in system design and its influence on the requirements, they

seem inadequate to be used as reference in modern system developments that are typi-

cally constructed as a hierarchical federation of components.
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The hierarchical requirements reference model defined in this dissertation, provides

a generic and simple framework to represent and reason requirements of such systems.

By generalizing the notion of architecture and capturing its relationship with the re-

quirements, this model addresses the inadequacies of the existing models to be used for

system with complex hierarchical architectures. The properties specified in the model

helps system and software engineers to rigorously reason about the correctness of the re-

quirements. We also demonstrated the usefulness of the reference model using a GPCA

system. While the choice of notion, tools, and techniques are specific to the GPCA,

we believe that the approaches and the artifacts shall serve as an exemplar for the

requirements engineering community.

Further, we defined a new formal definition of traceability based on the hierarchical

satisfaction relationship. This way of formally defining traceability allowed us to formu-

late the notion of “complete traceability”—the ability to identify all possible satisfaction

trace links between requirements. Further, it helped bring out the distinction between

“necessary” vs. “sufficient” sub-systems’ requirements to achieve a system-level require-

ment. This new insight into traceability, we believe, will greatly help engineers manage

requirements of large complex systems.

Nevertheless, there is still work to be done and we aim to pursue the following areas

for exploration in the near future.

• Defining methodologies that address capturing requirements and refining them

hierarchically. While the reference model provides a theoretical basis to under-

stand and reason about requirements, putting them to practice is a significant

engineering task. While the GPCA illustration provides an outline of a method to

perform requirements analysis, one of the areas to explore is defining and validat-

ing an end-to-end methodology that will systematically guide engineers to define,

refine, and reason about requirements and architectures.
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• Exploring requirements in the stochastic domain. One of the challenging future

directions is exploring requirements at higher levels of system abstraction, an

abstraction level where the system interacts with the environment and physi-

cal components whose behaviors are stochastic in nature. However, specifying

stochastic requirements is not adequately explored in the requirements engineer-

ing community. To that end, we have attempted to use probabilistic modeling

and verification techniques and a tool called PRISM [51] to identify requirements.

Since the results of our initial exploration is promising [75], we wish to explore

the area of stochastic requirements, especially in the safety critical domain.

• Acceptability-based Traceability. Testing remains a widely used technique to check

conformance of the component behaviors to their requirements. Consequently,

the need to establish traceability relationship between the requirements and its

components in the testing context is imperative. Yet, it has not be adequately

explored in this domain. However, the formal definition of “acceptability” defined

in the reference model serves as a basis to explore and define rigorous traceability

relationship.
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