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Creating a Reader on Intelligence Ethics 
 
 

 The information age is burying everyone in noise.  Globalization increases stress.  

Then the poorly named Global War on Terror drove some leaders to suspend, or at least 

radically rethink, ethical constraints that had been settled two generations past, like the 

unequivocal ban on torture in the Geneva Conventions and many subsequent laws and treaties. 

 

 This was the context in which we set out to create a reader on intelligence ethics that 

would, a) actually be read by busy professionals buried in urgent texts, and b) make a real 

difference in a profession better known for breaking rules.  All involved recognized the 

“oxymoron problem.”  All know that while most of our colleagues are moral people trying to 

do legitimate work to protect their peoples and governments, there are some who certainly 

think that ethics for spies is the dumbest idea ever. 

 

 To them we say that intelligence ethics is actually a force multiplier, and dramatic 

deviations like officially sanctioned torture are force degraders. 

 

 So 26 intelligence professionals from seven countries collaborated to create a reader 

designed to be 50 pages maximum, an hour’s read for busy people who recognize why ethics 

matter, even for spies and the many other intelligence professionals of the modern age. 

 

 They gathered knowing only half would make the quality cut, and struggled to 

compress lifetimes of experience into extremely short forms.  Each had specific reasons, but 

the overarching recognition was that national power declines when “all gloves off” immorality 

prevails.  We are engaged in a very “Long War” that is basically between barbarism and 

civilized ways of life and conflict.  There are always tactical voices who seek a quick victory 

by any means necessary.  And real terrorism frightens all thoughtful people, so the danger of 

becoming that which you oppose has never been greater.  This is a story about how that reader 

was created, with summaries of the 13 essays selected for publication. 

 

 First, a professor at the National Military Intelligence College (then JMIC) Dr. Jan 

Goldman, collaborated with a philosopher of ethics with national security background Dr. Jean 

Maria Arrigo and about six others to create a new “International Intelligence Ethics 

Association” branching off of the long-running JSCOPE conferences (Joint Services 
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Conference on Professional Ethics).  They held their first meetings on January 27 and 28 of 

2006, which made the front page of the New York Times precisely because the novelty of 

ethics for spies was, well, news.  Their association can be found at: http://www.intelligence-

ethics.org/  and their fourth conference will be at Johns Hopkins University in Baltimore, MD, 

February 20-21 of 2009. 

 

 Inspired by them, I went to the intelligence studies section of the International Studies 

Association seeking permission to do this project.  They concurred, and let me fill one-fourth 

of their next year’s panels with papers on intelligence ethics of various kinds.  Those engaged 

18 participants, but some solicited could not come and others were advisors to international 

leaders who could not participate publicly.  From those, 8 other papers were procured. 

 

 A panel of judges was created.  Two were editors of major intelligence publications, 

one was a former Chancellor of America’s National Intelligence University system, and one 

was an operator near the end of his career.  Their task was to review all submissions and to 

pick the best half.  The authors’ task was to compress what they thought essential into 4 

double-spaced manuscript pages.  All judges were invited to submit forwards to the final 

piece, recognizing that most could not.  The one who did was INS senior editor Loch Johnson, 

whose forward will be reprinted here next. 
 

 

 

Forward from the judges, represented by Loch Johnson, presented intact. 

 

Ethical Intelligence:  A Contradiction in Terms?             Loch K. Johnson, 
 

Regents Professor, Univ. of Georgia, and Sr. Editor of Intelligence and National Security 
 

          Hats off to Dr. Michael Andregg of the University of St. Thomas in St. Paul, Minnesota.  

He has gathered together a fine set of essays on intelligence ethics, written by an All-Star team 

of experienced intelligence scholars and practitioners.  Their succinct observations drive to the 

heart of a subject that every intelligence scholar—indeed every citizen—ought to contemplate.  

As a New York Times reporter has put it, “Is there such a thing as an ethical spy?” (1) 
 

 It is tempting to dismiss “intelligence ethics” as a classic oxymoron.  After all, 

intelligence can be an unsavory business.  It is not just smart people who sit in government 

offices analyzing data to make sense of the world for the President and other policy officials 

(although this is a key aspect of the business).  Intelligence also entails: stealing secret 

documents from adversaries; bribing disreputable individuals to spy against their own 

countries; planting propaganda in newspapers and magazines overseas; and plotting to 

overthrow foreign governments.  What does all this have to do with morality? 
 

 It would be a mistake, though, to wave aside the subject, however rough and tumble 

the secret world of espionage may be.  Not a single intelligence activity carried out by the 

United States is without a moral dimension.  Those in the intelligence business (intelligence 

officers), as well as those responsible for guiding them (policy officials in the executive 
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branch and lawmakers on Capitol Hill), may ignore ethics—but only at great peril to the 

nation’s reputation not to mention their own.  The United States is a democracy, with a proud 

tradition of fair play in international affairs and a desire to be a respected world leader—not 

just for our military and economic might, but for our embrace of human values as well.   
 

 While Americans may be just as guilty of moral slips as anyone from time to time, 

most citizens in the United States take seriously our standing abroad and insist that some 

limits be placed on the activities of our spy agencies.  That is why in 1974 the United States 

established a procedure for the careful review of all covert action proposals; why in 1976 

President Gerald R. Ford signed an executive order that banned assassination plots; why in 

1978 the Congress required a warrant process for domestic surveillance operations.  That is 

why today the allegations about extraordinary renditions and secret CIA prisons abroad have 

created so much controversy across our nation and around the world.  There are limits; there 

are ethical conditions that make sense.  The United States is not North Korea.  Therefore, we 

wrestle with the problem of where to draw bright ethical lines; and how to maintain our 

security while, at the same time, presenting ourselves to the world as a genuinely moral 

people. 
 

 For these reasons, a solid collection of essays on intelligence and ethics—a topic too 

long overlooked by scholars—is most welcomed.  Each essay offers a different take on the 

subject, but several of the authors point to the failure of intelligence officers to tell the truth to 

policy officials as one of the most troubling ethical lapses in the American system. I join those 

who view this “politicization” of intelligence as the cardinal sin.  There are other extremes too, 

that should be avoided by intelligence officers, and the nation needs to do a better job at 

defining the moral boundaries within which we expect our intelligence agencies to operate.  

These are some of the reasons why we need to pay attention to this subject, and I can think of 

no better place to start than with this insightful, lucidly written, and thoughtful collection. 

(1) Scott Shane, “Outfitting Spies With New Tool: Moral Compass,” NY Times  (Jan. 28, 
2006), p. A1. 

 

 

 

 The authors and countries represented will be listed now, followed by brief excerpts of 

their essays.  They were: John Hollister Hedley, USA; Shlomo Shpiro, Israel; Albert C. Pierce, 

USA; Stefan Brem, Switzerland; Gregory F. Treverton, USA; Jan Goldman, USA; Virendra 

Sahai Verma, India; Coleen Rowley, USA; John Tolson, United Kingdom; Uri Bar-Joseph, 

Israel; Melvin A. Goodman, USA; Stuart Farson, Canada; and Michael Herman, United 

Kingdom.  A parallel group organized by Brian Snow, USA, has been working on a draft 

“Mission Ethics” for operators and collectors, who face some different issues than analysts.  

So this is included at the end without editing as it was in the reader.  As much text as possible 

will be in their exact words in italics.  My editorial compressions will occur in plain text, or as 

ellipses.  There was a generic disclaimer, and several individual disclaimers, so I write here 

again that ALL of these views are of the individual authors, not of institutions.  
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John Hollister Hedley, USA, former CIA, ODNI, SIS, currently serving on America’s 

National Intelligence Council, on:  U.S. President’s Daily Briefs. 

 

My personal perspective on intelligence ethics focuses on the critical interface at the 

top of the process whereby intelligence informs policy on a daily basis. …  My opportunities—

my challenges—arose in the editing of intelligence reports and analysis for inclusion in the 

President's Daily Brief—the PDB—and when sitting down, one-on-one, with the most senior 

of policy readers of this most sensitive intelligence product.   I see in these actions the ultimate 

test for the intelligence professional of telling truth to power.   

 

In my professional experience, the ethics test came most significantly (and repeatedly) 

in these two ways:  The first would involve an editorial decision …  The second would come 

when meeting alone with top-level policymakers.  In each such case, there was an opportunity 

to distort or slant the message, to include or omit something, and—when alone with that 

senior policymaker—to interject comments that could stress a certain interpretation or soften 

it.   

 

Intelligence professionals must learn to check their political views and policy 

preferences at the door, and not allow them to color the rendering of a professional 

judgment at any step of the intelligence process.   

 

The policymakers whom intelligence seeks to inform need to get the straight story, 

unvarnished.  If they do not, the failure on the part of the purveyor of intelligence to tell it like 

it is will come to light—inevitably—and inevitably will exact a loss in credibility, which is far 

worse than a loss of popularity.  …  It has been my privilege to be involved in producing 

intelligence for eight Presidents—five Republicans and three Democrats—at degrees of 

distance ranging from halfway around the world to inside the White House Situation Room.   

Whatever the partisan rhetoric or the legislative agenda of these Presidents, without exception 

they have been serious and conscientious about their role in foreign policy and as commander 

in chief.  Some I admired more than others, but each, in my view, has had the best of 

intentions.  Obviously they have differed dramatically in style, policy choices, and 

effectiveness, but each has needed the best intelligence he could get—whether or not he 

always got it, wanted it, or heeded it.    

 
 

 

Dr. Shlomo Shpiro, Israel, Director of the Center for International Communications and 

Policy, Dept. of Political Studies at Bar-Ilan University, on:  Intelligence Ethics in Israel. 

 

Why do we need intelligence ethics?  

 

The Israeli state gives its intelligence services very wide powers to combat terrorism and 

safeguard its democratic order. These powers include the rights to arrest, interrogate, conduct 

deep incursions into personal privacy and limit individual freedoms, even carry out 

assassinations. Laws and regulations strive to limit those powers and prevent their misuse or 
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abuse. However, in the vast scope of intelligence activities, there are many times when those 

laws are not enough to guide or limit the activities of the individual intelligence officer. … 

Laws and regulations sometime provide solutions to problems but rarely answers to emotional 

dilemmas.  
 

This is where intelligence ethics come in. These ethics provide a set of behavioral guidelines, 

based on … beliefs and views regarding the role of intelligence in society and interactions 

between citizen and intelligence officer. Ethics begin where written laws and regulations end, 

and provide a set of ‘recommendations’ to guide the activities of intelligence officers.  … 
 

This paper … will concentrate on the following five elements of intelligence ethics:  
 

--  Telling the truth  

--  Protecting your sources internally as well as externally  

--  Resisting internal cover-ups  

--  Respect for religions  

--  Individual moral character  
 

 Dr. Shpiro elaborates on each of these areas, from which we excerpt comments on 

distinctively Jewish religious principles applied to intelligence affairs. 
 

Four key religious principles dictate Jewish attitudes towards security measures and risk-

taking. Those principles are written in the Torah, the first five books of the Bible, and have 

become key elements in interpreting the Halacha, the Jewish laws:  
 

· “He shall live by them (the laws)”  

· “He who comes to kill you, you shall kill him first”   

· “Thou shall not stand idle while thy friend bleeds”  

· “Thou shall make war by cunning”    
 

Dr. Shpiro explains these, then in conclusions states:   
 

Intelligence ethics in Israel are a combination of four basic sources:  
 

--  Ideology (Zionism)  

--  Religion (Jewish)  

--  Democracy (tradition)  

--  Morals (personal)  … 
 

As part of their work, intelligence officers are often expected to carry out dangerous, illegal, 

even violent and deadly activities. Laws and service regulations are legal barriers to the 

excess of power. Ethics provide the moral base for carrying out such activities when justified 

by real security needs. In this sense, laws and ethics balance one another, providing the 

working environment for intelligence work.  Perhaps the strongest evidence of the importance 

of intelligence ethics is the open discussion in recent years about what constitute these ethics. 

Their importance will grow even further as the war on terrorism expands all over the world. 
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Albert C. Pierce, USA, Professor of Ethics at America’s National Defense University, on:   

The Value of an Ethos for Intelligence Professionals. 

 

 This paper argues that the U.S. intelligence community would benefit from developing 

an ethos for the intelligence profession, analogous to the professional military ethic.  The 

argument unfolds in four parts.  … 
 

 I.  The U.S. military in the 1970s and the U.S. intelligence community (IC) today.   

Towards the end of the U.S. involvement in Vietnam and in the years that followed its 

departure from that war-torn country, there was growing recognition, both outside the U.S. 

military and later within it, that the most powerful armed forces in the world … failed to 

defeat a third- or fourth-rate military power in a war that lasted (for the Americans) roughly a 

decade. … Perceptions of these military failures among the broader public led to a marked 

loss of public confidence in the U.S. military. …  

 

 II.  How the U.S. military redeemed and resurrected itself.  There was no master 

plan; this was not a coordinated, top-down, senior leadership-driven effort.  The work was 

done and the progress was made by various players at the mid- to senior-levels, in various 

places, sometimes working in parallel and even coordination with others, at other times 

working seemingly alone. …   
 

 The first theme, both in time-sequence and in importance, is introspection and self-

reflection, a looking inward, not outward. … A second theme emerged from the first—a back-

to-basics drive that asked, “Who are we?” in addition to and more important than, “What did 

we do, or fail to do?” … This led to the third theme—the revitalization of professional military 

education, in particular the critical role of the various command-and-staff colleges and war 

colleges.  … Taken together, these initiatives, and the profound changes they led to, produced 

the armed forces of the 1990s and beyond, whose performance in the 1991 Gulf War was a far 

cry from that in Vietnam—especially at the operational and strategic levels. 
 

 III.  The makings of a “get-well” plan for U.S. intelligence today. 
 

 …  The intelligence community needs to engage in serious introspection and self-

reflection, and get beyond blaming political leaders, the press, and others for the intelligence 

professionals’ own failures.  This must be a bottom-up process at least as much as a top-down 

one, and mid- to senior-level career professionals, who are the leadership of the future, must 

take the initiative.  There are real limits to what can be done, or imposed, from above; the 

secret to success is getting substantive and procedural buy-in from down below in the career 

ranks. 

 

 One major theme of this effort should be to begin to think of intelligence as a 

profession, like medicine, the clergy, the law, or the military.  A central element of all 

professions is an ethos, which leads me to the last section of this paper. 
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 IV.  An Ethos for Intelligence.   An ethos is broader and deeper than a professional 

code of ethics.  Let me address two aspects here:  What an ethos is and does, and how one 

might go about developing one. 
 

 First, what is an ethos, and what does it do?  … The word ethos comes from the Greek 

word for character. … An ethos is more about who you are than about what you do.  A 

professional code of ethics, which is best developed in light of and derived from an ethos, is 

about what you do. … An ethos is organic, and it must be grown from within, in what will be 

more of a bottom-up than a top-down process. 

 

 In summary, the U.S. intelligence community can and should learn from a historical 

analogy—the U.S. military in the 1970’s—and it should include as a central element in its own 

“get-well” plan developing a concept of itself as a profession, which, like all professions, has 

an articulated ethos. 
 

 

 

Dr. Stefan Brem, Switzerland, then head of risk analysis and research coordination for the 

Swiss Federal Department of Defence,  … on:  Special Ethics for Special Services? 

 

Recent scholarly and media attention has been directed toward incidents where 

intelligence services in several Western democracies have allegedly misbehaved.  On both 

sides of the Atlantic, intelligence services have made news – not necessarily in support of their 

original mission.  Most prominently, in the United States, as the primary driver in the war 

against terrorism, domestic surveillance programs, renditions, secret prisons, pictures from 

Abu Ghraib and Guantànamo have raised opposition both domestically and internationally 

against this very campaign and have severely undermined morale in the U.S. intelligence 

community.   [Dr. Brem provides several examples of strictly European intel-scandals here] 

 

I will argue in this essay that there is no need for special ethics. But clear rules, 

procedures and oversight are required for a well functioning and reliable intelligence 

community. … What I will do is focus on the dilemma between protecting the country vs. 

obeying the law (and by extension assuring people’s rights to life and integrity). Thereby, I 

would argue that you can reconcile this dilemma with the “do no harm” principle as 

practiced with the Hippocratic Oath in the medical profession. As a secondary principle 

“lesser evil” standards should be applied.  … He lists here many relevant laws and treaties. 

  

There are also more specific international guidelines such as the Guidelines on Human 

Rights and the Fight against Terrorism that were adopted by the Committee of Ministers of the 

Council of Europe on 11 July, 2002.  … It is all too obvious that intelligence services do have 

special powers (that is part of their tasks), but they have to be covered by the law and there 

has to be accountability, transparency and oversight.  In this sense the aforementioned 

guidelines by the Council of Europe lists several important principles from which I want to 

highlight five: 
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 Prohibition of arbitrariness:    [Each of these subheads is elaborated] 

 Lawfulness of anti-terrorist measures:   

 Absolute prohibition of torture: 

 Provisions on collection and processing of personal data:    

 Measures that interfere with privacy: 

 

            How could this approach work in reality?   The ongoing intelligence reform processes 

– in particular in Eastern Europe – show the importance of a legal framework. …  It is clear 

that new laws and reform in itself do not automatically mean compliance and implementation, 

but it is an important first step and sine qua non in the important endeavor to create 

intelligence ethics in these transformation countries. Intelligence reform and ethics are long-

term endeavors and allegedly short-term gains by unethical or even illegal measures have to 

be put into context with the long-term negative consequences.  The blowback of Abu Ghraib 

and Guantànamo, secret prisons and renditions more than consume the potential benefits of 

allegedly gained tactical information – if proven true at all.  

 

In the context of counter-terrorism—in the end—it is all about “winning hearts and 

minds” and not about “all gloves off.”  
 

 

 

Gregory F. Treverton, USA, ex of the U.S. National Intelligence Council, then Director of 

RAND’s Center for Global Risk and Security, on:  The “New” Ethics of Covert Action. 

  

In the bad old days of the Cold War, the argument for covert action – that is, actions 

that might not be secret but where the link to the United States government was not apparent 

or acknowledged – boiled down to “if they, the Soviets can do it, so can (or must) we.”  That 

rationale never was entirely satisfactory, on either ethical or instrumental grounds.  After the 

fall of communism and 9/11, covert action has changed in two main ways, one of which eases 

ethical considerations while the other raises new ones, of accountability in a democracy if not 

ethics.  …  

 

 First, the scope for doing openly what might earlier have been done covertly has 

increased dramatically since the 1970s. … To be sure, openness and company do not settle the 

question of whether intervention is justified.  But they do make it easier to debate the question.  

…  The imperative to act covertly will return because open support from the United States 

would be the kiss of death for almost any group in the Arab world.  But the bias toward 

openness should remain.    

 

… The other big change after 9/11 is that most covert actions are not very secret.  They 

are mostly paramilitary actions in support of broader, mostly military counterterrorism 

operations.  The campaign against terror has thrown CIA covert operators and Pentagon 

Special Forces together in new ways.  … CIA covert operations require a presidential finding, 

one transferred in secret to the relevant committees of Congress. … By contrast, a similar 

operation conducted by the military special forces could be set in motion simply by the chain 
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of command from the president as commander-in-chief.  That difference raises two issues of 

authorization and accountability.   
 

One is whether the finding process has become a sham in an era of terrorism.  The 

difference in authorization may be less than meets the eye if findings have become so broad in 

the war on terror as to cover almost any CIA operation, anywhere. …  Yet, the prevailing 

legislation, the Intelligence Authorization Act of 1991, exempted “traditional military 

activities” from the finding process.  … At various times Pentagon officials have insisted this 

language gives them license for activities years in advance of any overt military involvement.   

This debate plays to fault lines in Congress.  Gridlock thus results.   
 

 In the scheme of things, this debate may be a relatively minor piece of a much larger 

debate about American tactics in the badly misnamed “war on terror.”  But this piece could 

be fixed, and it should be.  In general, if the U.S. is to conduct covert operations, they should 

be done by the CIA.  Not only does it have the capability, but any proposal passes through 

several levels of review within the Agency, then to interagency review before going to the 

President.  In those – rare – circumstances when special forces are required to conduct an 

operation where no U.S. forces are engaged in fighting, it should be considered a covert 

action and approved through the finding process.   
 

 

 

Jan Goldman, USA, National Defense Intelligence College, on:  Ethics Phobia and the U.S. 

Intelligence Community:  Just Say “No”. 
 

 

 Ethicsphobia exists in the U. S. Intelligence Community. It is a largely undiagnosed 

affliction that needs to be recognized if it is to be prevented from spreading. … It probably will 

not be wiped out in our lifetime, but with research and a better understanding of the problem, 

it might be controlled.   
 

 What is ethicsphobia? Well, ethics is a set of principles or standards that one lives by 

to conduct their daily lives; professional ethics is a set of principles or standards that guide 

the conduct of how one performs their work. A phobia is defined as a persistent, abnormal, 

and irrational fear of a specific thing or situation that compels one to avoid it, despite the 

awareness and reassurance that it is not dangerous. Examples include the fear of spiders 

known as arachnophobia, the fear of heights known as acrophobia, and catagelophobia, the 

fear of being ridiculed. Ethicsphobia is the fear of performing ethical conduct. …  
 

 Former Director of Central Intelligence Allen Dulles once said, “The last thing we can 

afford to do today [in 1963] is to put our intelligence in chains. Its protective and informative 

role is indispensable in an era of unique and continuing danger.”  More succinctly, according 

to William ‘Bill’ Donovan, considered by many as the father of central intelligence in the 

United States after World War II, “In an age of bullies, we cannot afford to be sissies.” The 

perception that ethics has no role in intelligence work can be seen from U.S. Circuit Trial 

Judge Richard Posner, an astute observer of national security affairs who recently wrote 

"Intelligence is the second oldest profession, only with fewer morals." 



 10 

 

 It is unfortunate that at the institutional level, ethicsphobia can be seen at several 

intelligence agencies, where ethics is not something to be promoted, celebrated, and 

displayed, but rather feared, hidden, and closely guarded.  At one intelligence agency, when I 

called to ask for their code of ethics, I was told “it is only available to agency employees” 

while another agency informed me that I would need to file a request under the Freedom of 

Information Act. … Of course, it is important to understand that ‘ethics begin where rules and 

regulations end.’  But law and ethics may at times diverge, and in intelligence work it is not 

uncommon to view this work outside the boundaries of legal constraint, thus, it is easy to see 

how it may also be considered unethical work.  

 

 In January 2006, the International Intelligence Ethics Association was formed and 

held the first conference on the role of ethics in intelligence and national security.  In the New 

York Times, which carried coverage of the conference on the front page, this comment from a 

former CIA operative with 33 years experience was also recorded:  “Depending on where 

you’re coming from, the whole business of espionage is unethical...intelligence ethics is an 

oxymoron.  It’s not an issue.  It never was and never will be, not if you want a real spy 

service.” … Why must a ‘real spy service’ require that its members have no ethics?  It is 

important to understand that while the work may be considered unethical, we need to 

distinguish how we conduct our work if that work is to be considered conducted by 

professionals.  
 

 Ethics does have a role to play in intelligence, just like any profession seeking 

legitimacy. Ethics does not have to be considered a hindrance to the profession, but rather a 

facilitator of getting and keeping the best and the brightest individuals this country has in the 

service of their nation. For most professions, one of the key components is to have a “code of 

ethics.”  
 

 In conclusion, and on an optimistic note, I am extremely confident that ethicsphobia 

likely applies to an extremely small percentage of individuals in the Intelligence Community. 

However, the perception of the work that is performed in the service of this nation should not 

be confused with how that work is performed.  Intelligence is a profession that includes 

understanding tradecraft, skills, and knowledge particular to performing work for national 

security and ethical conduct must be embraced, not feared, in performing that work.    
 

 

 

Virendra Sahai Verma, India, Col. (ret.) Army of India Military Intelligence, now research 

scholar at Jawaharlal Nehru University, on:  Intelligence Officers as Professionals. 

 

        Intelligence is one of the three oldest professions.  The Indian classic, Kautalaya’s The 

Arthashastra, written about 5000 years ago advises the King that, “After Royal Councilors 

and ministers have been appointed, the creation of an entire network of secret agents was the 

next task, because they were necessary for the security of the kingdom and for the furthering 

of the objective.”     
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            The modern intelligence officer is a professional person in the same manner as that of 

physician, lawyer and architect. The recognition of intelligence officers as a professional body 

gives it a unique dimension to its responsibilities for society and the nation. A professional 

pursues a “sense of being called to a work that is fulfilling of self and that helps and changes 

the lives of others.”   The businessman may earn more money, and the politician may get 

more power, but a professional commands more respect.   
 

[Col. Verma follows with comments on 13 topics only some of which will be elaborated here.] 
 

Expertise 

 

Responsibility  

 

        The essential and general character of his service and monopoly of his skill impose upon 

the professional man the responsibility to perform the service when required by society. This 

social responsibility distinguishes the professional man from other experts. They have only 

intellectual skills. The profession calls upon its members to follow certain values and ideals. 

The motivation of the professional intelligence officer is not money alone. He is inspired to 

perfect himself in service to society and the nation. Integrity would thus be the most desirable 

quality.  To quote Sun Tzu, “Knowledge leads to victory and spies lead to knowledge.  The 

goal is not merely advance warning, but understanding how something set in motion will turn 

out.”  

 

Corporate Character 
 

Intelligence Officers as Professionals    
 

Professional Ethics  
 

       A profession must capture the full dedication of those who are competent both morally 

and intellectually to meet the challenges. “In the hands of morally insensitive persons the 

noble purpose of the profession would fall with tragic consequences to the state and society 

and to humanity in general.”  [Col. Verma quotes here from Jacques Barzun, as he does from 

many western and eastern scholars.  We have removed all citations from these summaries.] 

 

       … After setting the highest standards of professional competence, the intelligence officer 

must give his true assessment of the situation. Thereafter, the superior political wisdom of the 

statesman must prevail. 
 

Professions Under Siege  
 

       Intelligence services are under severe criticism, especially after Iraq, for allowing misuse 

by political leadership. There are similar instances of such misuse in other countries including 

my own, India.  Distorted values, lack of professional integrity and corruption have affected 

the image of intelligence.  
 

Intelligence Reforms 
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       The age of virtue is prevailing. Every profession is trying to reform itself for providing 

honest and committed service to society. There is a universal realization that intelligence 

advice with malice is of no benefit to the sponsors. It certainly harms the target country. If 

there is one profession which needs sound ethics it is intelligence. This is because a wrong 

decision can cause calamitous damage to the sponsor and to the world in general. … 

Intelligence agencies operate in a secret and unaccountable world.  It is therefore very 

important that the officers should be guided by professional ethics.  
 

Integrity 
 

       Integrity will be the most important ingredient in an intelligence officer. He works in the 

province of uncertainty. He must forego personal advantage, lucre, and above all ego.  His 

responsibility is to enhance the security of state. He must have moral courage to mention the 

truth, even when truth is quite unpopular. 
   
“Duty , Honour and Country” 
 

Self Policing and Leadership   
 

“Laws of War” 
 

         In the future, unless some conventions for intelligence agencies are developed by the 

civilized world along the lines of the “Laws of War” and moral self restrictions are placed, 

humanity will see much more devastation. There is an urgent need to bring their operations 

under some such moral conventions. It is a fact that “Laws of War” are often violated or 

ignored, but humankind is better with them than without.  
 

Reshaped Intelligence 
 

Fee for Service 
 

  The present system leads to excess information, and deficits of wisdom.  It promotes 

tendencies to classify information as intelligence which is openly available.  The cure for this 

problem is the private information industry.  Slim and efficient agencies function better than 

empire building agencies.  
 

 [Col. Verma cites Gregory Treverton here, in “Reshaping National Intelligence for an Age of 

Information,” 2003, to encourage a better mix of public and private sources.] 

 

 

 

Coleen Rowley, retired FBI attorney and Time Magazine Person of 2002 (shared) on:   

Moral Dilemma in the Intelligence Community and Lack of Constructive Options. 

 

I write not from any academic perspective but mostly from being a whistleblower 

whose post 9-11 memo to the FBI Director led directly to an investigation by the Department 

of Justice’s Inspector General (IG) of various mistakes made by the FBI pre 9-11.  This IG 

investigation, in turn, furnished the basis for some of the 9-11 Commission’s findings.  Ethics 
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was largely what motivated me to write the memo.  I had been responsible for giving two types 

of ethics training in our Minneapolis Division of the FBI.  So when I saw FBI officials almost 

immediately begin distorting and sugarcoating the truth of all the problems and mistakes that 

allowed the 9-11 attacks to be carried out, two slides from that power point came back:  

 

“DO NOT: Puff, Shade, Tailor, Firm up, Stretch, Massage, or Tidy up statements of fact;”    
 

and   “Misplaced Loyalties: 
 

As employees of the FBI, we must be aware that our highest loyalty is to the United States 

Constitution.  We should never sacrifice the truth in order to obtain a desired result (e.g. 

conviction of a defendant) or to avoid personal or institutional embarrassment.” 

 

The sad reality is … that development of an ethics code for intelligence professionals, 

coupled with institution of an effective training program and model compliance system are 

only the first steps.  Without affording actual mechanisms for surfacing and addressing fraud, 

waste, abuse and problems, and also providing job protection for those whom the code and 

training have inspired to do the right thing, any progress gained from these first steps will 

prove mostly illusory.  [Rowley follows with examples of FBI whistleblowers crucified for 

telling the truth, like Frederic Whitehurst who exposed dramatic lapses in the crime labs]. 

 

 The sad plight of government whistleblowers in general, however, can be said to 

decline to an even lower level for those who work in the federal intelligence/national security 

community as they do not have any actual statutory protection under the WPA and therefore 

have no right to any day in court …  

 

Secrecy, by its very nature, works against ethical decision-making because it shields 

wrongdoing and problem areas.  Secrecy is diametrically opposed to the “sunshine is the 

greatest disinfectant” theory of good government.  …  

 

 The cloak of secrecy, which is necessary to some extent for the effective operation of 

government agencies involved in national security investigations/operations, on the other 

hand, fosters an environment where the incentives to avoid embarrassment and disincentives 

to step forward combine.  … The intelligence community’s need for secrecy also provides it 

with another harassment/retaliatory tool … removal of the whistleblower’s security clearance.  

“Security clearance reprisal” is an … effective method … for circumventing any other 

employment protections enjoyed by an intelligence community employee.  …   

 

[Therefore,] We not only need to: 1) conquer our “ethics phobia;” 2) develop an 

appropriate universal ethics code for intelligence analysts and officers; and 3) institute 

effective training programs; but we also need  4) systems of vetting questions and complaints 

with enforceable job protection in place for those who engage in good faith in the process.   
 

 

[The next three essays focus on ethics for analysts, and there was a growing awareness during 

this project that any “code” for analysts could not be identical to a code for operators.  Two 
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essays dissect failures of both kinds prior to the second war in Iraq.  So we included some 

final text from a project that focuses on developing a code for collectors and operators.] 

 

 

 

John Tolson, United Kingdom Ministry of Defence, on: Ethics and the Intelligence Analyst. 

 

Contrasting US and UK Approaches 
 

 Compared with the US intelligence community, there is much less emphasis in the UK 

on formal education and training on intelligence ethics. Broadly, this can be explained by the 

contrasting traditions of government. The US written constitution with its system of checks and 

balances stresses such issues, with formal oversight machinery in place to ensure that certain 

standards are maintained. By contrast, the UK parliamentary system has traditionally been 

perceived to be based on a value system where every participant knew the standard of 

behaviour that was expected of them. … 
 

 A practical consequence of these differences between the US and UK approaches is 

that there is a much reduced body of source material on the UK theory and practices than 

there is in the US, although this is beginning to change, The major driver is increased 

awareness of moral dilemmas in the light of efforts to counter global terrorism and nuclear 

proliferation and the conduct of military operations in Iraq and Afghanistan. 
 

Practical Problems for the Analyst 
 

 However, where the UK literature on intelligence ethics does consider the practical 

problems for individuals or groups at the working level in intelligence organisations, it 

concentrates on issues affecting the collectors of intelligence. … 
 

 In conceptual terms, “ethics” is assumed to be the “right way” to perform all-source 

analysis, based on a “code of values”, with the process of abiding by this code requiring 

“professional integrity”. This is different from analytical “best practice” – the application of 

critical thinking, analytical tools and technique, avoiding analytical pitfalls, etc. 
 

 Analysts must assess the worth of information received from various sources using 

their own professional skills, weighing it against data already received (from other sources) 

and the proven (or otherwise) reliability of the sources. …The ability of the individual analyst 

to actually gain sufficient access to the details associated with agent motivation and 

willingness to supply information is variable in the UK system though the official position 

seems clear. The Cabinet Office’s National Intelligence Machinery states …  
 

“Secret intelligence is information acquired against the wishes and (generally) 

without the knowledge of the originators or possessors.  Sources are kept secret from 

readers, as are the many different techniques used.”   
 

This brings into sharp focus the potential ethical responsibility the analyst shares with the 

collector of intelligence. To what extent does, or should, the user of a particular line of 

intelligence reporting have moral responsibility for how and from whom it is collected? 
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 … The second area is the core contribution of the all source analyst to the processing 

of information and intelligence i.e. added-value through analysis and assessment. Ethical 

dilemmas arise where pressure may be put on the analyst from a manager or an external 

source with the aim of achieving changes in the analysis or assessments which are contrary to 

the judgement of the analyst … The third area concerns the use to which an intelligence 

assessment is put and the moral issues that might arise.  

 

Ethical Guidance 
 

 Given this uncertainty and potential dilemmas where does or should the analyst seek 

his or her ethical guidance? There is a strong flavour of “if you can’t stand the heat get out of 

the kitchen” brand of argument here.  … But where the prospect of major military operations 

impacts on large numbers of analysts, perhaps for the first time in their experience, then the 

circumstances can stimulate an urgent re-think of a personal moral position. … [Therefore] 

the focus should be on provision of practical guidance for both analysts and their managers.  
 

 

 

Dr. Uri Bar-Joseph, Israel, the Division of International Relations, School of Political 

Science, Haifa University, on:  The Professional Ethics of Intelligence Analysis. 

 

Very much like military work, intelligence is a highly complex craft that involves a 

variety of skills. … The centrality of analysis for obtaining this goal, and the fact that the 

source of most intelligence failures is at the analytical stage, makes the analyst the prime 

professional in intelligence work – the equivalent of Huntington's staff officer in the military 

sphere. … The many studies of intelligence failures, from biblical times to the post 9/11 era, 

show that their sources can be traced to two main types of human behavior:  unintentional 

mistakes in information processing, defined here as unmotivated biases; and intentional 

deviation from the proper way to analyze intelligence data, mostly in order to gain influence 

or escape punishment, i.e., motivated biases in information processing.  
 

This paper proposes two ethical principles which, if practically adopted, can reduce 

the likelihood of falling victim to motivated and unmotivated biases in intelligence analysis 

and, thus, to raise the analysts' level of professionalism and reduce the likelihood of 

intelligence failures. 

 

[Regarding]  Unmotivated biases:  

  

 Cognitive psychology offers a number of theories to explain the human tendency to 

prefer beliefs over facts, to err in making complicated judgmental tasks, and to prevent 

members of a small group from raising doubts about its dominant way of thinking. Most 

notable among these theories are cognitive dissonance, confirmation bias and heuristic 

judgment at the individual level and the dynamics of groupthink at the small group level. … 
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 Therefore, this paper maintains that assimilation into the analytical system of 

intelligence organizations of the Socratic principle which casts doubts about everything we 

believe that we know, may – by challenging again and again the fundamental assertions that 

dominate the analytical process – reduce the analysts' tendency to cling to their mindsets and 

ignore information that casts doubt about their validity. 
 

[Regarding]  Motivated biases: "The truth, the whole truth, and nothing but the truth" 

 

 While the role of unmotivated biases in facilitating intelligence failures is well 

documented, the impact of motivated biases has so far attracted less academic attention. …  

 

Certainly, there is a clear difference between a dictatorial system, in which telling the 

consumer the truth, the whole truth and nothing but the truth, may cost the intelligence 

professional his life or freedom, and democratic environments in which the ultimate cost for 

such a behavior is one's career. … 
 

The debate that is taking place in the USA between those who regard the impact of the 

intelligence product on the decision-making process as more important than its "objectivity," 

and those who maintain that "objectivity" should be preserved at all cost, is quite unique.  As 

far as I know, no such debate takes place in other countries, e.g., Britain or Israel, where the 

quality rather than the impact of the intelligence product constitutes the highest value. The 

legitimacy, even in a partial form, that is given in the USA to painting the product in colors 

that suit the political consumers' needs is a clear deviation from the juridical principle that 

puts truth above all. … It opens the way to both political pressure on behalf of politicians 

and yielding to such pressure on behalf of intelligence makers.  The ultimate result may be 

embarrassing estimation fiascos which can cost dearly. 
 

  
 

Melvin A. Goodman, 24 years at CIA (ret.) and 18 years at NDU, on:  CIA Failures of 

Tradecraft and Intelligence Prior to the Second Iraq War. 

 

 CIA managers and senior analysts violated every norm of the intelligence analysis 

process in helping the Bush administration make its case for war against Iraq.  There are 

filters in the directorates of intelligence and operations to prevent the introduction of 

fabrications into finished intelligence products, but managers and analysts ran through a 

series of red lights.  As a result, forged intelligence on Iraqi purchases of uranium from Niger 

was used to justify a statement in the Presidential State of the Union address of 2003.  The 

CIA should have conducted a counter-intelligence investigation of such an intelligence 

fabrication that ended up in the hands of the President, but did not do so.  Analysts, like 

investigative reporters, should be particularly leery of sole source information, but single 

source intelligence on Iraq’s so-called mobile biological laboratories was central to Secretary 

of State Powell’s UN speech prior to the war. Powell and Tenet lied in claiming there were 

multiple sources for this information.  Again, there was only one primary source on possible 

links between Iraq and Al Qaeda; this source was rendered to Egypt and tortured in order to 
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garner that information.  CIA director Tenet then used this corrupt information to try to 

influence the Senate intelligence committee on the reasons for going to war.   
 

[A detailed critique followed of how false information from many contaminated sources was 

incorporated into official estimates and speeches despite repeated warnings from analysts in 

the CIA, INR and other US intelligence agencies, as well as warnings from quite a few allied 

countries’ national intelligence agencies.] 
 

 CIA’s failure in the run-up to the Iraq War was a total corporate breakdown, with the 

senior leadership of the agency itself as well as the senior managers of both the intelligence 

and operational directorates playing key roles. …  

  

A former director of the State Department’s INR, Thomas Hughes, concluded that 

policymakers use intelligence the way a drunk uses a lamppost—for support and not for 

illumination.  In the case of the Iraq War, intelligence offered too much support, too little 

illumination.    
 

Intelligence analysis is never an easy or clear-cut process, and when intelligence 

analysts believe—as they did in the fall of 2002—that the United States was going to war, 

there is a tendency to resort to worst-case analysis in order to cover their bets  … 
 

Although CIA political and regional analysts did provide some warning to the White 

House regarding the chaos and discontinuity following an American invasion, CIA military 

and technical analysis ultimately caved in to White House pressure and gave the Bush 

administration the intelligence it needed to make the case for war.  … 
 

The bottom line is that politicization compromises the essential qualities of ethical 

intelligence analysis:  accuracy, objectivity, and honesty.   
 

The Holy Grail of the intelligence profession is to guard against politicization and 

thus ensure effective intelligence analysis in order to preserve national and international 

security.  
 

 

 

Stuart Farson, Canada, Simon Fraser University and CASIS on: A View from the Sidelines:  

Dilemmas and Consequences Resulting from the Anglo-American Intelligence on Iraq. 
 

 Truth telling is deeply embedded in many of the world’s cultures and religions.  It is an 

intrinsic dimension of democratic governance. …  Truth telling is also an essential component 

of the criminal court system. 
 

 Paradoxically, lying and deception are often said to be essential features of 

intelligence work, even in democratic states.  However, deception campaigns have sometimes 

been found to have unintended consequences.  For example, propaganda planted in foreign 

media sources has sometimes found its way back into a country’s domestic media.  This paper 

argues that other forms of “blowback” may be at hand where intelligence is used publicly to 

support a particular policy option.   
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 It is frequently argued that intelligence activities need to be ethically based.  Yet the 

intelligence work of democratic states is replete with tensions between conflicting principles 

and objectives.  Among the more obvious are: 
 

 The obligation to protect national security without simultaneously destroying 

the democratic fabric; 

 The coincident pressures on government to be transparent without revealing 

national security sources and methods; 

 The requirement to comply with the rule of law domestically while breaching 

the laws of foreign states; 

 The obligation to provide truthful accounts while simultaneously hiding the 

truth through obfuscation, deception and sometimes outright lies. 
 

 Collectively, these make the study of intelligence fertile ground for debating whether 

and how ethical principles can be applied to the “secret world.”  … 
 

 In this context, Jean-Paul Brodeur’s argument is of interest.  He posited that an 

essential feature of criminal intelligence work was veracity, i.e. using intelligence to establish 

whether certain things are or are not true.   In the case of the Iraq War, it is highly likely that 

the Chrétien government would not have participated in an invasion without a U.N. resolution 

providing multilateral legitimacy.  …  
 

 [A] third argument was raised by Jennifer Sims.  She argued in favour of doing away 

with “talking truth to power.”   Her premise was that intelligence is not in the truth business.  

Clearly, in practical terms, Sims is correct.  Intelligence is often incomplete and fails to be 

preventative.   But the question remains:  was the expression – “talking truth to power” meant 

to be viewed in such practical terms?  I would argue not.  Rather it was intended as a guide 

for ethical behaviour. …   
 

 Arguably, individual countries—even the major intelligence players—cannot hope to 

thwart the “new terrorism” on their own.  Cooperation and intelligence sharing are 

indispensable, especially between neighbours like Canada and the U.S. with what are now 

multi-functional and multi-faceted borders.  And trust and confidence in partners are essential 

to effective co-operation. 
 

 If the arguments presented here are correct, our notion of “talking truth to power,” far 

from being abandoned, may deserve some revision.  While intelligence has an obligation to 

provide truth to power—warts and all—and should not proffer “slam dunks” when there are 

none to be assured, there should also be a greater obligation on power to talk truth as well, 

especially with its close intelligence partners.  To do otherwise may have other unintended 

and potentially undesirable consequences. 
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Michael Herman, United Kingdom, ex-GCHQ (35 years) with secondments to the Cabinet, 

founding Director of the Oxford Intelligence Group at Nuffield College Oxford, on:   

Why Should Intelligence Professionals Attend to Intelligence Ethics? 

 

 Most of us—though not the arch-realists—feel that states' actions have an ethical 

dimension, in the same way as any other human activity.  There is no reason why government 

intelligence should be excluded.  So what are the ethical considerations that bear on it, and 

are they major ones? 
  

 Intelligence's origins are in war and diplomacy.  Its activities have always included 

covert information-gathering and covert action, and for the last century and a half it has also 

been governments' expert on foreigners and internal enemies in security matters including 

'warning'.  Its targets are essentially 'the other': 'them' rather than 'ourselves'.  … 
  

 On intelligence's own activities, those of spies and traitors have always attracted 

opprobrium, but it is difficult to find much historical evidence that governments have been 

condemned for employing them.  Some monarchs valued their international honour, but this 

was rarely held to debar intelligence's covert methods.  …  
  

 The Cold War then made it far more important than before, in a context in which 

ethical judgments about it were non-existent in the USSR and limited in the West.  Both sides 

played hardball in their intelligence activities.  … The Cold War was partly an intelligence 

war, and intelligence 'incidents', such as the regular expulsion of 'diplomats' for unacceptable 

activities, were a significant part of it.  It is depressing that significant Cold War-style 

collection still seems to continue between the former adversaries.  

 

 So much for intelligence's own activities; but there is also the effects of its output.   

Government anywhere is a hand-to-mouth affair, and its decisions can be ill-considered or 

irrational for any number of reasons.  A justification for good intelligence judgments is that 

governments that take notice of them tend to be more sensible than those that manage without 

them.  Yet all governments prefer intelligence that supports their policies and do not welcome 

bad news.  Intelligence has to be useful on politically charged issues, and has to reconcile 

credibility with objectivity and truthfulness.  Good intelligence can be useless, and bad 

intelligence can be worse than useless.  Ethical judgments based on its effects on government 

depend on its product's quality, governments' attention to it, and the ethical standards of 

governments' own aims and action, but the prize of encouraging rational, 'evidence-driven' 

government is considerable. … 
  

 The conclusion must be the unsurprising and pragmatic one, that ethical 

considerations should play a part in deciding what intelligence should do, but as one 

consideration along with others.  Law provides one pointer towards ethics, but not necessarily 

an overriding or even reliable one.  The CIA was said to employ 60 lawyers some years ago, 

which sounds quite enough for legal inputs alongside ethical ones.  Ideas of Just War may 

provide a basis for ideas of moderation and Just Intelligence. …  
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 Equally important—perhaps more influential, over time—is the attitude of the 

intelligence practitioner.  As with much long-term government service, his (or her) profession 

is probably not for those with ultra-sensitive consciences.  Yet most people in intelligence see 

it as a worthwhile cause with beneficial results nationally and internationally.  …  
 

Intelligence's justification lies in its professional standards, which need some 

distancing from government and a willingness to persuade it of unwelcome truths.  Cultivating 

an intellectual independence of this kind is inseparable from making comparable ethical 

judgments about intelligence's own activities and the government actions it informs.   
 

 Ethics are a necessary input to intelligence professionalism, not an option. 
 

 

 
 

Brian Snow, USA, 34 years with the NSA (retired) and SIS, now managing a group of about 

40 individuals trying to create a code for thinking about ethics for operators and collectors. 

 

 DRAFT Intelligence Community “Mission Ethics” 
 

Preamble: 

 

Intelligence work may present exceptional or unusual ethical dilemmas beyond those of 

ordinary life. This code should be read as strong guidelines not rigid rules admitting no 

exceptions. Ethical thinking and review should be a part of our day to day efforts; it can 

improve the chances of mission success, preserve our alliances, protect our nation's and our 

agencies’ integrity, and protect us from the consequences of bad choices. Therefore, we adhere 

to the following standards of professional ethics and behavior: 

 

1.  First, do no harm to U.S. citizens or their rights under the Constitution. 

 

2.  We uphold the Constitution and the Rule of Law; we are constrained by both the spirit and 

 the letter of the laws of the United States. 

 

3.  Expediency must never be an excuse for misconduct. 

 

4.  We are accountable for our decisions and actions and support accountability processes to 

 ensure our adherence to these principles. 

 

5.  Statements we make to our clients, colleagues, overseers and the U.S. public will be true, 

 and structured not to mislead or unnecessarily conceal in any way. 

 

6.  We will seek to resolve difficult ethical choices in favor of constitutional requirements, the 

 truth, and our fellow citizens. 

 

7.  We will address the potential consequences of our actions in advance, especially the 

 consequences of failure, discovery, and unintended consequences of success. 
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8.  We will not make decisions that impose unnecessary risk on innocent parties. 

 

9.  If an action might result in harm to our citizens, seek authorization from a national 

 authority external to your agency that is in your chain of command. 

 

10.  Although we may work in secrecy, we will work so that when our efforts become known, 

 our fellow citizens will not be ashamed of us and of our efforts. 

 

11.  We will comply with all public and international human rights agreements that our nation 

 has ratified. 

 

Point of Contact:   Brian Snow   

(at:   briansnow@comcast.net ) 

 

 

Final Notes from the Editor of the 2007 Intelligence Ethics Reader excerpted above. 

 

 If you are interested in details edited out here, you can read the whole thing free on our 

website at www.gzmn.org (Center for the Study of Intelligence and Wisdom page).  Or you 

can buy paper copies at $10 from Amazon.com or the University of St. Thomas bookstore.  

 

  Everyone in this project wrestled with the meta-question, how is anyone going to get 

actual spies or other intelligence professionals to care about unenforceable ethical codes given 

the realities of daily work and the priorities of policymakers?  So I paraphrase my forward.  

Ethics in intelligence is a force multiplier because it attracts skilled help, while dismissal of 

ethics and brutal intelligence practices degrades national power, corrodes essential intelligence 

liaisons, and dries up sources and resources of many kinds.  Anyone can be a thief or a thug.  

Polite society avoids them, so intelligence professionals strive to rise above the temptations of 

tactical advantage over short terms.  Thus we should care about this topic even though it 

seems oxymoronic at first glance.   

 

 Civilization is in danger.  The prime nexus of the “Long War” is between civilization 

and barbarism, so the imperative to avoid a race to the bottom is great.  More prosaically, you 

and I as human beings benefit from serious attention to ethics in analysis and yes, even in 

operations.  Our families are healthier, our liaisons are more productive, and our alliances are 

more secure if we do things the right way, not just the expedient way. 
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