
1 
 

The Quest for Ethics for Spies 
 

(written exclusively for Truthout, August, 2011, Michael Andregg, mmandregg@stthomas.edu) 

[That means links to other online sources, but no footnotes, endnotes or excessive jargon] 

 

 

Ethics for spies is a true oxymoron, since breaking laws is part of their daily work. But it is an 

important oxymoron, because the lives of millions swing on what spies tell leaders who employ 

them. When weapons of mass destruction enter the mix, the fate of the entire planet can depend 

on whether spies are wise at moments of exceptional stress. Wisdom is not possible without 

ethics. So even though spies break laws every day, often lie for a living, and live in a strange 

world of bizarre customs, semi-random danger, rampant paranoia, and extremely twisted 

thinking, the quest for ethics among spies is important. 

 

I study spies and call their strange world “spooky-luky land” in honor of Al McCoy, a career 

officer for the U.S. Army Criminal Investigations Division. In retirement, he became a private 

investigator devoted to defending whistleblowers from within this secret world, people who 

risked everything to defend the Constitution by getting forbidden truths out to a public that is 

theoretically in charge of the Republic (emphasis on “theoretically”). Spooky-luky land does not 

like employees who reveal secrets, and it punishes most who do relentlessly. 

 

Intelligence bureaucracies are systems that depend on secrecy for their power and life’s blood, 

which is money. Good personnel help too, but money is essential. Secrecy protects identities and 

empowers methods used by “intelligence professionals” (the preferred label for most who make 

their living spying for governments). In human intelligence, as opposed to electronic, image and 

other forms, those methods are largely blackmail, extortion, assassination and threats of 

assassination (if you cannot just pay someone to betray their government). That begs a few other 

ethical questions. 

 

Protecting “sources and methods” is an article of faith among the devout in spooky-luky land. 

But the same secrecy that protects military missions and identities of covert operators protects 

other things that cripple our civilization, like corruption of governments. Secrecy protects some 

methods and secrets that most people would prefer be controlled, like nuclear or biological 

weapons designs. But it also covers propaganda, corruption, bribery, rigging elections, and even 

crimes against humanity. To join these very exclusive spy clubs and be paid as a “professional” 

one must PROMISE to keep ALL the secrets, not just those you agree with. 

 

Many moral people enter this strange domain, hoping to protect their nations from harsh realities 

of international relations in our dog-eat-dog world. Few retain their purity in systems that require 

devotion to the system above all else, and punish those who deviate from party lines severely. 

This is a short report about a few of those who have put their shoulders to a Rock of Sisyphus 

trying to develop a professional ethos for spies. 

 

The International Intelligence Ethics Association 

 

mailto:mmandregg@stthomas.edu


2 
 

Jan Goldman, Jean Maria Arrigo and a few others with serious interests in ethics for intelligence 

professionals engaged with a Joint Services Conference on Professional Ethics (JSCOPE) to host 

some panels in 2005.  In 2006 they hosted a two-day conference of their own to lay groundwork 

for an International Intelligence Ethics Association (http://www.intelligence-

ethics.org/conference/06/overview.html). Dr. Goldman had written a book on “Ethics of Spying” 

http://www.amazon.com/Ethics-Spying-Reader-Intelligence-

Professional/dp/0810856409/ref=sr_1_2?ie=UTF8&qid=1310184288&sr=8-2  and had been 

teaching ethics at the Joint Military Intelligence College (renamed the NDIC, then the National 

Intelligence University) http://www.dtic.mil/whs/directives/corres/pdf/330501p.pdf. Dr. Arrigo 

had compiled personal histories of intelligence personnel with an emphasis on ethical dilemmas 

they encountered during their careers. We have attended all but one of their conferences, 

presenting at two of them. Their idealistic endeavor has faced resistance from a bureaucracy that 

fears ethics and often prevents participation by active duty personnel. 

 

Dr. Goldman wrote an essay on that called “Ethicsphobia” for a little reader I produced in 2007  

that has been used by the U.S. Defense Intelligence Agency, CIA and others. 

http://www.gzmn.org/pdfonline/IntelligenceEthics2007-MA.pdf  It includes essays by 13 other 

authors from six countries that survived a judging process involving 30 intelligence professionals 

overall.  This was when torture had become official U.S. policy, and “extraordinary renditions” 

had emerged as the euphemism for kidnapping people and taking them to foreign countries for 

torture in secret prisons.  So it was a good time to think and write about ethics, if not actually act.  

  

Brian Snow and Thomas Drake at NSA 

 

At one of those conferences we met Brian Snow, a 30+ year veteran of the National Security 

Agency (NSA) including many years as a senior intelligence executive. Snow put great effort 

into developing a code of ethics for “collectors.” Collectors are among the more problematic 

categories of spies, though none rival the covert operators. Like Goldman, Snow assembled a 

group of collaborators including insiders with moral concerns and outsiders with expertise on 

dilemmas faced by all human beings. For seven years he tried to get officials to pay attention. 

Snow and his colleagues got many encouraging head nods but scant progress on making serious 

ethics training part of agency education programs, much less real codes of ethical conduct for 

operations (http://cacm.acm.org/magazines/2009/8/34491-privacy-and-security-an-ethics-code-

for-us-intelligence-officers/comments). 

 

It’s not that agencies don’t have codes; they do. Their codes are just remarkably rudimentary.  

“Don’t steal from the government, and don’t lie to your superiors” pretty much covers them. 

(Even though you may be required to lie to the rest of the world, and stealing secrets is your 

daily work.)  The unofficial Golden Rule is “Don’t get caught!” In fact, most of these insider 

codes are quite primitive and remarkably blind to elephants in the room obvious to outsiders 

(like that torturing prisoners and murdering innocents are both immoral acts forbidden by both 

international and domestic laws).  

 

This is one big reason so many intelligence bureaucracies are afraid of intelligence ethics – it 

threatens to bring people inside their classified cocoons who have not been blinded by the rules 

of membership in the secret club.  
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One of Snow’s NSA colleagues, Thomas Drake, got into serious trouble trying to expose a case 

of terrible waste, fraud, abuse and unconstitutional behavior. In the search to find terrorists in 

post 9/11 America, NSA developed a software program for scanning domestic communications 

with relatively strong civil liberties protections to try to find real terrorists among the millions of 

ordinary citizens who sometimes rant about things they don’t like about the government.  That 

cost a few million dollars and worked well. Then the new director opted for a fancy, defense 

industry plan that cost over a billion dollars, did not protect civil liberties at all, and ultimately 

did not work at finding real terrorists in America. After spending a billion+ they scrapped it.  

When Drake tried to point out huge waste, fraud and abuse issues inherent, he was prosecuted 

under the 1917 Espionage Act and faced with a possible death penalty. That kind of bureaucratic 

overreaction is all too common in spooky-luky land. Drake’s case was so egregiously unfair that 

it caught the attention of CBS’s 60 minutes http://www.cbsnews.com/video/watch/?id=7366912n  

and other major media, so the prosecutors reluctantly settled for a minimal plea bargain of 

misusing government computers.   

 

Free but fired, Mr. Drake experienced the harsh reality that truly ethical people inside these 

secret societies are often severely punished if they actually act on ethical impulses, even if that is 

just calling attention to waste, fraud, and abuse, much less murders of innocent people.  Army 

private Bradley Manning is suffering solitary confinement now over exposing murders of 

innocents (among other things). But that is another story complicated by the bizarre logic of 

spooky-luky land.   

 

Valerie Plame Wilson at CIA, and predecessors like Burton Gerber, Melissa Mahle and 

principled analysts from Veteran Intelligence Professionals for Sanity. 

 

The excellent 2010 movie “Fair Game” was inspired by a book written by CIA nuclear 

proliferation specialist Valerie Plame Wilson. Her career had been destroyed by operatives from 

the White House, only one of whom was ever charged (“Scooter” Libby of V.P. Dick Cheney’s 

office). Libby’s conviction was promptly commuted by President Bush, so insiders know he was 

taking the fall for felony crimes committed by more powerful people at the White House. 

Valerie’s crime – well she had not committed any we are aware of, not in America anyway.  Her 

husband Joe, a former Ambassador for the Department of State, had dared to write some truth in 

the New York Times about lies promoted by the White House to sell the invasion of Iraq. 

Destroying Valerie’s career was a message to the intelligence community about what could 

happen to anyone if even your family dared to defy party lines. 

 

Ms. Wilson was dragged into public truth-telling by her very public crucifixion, but she was 

preceded by others from CIA’s Directorate of Operations (now National Clandestine Service) 

like Burton Gerber and Melissa Mahle. Among other assignments Gerber had been Chief of the 

Moscow station back when the Cold War was often hot in proxy countries, and Mahle had a 

similar career among Mideastern nations. Both had encountered ethical dilemmas that troubled 

them, but found very little guidance or help from the system to deal with them. 

 

So both wrote books http://www.amazon.com/Transforming-U-S-Intelligence-Jennifer-

Sims/dp/1589010698 , http://www.nationbooks.org/author/melissa_boyle_mahle and appeared as 

http://www.cbsnews.com/video/watch/?id=7366912n
http://www.amazon.com/Transforming-U-S-Intelligence-Jennifer-Sims/dp/1589010698
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speakers at one of those early Intelligence Ethics conferences. Ironically, Ms. Mahle could not 

give her speech that day, because the CIA’s office of publications review would not clear her 

comments, a common problem for those who have pledged to submit anything they ever write or 

say about their careers to prior review.  

 

Thought control runs very deep in spooky-luky land. The non-disclosure agreement that all must 

sign is a Rubicon that keeps them forever apart from polite society unless they are prepared to 

risk incarceration or worse. So mostly unknown, Burton Gerber and Melissa Mahle were 

pioneers by raising the possibility of public discussion of ethical dilemmas for spies.  

 

Analysts Ray McGovern http://en.wikipedia.org/wiki/Ray_McGovern and David MacMichael 

http://en.wikipedia.org/wiki/David_MacMichael went further. After retirement they agitated for 

years about growing violations of Constitutional principles within our intelligence community. 

One was prior Army, the other a Marine officer before joining the CIA, so they took their oaths 

to protect the Constitution more seriously than some. Quiet agitation produced no change, so 

they co-founded a group called “Veteran Intelligence Professionals for Sanity” in 2003 when the 

lies used to sell the invasion of Iraq to the gullible U.S. public became too egregious 

http://www.amazon.com/Greatest-Story-Ever-Sold-Decline/dp/159420098X. 

 

Everyone inside knows that to speak publicly about “ethics” is a career killer. Jan Goldman 

eventually left the National Defense Intelligence College to teach for the FBI, but at least he is 

still employed by the system. None of the others I cite here are. 

 

Coleen Rowley and Michael German at the FBI 

 

Coleen Rowley gained national prominence by testifying to Congress about failures to connect 

dots at the FBI prior to 9/11 and became a “Person of the Year” for Time Magazine in 2002. 

http://www.time.com/time/specials/packages/0,28757,2022164,00.html Like whistleblowers 

everywhere she got hammered by her bureaucracy, even though she testified only after weeks of 

frustration getting no attention to her in-house memo on the problems she sought to fix. A career 

special agent, she had also taught Constitutional Law to her colleagues for 13 years as the staff 

attorney for a regional headquarters, so ignoring that Constitution bothered her. 

 

Michael German had been an undercover agent for the FBI, and complained about mishandling 

of a terrorism investigation.  Then he wrote a revealing book comparing the “terrorist mind sets” 

of foreign jihadi’s and of domestic zealots from the skinhead, Aryan Nation and other neo-Nazi 

groups in America http://www.potomacbooksinc.com/Books/AuthorDetail.aspx?id=11253. That 

got him a polite good-by from the FBI, so he now works as a civil-liberties and national security 

specialist for the American Civil Liberties Union. 

 

There are others at the FBI and every other agency who remember core principles, and take the 

Constitution seriously. But over half of all FBI agents are now assigned to chasing terrorists 

rather than bank robbers, fraud, or Wall Street crime. That matters a lot. Since there are very few 

real terrorists in America, many agents are reduced to surveilling peace, labor, feminist or 

environmental groups much like in the bad old days of J. Edgar Hoover. Hoover thought that any 

critic of government (like Martin Luther King) was a potential subversive. So his FBI conducted 

http://en.wikipedia.org/wiki/Ray_McGovern
http://en.wikipedia.org/wiki/David_MacMichael
http://www.amazon.com/Greatest-Story-Ever-Sold-Decline/dp/159420098X
http://www.time.com/time/specials/packages/0,28757,2022164,00.html
http://www.potomacbooksinc.com/Books/AuthorDetail.aspx?id=11253
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a five-year psychological operations campaign against Rev. King that began the day after John 

Kennedy was killed and ended only when MLK was assassinated.   

 

That is history. What matters now is growth of a vast bureaucracy devoted to domestic 

surveillance, best described publically by Dana Priest of the Washington Post in a series called 

Top Secret America http://projects.washingtonpost.com/top-secret-america/.  Top secret people 

all say they are “protecting America” while many actually erode the Constitution that made us a 

leader among nations. To be blunt, most of these bureaucrats are not interested in ethics because 

serious ethics might restrain their actual quest for ever more money and power. 

 

Conclusions 

 

This is an America-centric look at the genesis of ethics for spies. Parallel efforts have occurred in 

many countries, especially those recovering from previous police-state governments in Eastern 

Europe and Latin America. Many of those systems have far more effective oversight 

mechanisms than the U.S. because they have seen more clearly the brutal consequences of 

official paranoia and police impunity.  

 

We call the recovery process from police-state governance “democratization.” That is a good 

thing unless subverted by forces of evil that always lurk in the wings. The struggle with 

corruption is another and closely related Sisyphean task, because those forces of evil are ever 

present and are always trying to take over everything. If unchecked such corruptions result in 

decay of the civilization, and eventually the empire collapses. 

 

That is a very painful process. So people in America should keep close eyes on such quiet efforts 

to reform the ethics of the secret power systems where real spies live and work each day. 
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