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These minutes reflect discussion and debate at a meeting of a committee of the University of Minnesota 
Senate; none of the comments, conclusions or actions reported in these minutes reflect the views of, nor 
are they binding on, the senate, the administration or the Board of Regents. 
  
[In these minutes:  Welcome and Introductions; University Cybersecurity Program; Mobile 
Device Management] 
 
PRESENT:  Geoffrey Ghose (chair), Keith Brown, Nancy Carpenter, Michelle Driessen, 
Bernard Gulachek, Santiago Fernandez-Gimenez, Pinar Karaca Mandic, Zachary Riffle, Robert 
Rubinyi, Daniela Sandler, Cassandra Scharber, Carlos Soria, Yoichi Watanabe, Matthew Weber, 
Rodney Williams 
 
REGRETS:   John Butler, Jonathan Koffel, Gustav Kuhnen, Timothy Nichols 

 
GUESTS: Brian Dahlin, chief information security officer, and Rick Wagner, HIPAA security 
officer, Office of Information Technology  
 
1.   Welcome and Introductions 
Professor Geoffrey Ghose, chair, welcomed the committee members and introduced the meeting 
speakers and topics. 
 
2.   University Cybersecurity Program 
Brian Dahlin, chief information security officer, Office of Information Technology (OIT), 
presented on four topics related to the University’s Cybersecurity Program: framework and 
maturity levels, security incident practices, security risk management, and current initiatives. He 
began by noting that while it’s important to pay attention to the environment of frequent security 
breaches in which we now live, it’s also important not to overreact to every situation that is 
mentioned in the news. Dahlin stressed that by focusing on an overall strategy for evaluating 
risks particular to this university, policy must be in alignment with federal regulations, the 
governing body’s recommendations, and with international standards for security practices. 
Security risk management involves balancing the risks of maintaining current security controls 
against changing and elevating those controls. 
 
Dahlin next introduced the Higher Education Information Security Council (HEISC) Maturity 
Model, which evaluates the University’s performance on various security standards. In 
comparison to other institutions in higher education, Dahlin said, the University is well situated 
in its security framework and policies, yet there are improvements that need to be made. He 
added that higher education is a notoriously difficult field to secure given the sharing 
characteristics built into the higher education model. Dahlin said that within the University’s 
Information Security Policy, there are more than 20 standards that have tremendous detail, and 
not all of them can be simultaneously addressed with the same amount of attention. That 

https://docs.google.com/presentation/d/1t5ugGHi9QJCbz8-pJ7K7oy0napNbxpnfkIcYdyzUT6k/edit#slide=id.p
https://policy.umn.edu/it/securedata


contributes to why some of the standards on the Maturity Score graph are ranked lower, Dahlin 
added; at this point in time, they haven’t received the same amount of attention as have some of 
the other standards which have more critical implications in the higher education setting. Dahlin 
noted another area that higher education traditionally struggles with, in terms of security, is patch 
management (implementing code changes to improve the system or fix security vulnerabilities), 
and the University needs to make progress in that area as well. 
 
Dahlin went on to say the University has a large number of security incidents, which is not, 
inherently, a bad thing. Security incidents allow OIT the opportunity to look at the situation and 
see if something more significant happened. He said of the several thousand incidents per month 
that are either reported by individuals or are generated by IT surveillance systems, the number of 
incidents needing further attention can be whittled down to roughly 300-400. Of that number, 
Dahlin noted, the University ends up with about 20-30 security breaches annually that require, in 
order to comply with the Minnesota Government Data Practices Act, that individuals or groups 
of individuals be informed that their security has been breached. Dahlin explained that the two 
most frequent types of security breaches at the University stem from someone: 

● sending something to the wrong email address 
● making a document available to more people than should have access to it 

 
Dahlin stressed that while the University has good forensics and incidence practices, he does not 
want to apply only responsive controls to security threats or breaches, but would rather put 
resources into preventive practices. He added that the information security team at the University 
is made up of approximately 25 individuals, and that number can, in no way, secure the entire 
University. Therefore, it is imperative that everyone at the institution understands their security 
role, he added.  
 
Dahlin then referred to the slide deck and noted two sets of situations; those into which the 
University has invested resources for positive outcomes, and those areas where greater 
investment is needed over the next several years. He noted that the current two-factor 
authentication initiative has been very successful in minimizing the number of account 
compromises at the University, and that is true at higher education peer institutions as well.  
It is common in higher education, Dahlin added, for an individual’s relationship to the university 
to change over time (going from student to alumni to perhaps employee or faculty member, etc.), 
so it is important to review and improve identity access management. He noted the University 
has instituted a project to review that information over the next five years. 
 
In conclusion, Dahlin briefly touched on the areas for improvements in information security at 
the University: 

● Increase the percentage of employees who access available security training 
● Improve patch management 

 
Dahlin next invited questions from committee members. Ghose asked if free wifi connections in 
cafes and other locations present a security concern. Dahlin said yes, those types of connection 
do pose security concerns, and best practices include: 

● using a wifi connection that has a password associated with it 



● using a VPN (virtual private network) when it is available 
● being conscientious about the information being transmitting 
● using encrypted sites whenever possible 

 
Bernard Gulachek, vice president and chief information officer, OIT, recommended thinking 
about digital or electronic security in the same way one thinks about physical security; when an 
individual leaves the University, they have to turn in a card or key; their digital account should 
be “turned in” as well, he explained. In order to do this, he added, the University must develop 
more nuanced and precise approaches to tracking an individual’s status at the institution and the 
necessary security measures that go along with that.  
 
Robert Rubinyi asked if OIT is seeing a centralization of IT resources at the University, which 
might help improve security. Dahlin said there is a trend toward using centralized systems, rather 
than independent servers, for ease of use as well as improved security. 
 
A discussion followed regarding the difficulty of making security successes public information, 
as there is a Minnesota law that classifies security information as private information. Dahlin 
noted that it is important to be cautious and to look for the right balance of information that is 
made available and that which is kept private.  
 
Dahlin thanked the committee members and handed the meeting over to the next speaker. 
 
3.   Mobile Device Management 
Rick Wagner, HIPAA security officer, OIT, focused his presentation on a specific security 
project that is being implemented within the Academic Health Sciences at the University. He 
described the new measures being taken to protect Google-hosted data downloaded to personal 
devices. He said that the new security protocols which began in April 2019: 

● Affect University personnel whose work involves HIPAA 
● Involve 27,000 individuals and 12,000 personal devices 
● Implement new security settings which instruct personal devices to store University or 

work data in a separate “container” that is isolated from personal data 
● Increase individual privacy protection 
● Increase University data security 

 
Wagner stated that the implementation is well under way, and would be completed in December 
2020.  
 
Next, he described the difficulty in dealing with security on personal devices. Because vendors 
are continually updating operating systems, software, applications, and the devices themselves, it 
is imperative for OIT to frequently update its training materials, documentation, instructions, and 
frequently asked questions. Wagner added that there were far fewer calls to help desks than was 
anticipated (4.7% of users) undoubtedly due to the attention that was paid to continually 
updating reference materials.  
 



Ghose confirmed that there was a “remote wipe” component to the new protocol and that he 
considered that a substantial change. Wagner said with the new policy, OIT can only wipe work 
data, not personal data, on android devices. On Apple devices, he clarified, OIT can only wipe 
work data, but Apple is still allowing its partners  to do a full phone wipe. 
 
Wagner then added that the last group to be affected by the change in protocol would be adjunct 
faculty at the University. He noted that the open rate on the communications sent to adjunct 
faculty regarding the changes was only 20%, whereas an 80% open rate is typical among other 
faculty and staff. Training sessions specifically for adjunct faculty have been poorly attended, he 
added.  
 
A discussion followed as to how OIT can better reach out to adjunct faculty to communicate the 
necessary information. Committee members commented that adjunct faculty: 

● Would probably not open communications coming from the Office of Information 
Technology. They would be more likely to open an email from a department faculty or 
administrator with whom they are used to working. 

● Most likely have an additional email address and do not check their umn.edu account 
frequently. 

● Would probably not come to an information session as they have other jobs and 
commitments. 

● Are filling multiple roles that overlap. Ghose gave the example of needing to access and 
download one calendar that has information regarding their University life, their work 
life, and their personal life, and how that data cannot be separated out into individual 
containers. This would potentially discourage them from complying with the new 
protocol. 

 
Michelle Driessen asked if this is an opt-in situation, and Wagner confirmed that it is. Adjunct 
faculty, should they decline to opt in, would still be able to access their University information 
via a web browser.  
 
Gulachek added that the University is aware of the disruption that such implementations may 
cause, yet must remain compliant with federal and state regulations that govern the way personal 
and University information is managed on personal devices. He stressed that this protocol change 
is being done in support of the institution. 
 
Hearing no further business, Ghose adjourned the meeting.  
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