
Senate Committee on Information Technologies (SCIT) 
April 3, 2018 
Minutes of the Meeting 
  
These minutes reflect discussion and debate at a meeting of a committee of the University of Minnesota 
Senate; none of the comments, conclusions, or actions reported in these minutes represent the view of, nor 
are they binding on the senate, the administration, or the Board of Regents. 
  
[ In these minutes: Administrative Policy Review: Accessibility of Information Technology; 
Institution-wide data and systems integration toolset; Self-initiated technological innovation and 
experimentation initiatives; Innovation Hubs; 2-factor authentication strategy ]  
  
PRESENT:  Geoffrey Ghose (chair), Al Beitz, John Butler, Nancy Carpenter, Madeline Doak, 
Michelle Driessen, Santiago Fernandez-Gimenz, Bernard Gulachek, Jonathan Koffel, Arash 
Mahnan, Timothy Nichols, Robert Rubinyi, Daniela Sandler, Carlos Soria, Yoichi Watanabe 
 
REGRETS: Kristin Janke 
  
ABSENT: William Dana, Charles Miller, Karen Monsen, Shane Ong 
 
GUESTS: Donna Johnson, director, Disability Resource Center; Philip M. Kragnes,, manager, 
Computer Accommodations Program , Disability Resource Center ; Lincoln Kallsen, Director of 
Institutional Analysis, University Finance; Sharon Ramallo, senior director, Application 
Development, Office of Information Technology; Clay Kimber, IT director, College of Design; 
Bernard Gulachek, vice president, Central Administration & Centers , Information Technology ; 
Donalee Attardo, senior director, Academic Technology, Office of Information Technology; 
Phoebe Johnson, senior director, User Support, Office of Information Technology 
 
Chair Geoffrey Ghose welcomed the committee and the members introduced themselves. 
 
1. Administrative Policy Review: Accessibility of Information Technology 
Donna Johnson, director, Disability Resource Center (DRC); and Philip M. Kragnes, manager, 
Computer Accommodations Program , DRC, introduced the Accessibility of Information 
Technology policy and told members that it has been in place for 18 years. The latest version 
focuses on three changes: 

1. Clarifies the inclusion of media. 
2. Clarifies the process for accommodation requests. 
3. Delineates individual student, faculty and other Web resources exempted from the policy. 

The policy has been reviewed and commented on by system campuses and other governance 
committees. 
  
Ghose commented that it is difficult to know of an accessibility issue until there is a real-time 
problem, and wondered if there is a way to be more proactive with these policies. 
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Kragnes explained that the policy states that the University has adopted the Web Content 
Accessibility Guidelines (WCAG) 2.0AA as created by the W3C Web Accessibility Initiative 
(WAI) working group. Incorporating WCAG into design and development of Web content and 
digital materials is the best approach. He also noted that there are accessibility evaluation tools 
that can assist in meeting the guidelines. When an individual with a disability does encounter a 
barrier, the policy outlines the approach for making the information available in an accessible 
format, while remediation is underway. It was also noted that a link for reporting accessibility 
issues has been incorporated in the Drupal Lite template. 
  
Johnson told members that  accessibility.umn.edu and inclusive_design.umn.edu are resources 
with information on creating accessible digital materials (e.g. Web pages, applications, widgets, 
documents and other materials). She added that the  Center for Educational Innovation  (CEI), 
Office of Information Technology (OIT), and the Libraries have been in collaboration to help 
make technology more accessible to University stakeholders. 
  
John Butler asked what toolset the institution has collectively decided to use to measure 
accessibility. 
  
Kragnes noted that there is a link on the  Computer Accommodations Program  (CAP) page to the 
Functional Accessibility Evaluator (FAE), developed by the University of Illinois, 
Urbana-Champaign. The AInspector Firefox sidebar is also recommended by CAP and the DRC. 
A list of other tools is available on the  Accessible U site 
 
2. Institution-wide data and systems integration toolset 
Lincoln Kallsen, Director of Institutional Analysis, University Finance, provided members with 
an overview  of Enterprise Data Management & Reporting  (EDMR), which he explained is 
tasked with supporting data users through community, governance and technology. Sharon 
Ramallo, senior director, Application Development, Office of Information Technology, told 
members that the most prevalent data pain points at the University are: difficulty in finding the 
data; difficulty in getting permission to access the data; and difficulty in understanding the data. 
She walked members through a presentation  of the Enterprise Integration Strategy, explaining 
that the FY19 goals of this project are to install software; develop design and operating 
standards; implement at least four integrations demonstrating the basic integration types 
discussed before; and establish a governance model. 
 
Ghose asked if the end goal is to allow access only through middleware. Ramallo said that this 
would be the most ideal scenario to ensure that the data is secure and consumable. She explained 
that with the current system, consuming data is difficult because users have to go to multiple 
systems from different access points to get it.  
 
Ghose also asked if there is any concern that building a centralized system creates a vulnerability 
in the event that everything fails at once. Ramallo said she would bring that consideration back 
to the strategy team. 
 
3. Self-initiated technological innovation and experimentation initiatives 
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Clay Kimber, IT director, College of Design, introduced himself and explained that he wanted to 
join the meeting to ask for feedback on how departmental information technology professionals 
can foster experimental ideas and applications, and what the barriers are that users often face.  
 
Michelle Driessen explained that at the start of a project, she has to build a network of support 
people which can be time consuming, and then when technologies change, that expertise can be 
lost. Jonathan Koffel explained that the Libraries is building a document that records network 
paths for existing projects so that the work is institutionalized and not just stored in people’s 
heads. Kimber said that he has also thought a lot about pooling resources. 
 
Robert Rubinyi talked about grants that faculty can apply for, but said that a barrier for faculty is 
often finding the balance between a venture that is innovative and attainable, versus a project that 
becomes a large issue that is not scalable. Butler built on Rubinyi’s point, explaining that a large 
barrier is figuring out how to move beyond the experimental phase into a service phase. 
Innovation is consuming and then when the focus moves to the service side, that becomes 
consuming, he said.  
 
Santiago Fernandez-Gimenz  said that a key barrier is prioritization, which can be especially 
difficult in administrative units. For academic units, innovation is part of an academic endeavor, 
he said. 
 
Koffel said that another barrier is understanding what the faculty needs actually are, and where 
technology appropriately fits into that.  
 
Kimber wrapped up by saying that he will continue to consult with different colleges to bridge 
technology issues and support innovation when and where possible across the campus. 
 
4. Innovation Hubs 
Bernard Gulachek, vice president and chief information officer, told members that he has been 
working on addressing how to position technologists in their units for innovation by providing 
operational relief as technologies become more commoditized. He then introduced Phoebe 
Johnson, senior director, User Support, OIT, who walked members through a live demo of 
it.umn.edu/portfolio . She explained that the site is intended to be a technologist-to-technologist 
space, however it will be available to all University stakeholders. Gulachek said that the website 
will help with transparency so that stakeholders can see what is being done University-wide. 
Johnson told members that the site will launch within four to six weeks.  
 
Ghose asked how the website content was determined. Johnson explained that the initial content 
was provided by the Technology Advisory Council, and the plan is to work with the University 
community to see where gaps persist.  
 
5. Two-factor authentication strategy 
Gulachek told members that he would like to make a recommendation to the institution to move 
from an opt-in two-factor authentication strategy to an opt-out model. Under the current 
framework, Gulachek estimated that roughly 12,000 University stakeholders have signed up for 
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two-factor authentication. He explained that information security is an increasingly important 
issue, and that multi-factor authentication will need to be a greater priority as the University 
continues to use technologies in support of the day-to-day work.  
 
Gulachek also explained that he believes the institution also needs to consider email a high-risk 
application that should be protected by Duo two-factor authentication, so is suggesting that 
2-factor authentication should be coupled with the University’s single-sign-on page. In this 
scenario, users would be challenged for the second factor once every seven days.  The reality that 
the institution owns the security tool but does not insist on its use is unfair to our end users (by 
not making them aware of the importance of this issue) and could be a potential liability to the 
University.  
 
With this information, Gulachek asked committee members if they have concerns with flipping 
the strategy to a model that insists multi-factor use. He said he foresees a 
department-by-department implementation approach prior to the time in which users would be 
required to perform their annual password reset. He explained that the use of two-factor in this 
model would alleviate the need to continue the requirement to annually reset passwords.  
 
Fernandez-Gimenez wondered how the change would affect alumni and guests and explained 
that if they have a second degree of barrier, they may not stay engaged. He asked if that could be 
taken into consideration with the roll-out to ensure that people not actively on campus can 
continue to stay connected to the University.  
 
Driessen asked if there is concern that there will be pushback for changing the model. Gulachek 
said given that this will be a change for users, he anticipates some concern. He added that many 
people think that email is a harmless application, but in fact it leaves the user vulnerable, and that 
message will need to be communicated.  
 
With no further business, Ghose adjourned the meeting. 
 
Bobbie Erichsen 
University Senate Office 
 
 
  


