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Empowering users to understand their online privacy 
rights and choices through an interactive social 
media sign-up process 

Abstract 
This study explores a possible solution for increasing user  awareness of and power over how 
their data is collected and used by social media companies. I redesigned the social media 
sign-up process to address the problems users currently face with reading privacy policies and 
terms of use agreements: accessibility, time, motivation, and readability. The new design moves 
important terms (as defined by user research) into the sign-up process workflow and allows 
users to make choices about their settings before signing up. I usability tested the re-design 
against the current sign-up process and interaction with traditional privacy policies. The results 
showed an increase in user satisfaction (SUS improved from 59.5 to 90.2), increase in success 
with finding answers to questions (improved from 20% success to 100% success), and increase 
in the number of users who engaged with the privacy policy (from 0% to 50%). Users’ attitudes 
toward privacy policies and social media companies also changed, moving from negative 
descriptors (untrustworthy, overwhelming, frustrating, etc.) to more positive descriptors 
(transparent, easy to understand, helpful, etc.). By singling out the terms users are most 
concerned about, giving users choices, writing for how users read on the web, and moving this 
information into the workflow of the sign-up process, designers can improve the user experience 
with policies. By putting users in contact with and in control of their choices, we can empower 
users to take charge of their data, and we can help relieve their worries about their online 
security.  
 

Introduction 
What are our rights as internet users when it comes to our online data? A 2016 study by 
TRUSTe/The National Cyber Security Alliance (NCSA) found that 92% of internet users worry 
about their privacy online. 89% of users say they avoid companies who do not protect their 
privacy, and 75% think they are adequately protecting their data online. However: 

● only 31% of users understand how their information is being collected and shared 
● 33% know that they can access the online privacy policies (and only 16% read them) 
● 43% know they can change their social media settings (and only 29% actually change 

them) 
● 43% know they can turn off location tracking (and only 29% do) (TRUSTe, 2016). 
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What is causing this mismatch between what the user values--understanding and controlling 
how their information is used-- and how the user behaves? Why don’t users know how their 
information is used and take actions to protect it? 
 
The problem is due to accessibility, readability, time, and motivation. Privacy policies and Terms 
of Use are inaccessible as they are often hidden at the bottom of the web pages where users 
don’t regularly look. Sometimes these policies are two or three pages deep with complicated or 
unclear information architecture and embedded links hiding more important information. If the 
user does find the policies, the content is usually not written with web readability best practices 
in mind; they are often written in dense legalese language, in long and un-skimmable 
paragraphs, and with few cues for headings and groupings. Due to the lengthy, low-readable 
nature of these policies, it is unreasonable to expect users to read all of the privacy policies they 
encounter, as one 2008 study predicts that users would need to spend 250+ hours per year 
reading policies (McDonald, 2008). Furthermore, users have little motivation to take the time to 
read these policies, as many users feel that companies do not give them any choices in how 
their information is used (other than choosing to not use the service), so there is no point in 
reading all of the information. Users hold the pessimistic view that sacrificing their online privacy 
is the price they need to pay to be a part of certain online communities.  
 
Should companies be able to collect, use, and share information, without a user’s informed 
consent, as the price of being part of a community? From an ethical viewpoint, researchers 
have suggested that the action of clicking “I agree” during a signup process or your implied 
agreement by visiting a website does not constitute “informed consent” for collecting data about 
a user (Chee et al., 2012). Researchers collecting data for research purposes, such as to 
improve websites or products, to understand and market to key audiences, or to understand 
user interaction behaviors (among other topics) should be held to the same Human Subject 
Research standards (such as Institutional Review Board guidelines) as academic researchers. 
The Belmont Report (1979) requires researchers performing Human Subject Research to make 
participation voluntary, minimize risk to the user, allow the user to opt out at anytime—all without 
harm or discrimination to the user. Requiring a user to agree to release rights to their content 
and information in order to use a product constitutes “coerced” rather than “voluntary” 
participation, with a punishment of exclusion from the community if a user chooses to opt out of 
participation. Additionally, while IRB guidelines place responsibility for user safety on the 
researcher, most policy agreements place this responsibility on the users themselves by 
assuming they navigate the policy agreement prior to participation (Chee et al., 2012). All of this 
also assumes the user has read the agreement and knows the terms to which they are agreeing 
(which we know they are not). In these ways, it may be unethical for researchers to collect, use, 
and share user data collected when users interact with a product or website.  
 
This problem of “informed consent” has been approached by many researchers in various 
studies. Previous studies have evaluated the readability and noticeability of policy agreements 
(Brustoloni, 2007;. Chee, 2012; Good, 2005; Good, 2007; Egelman, 2009; Jensen, 2004; Kay, 
2010; McDonald, 2008; McKee, 2011; The Center for Information Policy Leadership, 2013). 
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These studies have addressed multiple routes for better information design, such as summaries 
in a layperon’s terms, using visuals and different information types to create “textured 
agreements” (Kay et al. 2010); creating “layered agreements,” which provide different levels of 
detail at different levels of interaction (Center for Information Policy Leadership, 2006); among 
other information design strategies. The results of these studies are important for understanding 
how to help users engage with, understand, navigate, and retain the information in the privacy 
policies. However, these findings cannot reach their full impact if users do not seek out the 
privacy policy information. Additionally, users cannot interact with many products they may need 
if they do not agree to the policies—despite misgivings they may have about the terms. While 
aesthetic changes make the policy agreements more understandable, they do not address the 
root problem that users have inaccurate mental models of what the policy agreements are and 
how they should engage with them. Successful, ethical designs should require the user to 
engage—truly engage, not just click “agree”—with the policy agreements as part of the user’s 
workflow toward the goal activity (interaction with the product) rather than as a hinderance or 
distraction from the goal activity (or worse, missing from the user workflow altogether).  
 
Therefore, in this study, I aim to  

1. Understand a user’s current mental model and attitudes toward privacy policies, 
specifically for social media accounts; 

2. Re-design the sign-up process for a social media account to encourage more 
engagement with the privacy policy terms and empower the user to make choices about 
their data protection; and  

3. Evaluate this new design through usability testing. 
In short, I aim to propose guidelines for companies to change how they think about and present 
policy agreement information to users to improve the user experience with the agreements. 
Currently, few standards or regulations exist for how companies create the content and design 
of their policy agreements. I hope the findings of this study will help inform and encourage 
ethical behavior and guide companies to keep the user interaction in mind when designing their 
agreements.  

Research Design 

Participants 
I chose participants between the ages of 20 and 40 for this study . My aim was to target users 1

who have likely interacted with internet browsing and social media for the majority of their lives 
and thereby would be very familiar with the topic. Sixteen participants completed the initial 
survey, and 11 users participated in the usability tests. Participants were chosen across a 
variety of occupations with either undergraduate or graduate degrees. Further studies may want 
to include users without college-level degrees to test usability across a wider audience.  
 

1 This project was granted IRB exemption 
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Preliminary Research 

Attitude Survey 
I designed a preliminary study to evaluate users’ understanding of and attitudes toward policy 
agreements. Users were asked to select all terms that described their attitude toward policy 
agreements from previous experience (Figure 1). Choices provided included: Approachable, 
Untrustworthy, Necessary evil, Trustworthy, Not important, Overwhelming, Boring, 
Understandable, Helpful, Important, Useful, Malicious, Engaging, Misleading, Benevolent, 
Irrelevant, and Other (with free text entry). Additionally, the initial survey asks users to answer 
the questions: What do you believe is the purpose of policy agreements, and who do they 
protect?; What terms do you think are contained in policy agreements?; What terms would you 
be unwilling to accept?. The users were then shown a variety of real terms (Figure 2) and asked 
to answer the questions:  

● Would I agree to this term? 
● Do I want/need to know this information? 
● Would I change how I interact with the product by knowing this information? 

 
The terms in the survey covered topics of information sharing, information collection, content 
ownership, privacy choices, and third party applications. 

 
Figure 1. Attitude question in initial survey and Attitude Survey for prototype tests 
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Figure 2. Sample term question from the initial survey 

 

Results 
The results of this survey were used to influence the sign-up redesign. Overwhelmingly, I found 
that users had negative feelings toward privacy policies. Figure 3 shows the results of users’ 
attitudes toward privacy policies. Most users found the policies boring, overwhelming, confusing, 
and intimidating, while few or no users found them understandable, useful, trustworthy, or 
benevolent. 
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Figure 3. Responses to the Attitude Survey. Red items are “negative” descriptors while green 

items are “positive” descriptors. 
 
Users had similar answers to the question, “What is the purpose of the policies, and who do 
they protect?” All 16 users felt that the purpose of the policies was to outline what things the 
company was not responsible for, what information companies would collect and had rights to, 
and to legally protect companies from any lawsuits. Only 2 out of 16 responses mentioned the 
purpose is also to inform the user of their rights or the rules the company expects them to 
follow.  
 
Users had mixed responses for how they felt about the different sample terms provided. The 
compiled results across all of the terms is shown in Figure 4. These results indicate that, if given 
the choice, not all users would agree to all of the terms laid out in some privacy policies/terms of 
use. Additionally, looking at each question individually, the mixed responses show that not all 
users have the same preferences about each term (Figure 5).  
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Figure 4. Compiled data for all sample terms in the Attitude Survey 

 
 

 
Figure 5. Answers about each term in the Attitude Survey had mixed responses from users.  
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Sign-up Process Redesign 
I used information from the Attitude Survey, data collected in the TRUSTe/NCSA 2016 survey, 
and guidelines about important information from the Center for Information Policy Leadership 
article, “Ten steps to develop a multilayered privacy notice,” to guide my development of the 
content for the redesign. My goal was to bring engagement with the terms that users are most 
concerned about into the user’s workflow. To do this, I created a sign-up page that requires the 
user to agree or select options on five concisely presented topics before they could enter a 
username/password to create an account. Additionally, I wanted to give users the options to set 
their preferences about these items during the sign-up process. This differs from the traditional 
social media sign-up workflow because now the user does not have to navigate to a settings 
page after creating an account (the goal activity) to do set up their privacy settings (which only 
29% of users actually do) (TRUSTe, 2016). Users are less likely to take additional steps after 
reaching their goal activity, so I hoped to engage more users by moving the step of making 
choices and learning about your privacy earlier into the workflow (Figure 6). 
 

 
Figure 6. Updating the workflow from the traditional workflow (left) to the proposed re-design 

workflow (right).  
 
I created the sign-up process for a fake social media platform called “Traverse”. The website 
prototype was created using AxureRP. I rephrased real terms that I found in the policies of 
Facebook, Trover, and Instagram for Traverse’s terms. I used Nielsen and Norman’s guides on 
“How Users Read on the Web” to rephrase the terms and make them easier to read (Pernice, et 
al., 2014). I also used suggestions from Kay’s “textured agreements” to provide variety and 
visual contrast, hopefully with the outcome of increasing user engagement with the information 
(Kay, et al. 2010). The prototype can be found online at: https://zn9ijd.axshare.com/home.html. 
Figure 7 shows the prototype of the new sign-up process.  

https://zn9ijd.axshare.com/home.html
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Figure 7. Prototype of new sign-up process. 
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Usability Testing 

Scenario and Tasks 
I designed a usability test to evaluate the efficacy and user satisfaction of this redesign. I used 
Nielsen and Norman’s guidelines, “From Research Goals to Usability-Testing Scenarios: A 
7-Step Method,” for scenario development to create scenarios and tasks to target my research 
questions (Farrell, 2017). First, I established the key tasks, system aspects, and questions 
related to the problem and recorded them on digital “sticky notes” (Figure 8). Then, I grouped 
the “sticky notes” based on common themes (Figure 9). Three clear themes emerged from this 
activity: Ethical considerations, user workflow, and readability. From these themes, I created 
three separate problem statements: 

● Ethical considerations: When users click “agree” or use a webpage, we cannot 
consider this informed consent (Chee, et al., 2012). Evidence supports that users do not 
read policies and may feel coerced to agree in order to join a community. We cannot 
expect that users know what they have agreed to and it may be unethical to collect, use, 
or share their information for research or other purposes. 

● User Workflow: Reading the agreement policies is not part of the normal user workflow 
of signing up for or using a product or website (this is my claim I wish to support through 
this study). Reading the policy is a distraction from the goal activity rather than a part of 
the goal activity. Many times, the policies are difficult to read and not easy to find. In the 
case of many websites, nothing prompts to user to find the policy. If security settings are 
customizable, users will need to navigate to a settings panel to opt out of things.  

● Readability: The readability of most policies is very bad. Users struggle to find the 
information they are interested in, and worse, are often unaware if there is personal risk 
because it is not well communicated.  
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Figure 8. User tasks, system aspects, and questions “sticky note” brainstorming 

 

 
Figure 9. Grouped user tasks, system aspects, and questions from Figure 8 
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Based on these problem statements, I established specific research goals outlining what I 
wanted to find out about the problems in this study. Research goals included the following: 

● Understand what users think policies contain/what they’ve agreed to 
● Map users’ attitudes toward policies 
● Find out if there are terms users would be uncomfortable with 
● Map the user workflow for signing up for an online service 
● Map the user workflow for finding and interacting with the policy agreements 
● Understand the pain points users have with reading/understanding the policies 

 
Finally, I created two test scenarios with tasks to address these research goals. Each user saw 
each scenario, with six users seeing scenario A first followed by scenario B and five users 
seeing scenario B first followed by scenario A. Scenario A includes comparing existing websites 
and exploring the typical, dense privacy policies and Terms of Use. Scenario B includes viewing 
the redesigned model and answering questions about the privacy policy.  
 

Scenario A You are an avid traveller looking for a social media platform 
specifically for travelers. You want a platform that provides you 
inspiration or suggestions for future trips and also lets you post about 
your own trips for others to see. You have found 2 apps that suit both 
of your needs: Trover and Cool Cousin. 

Task one Decide between the two services and create a Social Media Account 
(but do not actually finish the sign-up process) 

Task two Find the answers to the following questions: 
● What information does this company collect about 

you? 
● How do they use it? 
● How does this company share your information? 
● What things are you not allowed to post? 
● Who owns the content you post on this site? 
● What, if any, license does this company have to your 

information? 

 
 
Task one was designed to address the user workflow for signing up for an online account. I 
wanted to understand when (if ever) the task of reading the privacy agreement fit into this 
workflow. I used the distraction task of deciding between the two services to get a more 
authentic look at what users consider when signing up for an account. I did not want to bias 
users to be thinking about privacy policies by stating that in the purpose of the task. Additionally, 
I wanted to have a baseline value for ease of signing up for an account to compare the redesign 
to.  
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Task two was designed to address the accessibility readability of the traditional privacy policy 
design. For this task, the user began on the homescreen of the website of their choice (Trover 
or Cool Cousin), and were asked to find the answers on the website. The user was notified after 
5 minutes and allowed to quit or continue the task if they wished.  
 

Scenario B You have researched and chosen to sign up 
for a social media service called Traverse 
and are ready to sign up for an account. 

Task one Sign up for an account 

Task two Recall the answers to the following questions: 
● What information does this 

company collect about you? 
● How do they use it? 
● How does this company share 

your information? 
● What things are you not 

allowed to post? 
● Who owns the content you 

post on this site? 
● What, if any, license does this 

company have to your 
information? 

 

Task three (if they could not recall the 
information) 

Revisit the terms page and find the answers 
to the following questions: 

● What information does this 
company collect about you? 

● How do they use it? 
● How does this company share 

your information? 
● What things are you not 

allowed to post? 
● Who owns the content you 

post on this site? 
● What, if any, license does this 

company have to your 
information? 
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Task one was designed to observe whether users would read the policy in the redesign 
prototype before signing up for the account. I also wanted to see if users would change any of 
the settings or have any feelings about any of the terms. Additionally, I wanted to evaluate 
whether users found the redesign system more or less usable and satisfying than the traditional 
system.  
 
Task two was designed to determine whether users had any information retention about the 
policy after finishing the sign-up process. After the task, users were then allowed to go back to 
the policy to find the answers if needed to evaluate how easy or difficult it was to find the 
answers in the redesigned system.  
 
In debriefing after each scenario, I asked users about their behavior and thoughts, and I 
recorded their input as observations.  
 

Testing, metrics, and data collection 
I set-up and recorded the usability sessions using Morae Recorder. This program allows users 
to view the task in a box while interacting with any file or website open on the screen. 
Additionally, Morae can record mouse clicks, mouse movement, and time-on-task. Surveys 
were inserted after each task asking users to rank the ease or difficulty of each task (on the 
likert 1–5 scale). After each scenario, users were asked to fill out the System Usability Scale 
(SUS) survey to measure user satisfaction with each system. The SUS is a 100 point scale 
evaluation that measures the user satisfaction with a system. Scores below 50 are considered 
to have “unacceptable usability,” between 50 and 70 have “marginal usability,” and scores about 
70 have “acceptable usability.” The sessions were held over Webex, and users controlled my 
computer remotely to interact with the websites, prototypes, and testing software. The sessions 
were analyzed using Morae Manager. Morae Manager takes the data from Morae Recorder and 
presents the output in graphs or tables with means and standard deviations.  
 

Results 
The usability results from the usability test indicate better satisfaction and success with the 
redesign sign-up process (Figure 10).  
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Figure 10. Comparison results between Traditional Design (left, gray) and Re-design (right, 
blue). Items with an asterisk were found to have statistically significant differences by T-test 

analysis. 
 
 

User Satisfaction (SUS) 
The SUS value for the traditional design was 59.5, which falls into the “marginal usability” range. 
The redesign scored a 90.2 on the SUS, which falls in the “acceptable usability” range. Users 
mentioned appreciating the transparency regardless of how closely they read the policy, and 
this positively impacted their experience with the company. Additionally, users said that while 
the sign-up process took longer than typical sign-up processes, it was not significantly more 
difficult to sign-up, and this redesign process would not deter anyone from signing up for the 
service. Together, these provided increased user satisfaction.  
 

Sign-Up Success and Ease/Difficulty 
There was no significant difference between the ease/difficulty scores for the sign-up process 
for either Scenario A and Scenario B. 100% of users completed both sign-up processes 
successfully with ease.  
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Policy Search Success and Ease/Difficulty 
The ease/difficulty scores for finding the answers to the questions addressed in Task 2 for 
Scenario A and Scenario B showed significant difference by T-test analysis (p=.0000004). 
Users scored finding the answers in the traditional privacy policy design (Scenario A) at 2.2 out 
of 5 (5 very easy, 1 very difficulty). Only 20% of users successfully found the all of the correct 
answers (using more than 5 minutes) in the traditional design. No users found the answers in 
under 5 minutes. 72% found incorrect information or misinterpreted the answers they found in 
the traditional policy. I observed that many users spent a minute or two even trying to figure out 
where to find these answers on the website. In contrast, users scored finding the answers in the 
redesigned process (Scenario B) at 4.9 out of 5. 100% of users found the correct answers, and 
they all found the answers in under 5 minutes.  
 
Before revisiting the redesign (in Scenario B) to evaluate the ease/difficulty of finding the 
answers on the screen, users were asked to recall the information they remember from their 
initial engagement with the redesign during the sign-up. 50% of users were able to successfully 
recall the information they read, and users scored the recall process at 2.9 out of 5. There is no 
good comparison for Scenario A, as no users had interacted with any privacy policy information 
before signing up for the product (therefore they had nothing to recall).  
 

Attitude comparison 
I compiled the attitudes from the initial attitude survey and the observed/recorded attitudes of 
users during the interaction with the traditional privacy policy and the verbally stated and 
observed attitudes toward the redesign (Figure 11). Users described the traditional privacy 
policies as complicated, boring, confusing, overwhelming, frustrating, untrustworthy, and 
unhelpful. Users described the redesign process as clear, transparent, straightforward, and 
easy-to-read.  
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Figure 11. Attitude comparison between traditional design and redesign.  

 

Discussion 
 
The results from this study indicate that the re-designed sign-up process improves the 
experience and success rates for interacting with privacy policies. The new design made 
improvements in the problem areas of accessibility, time, readability, and motivation.  
 
By moving the privacy policy information that users are interested in into the sign-up workflow, 
100% of users interacted at some level with the privacy policy information (as opposed to 0% of 
users in the traditional sign-up process). Users mentioned that the links to the full privacy policy 
and terms of use in the sign-up process page made it clear where they should go to find more 
information if they were interested. This contrasts with my observations from the study where 
users interacted with the traditional policies. 50% of users struggled to find the policies on 
Trover or Cool Cousin and weren’t sure where to look for this information. 
 
With easy access to the information, users stated that regardless of whether they read the 
information or not, they felt good knowing the company was trying to be transparent and helpful. 
Some even assumed that if the company was willing to put these terms in such an obvious 
place, that the conditions they were agreeing to were likely benign and in the user’s best 
interest.  
 
Additionally, by improving the readability of the terms, the information itself was made more 
accessible to users. This improvement may be why more readers read the entire set of terms 
presented on the sign-up page. In this study, 50% of users actually read the entire set of 
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policies presented in the new sign-up process. When revisiting the re-design page after the 
study, 100% of users correctly interpreted the information they found on the page, and they 
found the information very quickly. In contrast, with the traditional design, 72% of users found 
incorrect information or misinterpreted what they found in the policy, and no users found the 
answers in under five minutes. The readability changes improved the information understanding 
and significantly decreased the amount of time required to find the answers to the questions 
users care most about.  
 
From the 50% of users that read the terms on the re-design, 100% of those users were able to 
recall the information that they had agreed to. Active interaction with the information led users to 
think more about what they were agreeing to and therefore retain the information. An interesting 
point some users mentioned is that because they were provided with choices while signing up, 
they don’t find it important to be able to remember the information about the website. 
Remembering all of the terms of every site is too difficult (adding to the lack of motivation to find 
them in the first place). However, by being given the ability to make choices about their data and 
settings, users said they knew they felt good about the choices they made before signing up for 
the service, and therefore they didn’t care if they couldn’t have remembered what they agreed 
to; they knew their values aligned with their choices during the sign-up process. To me, this 
demonstrated a shift from seeing privacy settings as reflecting and protecting the values of the 
company toward seeing settings as reflecting and protecting the values of the user.  
 
Not only were success metrics improved with the re-design, but users also were more satisfied 
with the re-design and had more positive attitudes about the experience. Using the System 
Usability Scale (SUS), users gave a score of 90.2 (acceptable usability) to the re-design 
experience, which was significantly higher than the 59.5 score (marginal usability) for the 
traditional experience. Users liked the transparency, the readability which promoted skim 
reading, and the choices they could make. From my survey and from the usability sessions, 
users described the traditional experience with policies as: complicated, boring, confusing, 
overwhelming, frustrating, untrustworthy, and unhelpful. Users felt more positively toward the 
re-design, with descriptors such as: clear, transparent, straightforward, helpful, friendly, and 
easy-to-read. When users feel good about an experience and a company, they may be more 
likely to continue engaging with a service and promote it to others.  
 
In conclusion, by singling out the terms users are most concerned about, giving users choices, 
writing for how users read on the web, and moving this information into the workflow of the 
sign-up process, designers can improve the user experience with policies. By putting users in 
contact with and in control of their choices, we can empower users to take charge of their data, 
and we can help relieve their worries about their online security.  
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