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Media Face Several Challenges During President 
Trump’s First Months in Office

O
n Jan. 20, 2017, Donald Trump was inaugurated 
as the 45th president of the United States. 
During the early months of his administration, 
President Trump took several actions that 
raised concerns among journalists and press 

advocates. Specifically, press advocates argued that the 
Trump administration was taking deliberate steps to cast 
doubt on the legitimacy of the American press. Additionally, 
President Trump stated several times that he was unhappy 
with the scale of government leaks, suggesting that he might 
take actions to crack down on whistleblowers. However, the 
Trump administration seemed to back away quickly from 
investigations into a pseudonymous Twitter account of a 
person claiming to be a federal employee after the social 
media company filed a lawsuit that claimed the investigation 
was violating basic First Amendment principles. 

President Trump Continues Longstanding Battles 
with the Press 

In the initial months of his presidency in 2016, President 
Donald Trump and his administration continued to feud with 
press outlets, which had been a hallmark of his presidential 
campaign. Then-Republican candidate Trump made several 
statements and took actions that raised concerns among free 
press advocates. In February 2016, Trump told supporters at 
a rally that he would seek to change libel laws in the United 
States if he were elected president. “One of the things I’m 
going to do if I win . . . I’m going to open up our libel laws 
so when they write purposely negative and horrible and 
false articles, we can sue them and win lots of money,” 
Trump said, according to a March 1 story by PolitiFact. 
Critics argued that Trump appeared fundamentally to 
misunderstand libel laws, noting that libel is in the domain 
of state law and there was no federal libel law. A later report 
titled “Donald J. Trump is A Libel Bully But Also A Libel 
Loser” by First Amendment attorney Susan Seager suggested 
that Trump had a history of filing libel lawsuits against his 
critics, but he had either lost or withdrawn nearly all of 
them. 

During a May 2016 news conference, Trump called 
reporters “dishonest,” “not good people,” and among 
“the worst human beings” he has ever met after news 
organizations pushed for more specific details about claims 
that he had raised $5.6 million for military veterans at an 

event held earlier in 2016. “I think the political press is 
among the most dishonest people that I have ever met, 
I have to tell you. I see the stories, and I see the way 
they’re couched,” Trump said, while also promising that 
he would continue to be combative with the press if he 
were elected. The Trump campaign also regularly barred 
news organizations from covering events when it believed 
that press coverage had been unfavorable. Several news 
organizations found themselves “blacklisted” from events 
when the Trump campaign refused to provide their reporters 
with press credentials, including The Washington Post, 
The Des Moines Register, Politico, The Daily Beast, The 
Huffington Post, Buzzfeed, and Univision, among others. 
(For more information on then-candidate Trump’s conflicts 
with the press, see “2016 Presidential Candidates Present 
Challenges for Free Expression” in the Summer 2016 issue of 
the Silha Bulletin, and “American Bar Association Expresses 
Concerns over Publishing Report Calling Donald Trump a 
‘Libel Bully’” in the Fall 2016 issue.)

Once sworn in, President Trump and his administration 
appeared willing to continue squaring off against the 
press in a variety of ways. On Jan. 21, 2017, The New York 
Times reported that battles immediately began on the day 
following the inauguration when both President Trump and 
White House Press Secretary Sean Spicer accused news 
organizations of deliberately reporting false information 
about the size of the crowds attending the inauguration. 
Several news organizations published side-by-side photos 
that compared the size of the crowd attending President 
Barack Obama’s first inauguration ceremony in 2008 with 
the size of the crowd at President Trump’s ceremonies. The 
photos showed that crowd sizes appeared to be much larger 
at President Obama’s inauguration. 

Both President Trump and Spicer also accused news 
organizations of falsely reporting that the president had 
removed a bust of civil rights leader Martin Luther King, 
Jr. from the White House Oval Office. On January 20, 
Zeke Miller, the White House correspondent for Time 
magazine, published a post on Twitter that the bust had been 
removed, which was then reported by several other news 
organizations. However, the bust had not been removed and 
Miller had simply not seen it behind a secret service agent. 
Upon realizing the mistake, Miller e-mailed a correction to 
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enemy of the American people. SICK!” President Trump 
quickly deleted the post, only to publish a revised version 
in which he added ABC and CBS to the “enemies list” and 
struck “SICK!” from the post. The posts came one day after 
the president held a lengthy, unscripted press conference 
at the White House in which he addressed several early 
controversies in his administration, blamed President 
Obama for leaving a “mess” of the government, and again 
declared that news organizations were “dishonest.”

Members of the press expressed alarm and anger 
over President Trump’s claims that they were reporting 
falsehoods and should be viewed as enemies. In a February 
17 interview with The New York Times, former Washington 
Post reporter Carl Bernstein said that President Trump’s 
comments were reminiscent of former President Richard 
Nixon’s thoughts on the press. Bernstein’s reporting with 
the Post in the early 1970s helped uncover scandals related 
to President Nixon and had been credited as a key factor 
that led toward the controversial president’s resignation. 
“Oh boy. Donald Trump is demonstrating an authoritarian 
attitude and inclination that shows no understanding of the 
role of the free press,” Bernstein said. “[President Trump’s 
language] may be more insidious and dangerous than 
Richard Nixon’s attacks on the press. But there is a similarity 
in trying to divide the country, and make the conduct of the 
press the issue, instead of the conduct of the president.” 

On the February 19 episode of “Fox News Sunday,” host 
Chris Wallace also pushed back against President Trump’s 
Twitter posts during an interview with White House Chief of 
Staff Reince Priebus. During the interview, Priebus argued 
that the president’s descriptions were justified, noting that 
news organizations were focusing on the administration’s 
perceived failures rather than its policy goals. Wallace 
disagreed. “When the President says that we’re the enemy of 
the American people, it makes it sound like if you’re going 
against him, you’re going against the country.” Wallace said. 
The two then disagreed over whether President Trump’s 
treatment of the press was similar to President Obama’s 
approach. “You don’t get to tell us what to do, Reince!” 
Wallace said. “You don’t get to tell us what to do any more 
than Barack Obama did. I’ve got to say he never said that we 
were an enemy of the people.” 

The tension between President Trump’s administration 
and the press escalated on February 24 when CNN 
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other White House reporters, issued a correction on Twitter, 
and apologized for making the mistake.

The Washington Post reported on January 21 that 
President Trump, speaking at the Central Intelligence 
Agency (CIA) headquarters, used one of his first public 
appearances in office to castigate the press over their 
reporting on the size of the crowd at the inauguration. 
Specifically, President Trump said that news organizations 
had falsely reported that only 250,000 people attended his 
inauguration and that the National Mall had broad swaths of 
empty areas. The president explained that from his position 
during the inauguration, it appeared that at least one million 
people had attended the ceremonies. “It’s a lie,” Trump said 

of the news media reports. “We caught 
[the media]. We caught them in a 
beauty.” 

Later on January 21, Spicer held a 
contentious press conference at the White House to criticize 
the press about reports on crowd sizes and the Martin 
Luther King, Jr. bust. “Yesterday, at a time when our nation 
and the world was watching the peaceful transition of power 
and, as the President said, the transition and the balance of 
power from Washington to the citizens of the United States, 
some members of the media were engaged in deliberately 
false reporting,” Spicer said. “This was the largest audience 
to ever witness an inauguration — period — both in person 
and around the globe. Even The New York Times printed a 
photograph showing a misrepresentation of the crowd in the 
original Tweet in their paper, which showed the full extent of 
the support, depth in crowd, and intensity that existed.” 

“There’s been a lot of talk in the media about the 
responsibility to hold Donald Trump accountable. And I’m 
here to tell you that it goes two ways,” Spicer added. “We’re 
going to hold the press accountable, as well. The American 
people deserve better. And as long as he serves as the 
messenger for this incredible movement, he will take his 
message directly to the American people where his focus 
will always be.” Spicer also refused to take any questions 
from the press at the conclusion of his statement. 

After Spicer’s statement to the press, several reporters 
pushed back against the new administration’s approach to 
the press. In a January 21 report, CBS News White House 
correspondent Major Garrett said that news organizations 
would probably continue to face hurdles when covering the 
president. “It is quite clear that this administration will make 
whatever representations it wants to on its impression and 
interpretation of the news and drive that right back at the 
news media if it thinks it is being unfair or inflicting damage 
on the image this White House wants to display,” Garrett said 
in his report. “I’ve never seen anything like this where it was 
so intense, so harsh and passionate right off the beginning. 
So much of it was about what the media got wrong from the 
interpretation of this White House and a declaration that this 
antagonism is going to continue because this president feels 
duty-bound, on behalf of this movement that Sean Spicer 
spoke about, to speak beyond the media and criticize it 
whenever he is justified in doing so.”

President Trump again advanced his feud with the press 
in February. On February 17, The New York Times reported 
that President Trump had published a post on Twitter that 
read, “The FAKE NEWS media (failing @nytimes, @CNN, 
@NBCNews and many more) is not my enemy, it is the 

“It is quite clear that this administration 
will make whatever representations 
it wants to on its impression and 
interpretation of the news and drive that 
right back at the news media if it thinks 
it is being unfair or inflicting damage on 
the image this White House wants to 
display.”

— Major Barrett,
CBS News White House correspondent
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reported that it, and several other 
news organizations, were barred from 
attending a “gaggle,” a press briefing 
meeting that took place in Spicer’s 
office instead of the televised session 
typically held in the White House 
briefing room. CNN reported that 
other news organizations excluded 
from the meeting included The New 
York Times, the Los Angeles Times, 
Politico, Buzzfeed, The Guardian, 
and the BBC, among others. CNN 
reported that overtly conservative 
news organizations The Washington 
Times, One America News Network, 
and Breitbart News were invited to 
attend the meeting. Breitbart News was 
a particularly controversial attendee 
because it had been led previously by 
Trump advisor Steve Bannon, and a 
committee of journalists later denied an 
application from the organization for a 
congressional press pass in April 2017 
over concerns that Bannon still owned 
a controlling stake in the company. 
Several other traditional organizations, 
including NBC, ABC, Fox News, 
The Wall Street Journal, and The 
Washington Post, among others, were 
also included in the meeting. However, 
several news organizations refused to 
attend the meeting after learning that 
other prominent media outlets were 
prohibited from joining, according to 
CNN.

The New York Times reported on 
February 24 that Times executive 
editor Dan Baquet released a statement 
calling the exclusion of his organization 
and others from the meeting with 
Spicer unprecedented. “Nothing like 
this has ever happened at the White 
House in our long history of covering 
multiple administrations of different 
parties,” Baquet said in the statement. 
“We strongly protest the exclusion of 
The New York Times and the other 
news organizations. Free media 
access to a transparent government is 
obviously of crucial national interest.” 
The Times reported that Washington 
Post editor Marty Baron also found 
the development to be troubling. 
“This is an undemocratic path that the 
administration is traveling. There is 
nothing to be gained from the White 
House restricting the public’s access to 
information,” Baron said, according to 
the Times. 

In a February 24 interview with 
LawNewz, First Amendment attorney 
Seager, who had written about Trump’s 

attempts to use libel suits to silence 
critics, argued that the decision to 
exclude reporters probably violated the 
First Amendment. “It’s unconstitutional 
when President Trump has said he 
doesn’t like CNN and [The] New York 
Times and then excludes them from a 
press conference. It’s a content-based 
ban and the government generally 
cannot enact laws or restrictions that 
punish speech based or restrict public 
access based on content,” Seager said. 
“Courts have held that a government 

press conference is a public forum 
generally open to the media, and any 
restrictions must be based on reasons 
other than content.. . . This is not the 
same as when the government selects 
one television network camera to serve 
as a pool camera. Here, the president 
has publicly criticized [The] New York 
Times and CNN. So it seems pretty 
clear this is punishment for the content 
published [by] those news outlets, 
and President Trump and Sean Spicer 
cannot reasonably claim that this ban 
was content-neutral.” 

In a story appearing in the 
Minneapolis Star Tribune on February 
25, Silha Center Director and Silha 
Professor of Media Ethics and Law 
Jane Kirtley said that the decision to 
exclude members of the press from the 
meeting was “right out of the dictator’s 
playbook,” especially in conjunction 
with President Trump’s comments 
about the press. “[It] tells me this 
is all part of a longer term plan to 
marginalize the media that he doesn’t 
like,” Kirtley said. “You have to come to 
the conclusion — I don’t see how you 
cannot — there must be something to 
hide if they’re scrambling this hard to 
keep the news media away.” 

President Trump and his 
administration also continued to 
suggest during the first months of his 
term that he would seek to alter libel 
laws in the United States. In a March 

“You have to come to the conclusion 
— I don’t see how you cannot — there 
must be something to hide if they’re 
scrambling this hard to keep the news 
media away.”

— Jane Kirtley,
Silha Center Director and 

Silha Professor of Media Ethics and Law

30, 2017 post on Twitter, President 
Trump wrote, “The failing @nytimes 
has disgraced the media world. Gotten 
me wrong for two solid years. Change 
libel laws?” His post also included a 
link to a New York Post commentary 
written by columnist John Crudele 
that criticized The New York Times’ 
reporting on the president. Later, 
during an April 30 interview on ABC’s 
“This Week,” host Jonathan Karl 
asked Priebus whether the Trump 
administration had considered whether 

it would pursue 
constitutional 
amendments to 
make it easier 
for the president 
to bring libel 
suits against the 
press. “I think it’s 
something that 
we’ve looked 
at,” Priebus 
responded. “How 
that gets executed 
or whether that 

goes anywhere is a different story.” 
When Karl pressed Priebus on whether 
President Trump should be able to 
sue The New York Times over critical 
stories, Priebus said, “I think that 
newspapers and news agencies need 
to be more responsible with how they 
report the news.”

Press advocates quickly condemned 
the Trump administration for 
suggesting that it would seek changes 
in the law that would make it easier 
for the president to successfully sue 
news organizations over stories that 
he did not like. In a May 1 interview on 
WGN’s “John Williams Show,” Kirtley 
said that the types of changes to the 
United States’ longstanding views 
on press freedoms that the Trump 
administration would suggest were 
unnecessary. “[Some] argue that public 
officials, or those who seek political 
office, are basically being dealt an 
unfair hand, that we ought to have a 
way to make it easier for them to sue. 
I simply disagree with that,” Kirtley 
said. “Somebody like Donald Trump, 
members of Congress, or anybody else 
in public office has many powerful 
tools available to them to take on 
those who they think are publishing 
falsehoods about them. To me, no, 
we’ve got the balance right.”

During President Trump’s initial 
months in office, other press observers 
had also been raising alarms that news 

Challenges, continued from page 3



5

“We cannot simply sit back and expect 
the First Amendment will rush in to 
preserve the press, and with it our right 
to know.  Like so much of our democracy, 
the freedom of the press is only as 
strong as we, the public, demand it to 
be.”

— RonNell Andersen Jones, 
University of Utah law professor and 

Sonja R. West,
University of Georgia law professor

Challenges, continued on page 6

organizations would face serious 
barriers when covering the new 
administration. In a Jan. 25, 2017 op-ed 
for The New York Times, University 
of Utah law professor RonNell 
Andersen Jones and University of 
Georgia law professor Sonja R. West 
wrote that journalists could not rely 
on the First Amendment alone to 
ensure that they could adequately 
cover the executive branch, noting 
that the amendment has rarely been 
construed to provide affirmative rights 
for journalists to access government 
sources and information. Rather, 
the press had regularly relied upon 
non-legal safeguards in order to 
ensure access to government officials 
remained available. These safeguards 
had included the institutional media’s 
financial strength, support from 
the public, and mutually dependent 
relationships with government officials. 
Jones and West noted that the strength 
of each of these aspects had been 
declining in recent years. They also 
wrote that one other safeguard that had 
remained relatively unscathed during 
past presidential administrations, 
political norms and traditions, now 
seemed to be under threat. 

“It is primarily customs and 
traditions, not laws, that guarantee 
that members of the White House 
press corps have access to the 
workings of the executive branch. 
Consider the Department of Justice’s 
policy of forcing reporters to reveal 
confidential sources only as a last, 
rather than a first, resort. Journalists 
have no recognized constitutional 
nor even federal statutory right for 
such protection. It’s merely custom,” 
Jones and West wrote. “This is why 
we should be alarmed when Mr. 
Trump, defying tradition, vilifies media 
institutions, attacks reporters by name 
and refuses to take questions from 
those whose coverage he dislikes. Or 
when he decides not to let reporters 
travel with him on his plane, or fails 
to inform them when he goes out in 
public. Or when he suggests he might 
evict the White House press corps 
from the West Wing and have his 
administration, rather than the White 
House Correspondents Association, 
determine who gets allowed to attend 
briefings. We cannot simply sit back 
and expect the First Amendment will 
rush in to preserve the press, and with 
it our right to know. Like so much 
of our democracy, the freedom of 

the press is only as strong as we, the 
public, demand it to be.”

In a February 25 op-ed for the 
Times, Committee to Protect 
Journalists Executive Director Joel 
Simon wrote that President Trump’s 
attacks on the American press did 
damage to press freedoms worldwide. 
Specifically, Simon argued that the 
president’s rhetoric would undermine 
America’s moral influence about the 
value of free expression and embolden 
repressive governments seeking to 
suppress press freedoms. “Mr. Trump’s 

attacks on the news media follow 
a political logic. They rally those 
among his supporters who despise 
the media for its perceived liberal 
bias; they erode the credibility of the 
media itself, undermining demands for 
accountability; and they serve as the 
ultimate distraction, in the most recent 
example deflecting public attention 
from reports that Trump administration 
officials are impeding the investigation 
into their ties to Russia,” Simon wrote. 
“Thus there is a risk that responding to 
Mr. Trump’s provocations will further 
advance his aims. Still, one point must 
be made: In President Trump’s carpet 
bombing of the news media, it is not 
just the United States’ global reputation 
that is collateral damage. Rather, it is 
the brave journalists on the front line 
who risk their lives and liberty to bring 
the world the news. It is our great 
shame that they can no longer count on 
the support of the United States.”  

Trump Administration Plagued 
by Embarrassing Leaks Calls for 
Investigations

In addition to his battles with the 
press, President Trump was beset with 
challenges in moving forward with 

several of his policy agenda items in 
his administration’s initial months 
due to information regularly being 
leaked to the press. In early January 
2017, Buzzfeed published a dossier 
of compromising, but unverified, 
allegations that Russian officials had 
been “cultivating, supporting and 
assisting” President Trump in his 
political ambitions for several years. 
The documents had been allegedly 
circulating among elected officials, 
intelligence agents, and journalists. 
White House officials denied all of 

the allegations 
in the dossier, 
brushing them off 
as “fake news.” 
Yet questions 
remained over 
whether President 
Trump had close 
ties to Russian 
officials, casting 
doubt on his 
policy agenda. 
(For more 
information 
about Buzzfeed’s 
publication of the 
documents, see 
“Ethical Questions 

Debated after Buzzfeed Published 
Dossier Containing Controversial 
Unverified Claims about President 
Trump” on page 9 in this issue of the 
Silha Bulletin.)

In February, National Security 
Advisor Michael Flynn was forced to 
resign under a cloud of controversy 
after The Washington Post, relying 
on unnamed government sources, 
reported that FBI officials believed 
that he had spoken with the Russian 
ambassador about U.S. sanctions 
on that country prior to President 
Trump entering office. The Post’s 
story indicated that Flynn had lied to 
several members of the administration, 
including Vice President Mike Pence, 
who had publicly defended the 
embattled Flynn and denied that he had 
discussed such sanctions. Meanwhile, 
news organizations continuously 
reported several other smaller news 
items, citing unnamed government 
officials and White House aides, that 
painted embarrassing pictures that 
President Trump’s early months in 
office were marred by infighting among 
staff members jockeying for power, 
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“The fear is that these leak investigations 
will be used as a form of political 
retaliation [against those who would 
embarrass President Trump]. We don’t 
want this to become a political witch 
hunt.”

— Susan Hennessy,
Brookings Institution fellow 

dysfunctional management, and the 
president questioning the capabilities 
of his appointed staff, among other 
problems. Other leaks appeared to 
derail executive orders that President 
Trump had intended to sign, but did not 
due to the negative response among 
the press.

Unnamed sources leaking 
information to the press about his 
administration and policy goals quickly 
appeared to become tiresome for 
President Trump. On February 6, Fox 
News reported that President Trump 
had said that it was “disgraceful” that 
someone provided news organizations 
with the transcripts of phone 
discussions he had conducted with the 
leaders of both Australia and Mexico. 
The Washington Post reported on 
February 2 that President Trump had 
hung up on Australian Prime Minister 
Malcolm Turnbull over a disagreement 
about a pledge made by President 
Obama to allow 1,250 asylum seekers, 
who were being held in Australian 
processing centers, to resettle in the 
United States. The Post also reported 
that President Trump had repeatedly 
touted his Electoral College victory 
during a telephone conversation with 
Mexican President Enrique Peña Nieto. 

In his February 6 interview with 
Fox News, President Trump disputed 
the accuracy of the press’ stories 
and claimed that civil servants who 
had been holdovers from President 
Obama’s administration were at fault 
for leaking information. “It’s a disgrace 
that they leaked because it’s very much 
against our country,” President Trump 
said. “It’s a very dangerous thing for 
this country.” President Trump said 
that his administration was searching 
“very, very hard” for whomever leaked 
the information to the press. 

On Feb. 16, 2017, The New York 
Times reported that during the lengthy 
press conference in which he claimed 
that the press was disseminating 
false information, President Trump 
also announced that he had asked 
the U.S. Department of Justice (DOJ) 
to investigate the various leaks that 
appeared to be coming out of the 
executive branch in order to determine 
who might be providing information 
to the press. “I’ve actually called the 
Justice Department to look into the 
leaks,” President Trump said during 
the press conference, according to the 
Times. “Those are criminal leaks.” The 

Times reported that President Trump 
appeared to be particularly concerned 
with the press reporting about his 
phone calls with foreign leaders as well 
as stories about Flynn’s alleged contact 
with Russia’s ambassador prior to the 
inauguration. Presidents rarely make 
such referrals to the DOJ, according 
to the Times, and the agency declined 
to provide comment on whether it was 
conducting such investigations. 

Others within the administration 
also appeared to be getting frustrated 
with the number of leaks coming from 
the White House. In late February, 
Politico reported that unnamed 

sources had said that Spicer had begun 
to conduct random phone checks of 
his staff. Spicer initiated the phone 
checks, which were overseen by White 
House lawyers, after he suspected that 
staff members were disclosing details 
about private conservations being held 
within the White House, according 
to Politico’s February 26 story. The 
press secretary warned staffers that 
additional phone checks would occur 
if news of the checks leaked to the 
media. CNN also reported on February 
28 that President Trump had approved 
of Spicer’s decision to check staffers’ 
phones, which Spicer later denied.

President Trump also faced a new 
challenge on March 9 when WikiLeaks 
published a trove of classified 
documents that revealed several of 
the CIA’s hacking capabilities it used 
to gather intelligence. WikiLeaks 
announced that it had received 
the documents from a former U.S. 
government contractor. President 
Trump had previously declared that 
he “loved WikiLeaks” during the 
2016 presidential campaign after it 
published a variety of documents that 
embarrassed the Democratic National 
Committee and his political opponent 
Hillary Clinton. Nonetheless, President 
Trump’s administration condemned 

WikiLeaks’ disclosure of classified 
information, and U.S. Attorney General 
Jeff Sessions said during an April 19 
press conference that the arrest of 
WikiLeaks founder Julian Assange 
was a “priority” for federal law 
enforcement officials. During an April 
13 speech at the Center for Strategic 
and International Studies, CIA Director 
Mike Pompeo also said that First 
Amendment protections did not apply 
to Assange or to WikiLeaks because 
they sought to intentionally steal and 
disclose classified information. (For 
more information about WikiLeaks 
disclosing documents about CIA 

hacking tools, 
see “WikiLeaks 
Publishes 
Documents 
Revealing CIA 
Hacking Tools, 
Faces Government 
Blowback” on page 
16 in this issue of 
the Silha Bulletin.)

Observers 
argued that 
President Trump’s 
seemingly 

aggressive stance on government 
leaks could prove to be problematic 
for the press and for leakers. In a 
February 16 interview with The New 
York Times, Brookings Institution 
fellow Susan Hennessy explained that 
President Trump’s announcement that 
he had asked the DOJ to investigate 
leaks would likely chill would-be 
leakers. “The fear is that these leak 
investigations will be used as a form of 
political retaliation [against those who 
would embarrass President Trump],” 
Hennessy said. “We don’t want this to 
become a political witch hunt.”

In a Feb. 14, 2017 commentary 
for the Columbia Journalism 
Review (CJR), Freedom of the Press 
Foundation Executive Director Trevor 
Timm noted that the leaks about 
the Trump administration should be 
carefully parsed because people had 
varying motivations for providing 
unauthorized information to the 
press. “[E]very leak has an agenda 
behind it, and it’s important for the 
public to be skeptical of anonymous 
comments that are unaccompanied 
by documents, especially if they are 
single sourced,” Timm wrote. “It may 
be the administration floating policies 
to see how the public will react; it 
might be someone trying to disparage 
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“[Every] leak has an agenda behind 
it, and it’s important for the public 
to be skeptical of anonymous 
comments that are unaccompanied by 
documents, especially if they are single 
sourced.. . . But there’s no doubt many 
government employees are leaking 
because they are genuinely terrified 
about what Trump is actually doing and 
believe the public has the right to know.”

— Trevor Timm, 
Freedom of the Press Foundation executive director

Trump; or competing parties within the 
administration may be trying to win an 
argument through the press. But there’s 
no doubt many government employees 
are leaking because they are genuinely 
terrified about what Trump is actually 
doing and believe the public has the 
right to know.”

Regardless of individuals’ reasons, 
Timm encouraged the leaks to continue 
while warning of the dangers. “Leaks 
are coming out of the White House 
at a seemingly record pace, many 
of which have painted a picture of a 
dangerously ignorant and ill-equipped 
president who is narcissistic to the 
extreme, unable to let go of even the 
smallest of slights. But some of these 
leaks have halted a Trump appointment 
and controversial policies in their 
tracks, and it’s a lesson showing 
how whistleblowers and leaks to the 
press are vital for democracy,” Timm 
wrote. “Speaking to the press about 
confidential and classified material is 
a risky and often courageous move. 
Many people, especially those close to 
the Obama administration, were highly 
critical of whistleblowers like Chelsea 
Manning and Edward Snowden in the 
past. But it’s now more clear than ever 
that we will need more people like 
them in the next few years if we really 
want to hold the Trump administration 
accountable.”

However, in a February 6 
commentary for The New York Times 
Magazine, John Herrman, a David 
Carr fellow at The New York Times, 
wrote that relying heavily on leaks to 
cover the Trump administration could 
prove to be risky to journalists. “The 
dangers presented by leaks are clearly 
not lost on the Trump administration, 
but neither are the opportunities. The 
White House will be beset by leaks; 
it can also be expected to use them, 
to adopt their powerful language and 
to exploit the particular hazards — 
ethical, operational and legal — that 
they present to a press going through 
rapid structural change,” Herrman 
wrote. “Experienced as the exception, 
leaks promise a rare glimpse of 
unfiltered, unauthorized truth. As the 
rule, uncertainty will prevail. Politics 
documented by leaks and politics 
enacted through leaks are two very 
different things — and from the 
outside, the second is indistinguishable 
from the first. A romantic notion of 
the leak imagines that it operates 
according to something like a law of 

physics, allowing secrets to flow from 
where they’ve become too abundant, 
and powerful, to where they’ve become 
too scarce. But in reality, anyone can 
call anything a leak, and we should 
expect that they will.”

Trump Administration Receives 
Pushback after Attempting to 
Unmask Twitter User

In its hunt for government 
whistleblowers, the Trump 
administration also faced a legal 
confrontation with Twitter over 
a government request that the 

social media company unmask a 
pseudonymous user. On April 6, 2017, 
Twitter filed a lawsuit against the U.S. 
Department of Homeland Security and 
U.S. Customs and Border Protection 
(CBP) in the United States District 
Court for the Northern District of 
California seeking to prevent the 
enforcement of an administrative 
summons requesting information 
about a pseudonymous Twitter user. 
An administrative summons can be 
issued by a federal agency so long as 
it is authorized by a specific provision 
under the law, and such summonses 
do not undergo prior judicial review. 
Twitter’s complaint noted that the 
account in question, @ALT_USCIS, 
was a play on the U.S. Citizenship and 
Immigration Services’ (USCIS) name 
and had been created in late January 
2017 around the time that President 
Trump first issued a controversial 
executive order related to U.S. 
immigration and was dubbed a “Muslim 
ban.” @ALT_USCIS appeared to have 
been created as part of a wave of 
popular “alternative agency” accounts 

created by various federal employees, 
ex-employees, and activists in order to 
criticize President Trump’s policies. 

Twitter wrote in its complaint that 
the @ALT_USCIS account’s publicly-
available description claimed that it 
was run by a current federal employee 
working for USCIS. Twitter contended 
that apart from the description, the 
account owner declined to provide 
any further information, leaving it 
largely pseudonymous. Posts on the 
account alleged to reveal a variety 
of mismanagement problems and 
wasteful spending within the USCIS, 

and leveled 
criticisms against 
a variety of 
policies on several 
policy subjects 
in addition 
to criticisms 
on President 
Trump’s views 
on immigration 
policy. The 
account also 
appeared to 
regularly criticize 
CBP, and in 
one post, the 
account owner 
accused CBP 
agents of stopping 
individuals who 

were not white in the Los Angeles 
International Airport and “mentioning 
they look like a suspect.” 

According to the complaint, a CBP 
agent faxed a summons to Twitter 
headquarters on March 14, 2017 stating 
that the social media company was 
“required” to produce “[a]ll records 
regarding the [T]witter account  
@ALT_USCIS to include, User names, 
account login, phone numbers, mail-
ing addresses, and I.P. addresses.” The 
CBP’s summons contained boilerplate 
language that stated that the “produc-
tion of the indicated records is required 
in connection with an investigation or 
inquiry to ascertain the correctness of 
entries, to determine the liability for 
duties, taxes, fines, penalties or for-
feitures, and/or to ensure compliance 
with the laws or regulations admin-
istered by CBP.” Twitter wrote in the 
complaint that the summons provided 
no further justifications for why the 
agency needs information about the 
@ALT_USCIS account. When Twitter 
asked the agent why he had requested 
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“The speed with which the government 
buckled shows just how blatantly 
unconstitutional its demand was in 
the first place.  The anonymity that the 
First Amendment guarantees is often 
most essential when people criticize the 
government, and this free speech right is 
as important today as ever.”

— Esha Bhandari,
American Civil Liberties Union attorney

the information, he “stated vaguely 
that he is conducting an investigation.” 
Twitter also stated that it had com-
municated with the CBP agent that it 
believed that the summons had no legal 
justification and had alerted the owner 
of @ALT_USCIS about the summons. 
When the agent refused to withdraw 
the summons, Twitter wrote that it was 
forced to file the lawsuit.

Twitter alleged in its complaint 
that the CBP summons had exceeded 
the scope of the agency’s authority. 
Twitter argued that the legal authority 
cited by the CBP when issuing the 
summons was limited to permitting 
the agency to compel organizations to 
disclose records related to importing 
merchandise. “CBP’s investigation of 
the @ALT_USCIS account plainly has 
nothing whatsoever to do with the 
importation of merchandise into the 
United States,” Twitter wrote. “[The 
cited legal authority] thus provides 
CBP no power to compel Twitter to 
reveal information pertaining to the 
identity of the individual(s) behind the 
@ALT_USCIS account.”

Twitter also alleged that the CBP’s 
request to provide information that 
could potentially reveal the identity 
of the owner of the @ALT_USCIS 
violated the First Amendment because 
disclosure of such information would 
have a chilling effect on the account 
owner’s speech, as well as on speech 
of similar types of accounts. Twitter 
argued that the First Amendment 
specifically protected speech that was 
critical of the government, especially 
when speakers attempted to obscure 
their identities for fear of retaliation or 
retribution. “In this context, the CBP 
summons must be declared unlawful 
and enjoined absent evidentiary 
showing by Defendants that some 
criminal or civil offense has been 
committed, that unmasking the users’ 
identity is the least restrictive means 
for investigating that offense, that 
the demand for this information is 
not motivated by a desire to suppress 
free speech, and that the interest of 
pursuing that investigation outweigh 
the important free speech rights of 
Twitter and its users,” Twitter wrote in 

the complaint. “Defendants have not 
even attempted to meet that burden.” 
Accordingly, Twitter requested that the 
court declare the summons unlawful 
and to enjoin its enforcement. Twitter’s 
full complaint is available at: https://
www.scribd.com/document/344296417/
Twitter-sues-the-U-S-government-for-
demanding-records-of-an-anti-Trump-
account-2017.

On April 7, 2017, The New York 
Times reported that one day after 
it had filed its initial complaint, the 
Trump administration appeared to 

back down from the legal battle with 
the social media giant. According to 
the Times, Twitter filed papers in court 
on April 7 asking to have its lawsuit 
dismissed. In the filing, Twitter wrote 
that “counsel for Defendants from 
the Department of Justice contacted 
counsel for Twitter, to advise that U.S. 
Customs and Border Protection has 
withdrawn the summons and that the 
summons no longer has any force or 
effect.”

Free speech advocates praised Twit-
ter’s swift legal victory, noting that the 
government’s quick reversal demon-
strated the folly of attempting to un-
mask social media users with little jus-
tification. In an April 7 interview with 
the Times, American Civil Liberties 
Union (ACLU) attorney Esha Bhandari, 
who offered to provide legal represen-
tation for the owner of @ALT_USCIS, 
chastised the government for even 
considering attempts at revealing the 
Twitter user’s identity. “The speed with 

which the government buckled shows 
just how blatantly unconstitutional its 
demand was in the first place,” Bhan-
dari said. “The anonymity that the First 
Amendment guarantees is often most 
essential when people criticize the 
government, and this free speech right 
is as important today as ever.” 

Electronic Frontier Foundation 
(EFF) staff attorney Jamie Lee 
Williams told Newsweek on April 
7 that government officials had 
quickly retreated in order to avoid 
embarrassment. “It seemed like a 

blatant attempt 
to censor or chill 
the people behind 
this account, 
or to retaliate 
against people 
who are speaking 
out against this 
administration,” 
Williams said. 
“This could 
have been a 
huge loss for the 
administration in 
court.” 

In an April 7 
interview with 
Reuters, Director 

of the Silha Center and Professor of 
Media Ethics and Law Jane Kirtley 
noted that Twitter could be using 
the legal fight as a promotional tool 
to remind users about its stated 
principles. “Twitter and other social 
media sites make promises to users 
about protecting anonymity,” Kirtley 
said. “This is a way for Twitter to 
say, ‘See, we are standing up for your 
rights.’” The summons also ultimately 
seemed to have an effect opposite 
to what the CBP investigation was 
intended to achieve. The New York 
Times reported on April 7 that after 
news broke about Twitter’s lawsuit, @
ALT_USCIS had increased its number 
of followers from 32,000 during 
its initial months of existence to 
155,000 by the time that Twitter filed 
paperwork withdrawing its lawsuit. 



9

Ethical Questions Debated after Buzzfeed Publishes 
Dossier Containing Controversial Unverified Claims 
about President Trump

MEDIA ETHICS

Buzzfeed, continued on page 10

S
hortly before President Trump’s 
inauguration in January 2017, 
Buzzfeed published an article 
featuring a lengthy dossier 
detailing ties between the 

Russian government and the Trump 
campaign. The publication of this dossier 
in its entirety was controversial because 

it was unverified, 
despite widespread 
knowledge of the 
dossier’s existence 
among intelligence 

and media figures and some references 
to the allegations in news reports.  The 
publication sparked an ethics debate 
over whether the information should 
have been disclosed to the public, as well 
as the role of digital media organizations 
in reporting the news. 

The “Steele Dossier” is a 35-page 
memo compiled by former MI6 
intelligence officer Christopher Steele. 
Steele had compiled the dossier as 
part of opposition research against 
then-Republican candidate Donald 
Trump during the course of the 2016 
U.S. presidential campaign, initially for 
Republicans during the primary process, 
and subsequently for Democrats after 
Trump won the Republican nomination.  
The dossier contained several claims 
suggesting, among other things, that 
Russia had information which could 
be used to blackmail President Trump, 
as well as allegations of cooperation 
between Russia and the Trump campaign 
during the course of the general 
presidential election. The dossier also 
contained several unflattering and 
embarrassing anecdotes and rumors 
about various activities that Trump 
allegedly had engaged in during visits to 
Russia prior to his presidential campaign. 
However, much of the information 
found in the document had not been 
independently verified.

According to a January 10 post on 
Lawfare, editor-in-chief Benjamin Wittes, 
managing editor Susan Hennessey, and 
Brookings Institution research assistant 
Quinta Jurecic wrote that the dossier first 
began circulating among journalists and 
intelligence officials in Washington, D.C. 
in late 2016. Although journalists had 
been working to verify the allegations 
contained in the dossier, Lawfare, along 

with several other publications, elected 
not to publish it while the contents of 
the dossier remained unverified. CNN 
reported on January 10 that despite a 
lack of specifics, the existence of the 
dossier and some details found within 
the documents had been previously 
referenced by several news publications, 
including Mother Jones, which reported 
some details as early as one week prior 
to the presidential general election held 
on Nov. 8, 2016.  

In its January 10 story, CNN reported 
that intelligence officials had presented 
aspects related to classified documents 
involving the dossier to President 
Barack Obama and then-President-elect 
Trump as part of a report on Russian 
interference with the 2016 election. 
After CNN published its story, Buzzfeed 
published the 35-page Steele Dossier in 
its entirety later in the day on January 
10. Although it flagged the allegations 
contained within the documents as 
“unverified, and potentially unverifiable,” 
Buzzfeed explained that its reason for 
publishing the dossier in full was “so that 
Americans can make up their own minds 
about allegations involving the president-
elect that have circulated at the highest 
levels of the US government.” Buzzfeed 
also provided no information in its story 
about who had provided it with the 
dossier or the identity of the person who 
had compiled the allegations contained 
within the documents. The Wall Street 
Journal revealed Steele as the author on 
January 11.

Buzzfeed’s publication of the dossier 
prompted swift reactions among 
political and journalism circles, with 
some observers claiming that Buzzfeed’s 

decision to publish unverified claims ran 
afoul of ethical journalism standards, 
while Buzzfeed maintained that it had 
acted in the public interest. Less than 
one hour after Buzzfeed published its 
story containing the dossier, President-
elect Trump published a post on Twitter 
in reference to the article, reading 
“FAKE NEWS – A TOTAL POLITICAL 
WITCH HUNT!”  Meanwhile, Michael 
Cohen, an attorney for the president-
elect, told The Atlantic on January 10 

that the allegations 
within the dossier 
were “totally fake, 
totally inaccurate.”  
The dossier alleged 
that Cohen had held 
a secret meeting 
with Kremlin 
officials during 
August 2016 in 
Prague in the midst 
of the presidential 
campaign. Cohen 
told The Atlantic 
that during the 

time the report places him in Prague, he 
was actually visiting the University of 
Southern California with his son.

While President-elect Trump’s 
political team focused on damage 
control, journalists and media observers 
focused on the ethical questions raised 
by Buzzfeed’s decision to publish 
unsubstantiated information from 
an unnamed source in its entirety. In 
a January 10 story about Buzzfeed’s 
publication of the dossier, The New 
York Times’ Sydney Ember and Michael 
Grynbaum characterized the decision to 
post the dossier as “a break from typical 
journalistic practice.” In a January 11 
story on the Poynter Institute’s website, 
Benjamin Mullin reported that CNN 
had also sought to distance itself from 
Buzzfeed following allegations that the 
unverified dossier was “fake news,” 
suggesting that other news organizations 
found Buzzfeed’s actions to be ethically 
dubious. According to Mullin, CNN 
claimed they had “made it clear that 
[they] were not publishing any of the 
details of the 35-page document because 
[they] have not corroborated the report’s 

“You trust us to give you the full story; 
we trust you to reckon with a messy, 
sometimes uncertain reality. And with 
other news organizations already 
trumpeting the dossier’s central 
allegations . . . our decision to publish it 
in full rapidly advanced the story.”

— Ben Smith,
Buzzfeed Editor-in-Chief
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“It’s never been acceptable to publish 
rumor and innuendo.  And none of the 
circumstances surrounding this episode 
— not CNN’s story, not Trump’s dubious 
history with Russia, not the fact that the 
intelligence community made a report 
on it — should change that ethical rule.”

— Margaret Sullivan,
Washington Post media columnist

Buzzfeed, continued from page 9

allegations.” President-elect Trump’s 
allegations that Buzzfeed was publishing 
fake news were also ironic given the 
news organization’s role in drawing 
attention to the fake news phenomenon 
during the 2016 presidential election.  
(For more information on the rise of 
fake news throughout the election, 
see “Facebook Confronts Questions, 
Criticisms over News Distribution, 
Censorship, and ‘Fake News’ Influencing 
Election” in the Fall 2016 issue of the 
Silha Bulletin.)

Following the swift outcry, Buzzfeed 
Editor-in-Chief Ben Smith used Twitter 
to publish an e-mail memo that he sent 
to staff on the evening of January 10 
responding to criticisms and explaining 
his reasons for publishing the dossier.  In 
the memo, Smith noted that the dossier 
“was in wide circulation at the highest 
levels of American government and 
media.” Smith expounded this point in 
a Jan. 23, 2017 op-ed in The New York 
Times. The documents, Smith explained, 
“were being fought over — and acted 
on — at the highest levels of power.  But 
the rest of the country was getting only 
the occasional glimpse of those battles, 
never the source of the documents 
themselves.”  The fact that the dossier 
was alluded to in the media and being 
used to make high level decisions, while 
simultaneously being unavailable to 
the public, conflicted with Buzzfeed’s 
relationship with its audience, according 
to the editor-in-chief.  “You trust us to 
give you the full story; we trust you 
to reckon with a messy, sometimes 
uncertain reality,” Smith wrote. “And 
with other news organizations already 
trumpeting the dossier’s central 
allegations . . . our decision to publish it 
in full rapidly advanced the story.”

Smith’s assertions appeared to be 
largely correct. The New York Times 
reported that Buzzfeed’s decision to 
publish the dossier “sent other news 
organizations, including The New 
York Times and The Washington Post, 
scrambling to publish their own articles, 
some of which included generalized 
descriptions of the unverified allegations 
about Mr. Trump.” In his op-ed for the 
Times, Smith distinguished Buzzfeed 
from these more traditional media 
organizations by attacking the theories 
of traditional journalism that had 
informed their decisions not to publish 
the dossier.  “Some legacy media 
organizations have reacted to the new 

challenges by retreating to traditional 
reporting procedures of ostentatious, 
and sometimes false, balance and 
voice-of-God authority,” Smith wrote 
in the January 23 op-ed. “This retreat 
is dangerous. Instead, we need to 
develop new rules that adhere to the 
core values of honesty and respect for 
our audience.” The new core values that 
Smith referenced were also alluded to 
in his January 10 staff memo, where 
he noted that “publishing this dossier 
reflects how [Buzzfeed] see[s] the job of 
reporters in 2017.”

One criticism of both this changing 
journalistic philosophy and Buzzfeed’s 

decision to publish was that the fallout 
over the publication came at a time when 
the opinion of the media is relatively low. 
In a Jan. 11 column in The Washington 
Post, Margaret Sullivan wrote that “[i]n 
an era when trust in the media is already 
in the gutter, [Buzzfeed’s actions do] 
absolutely nothing to help.” Underscor-
ing Sullivan’s point was a Sept. 14, 2016 
report from Gallup that Americans’ trust 
and confidence in the mass media “to re-
port the news fully, accurately and fairly” 
had dropped to an all-time low.

Outside of mere timing, Smith and 
Buzzfeed were broadly criticized for 
the stark break in journalistic ethics 
that disfavor the publication unverified 
materials. “It’s never been acceptable to 
publish rumor and innuendo.  And none 
of the circumstances surrounding this 
episode — not CNN’s story, not Trump’s 
dubious history with Russia, not the fact 
that the intelligence community made a 
report on it — should change that ethical 
rule,” Sullivan wrote in her January 11 
column. In a January 10 post, Poynter 
Institute vice president Kelly McBride 
took issue with Smith’s characterization 
of shifting journalism roles. “[T]he act of 
publishing the dossier in its entirety isn’t 
journalism,” McBride wrote. “Vetting the 

document and determining its veracity? 
That’s the work of journalists in 2017, or 
any other year.”

On January 11, The Atlantic’s David 
Graham outlined several objections to 
the article’s purported reason for pub-
lishing “so that Americans can make up 
their own minds.” Among the criticisms 
was that publishing the dossier “repre-
sents an abdication of the basic respon-
sibility of journalism,” Graham wrote. 
“The reporter’s job is not simply to dump 
as much information as possible into the 
public domain.. . . [I]t is to gather infor-
mation, sift through it, and determine 
what is true and what is not.”  Graham 

further argued that 
a lack of context 
created problems 
for unfettered 
pubic discretion 
in determining the 
veracity of claims. 
“The dangers of 
telling the public, 
Here it is; you 
decide what’s real 
and what isn’t are 
underscored in the 
strange story of 
Edgar Maddison 
Welch, the North 

Carolina man who took a rifle to a Wash-
ington, D.C. pizzeria to ‘self-investigate’ 
bogus claims of child sex slaves there,” 
Graham wrote. Welch was arrested on 
Dec. 4, 2016, after he brought a weapon 
into Comet Ping Pong pizzeria to inves-
tigate false claims circulating on the 
Internet alleging that the restaurant was 
used as a front for a Hillary Clinton-led 
child sex-trafficking operation.

Although Buzzfeed’s decision to 
publish the dossier may have fallen 
outside the realm of traditional 
journalism standards, some compared 
the publication of the Steele Dossier 
to WikiLeaks’ history of publishing 
classified documents online without 
much context. WikiLeaks has long been 
criticized for such an approach and has 
faced threats of criminal prosecution in 
the United States over the publication 
of classified documents. (For more 
information about WikiLeaks’ disclosure 
of classified information, see “WikiLeaks 
Publishes Documents Revealing CIA 
Hacking Tools, Faces Government 
Blowback” on page 16 of this issue of the 
Silha Bulletin; Cyberattacks Target U.S. 
Political Campaigns and Organizations 
During Election Year in “Data 

Buzzfeed, continued on page 11
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Breaches Continue to Plague Social 
Networking Websites, Government 
Agencies, and News Organizations” 
in the Summer 2016 issue; “WikiLeaks 
Founder Assange Seeks Asylum in 
Ecuador” in the Summer 2012 issue; 
“The Obama Administration Takes on 
Government Leakers; Transparency May 
be a Casualty” in the Winter/Spring 2012 
issue; “Silha Lecture Highlights Free 
Speech in the Digital Age” in the Fall 
2011 issue; and “WikiLeaks’ Document 
Dump Sparks Debate” in the Summer 
2010 issue.)

In a January 12 commentary, 
BBC media editor Amol Rajan wrote 
that there is a difference between 
publishers simply put lots of unverified 
information into the public domain, 
such as WikiLeaks and Buzzfeed 
when publishing the Steele Dossier, 
and the selectivity and corroboration 
that goes into what most journalists 
would understand their role to be. 
“Just as traditional media included 
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dossier, adding weight to Steele’s other 
claims.”

Although these ethical arguments may 
not quell future decisions by Buzzfeed 
to verify before publishing, legal action 
may act as a deterrent.  On Feb. 3, 2017, 
CNN reported that Russian technology 
executive Aleksej Gubarev filed a 
lawsuit against Buzzfeed and Smith for 
defamation. According to the complaint, 
Gubarev alleges that “[a]lthough 
Buzzfeed and Mr. Smith claim that they 
had the dossier in their possession for 
weeks prior to its publication . . . neither 
Buzzfeed nor Mr. Smith contacted the 
Plaintiffs to determine if the allegations 
made against them had any basis in fact.” 
On April 24, The Washington Times 
reported that Trump attorney Michael 
Cohen was also considering legal 
action against Buzzfeed and Steele for 
publishing the dossier. 

many different types of publisher, so 
new, digital media include those who 
exhaustively check their facts and 
proceed with caution and those who 
are prepared to publish unverified 
allegations because they think the public 
should know,” Rajan wrote.

The veracity of some of the claims 
in the dossier has strengthened since 
its publication. On March 30, 2017, Paul 
Wood reported in an article on BBC that 
one claim within the Steele Dossier had 
been verified.  The dossier mentioned at 
one point that a “leading Russian diplo-
mat, Mikhail KULAGIN, had been with-
drawn from Washington at short notice” 
due to fears his ties to the U.S. Presiden-
tial election would have exposed him. 
The last name “Kulagin” was probably 
a spelling error for a Kalugin who had 
worked at the Russian embassy in 
Washington. “[S]ources I know and trust 
have told me the US government identi-
fied Kalugin as a spy while he was still 
at the embassy,” Wood wrote. “[P]eople 
who saw the intelligence agree with the 

Buzzfeed, continued from page 10

President Obama Commutes Chelsea Manning’s 
Sentence, Pardons Gen. James E. Cartwright, Takes 
No Action on Edward Snowden 

NATIONAL 
SECURITY

O
n Jan. 17, 2017, President 
Barack Obama commuted 
most of the remaining 
prison sentence of Chelsea 
Manning, a former army 

intelligence analyst who was convicted 
of leaking details of American military 
and diplomatic activities to WikiLeaks 

in 2010. At the 
same time that 
he commuted 
Manning’s 

sentence, President Obama pardoned 
James E. Cartwright, a retired Marine 
general who pleaded guilty to lying to 
Federal Bureau of Investigation (FBI) 
agents about conversations he had 
with reporters in relation to classified 
information regarding cyberattacks 
on Iran’s nuclear program. Several 
civil liberties advocates and press 
freedom groups praised President 
Obama’s decisions to commute 
Manning’s sentence and pardon 
Cartwright as a welcome development 
from an administration that had 
been unprecedented in its pursuit of 
government leaks. However, several 
other government officials and press 

observers criticized President Obama’s 
actions during the final days of his 
administration, citing concerns that 
the actions would set a bad precedent 
regarding leaks of classified information.  

In 2010, Manning, an army intelligence 
analyst, leaked over 700,000 pages of 
classified U.S. documents to WikiLeaks, 
including incident logs from the 
Afghanistan and Iraq wars, diplomatic 
cables from American embassies, 
dossiers on Guantánamo Bay detainees 
held without trial, and a video of a 
helicopter crash in Baghdad that 
killed two journalists. A military court 
found Manning guilty on six counts of 
violating the Espionage Act, 18 U.S.C. 
§ 793, as well as on 14 lesser charges 
in July 2013. On Aug. 21, 2013, U.S. 
Army Judge Col. Denise Lind sentenced 
Manning to 35 years in prison. (For more 
information on the Manning leaks and 
ensuing trial, see “Manning Sentenced 
to 35 Years in Prison for Leaks” in 
the Summer 2013 issue of the Silha 
Bulletin, “Judges Rebuke Government 
on Leaks Prosecutions” in the Summer 
2011 issue, “The Obama Administration 
Takes on Leakers; Transparency May 

Be a Casualty” in the Spring 2012 issue, 
“Manning, Kiriakou Face Punishment 
for Blowing the Whistle on the War on 
Terror” in the Winter/Spring 2013 issue, 
and “WikiLeaks’ Document Dump Sparks 
Debate” in the Summer 2010 issue.)

The day following her sentencing, 
Manning publicly announced that she 
was a transgender woman, raising 
concerns over whether the military 
would be able to properly handle her 
incarceration. In 2014, Manning and 
the American Civil Liberties Union 
(ACLU) sued the Department of Defense 
over their refusal to treat Manning’s 
gender dysphoria, a condition requiring 
treatment through social transition 
therapy, including new clothes and 
pronouns, as well as psychotherapy, 
hormone replacement therapy, and, 
potentially, gender confirmation 
surgeries, according to a Jan. 17, 
2017 story by Slate. In July 2014, the 
Associated Press (AP) reported that 
the Bureau of Prisons had rejected 
a request from the Army that would 
allow Manning to be transferred to 

Obama, continued on page 12
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a civilian prison facility so that she 
could receive treatment for gender 
dysphoria. Accordingly, she remained 
at Fort Leavenworth, an all-male Army 
prison in eastern Kansas. Manning 
later tried to commit suicide twice 
during 2016 while incarcerated at Fort 
Leavenworth. (For more information of 
Manning’s initial announcement that she 
was a transgender woman, see “News 
Coverage of Transgender Individuals 
Raises Ethical Reporting Issues” in the 
Winter/Spring 2014 issue of the Silha 
Bulletin.)

On Jan. 17, 2017, the White House 
announced that President Obama had 
decided to commute Manning’s 35-year 
sentence after she had served nearly 
seven years, including the time she was 
imprisoned while trial proceedings were 
ongoing. The New York Times reported 
on January 17 that Manning was set to be 
released on May 17, 2017, meaning that 
Manning would serve an additional four 
months after President Obama’s decision 
in order to permit a transition period 
designed to allow time to find a place 
for Manning to live. Additionally, CNN 
reported on January 18 that President 
Obama’s decision to commute Manning’s 
sentence meant that her sentence was 
being reduced, rather than that she was 
pardoned from the conviction. CNN 
also reported that Manning’s 35-year 
sentence was the longest punishment 
ever imposed for a conviction related to 
leaks of classified information.  

The New York Times also reported on 
January 17 that in addition to commuting 
Manning’s sentence, President Obama 
pardoned James E. Cartwright, a retired 
Marine Corps general and former Vice 
Chairman of the Joint Chiefs of Staff. On 
Oct. 17, 2016, Cartwright pleaded guilty 
to lying to the FBI regarding disclosure 
of classified information about Iran’s 
nuclear program to reporters at the New 
York Times and Newsweek, according 
to a Jan. 18, 2017 story by The Intercept. 
The Times reported on Oct. 17, 2016 that 
Cartwright had disclosed information 
about Operation Olympic Games, a 
joint cyberattack by the United States 
and Israel to sabotage Iranian nuclear 
centrifuges with Stuxnet, a computer 
virus. Cartwright later lied to FBI 
investigators about the conversations 
that he had with reporters about the 
operation. He later pled guilty in the 
U.S. District Court for the District of 
Columbia to making false statements to 

federal law enforcement officials, which 
is a felony. The Times reported that as 
part of his plea, Cartwright agreed that 
sentencing guidelines typically could 
call for punishment ranging from a $500 
fine to six months in prison. Government 
prosecutors maintained that they had 
reserved the right to request a higher 
sentence as part of the deal, and they 
later asked for a two-year prison term, 
according to a Jan. 17, 2017 story by 
The Hill. However, President Obama’s 
pardon of Cartwright came two weeks 
prior to the final sentencing hearing. 

Press advocates, civil liberties groups, 
and attorneys praised President Obama’s 
decision to commute Manning’s sentence 
and to pardon Cartwright. In a statement 
issued shortly after the announcement 
of the commutation, Manning attorneys 
Nancy Holland and Vince Ward said that 
the president’s decision was necessary 
because Manning’s sentence was unduly 
harsh. “Ms. Manning is the longest-
serving whistle-blower in the history of 
the United States,” the attorneys said in 
the statement. “Her 35-year sentence for 
disclosing information that served the 
public interest and never caused harm to 
the United States was always excessive, 
and we’re delighted that justice is being 
served in the form of this commutation.”

In a January 17 interview with Slate, 
Chase Strangio, an attorney for the 
ACLU who represented Manning in 
lawsuits regarding the Army’s handling 
of her gender dysphoria, praised the 
commutation of the sentence, arguing 
that Manning had faced extreme 
conditions while in prison. “Since she 
was first taken into custody, Chelsea 
has been subjected to long stretches 
of solitary confinement — including 
for attempting suicide — and has been 
denied access to medically necessary 
health care,” Strangio told Slate. “This 
move could quite literally save Chelsea’s 
life.”

In a Jan. 18, 2017 commentary, The 
Atlantic staff writer Conor Friedersdorf 
pushed back against critics of the 
commutation of Manning’s sentence, 
noting that the harsh punishment 
she originally received did nothing to 
address legitimate problems within the 
intelligence community. Friedersdorf 
also noted that intelligence leakers 
are often treated inconsistently, which 
creates further problems. “[Manning’s] 
critics seldom acknowledge the 
wrongdoing she uncovered or call for 
it to be punished,” Friedersdorf wrote. 
“Commuting Manning’s sentence after 

seven years was, at the very least, 
defensible, given the seriousness of the 
misbehavior she exposed, the benefits 
of her disclosures, the comparative 
treatment of rank-and-file soldiers 
convicted of deplorable crimes, and 
the impunity with which elites leak 
classified information. Those who worry 
that the commutation undermines our 
system of state secrets would do better 
to start addressing the core reasons 
that the classification regime is losing 
legitimacy.”

Others also praised President 
Obama’s decision to pardon Cartwright. 
On January 18, CNN reported that 
attorney Gregory Craig, who represented 
Cartwright, said that the military 
community had long advocated for his 
client to be pardoned. “We are deeply 
grateful for President Obama’s decision 
to pardon General Cartwright,” Craig 
said in a statement, according to CNN. 
“Current and former leaders of the 
American national security community 
have, almost with one voice, stood up for 
General Cartwright. We thank them for 
supporting a man who is truly one of our 
nation’s heroes.”

In a January 17 commentary for 
Just Security, University of Texas law 
professor Steve Vladeck argued that 
President Obama’s pardon of Cartwright 
could ultimately be more significant 
than Manning’s commutation. “It 
seems to me that the far bigger news 
from the perspective of policy- and 
precedent-setting is the pardon of 
James Cartwright[.]. . . In Cartwright’s 
case, in contrast [to Manning’s], the 
plea deal had suggested a sentencing 
range between a $500 fine and six 
months in prison — and so the pardon 
appears to be far more substantive than 
humanitarian, suggesting an assessment 
by the President that the underlying 
conduct (making false statements as 
a part of an investigation into a major 
national security leak) could be set aside 
in favor of the long and distinguished 
career of the perpetrator,” Vladeck 
wrote. “Is it possible, then, that the 
Cartwright pardon is a tacit admission 
on the government’s part that it has been 
a bit too hard on leakers and those, like 
General Cartwright, who have interfered 
with leak investigations?”

However, President Obama’s decision 
to show leniency toward leakers of 
classified information, particularly in 
relation to Manning, raised concerns 
among opponents. On January 17, U.S. 
House of Representatives Speaker Paul 
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Ryan (R-Wis.) called President Obama’s 
decisions “outrageous” in a press 
release posted on his website. “Chelsea 
Manning’s treachery put American lives 
at risk and exposed some of our nation’s 
most sensitive secrets,” Speaker Ryan 
said in the press release. “President 
Obama now leaves in place a dangerous 
precedent that those who compromise 
our national security won’t be held 
accountable for their crimes.”

In a January 17 commentary, National 
Review staff writer David French called 
the commutation of Manning’s sentence 
“a disgrace,” arguing that Manning’s 
disclosure of information could have 
created greater risks for American 
military members overseas. “Let me put 
this more plainly. [Manning] disclosed 
details of American military operations, 
the identities of American military 
allies, and placed sensitive American 
diplomatic relationships at risk,” French 
wrote. “We may never know exactly how 
much damage [Manning] did. No matter 
how troubled Manning is (and [she]’s 
certainly troubled), [Manning] breached 
faith with [her] brothers in arms. Armies 
depend on bonds of trust, and [Manning] 
knowingly and intentionally placed lives 
in danger by indiscriminately placing our 
nation’s secrets in the public domain.” 

Manning’s commutation was the 
1,385th by President Obama, the most 
of any president in history, according to 
a January 17 Washington Times story. 
He also pardoned 212 people during his 
two terms in office. However, observers 
said that criticisms still remained 
over the Obama administration’s 
commitment to transparency before 
the press. The Columbia Journalism 
Review (CJR) noted on January 18 
that the Obama administration had 
prosecuted more people for leaking 
government secrets than every previous 
presidential administration combined. 
(For more information on Obama’s 
legacy on transparency, see “President 
Barack Obama Leaves Mixed Legacy 
on Government Transparency” in the 
Fall 2016 issue of the Silha Bulletin. For 
more on the Obama administration’s 
prosecution of individuals under the 
Espionage Act, see “The Media and the 
Military: Guantanamo Access Rules 
Loosened; Other Guidelines Set to 
Limit Leaks” in the Fall 2010 issue of 
the Silha Bulletin, “Open Government 
Advocates Criticize Obama’s Prosecution 
of Leakers” in the Winter/Spring 2011 
issue, “Judge Rebukes Government on 

Leak Prosecutions” in the Summer 2011 
issue, “The Obama Administration Takes 
on Government Leakers; Transparency 
May be a Casualty” in the Winter/Spring 
2012 issue, “Leaks: New Policies Emerge; 
Congress Gets Involved” in the Summer 
2012 issue, “Manning, Kiriakou Face 
Punishment for Blowing the Whistle on 
the War on Terror” in the Winter/Spring 
2013 issue, and “Attorney General Holder 
Leaves Problematic Legacy on Press 
Rights and Civil Liberties” in the Fall 
2014 issue.)

CNN reported on Jan. 24, 2017 that 
President Obama’s leniency toward 
the high-profile leak cases of Manning 
and Cartwright prompted calls from 
civil liberties advocates for him to 
take the same approach with Edward 
Snowden, a former National Security 
Agency (NSA) contractor who leaked 
a trove of classified information to 
The Guardian and The Washington 
Post in 2013. The information that 
Snowden provided to journalists 
documented the widespread scope of 
U.S. intelligence agency’s surveillance 
efforts worldwide. In the wake of the 
disclosures, Snowden fled to Russia in 
June 2013, where he has remained with 
concerns that he would be prosecuted 
if he returned to the United States. CNN 
reported on Jan. 17, 2017 that Russia 
had extended Snowden’s asylum status 
in the country until 2020. (For more 
information on Snowden’s disclosures, 
see “Snowden Leaks Reveal Extensive 
National Security Agency Monitoring of 
Telephone and Internet Communication” 
in the Summer 2013 issue of the Silha 
Bulletin, “Snowden Leaks Continue 
to Reveal NSA Surveillance Programs, 
Drive U.S. and International Protests and 
Reforms” in the Fall 2013 issue, “NSA 
Surveillance Practices Prompt Reforms 
and Legal Challenges Throughout All 
Government Branches” in the Winter/
Spring 2014 issue, “Fallout from NSA 
Surveillance Continues One Year After 
Snowden Revelations” in the Summer 
2014 issue,  “Government Surveillance 
Critics Target Broad Authority of 
Executive Order 12333” and “29th 
Annual Silha Lecture Examines the Right 
to Access Government Information 
in the Wake of National Security and 
Privacy Concerns” in the Fall 2014 issue, 
“Two Years After Snowden Revelations, 
National Security Surveillance Issues 
Still Loom” in the Summer 2015 issue, 
and “NSA Telephony Metadata Collection 
Program Remains Controversial Even 
After It Ends” in the Fall 2015 issue.)

In a January 18 statement, Thomas 
Hughes, the executive director of Article 
19, an advocacy group for freedom of 
expression worldwide, argued that the 
Obama administration needed to provide 
Snowden with the same treatment 
provided to Manning. “Chelsea Manning’s 
commutation is one step on the road to 
the protection of whistleblowers and the 
public’s right to information,” Hughes 
said in the statement posted on Article 
19’s website. “However, to truly show 
its commitment to this essential right, 
the US must now act for the protection 
of Edward Snowden. Crucially, the US 
government must seek to implement 
protections for whistleblowers, who play 
an essential role in democratic, open 
societies, and prioritise investigating 
exposed human rights violations above 
criminalising the messenger.”

However, White House Press 
Secretary Josh Earnest said during 
a January 17 press conference that 
President Obama was unlikely to grant 
any sort of clemency to Snowden, 
arguing that there were significant 
differences between the situations of the 
former NSA contractor and Manning. 
“Chelsea Manning is somebody who 
went through the military criminal 
justice process, was exposed to due 
process, was found guilty, was sentenced 
for her crimes, and she acknowledged 
wrongdoing,” Earnest said during the 
press conference, according to The New 
York Times. “Mr. Snowden fled into the 
arms of an adversary and has sought 
refuge in a country that most recently 
made a concerted effort to undermine 
confidence in our democracy.” The 
Times reported that Earnest added that 
Snowden’s disclosures were “far more 
serious and far more dangerous” than 
Manning who disclosed documents 
only designated at the “secret” level. 
President Obama did not take any action 
on Snowden prior to leaving office. 

SCott MeMMel

Silha reSearCh aSSiStant



14

Neil Gorsuch Sworn in as Newest Supreme Court 
Justice 

SUPREME COURT 
NEWS

O
n April 10, 2017, Neil M. 
Gorsuch became the U.S. 
Supreme Court’s 113th 
justice, filling the seat 
formerly held by Justice 

Antonin Scalia, who died in February 
2016. The vacant Supreme Court seat 
became the center of controversy after 

President Obama 
nominated U.S. 
Court of Appeals 
for the D.C. Circuit 
Chief Judge 

Merrick Garland, but the Republican-
controlled U.S. Senate refused to 
consider Garland’s nomination until 
after the 2016 presidential election. On 
Jan. 31, 2017, President Donald Trump 
announced that he was nominating 
U.S. Court of Appeals for the Tenth 
Circuit Judge Neil Gorsuch to fill the 
vacancy. (For more information on 
Justice Scalia’s death and legacy, see 
“Justice Antonin Scalia Leaves Mixed 
Legacy on First and Fourth Amendment 
Jurisprudence,” in the Winter/Spring 
2016 issue of the Silha Bulletin.)

Gorsuch attended Columbia 
University, receiving a Bachelor of 
Arts in political science in 1988. He 
received his Juris Doctor from Harvard 
Law School in 1991, graduating cum 
laude. After graduation, Gorsuch 
served as a law clerk for U.S. Court 
of Appeals for the D.C. Circuit Judge 
David Sentelle until 1992, and as a clerk 
for U.S. Supreme Court Justices Byron 
White and Anthony Kennedy from 
1993 to 1994. After clerking, Gorsuch 
went into private practice for the 
Washington, D.C.-based firm Kellogg, 
Huber, Hansen, Todd, Evans & Figel, 
PLLC, until 2005. From 2005 to 2006, 
Gorsuch served as the Principal Deputy 
Associate Attorney General at the U.S. 
Department of Justice (DOJ). On May 
10, 2006, Gorsuch was nominated by 
President George W. Bush to be a judge 
for the U.S. Court of Appeals for the 
Tenth Circuit, and was confirmed in 
2006 upon a unanimous voice vote in 
the U.S. Senate.

During his tenure on the Tenth 
Circuit, Gorsuch has signaled his 
conservative-leaning jurisprudential 
thinking on numerous issues, including 
defending state religious freedom 
statutes, criticizing the effect of 
administrative law doctrine, and the 

separation of powers, among others. 
However, his views on the First 
Amendment’s relationship with the 
press have been somewhat obscure. 
According to a March 2017 essay in the 
Stanford Law Review Online, authors 
Brian C. Baran and Nathaniel Rubin 
noted that Gorsuch had authored only 
five published opinions implicating 
freedom of expression under the 
First Amendment. Two of those cases 
involved defamation suits. The full 
essay is available at https://www.
stanfordlawreview.org/online/spotlight-
free-expression/.

In Bustos v. A&E Television 
Networks, 646 F.3d 762 (10th Cir. 2011), 
an inmate at a federal prison facility 
was involved in an altercation in the 
prison yard.  The incident was captured 
on videotape and broadcast on cable 
channel A&E’s “Gangland: Aryan 
Brotherhood” program. According to 
Judge Gorsuch’s majority opinion for 
a three-judge panel, “[t]he program 
paired images of Mr. Bustos with a 
stentorian narrator who described 
the Aryan Brotherhood prison gang, 
its white-supremacist views, and its 
violent history.” Bustos argued that 
the program damaged his reputation 
within the prison because he was not 
actually a member of the gang, and the 
implication resulted in several death 
threats from the Aryan Brotherhood 
and other prison gangs. He eventually 
brought a defamation suit against A&E 
under Colorado law.

The district court concluded that 
although the program effectively 
called him a member of the Aryan 
Brotherhood, the defamation claim 
was not actionable because the 
statement was “substantially true,” 
demonstrating that mere harm to a 
reputation is not enough to prove 
a libel claim if the statement in 
question was not false. The Tenth 
Circuit took up the defamation issue 
on appeal. Judge Gorsuch, writing 
for the unanimous three-judge panel, 
held that under Colorado defamation 
law “the plaintiff must show that the 
challenged defamatory statement 
is not just false but material.” After 
reviewing the facts, the three-judge 
panel agreed with the district court, 
concluding that A&E’s statement was 
not materially false. “[T]he facts reveal 

that, while Mr. Bustos isn’t formally 
a member of the Brotherhood, he 
surely did affiliate himself with the 
organization,” Gorsuch wrote, citing 
Bustos’ ties to the Brotherhood, which 
included a conspiracy to smuggle 
heroin into the prison, among other 
actions. Gorsuch concluded that a 
jury could find no material difference 
between “membership” with the Aryan 
Brotherhood and “conspiring” with 
them.

In another defamation case, Mink 
v. Knox, 613 F.3d 995 (10th Cir. 2010), 
University of Northern Colorado 
student Thomas Mink created a 
fictional character based on university 
professor Junius Peake for the editorial 
column of his internet-based journal 
“The Howling Pig.” The professor 
contacted the police, who began 
investigating potential violations of 
Colorado’s criminal libel statute. After 
obtaining a search warrant approved 
by the Deputy District Attorney 
Susan Knox and a magistrate judge, 
police officials searched the home 
where Mink lived with his mother and 
confiscated his personal computer as 
well as written materials referencing 
the journal. Mink brought a lawsuit 
against Knox, alleging the search and 
seizure of his property based on an 
invalid warrant violated his Fourth 
Amendment rights.

The three-judge panel of the Tenth 
Circuit’s majority opinion held that 
the warrant was improperly granted 
because there was no probable cause 
to believe that Mink’s publication 
violated Colorado’s criminal libel 
statute. “It goes without saying that a 
government official may not base her 
probable cause on an ‘unjustifiable 
standard,’ such as speech protected 
by the First Amendment,” the majority 
wrote, engaging in a lengthy discussion 
regarding the interplay between the 
First Amendment and defamation. 
“Even false statements of fact are 
protected from a defamation claim 
if any reasonable person would 
recognize the statements as parody.” 
The majority applied this standard to 
determine that “[b]ecause a reasonable 
person would not take the statements 
in the editorial column as statements 
of facts by or about Professor Peake, 
no reasonable prosecutor could 
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“An obvious question for Judge Gorsuch 
is his view of the court’s 2010 ruling 
in Citizens United v. Federal Elections 
Commission.  That five-to-four decision 
divided sharply along perceived partisan 
lines.  It affected the speech rights of 
corporations and unions in funding 
political ads shortly before elections.”

— Clay Calvert, 
University of Florida Brechner Eminent Scholar in 

Mass Communication

believe it was probably that publishing 
such statements constituted a crime 
warranting search and seizure of 
Mink’s property.” (For more on “The 
Howling Pig” legal controversies, see 
“Tenth Circuit Declines to Strike Down 
Colorado’s Criminal Libel Law After 
Finding Student’s Challenge Moot” 
in the Spring 2007 issue of the Silha 
Bulletin, “Update: Colorado Prosecutor 
Violated Student Editor’s Rights with 
Criminal Libel Search Warrant,” in 
the Summer 2011 issue, and Colorado 
Repeals Criminal Libel Law in 
“Defamation Lawsuits Pose Threat to 
Journalists as Online Communication 
Complicates First Amendment 
Analysis,” in the Winter/Spring 2012 
issue.) 

In Mink v. Knox, Gorsuch wrote a 
concurring opinion, agreeing with the 
majority’s outcome on the probable 
cause argument, but arguing that the 
new analysis was unnecessary because 
a prior case was controlling. “Pring 
v. Penthouse International, Ltd., 695 
F.2d 438 (10th Cir. 1982), established 
in this circuit the rule that the First 
Amendment precludes defamation 
actions aimed at parody, even parody 
causing injury to individuals who are 
not public figures or involved in a 
public controversy,” Gorsuch wrote. 
“Pring is binding on us, answers the 
probable cause question at issue, and 
is thus the beginning and end of my 
inquiry on that question.”

Gorsuch’s concurrence in Mink 
demonstrated his strong adherence 
to the principle of stare decisis, 
which promotes deference to 
previous court decisions and is 
commonly championed as promoting 
predictability and reliance within 
the courts. Difficulties occasionally 
arise with stare decisis when courts 
are forced to cope with problematic 
decisions of the past, such as the U.S. 
Supreme Court’s infamous “separate 
but equal” doctrine that emerged from 
Plessy v. Ferguson, 163 U.S. 537 (1896), 
permitting the perpetuation of racial 
segregation in various forms among 
U.S. states. Gorsuch’s adherence 
to judicial precedent could play a 
major role in his decision-making if 
the U.S. Supreme court once again 
takes up issues related to some of its 
more hotly contested decisions, such 
as Roe v. Wade, 410 U.S. 113 (1973), 
which found that the Fourteenth 
Amendment granted a right to privacy 
that protected a woman’s right to 

have an abortion. During his Senate 
confirmation hearing, Gorsuch relied 
on judicial precedent in fielding 
questions on Roe, based in part on 
comments President Trump had made 
during the presidential campaign 
signaling that he would nominate 
a justice who would overturn the 
controversial 1973 case. “[Roe v. Wade] 
has been reaffirmed, reliance interest 
considerations are important there, 
and all of the other factors that go 
into analyzing precedent have to be 
considered,” Gorsuch said, responding 
to a question from Sen. Chuck 

Grassley (R-Iowa). “[A] good judge 
will consider it as precedent of the 
United States Supreme Court worthy as 
treatment of precedent like any other.”

In a March 9, 2017 commentary 
for The Conversation, University of 
Florida Brechner Eminent Scholar in 
Mass Communication Clay Calvert 
suggested a series of questions that 
he would pose to Gorsuch on various 
First Amendment topics, noting that 
the U.S. Supreme Court was likely to 
face several of these types of issues in 
the near future. “An obvious question 
for Judge Gorsuch is his view of the 
court’s 2010 ruling in Citizens United 
v. Federal Elections Commission,” 
Calvert wrote. “That five-to-four 
decision divided sharply along 
perceived partisan lines. It affected 
the speech rights of corporations and 
unions in funding political ads shortly 
before elections.” Other questions 
Calvert would pose included whether 
the First Amendment protects a 
person’s right to record police officers 
in public places; what limits there 
are on the First Amendment right to 
engage in political speech in public 
spaces, including streets, sidewalks 
and parks; and in what circumstances 

offensive speech, particularly 
offensive speech on political and 
social issues, loses protection under 
the First Amendment. (For more 
information on offensive speech in the 
context of trademarks, see “United 
States Supreme Court Set to Hear 
Oral Arguments on ‘Disparaging’ 
Trademarks” in the Fall 2016 issue of 
the Silha Bulletin.)

Following confirmation hearings, 
the U.S. Senate Judiciary Committee 
approved sending Gorsuch’s 
nomination to the full Senate for 
consideration on an 11 to 9 party-line 

vote on April 
3, 2017. Senate 
Minority Leader 
Charles Schumer 
(D-NY) then 
announced that 
Democrats would 
seek to filibuster 
a vote regarding 
Gorsuch’s 
confirmation, 
meaning that 
60 votes would 
be needed for 
confirmation 
rather than 
a simple 
majority. Senate 

Republicans, who controlled only 52 
seats, opted to change the Senate’s 
procedural precedents, which was 
dubbed “the nuclear option,” to lower 
the number of votes needed to end a 
Supreme Court nominee filibuster from 
60 to 51. With the Democrats’ ability to 
filibuster the nomination being dead, 
the Senate confirmed Gorsuch as the 
next U.S. Supreme Court justice on 
April 7, 2017 by a vote of 54-45, with 
three Democrats and all Republicans 
voting in favor of confirmation. Neil 
Gorsuch was sworn in as the Supreme 
Court’s 113th justice on April 10, 2017.

ronalD waClawSki
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WikiLeaks Publishes Documents Revealing CIA 
Hacking Tools, Faces Government Blowback

NATIONAL 
SECURITY

I
n early March 2017, several news 
outlets reported that WikiLeaks 
had published thousands of 
documents that appeared to 
expose hacking tools that the 

Central Intelligence Agency (CIA) uses 
in its spying and espionage efforts. 
Shortly after the documents were 

disclosed, experts 
told media outlets 
that the published 
documents 

appeared to be authentic, but 
questioned several aspects of 
WikiLeaks’ interpretations of how 
the tools might be used. WikiLeaks 
also announced that it would provide 
redacted technical details from the 
CIA documents to tech firms in order 
to combat the agency’s exploitation 
of security vulnerabilities, but several 
companies appeared reluctant to engage 
in possible partnerships. Meanwhile, 
the CIA refused to confirm whether the 
disclosed documents were authentic, but 
later reports indicated that the agency 
had begun an investigation into who 
may have provided the information to 
WikiLeaks. News reports also suggested 
that U.S. federal investigators were 
ramping up their efforts to seek the 
arrest of WikiLeaks founder Julian 
Assange. 

WikiLeaks Publishes Trove of 
Documents Detailing CIA Hacking 
Capabilities

On March 7, 2017, The Washington 
Post reported that WikiLeaks had 
published more than 8,000 documents 
that detailed the range of cyber-tools 
that the CIA had at its disposal in order 
to carry out its intelligence-gathering 
efforts. The trove of documents, which 
WikiLeaks called “Vault 7,” provided 
several details about various types of 
software hacking programs, lines of 
computer code, malware, and viruses, 
among other tools, that the CIA could 
use to steal data from intelligence 
targets. The documents themselves 
appeared to have been created between 
2013 and 2016, providing insight into 
the CIA’s hacking capabilities during 
that time period. The Post reported 
that WikiLeaks had redacted several 
technical aspects related to the 
hacking tools that were contained in 
the documents in order to limit the 

abilities of other intelligence services 
or malicious hackers to develop similar 
tools. The New York Times also reported 
on March 8 that the documents primarily 
focused on the types of tools that the 
CIA had its disposal, but did not provide 
any specific descriptions of any actual 
use on surveillance targets either 
domestically or abroad. This aspect 
was a significant distinction from the 
documents disclosed by former National 
Security Agency (NSA) contractor 
Edward Snowden in 2013, which 
provided evidence and examples about 
when the NSA had used its surveillance 
tools to collect information about foreign 
individuals as well as U.S. citizens. 
(For more information on Snowden’s 
disclosures, see “Snowden Leaks Reveal 
Extensive National Security Agency 
Monitoring of Telephone and Internet 
Communication” in the Summer 2013 
issue of the Silha Bulletin, “Snowden 
Leaks Continue to Reveal NSA 
Surveillance Programs, Drive U.S. and 
International Protests and Reforms” in 
the Fall 2013 issue, “NSA Surveillance 
Practices Prompt Reforms and Legal 
Challenges Throughout All Government 
Branches” in the Winter/Spring 2014 
issue, “Fallout from NSA Surveillance 
Continues One Year After Snowden 
Revelations” in the Summer 2014 issue,  
“Government Surveillance Critics 
Target Broad Authority of Executive 
Order 12333” and “29th Annual Silha 
Lecture Examines the Right to Access 
Government Information in the Wake of 
National Security and Privacy Concerns” 
in the Fall 2014 issue, “Two Years After 
Snowden Revelations, National Security 
Surveillance Issues Still Loom” in the 
Summer 2015 issue, and “NSA Telephony 
Metadata Collection Program Remains 
Controversial Even After It Ends” in the 
Fall 2015 issue.) 

In a March 7 press release, WikiLeaks 
claimed that Vault 7 was “the largest ever 
publication of confidential documents 
on the [CIA].” The organization also 
used the press release to analyze several 
of the CIA’s hacking tools. Among its 
analysis, WikiLeaks claimed that one 
program group, codenamed UMBRAGE, 
collected and used attack techniques 
taken from malware products produced 
by foreign government agencies in 
order to increase the number of attacks 
that the CIA could carry out and to 

“also misdirect attribution by leaving 
behind the ‘fingerprints’ of the groups 
that the attack techniques were stolen 
from.” WikiLeaks also highlighted 
documents that described a malware 
program called “Weeping Angel,” 
which the CIA had developed with 
their British counterparts. WikiLeaks 
alleged that the malware could infect 
an Internet-connected smart TV so 
that it would appear to be off while it 
actually remained on, permitting the 
CIA to use the television as a covert 
listening device. WikiLeaks also claimed 
in the press release that the CIA could 
“bypass the encryption” of popular 
mobile communication applications, 
such as WhatsApp and Signal, by using 
malware to hack smart phones in order 
to “collect[] audio and message traffic 
before encryption is applied.” WikiLeaks’ 
press release also drew attention to 
several other similar programs described 
in the Vault 7 documents.

WikiLeaks explained in its March 
7 press release that former U.S. 
government contractors performing 
hacking on behalf of the CIA had 
been passing the documents among 
themselves “in an unauthorized 
manner,” and one of those individuals 
forwarded the documents to WikiLeaks. 
The Christian Science Monitor 
reported on March 7 that CIA officials 
refused to confirm whether the Vault 
7 documents published by WikiLeaks 
were authentic. However, The New York 
Times reported on March 8 that both a 
current government official and a former 
intelligence officer said that the many of 
the documents appeared to be authentic 
based on their knowledge of specific 
code names and technology capabilities 
that the CIA had developed. 

The disclosure of the Vault 7 
documents raised concerns among 
cybersecurity experts. In a March 7 post 
on Lawfare, University of California at 
Berkeley computer security researcher 
Nick Weaver wrote that the fact that the 
CIA had developed sophisticated hacking 
tools was not very surprising, but 
explained that the surprising aspect was 
that another intelligence agency had lost 
control of classified documents detailing 
its intelligence-gathering capabilities 
after several other intelligence agencies 
had faced similar problems. “The story 
here isn’t that the CIA hacks people. Of 
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course they do; taxpayers would be right 
to be annoyed if that weren’t the case,” 
Weaver wrote. “The CIA’s job, after all, 
is [to] collect intelligence, and while its 
primary purview is human intelligence, 
hacking systems interacts synergistically 
with that collection. The actual headline 
here is that someone apparently 
managed to compromise a Top Secret 
CIA development environment, 
exfiltrate a whole host of material, and 
is now releasing it to the world.. . . Two 
documents have Top Secret markings, 
which suggest either a mishandling 
of classified information or that the 
attacker managed to compromise a Top 
Secret CIA internal network.”

Meanwhile, some observers chided 
both WikiLeaks for misrepresenting 
aspects of the CIA’s capabilities 
described in the documents and 
members of the press for failing to fully 
investigate the organization’s claims. 
For example, The Intercept reported on 
March 8 that WikiLeaks’ press release 
appeared to be misleading when it 
claimed that the CIA’s UMBRAGE 
program repurposed malware code 
developed by foreign governments 
for the purposes of obscuring its own 
operations and to direct blame toward 
others. Rather, security experts told 
The Intercept that the CIA documents 
indicated that its hackers likely copied 
code from other successful malware 
and hacking techniques for efficiency 
purposes, which is a common practice 
in the hacking community, rather than 
to misdirect investigators. The Intercept 
also reported on March 7 that the Vault 
7 documents themselves suggested that 
the “Weeping Angel” program designed 
to control smart TVs indicated that 
the malware needed to be implanted 
physically with an infected USB drive, a 
fact that WikiLeaks did not make clear in 
its press release description. 

Additionally, The Intercept noted 
that WikiLeaks’ claims about bypassing 
encryption on popular mobile 
communication apps offering strong 
encryption appeared to be misleading. 
The Vault 7 documents suggested that 
rather than attacking specific mobile 
applications offering encryption 
services, the CIA had developed methods 
to hijack a target’s mobile device in a 
way that would allow the agency to see 
any real-time actions that the user was 
undertaking on the phone. Such actions 
could include a user typing messages 
in a mobile application interface that 
would later be encrypted and sent to a 

recipient, according to The Intercept. 
This distinction meant that the Vault 7 
documents did not provide evidence 
that the CIA had actually cracked 
the encryption processes of popular 
encrypted messaging services, such as 
Signal or WhatsApp.

In a March 9 op-ed for The New 
York Times, University of North 
Carolina School of Information and 
Library Science associate professor 
Zeynep Tufekci criticized several 
news organizations for taking many 
of WikiLeaks claims about the CIA’s 
hacking tools at face value despite the 
fact that WikiLeaks was often known for 

pushing specific agendas. In particular, 
Tufekci pointed to claims that WikiLeaks 
posted on Twitter, which read “CIA 
hacker malware a threat to journalists: 
infests iPhone, Android bypassing Signal, 
Confide encryption” and “WikiLeaks 
#Vault7 confirms CIA can effectively 
bypass Signal + Telegram + WhatsApp + 
Confide encryption,” that several news 
organizations had merely repeated prior 
to a full investigation. “In their haste to 
post articles about the release, almost 
all leading news organizations took the 
WikiLeaks tweets at face value. Their 
initial accounts mentioned Signal, 
WhatsApp and other encrypted apps by 
name, and described them as ‘bypassed’ 
or otherwise compromised by the C.I.A.’s 
cyberspying tools,” Tufekci wrote. 
“Yet on closer inspection, this turned 
out to be misleading. Neither Signal 
nor WhatsApp, for example, appears 
by name in any of the alleged C.I.A. 
files in the cache.. . . More important, 
the hacking methods described in the 

documents do not, in fact, include the 
ability to bypass such encrypted apps 
— at least not in the sense of ‘bypass’ 
that had seemed so alarming. Indeed, 
if anything, the C.I.A. documents in 
the cache confirm (sic) the strength of 
encryption technologies.”

“WikiLeaks seems to have a playbook 
for its disinformation campaigns. The 
first step is to dump many documents at 
once — rather than allowing journalist 
to scrutinize them and absorb their 
significance before publication. The 
second step is to sensationalize the 
material with misleading news releases 
and tweets. The third step is to sit back 

and watch as 
the news media 
unwittingly 
promotes the 
WikiLeaks agenda 
under the auspices 
of independent 
reporting,” Tufekci 
added. “The media, 
to its credit, 
eventually sorts 
things out — as 
it has belatedly 
started to do with 
the supposed C.I.A. 
cache. But by then, 
the initial burst of 
misinformation 
has spread. On 
social media in 
particular, the spin 
and distortion 

continues unabated.. . . As with most 
misinformation campaigns, the dust that 
is kicked up obscures concerns over 
a real issue. Device and information 
insecurity, overzealous surveillance by 
governments — these are real concerns 
that call for real attention. Yes, we 
need to have extensive and thoughtful 
discussion of these topics. But that’s 
not what the WikiLeaks misinformation 
campaign has given us.”

In a March 8, 2017 commentary on 
The Conversation, Richard Forno, 
a senior lecturer in the University 
of Maryland, Baltimore County 
Department of Computer Science and 
Electrical Engineering, and Anupam 
Joshi, the director of the University of 
Maryland, Baltimore County Center 
for Cybersecurity, wrote that the 
disclosure of the CIA’s different types 
of hacking tools presented broader 
lessons for the public. “The fact that 

“As with most misinformation 
campaigns, the dust that is kicked up 
obscures concerns over a real issue.  
Device and information insecurity, 
overzealous surveillance by governments  
— these are real concerns that call for 
real attention.  Yes, we need to have 
extensive and thoughtful discussion of 
these topics.  But that’s not what the 
WikiLeaks misinformation campaign has 
given us.”

— Zeynep Tufekci, 
University of North Carolina School of Information and 

Library Science associate professor
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the CIA specifically targeted smart 
televisions should serve as yet another 
wake-up call to the general public 
and technology manufacturers about 
cybersecurity issues inherent in modern 
devices,” Forno and Joshi wrote. 
“Specifically, ‘smart home’ and Internet 
of Things devices represent a massive 
vulnerability. They are open to attack 
not only by government organizations 
seeking intelligence on national security 
information, but terrorists, criminals or 
other adversaries.” 

“Ultimately, as a society, we must 
continue to debate the trade-offs 
between the convenience of modern 
technologies and security/privacy. There 
are definite benefits and conveniences 
from pervasive and wearable computing, 
smart cars and televisions, internet-
enabled refrigerators and thermostats, 
and the like,” Forno and Joshi added. 
“But there are very real security and 
privacy concerns associated with 
installing and using them in our personal 
environments and private spaces. 
Additional problems can come from 
how our governments address these 
issues while respecting popular opinion 
and acknowledging the capabilities of 
modern technology. As citizens, we 
must decide what level of risk we — as 
a nation, a society, and as individuals — 
are willing to face when using internet-
connected products.”

Tech Companies Show Hesitation in 
Working with WikiLeaks

In its March 7, 2017 press release, 
WikiLeaks also announced that the 
Vault 7 documents had revealed that the 
CIA had been cataloguing “zero-day” 
exploits for later use. A zero-day exploit 
is an unknown or undisclosed software 
vulnerability that hackers can use to 
access data on individual computers 
or computer networks before the 
security hole can be fixed. WikiLeaks’ 
press release indicated that the CIA’s 
documents had catalogued several 
zero-day exploits that analysts could 
use to obtain information from products 
and services sold by prominent U.S. 
tech companies, such as Apple, Google, 
and Microsoft, among others. Wired 
reported on March 8 that the fact the 
CIA appeared to be aware of so many 
security vulnerabilities was problematic 
because independent hackers and 
foreign entities could also be similarly 
aware of such vulnerabilities and use 
them for malicious purposes, thus 

leaving broad swaths of the public at risk 
of being hacked. Additionally, President 
Barack Obama’s administration had 
established the Vulnerabilities Equity 
Process in 2010, which was later 
revamped in 2014, in order to create a 
framework in which law enforcement 
and intelligence agencies would 
disclose zero-day exploits to technology 
companies in order to create patches 
and fixes for such vulnerabilities. Wired 
reported that the CIA’s hoarding of 
exploits appeared to run counter to the 
purposes of the Vulnerabilities Equity 
Process. 

On March 9, National Public 
Radio (NPR) reported that WikiLeaks 
announced that it would be sharing 

redacted technical aspects of the various 
vulnerabilities found in the Vault 7 
documents with major tech companies 
that were directly affected. During a 
March 9 press conference, WikiLeaks 
founder Julian Assange said that his 
organization intended to work with 
companies to ensure that vulnerabilities 
would be patched. “We have decided 
to work with [manufacturers] to give 
them exclusive access to the additional 
technological details we have so that 
fixes can be developed and pushed 
out,” Assange said during the press 
conference, according to NPR. “Once 
this material is effectively disarmed by 
us we will publish additional details.” 

However, some major tech companies 
had already begun to indicate that 
they were hesitant to work with the 
controversial WikiLeaks prior to 
the March 9 announcement. Recode 
reported on March 8 that Google had 
released a statement indicating that it 
had already fixed many of the security 
vulnerabilities described in the Vault 
7 documents. “As we’ve reviewed 
the documents, we’re confident that 

security updates and protections in 
both Chrome and Android already 
shield users from many of these alleged 
vulnerabilities,” Google Information 
Security and Privacy Director Heather 
Adkins said in a statement, according 
to Recode. “Our analysis is ongoing and 
we will implement any further necessary 
protections. We’ve always made security 
a top priority and we continue to invest 
in our defenses.”

Bloomberg BNA reported on March 9 
that Microsoft had indicated that it had 
also patched many of the vulnerabilities 
in the Vault 7 documents, and suggested 
that it would treat WikiLeaks like any 
other organization that had found 
security flaws. “Our initial investigation 

confirmed that 
most of the 
information [in the 
Vault 7 documents] 
is dated and 
appears to target 
older systems. It 
is likely that a vast 
majority of the 
disclosed issues are 
already addressed 
in modern 
systems. We take 
security issues 
very seriously and 
are continuing a 
deeper analysis,” a 

Microsoft spokesperson told Bloomberg 
BNA. “Our preferred method for anyone 
with knowledge of security issues, 
including the CIA or WikiLeaks, is to 
submit details to us at  
secure@microsoft.com.” 

On March 11, Forbes reported 
that several major tech companies 
had indicated that WikiLeaks had not 
yet contacted them about security 
vulnerabilities, and one unnamed 
Google cybersecurity staff member 
suggested to Forbes that WikiLeaks’ 
offer may have been a public relations 
stunt. Motherboard later reported on 
March 17 that WikiLeaks had eventually 
contacted Google, Microsoft, and 
Apple, as well as other tech companies 
mentioned in the Vault 7 documents, 
in order to discuss the disclosure of 
redacted vulnerabilities, but WikiLeaks 
had also included several demands that 
companies abide by before it would 
agree to provide information about the 
vulnerabilities. Motherboard, who was 
citing an unnamed source working for 
a major technology company, reported 
that it did not have specific details about 
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“It is likely that a vast majority of the 
disclosed issues are already addressed 
in modern systems.  We take security 
issues very seriously and are continuing 
a deeper analysis.  Our preferred method 
for anyone with knowledge of security 
issues, including the CIA or WikiLeaks, is 
to submit details to us at  
secure@microsoft.com.”

— Microsoft spokesperson
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WikiLeaks’ demands, but at least one 
condition was a promise from companies 
to release fixes for the vulnerabilities 
within three months. Unnamed sources 
from several tech companies told 
Motherboard that WikiLeaks’ demands 
had resulted in hesitation inside the tech 
companies’ legal departments to strike 
any sort of deal.

Meanwhile, WikiLeaks continued to 
publish more CIA documents related 
to its initial Vault 7 disclosures. Wired 
reported on March 23 that WikiLeaks 
released documents indicating that 
the CIA had developed malware and 
other hacking tools to target Apple 
computers and iPhones. The malware 
was designed in a way to avoid anti-virus 
software scanners as well as other data 
security forensic tools, according to 
Wired. The documents also noted that 
the CIA had begun targeting iPhones 
for hacking as early as 2008, shortly 
after Apple released the mobile device. 
Wired reported that the documents again 
appeared to suggest that the CIA would 
need physical access in order to infect 
Apple devices with malware rather than 
having developed the ability to infect 
software and devices remotely. 

WikiLeaks’ new publication of 
documents revealing the CIA’s efforts 
to target Apple devices appeared to 
test the patience of the tech company. 
Forbes reported on March 24 that Apple 
had released a statement that argued 
that the vulnerabilities described in 
the documents were old and criticized 
WikiLeaks’ approach to disclosing 
cybersecurity threats. “Our preliminary 
assessment shows that the alleged Mac 
vulnerabilities were previously fixed in 
all Macs launched after 2013,” Apple said 
in a statement, according to Forbes. “We 
have not negotiated with Wiki[L]eaks 
for any information. We have given them 
instructions to submit any information 
they wish through our normal process 
under our standard terms. Thus far, we 
have not received any information from 
them that isn’t in the public domain. 
We are tireless defenders of our users’ 
security and privacy, but we do not 
condone theft or coordinate with those 
that threaten to harm our users.” 

Forbes also reported on March 24 that 
Google and Microsoft had not publicly 
announced whether they had agreed 
to work with WikiLeaks. WikiLeaks 
did announce on March 17 that at 
least one company, Mozilla, had been 
in contact in order to learn about the 
vulnerabilities that were redacted in the 

Vault 7 documents. As the Bulletin went 
to press, WikiLeaks had provided little 
information about whether other tech 
companies had also been in contact. 

U.S. Government Officials Push 
Back Against WikiLeaks, Announce 
Intentions to Arrest Assange

WikiLeaks disclosure of documents 
revealing several of the CIA’s hacking 
capabilities raised significant ire among 
U.S. government officials. Throughout 
the release of the Vault 7 documents, 
CIA officials refused to confirm whether 
the documents were authentic and 
criticized WikiLeaks for the Vault 7 
disclosures. NPR reported on March 9 

that immediately after WikiLeaks’ press 
conference announcing that it intended 
to disclose vulnerabilities to tech 
companies, CIA spokeswoman Heather 
Fritz defended the agency’s intelligence 
gathering practices and cast doubt on 
the credibility of Assange. “[The] CIA 
continues to aggressively collect foreign 
intelligence overseas to protect America 
from terrorists, hostile nation states and 
other adversaries,” Fritz told NPR. “As 
we’ve said previously, Julian Assange is 
not exactly a bastion of truth.” 

WikiLeaks’ efforts to expose CIA’s 
hacking tools also raised a unique 
problem for President Donald Trump’s 
new administration. During the 2016 
U.S. presidential election, WikiLeaks 
published thousands of e-mails and 
files that hackers had stolen from the 
servers of the Democratic National 
Committee (DNC). WikiLeaks timed the 
publication of the stolen documents for 
July 22, 2016, one day prior to the start 
of the Democratic National Convention. 
Experts argued that WikiLeaks’ timing 
suggested that the organization was 
deliberately trying to influence the 
U.S. presidential election. Many of the 
disclosed e-mails contained information 
that was embarrassing to Democratic 
presidential candidate Hillary Clinton’s 

campaign and the DNC, resulting in 
the resignation of several prominent 
DNC officials from their committee 
posts. Afterward, the Federal Bureau of 
Investigation (FBI) announced that it 
was investigating WikiLeaks’ disclosures 
of the DNC e-mails, noting that 
investigators suspected that WikiLeaks 
may have received the documents in 
question from Russian government 
hackers. (For more information about 
the DNC hacks, see Cyberattacks 
Target U.S. Political Campaigns 
and Organizations During Election 
Year in “Data Breaches Continue to 
Plague Social Networking Websites, 
Government Agencies, and News 

Organizations” in 
the Summer 2016 
issue of the Silha 
Bulletin.)

Throughout the 
U.S. presidential 
campaign in 2016, 
then Republican-
candidate Trump 
repeatedly 
expressed 
appreciation 
that WikiLeaks’ 
disclosure of the 

DNC’s e-mails had created problems for 
his political opponent. Politico reported 
on July 27, 2016, that Trump called on 
Russia to look for 30,000 e-mails that 
Clinton had deleted from a private server 
she had used while serving as secretary 
of state prior to turning the servers’ 
records over to FBI investigators. Staff 
members maintained that the deleted 
e-mails were personal in nature. “I will 
tell you this, Russia: If you’re listening, I 
hope you’re able to find the 30,000 emails 
that are missing,” Trump said during a 
news conference, according to Politico. 
“I think you will probably be rewarded 
mightily by our press.” 

In October 2016, Buzzfeed reported 
that WikiLeaks had published more 
e-mails that had been stolen from 
Clinton campaign manager John 
Podesta. Although the e-mails appeared 
to be relatively benign, several contained 
excerpts from transcripts of Clinton’s 
paid closed-door speeches that had been 
an issue during her Democratic primary 
fight with Sen. Bernie Sanders (I-Vt.). 
The e-mails indicated that campaign 
staffers had suggested that some of 
Clinton’s comments made during 
speeches given to Wall Street financial 

WikiLeaks, continued on page 20

“[The] CIA continues to aggressively 
collect foreign intelligence overseas to 
protect America from terrorists, hostile 
nation states and other adversaries. As 
we’ve said previously, Julian Assange is 
not exactly a bastion of truth.”

— Heather Fritz, 
CIA spokeswoman
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“We are mischaracterized as America-
hating servants to hostile foreign powers.  
But in fact I harbor an overwhelming 
admiration for both America and the 
idea of America.  WikiLeaks’ sole interest 
is expressing constitutionally protected 
truths, which I remain convinced is 
the cornerstone of the United States’ 
remarkable liberty, success and 
greatness.”

— Julian Assange,
WikiLeaks Founder

firms behind closed doors would need 
to be “scrubbed” by the campaign’s 
policy development team in order to be 
more suitable for the public at large. The 
e-mails once again embarrassed Clinton, 
who had been fighting criticisms that 
she was too closely connected with Wall 
Street operatives. 

The Hill reported on Oct. 10, 2016 
that the disclosures also prompted 
Trump to praise WikiLeaks for once 
again embarrassing Clinton. “I love 
WikiLeaks,” Trump said during a 
campaign rally. “It’s amazing how 
nothing is secret today when you talk 
about the Internet.” Trump also read 
excerpts from Clinton’s speeches that 
were found in the stolen e-mails. “I have 
never been so ashamed of this country as 
I have with what’s going on with Hillary 
Clinton,” Trump added, according to The 
Hill. “You have never seen anything like 
it, 33,000 e-mails — she deletes them.” 

As a result, WikiLeaks’ Vault 
7 disclosures initially forced the 
Trump administration to walk a fine 
line in addressing the controversial 
organization. During a March 8 press 
briefing, reporters asked White House 
Press Secretary Sean Spicer whether 
President Trump still admired WikiLeaks 
in the wake of the disclosures about 
CIA’s hacking tools. “There is a big 
difference between disclosing . . . 
John Podesta’s gmail accounts about 
a back and forth, and [the president’s] 
undermining of Hillary Clinton, and 
his thoughts on her on a personal 
nature, and the leaking of classified 
information,” Spicer said. “There is a 
massive, massive difference between 
those two things.” Spicer also told 
reporters, “Make no mistake about it, 
I think the President has talked before 
that anybody who leaks classified 
information will be held to the highest 
degree of law.”

Administration officials appeared 
to indicate that President Trump’s 
thinking had clearly changed course 
on April 13, 2017 when CIA Director 
Mike Pompeo condemned WikiLeaks 
during a speech at the Center for 
Strategic and International Studies, 
a non-partisan think tank located 
in Washington, D.C. that focuses on 
international policy. “WikiLeaks walks 
like a hostile intelligence service and 
talks like a hostile intelligence service,” 
Director Pompeo said during the 
speech, according to prepared remarks 
published on the CIA’s website. “It has 

encouraged its followers to find jobs at 
[the] CIA in order to obtain intelligence. 
It directed Chelsea Manning in her theft 
of specific secret information. And it 
overwhelmingly focuses on the United 
States, while seeking support from anti-
democratic countries and organizations. 
It is time to call out WikiLeaks for 
what it really is — a non-state hostile 
intelligence service often abetted by 
state actors like Russia.” 

Pompeo’s criticisms came two days 
after Assange penned an op-ed for The 
Washington Post in which he defended 
WikiLeaks’ publication of the Vault 7 
documents. “The truths we publish are 
inconvenient for those who seek to 
avoid one of the magnificent hallmarks 

of American life — public debate. 
Governments assert that WikiLeaks’ 
reporting harms security. Some claim 
that publishing facts about military 
and national security malfeasance is a 
greater problem than the malfeasance 
itself,” Assange wrote in the April 11 
op-ed. “Yet as [President Dwight D.] 
Eisenhower emphasized, ‘Only an 
alert and knowledgeable citizenry can 
compel the proper meshing of the huge 
industrial and military machinery of 
defense with our peaceful methods and 
goals, so that security and liberty may 
prosper together.’”

“Quite simply, our motive is identical 
to that claimed by [The] New York Times 
and The Post — to publish newsworthy 
content,” Assange added. “Consistent 
with the U.S. Constitution, we publish 
material that we can confirm to be true 
irrespective of whether sources came 
by that truth legally or have the right to 
release it to the media. And we strive 
to mitigate legitimate concerns, for 
example by using redaction to protect 

the identities of at-risk intelligence 
agents.. . . Vested interests deflect from 
the facts that WikiLeaks publishes by 
demonizing its brave staff and me. We 
are mischaracterized as America-hating 
servants to hostile foreign powers. 
But in fact I harbor an overwhelming 
admiration for both America and the 
idea of America. WikiLeaks’ sole interest 
is expressing constitutionally protected 
truths, which I remain convinced is 
the cornerstone of the United States’ 
remarkable liberty, success and 
greatness.”

Others expressed more general 
concerns about Director Pompeo’s 
comments made during his appearance 
at the Center for Strategic and 

International 
Studies that 
related to First 
Amendment 
protections. 
In an April 14 
commentary, 
The Intercept 
co-founder Glenn 
Greenwald wrote 
that after giving 
his prepared 
remarks, Director 
Pompeo answered 
a question about 
First Amendment 
considerations 
that should be 
given to WikiLeaks’ 

disclosures of classified information. 
“Julian Assange has no First Amendment 
privileges. He is not a U.S. citizen. What 
I was speaking to is an understanding 
that these are not reporters doing 
good work to try to keep the American 
Government on us. [WikiLeaks and 
Assange] are actively recruiting agents 
to steal American secrets with the sole 
intent of destroying the American way 
of life,” Director Pompeo said, according 
to Greenwald. “This is fundamentally 
different than a First Amendment 
activity as I understand them.. . . We 
have had administrations before that 
have been too squeamish about going 
after these people, after some concept 
of this right to publish. Nobody has 
the right to actively engage in the theft 
of secrets from [America] without the 
intent to do harm to it.”

Greenwald, who had worked with 
Edward Snowden to break the news 
about the NSA’s widespread spying 
activities, argued that Director Pompeo’s 
comments represented an alarming 
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“Any prosecution of WikiLeaks for 
publishing government secrets would set 
a dangerous precedent that the Trump 
administration would surely use to target 
other news organizations.”

— Ben Wizner, 
American Civil Liberties Union’s Speech, Privacy 

and Technology Project director 

threat to press freedom under the 
First Amendment. “To begin with, the 
notion that WikiLeaks has no free press 
rights because Assange is a foreigner 
is both wrong and dangerous. When I 
worked at [T]he Guardian, my editors 
were all non-Americans,” Greenwald 
wrote. “Would it therefore have been 
constitutionally permissible for the U.S. 
Government to shut down that paper and 
imprison its editors on the ground that 
they enjoy no constitutional protections? 
Obviously not. Moreover, what rational 
person would possibly be comfortable 
having this determination — who is and 
is not a ‘real journalist’ — made by the 
CIA (sic)?”

“But the most menacing aspect is the 
attempt to criminalize the publication 
of classified information.. . . WikiLeaks 
now has few friends in Washington: the 
right has long hated it for publishing 
secrets about Bush-era war crimes, 
while Democrats now despise them 
for its perceived role in helping defeat 
Hillary Clinton by exposing the secret 
corruption of the DNC,” Greenwald 
added. “But the level of affection for 
WikiLeaks should have no bearing 
on how one responds to these press 
freedom threats from Donald Trump’s 
CIA Director. Criminalizing the 
publication of classified documents is 
wrong in itself, and has the obvious 
potential to spread far beyond their 
initial target.”

In late April, the Trump 
administration appeared to be increasing 
its efforts to combat WikiLeaks. On 
April 19, 2017, CBS News reported 
that the CIA and FBI had begun a 
joint investigation into whether a CIA 
insider had leaked Vault 7 documents 
to WikiLeaks. Unnamed sources told 
CBS News that federal investigators 
suspected that either a CIA employee 
or contractor who had physical access 
to the documents was the most likely 
culprit. The sources also said that much 
of the information found in the Vault 7 
documents was classified and was stored 
in a secure location within the CIA. CBS 
News reported that hundreds of people 
likely had access to the documents, 
and investigators were examining those 
individuals. 

On April 20, CNN reported that 
unnamed government officials had also 
said that U.S. authorities were preparing 
to file charges that would allow them 
to seek the arrest of Assange. The 
report came after U.S. Attorney General 
Jeff Sessions held a press conference 
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earlier in the day in which he said that 
Assange’s arrest was a “priority” for 
law enforcement officials, but did not 
provide official confirmation that any 
charges had actually been filed. The 
BBC reported on April 21 that the Trump 
administration’s position appeared 
to be a departure from the Obama 
administration’s previous decision that 
any charges brought against Assange 
and WikiLeaks would face significant 
First Amendment barriers. Furthermore, 
the Obama administration believed 
that it would be difficult to physically 
arrest Assange, who has been hiding in 
Ecuador’s embassy located in London 
in order to avoid deportation to Sweden 

to face charges related to an alleged 
sexual assault. Assange has denied 
that the sexual assault charges have 
legitimacy and has claimed political 
asylum, arguing that the charges in 
Sweden were merely a pretext for him 
to eventually be deported to the United 
States to face criminal prosecutions 
related to WikiLeaks’ disclosures of 
classified information. (For more 
information on the United States’ pursuit 
of Assange, see “WikiLeaks’ Document 
Dump Sparks Debate” in the Summer 
2010 issue of the Silha Bulletin, “Silha 
Lecture Highlights Free Speech in the 
Digital Age” in the Fall 2011 issue, 
“The Obama Administration Takes on 
Government Leakers; Transparency 
May be a Casualty” in the Winter/Spring 
2012 issue, and “WikiLeaks Founder 
Assange Seeks Asylum in Ecuador” in 
the Summer 2012 issue.) 

In an interview with CNN, Assange 
lawyer Barry Pollack said that the U.S. 
Department of Justice had not provided 
him with any information about possible 
charges being filed. “We’ve had no 
communication with the Department of 
Justice and they have not indicated to 
me that they have brought any charges 
against Mr. Assange,” Pollack told CNN 
on April 20. “They’ve been unwilling 

to have any discussion at all, despite 
our repeated requests, that they let us 
know what Mr. Assange’s status is in 
any pending investigations. There’s no 
reason why WikiLeaks should be treated 
differently from any other publisher.”

Free press advocates have also 
expressed concerns over criminal 
charges being brought against Assange 
for publishing classified information. 
Ben Wizner, director of the American 
Civil Liberties Union’s Speech, Privacy 
and Technology Project, told CNN on 
April 20 that a potential U.S. government 
prosecution of Assange would create 
troubling precedents for all news 
organizations. “Never in the history of 

this country has 
a publisher been 
prosecuted for 
presenting truthful 
information 
to the public,” 
Wizner said. 
“Any prosecution 
of WikiLeaks 
for publishing 
government 
secrets would 
set a dangerous 
precedent that the 

Trump administration would surely use 
to target other news organizations.”

In an April 20 interview with Wired, 
Freedom of the Press Foundation 
Executive Director Trevor Timm 
agreed with Wizner’s assessment. “We 
shouldn’t doubt for a second that as 
soon as there’s a precedent on the books 
that allows [the U.S. government] to 
prosecute publishers for publishing 
information they consider classified, 
they won’t turn that on the Times, the 
Post, and other vital news institutions,” 
Timm told Wired. “I hope people realize 
that even if you dislike WikiLeaks in the 
extreme, prosecuting them is a huge 
threat to work reporters do every day.” 

As the Bulletin went to press, U.S. 
government officials had not yet formally 
announced any charges against Assange.  
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New FCC Chairman Signals Change in Direction for 
Agency

FCC

O
n Jan. 23, 2017, The 
Verge reported that 
President Donald Trump 
announced that he was 
elevating Commissioner 

Ajit Pai to chairman of the Federal 
Communications Commission (FCC). 
President Trump also nominated the 

new chairman 
for another 
5-year term on 
the commission. 
Commissioner 

Pai’s promotion came after then-
Chairman Tom Wheeler announced in 
December 2016 that he would resign at 
the end of President Barack Obama’s 
term. Many observers suggested that 
Chairman Pai’s appointment would be 
likely to result in a significant change 
of course for the agency, especially 
regarding recently-adopted privacy 
rules regarding Internet service 
providers’ (ISPs) handling of customer 
data and net neutrality rules. The new 
chairman often had voiced dissent in 
many of the FCC’s decisions under 
Chairman Wheeler’s stewardship. 
During the first few months in the new 
position, Chairman Pai signaled that he 
would seek to make significant changes 
to his predecessor’s legacy.

Chairman Pai, a Republican, was first 
appointed to the FCC for a five-year 
term beginning in 2012 by President 
Obama. The appointment came at the 
recommendation of Senate Majority 
Leader Mitch McConnell (R-Ky.). Only 
three out of the five commissioner 
seats at the FCC can be held by a single 
party, under the law. Throughout his 
tenure with the FCC, Chairman Pai had 
opposed a variety of initiatives that 
the commission had undertaken when 
it was under Democratic control. In 
2014, Chairman Pai publicly expressed 
concerns about a planned FCC study 
of newsroom operations that was 
intended to understand whether 
news organizations were publishing 
information to meet citizens’ “critical 
information needs.” Specifically, 
he criticized questions within the 
FCC’s study that examined editorial 
decision-making in broadcast radio 
and television newsrooms, which he 
argued could infringe upon stations’ 
First Amendment rights. The FCC later 
shelved the study after lawmakers 

and press advocates expressed similar 
concerns. (For more information 
on the canceled study, see “Federal 
Communications Commission Cancels 
Study of Newsroom Operations After 
Outcry that the Study Would Invade 
Editorial Decision-Making” in the 
Winter/Spring 2014 issue of the Silha 
Bulletin.) 

Additionally, Chairman Pai had 
criticized the FCC rules relating to 
consumer privacy and net neutrality. 
He targeted both topics during the early 
months of his chairmanship. 

New FCC Chief, Congress 
Dismantle FCC Privacy Rules 

After the announcement of the new 
chairman, FCC observers noted that 
Chairman Pai could be expected to 
lead initiatives to roll back new FCC 
privacy rules for ISPs. In October 
2016, Chairman Pai was a dissenter 
in a 3-2 party line vote in which the 
FCC approved new privacy rules 
for ISPs. Protecting the Privacy of 
Customers of Broadband and Other 
Telecommunications Services, 81 Fed. 
Reg. 87,274 (Dec. 2, 2016) (codified at 
47 C.F.R. 64). The new rules created 
restrictions on how ISPs could use 
customers’ browsing and personal data 
for advertising purposes, required ISPs, 
such as Comcast, AT&T, Verizon, and 
others, to take “reasonable steps” to 
safeguard customer’s data, required 
ISPs to provide customers with 
information about data collection and 
sharing processes, and established 
specific timelines to notify customers 
and authorities of data breaches, among 
other requirements. The new rules 
applied only to broadband Internet 
providers and telecommunications 
services, but not to the practices 
of Internet content providers and 
web sites, which remained under 
the purview of the Federal Trade 
Commission (FTC). 

In his dissenting statement, Chairman 
Pai wrote that he opposed the FCC’s 
new privacy rules for how ISPs handled 
customers’ data because his agency’s 
rules appeared to be stricter than the 
FTC’s consumer privacy regulations. 
As a result, ISPs and web content 
providers would face different privacy 
protection enforcement standards, 
ultimately leading to greater confusion 

for consumers. “Were it up to me, the 
FCC would have chosen a different 
path — one far less prescriptive and one 
consistent with two decades of privacy 
law and practice. The FCC should have 
restored the level playing field that once 
prevailed for all online actors using the 
FTC’s framework,” Chairman Pai wrote. 
“After all, as everyone acknowledges, 
consumers have a uniform expectation 
of privacy. They shouldn’t have to be 
network engineers to understand who is 
collecting their data. And they shouldn’t 
need law degrees to determine whether 
their information is protected. But 
the [FCC] has rejected that approach. 
Instead, it has adopted one-sided rules 
that will cement [website operators’ and 
online content providers’] dominance in 
the online advertising market and lead 
to consumer confusion about which 
online companies can and cannot use 
their data.”

On Feb. 24, 2017, Gizmodo reported 
that the FCC announced that it would 
suspend the first implementation 
stage of the FCC’s new privacy rules, 
which were related to ISP data security 
practices. The rules had been slated to 
go into effect on March 2. In a February 
24 press release, the FCC explained 
that “Chairman Pai believes that the 
best way to protect the online privacy 
of American consumers is through a 
comprehensive and uniform regulatory 
framework.” The press release added 
that Chairman Pai was advocating 
for “returning to a technology-neutral 
privacy framework for the online world 
and harmonizing the FCC’s privacy 
rules for broadband providers with 
the FTC’s standards for others in the 
digital economy.” The press release 
indicated that the full commission 
would also vote on whether any 
further implementation of the privacy 
rules should take place. Ars Technica 
reported on February 24 that such a 
vote could potentially overturn the 
entirety of the FCC’s privacy rules 
established under Chairman Wheeler. 

On March 1, Laura MacCleery, a 
vice president at nonprofit consumer 
advocacy group Consumers Union, told 
The New York Times that the FCC’s 
decision to suspend the implementation 
of its privacy rules would benefit only 
the telecommunications industry, 
not consumers. “Internet service 
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providers have a unique, all-access view 
into consumers’ daily online lives,” 
MacCleery said. “We urge the F.C.C. to 
focus on acting in the public’s interest 
— rather than the industry’s — and to 
maintain these critical rules.”

However, Chairman Pai’s efforts 
to suspend the FCC’s privacy rules 
were quickly superseded by Congress. 
Ars Technica reported on March 23 
that the U.S. Senate approved a joint 
resolution on 50 to 48 party-line vote, 
with Republicans voting in favor of 
the resolution, that would prohibit the 
FCC’s privacy regulations from going 
into effect. The resolution, which the 
Senate passed using its authority under 
the Congressional Review Act, 5 U.S.C. 
§ 8, would also prohibit the FCC from 
adopting any similar privacy regulations 
in the future. On March 28, 2017, the 
U.S. House of Representatives approved 
the Senate’s resolution to remove the 
FCC’s privacy rules in a 215-205 vote, 
with only Republicans voting in favor 
of the resolution. President Trump then 
signed the resolution into law on April 
3.

As the Congressional process 
was ongoing, industry members 
expressed support for efforts to 
repeal the FCC’s ISP privacy rules. In 
a March 23 press release, NCTA-The 
Internet and Television Association, 
a trade association representing the 
cable industry, praised the Senate’s 
efforts to roll back the FCC’s privacy 
rules. “We appreciate today’s Senate 
action to repeal unwarranted FCC 
rules that deny consumers consistent 
privacy protection online and violate 
competitive neutrality. The Senate’s 
action represents a critical step towards 
reestablishing a balanced framework 
that is grounded in the long-standing 
and successful FTC privacy framework 
that applies equally to all parties 
operating online,” the group said in the 
press release. “Our industry remains 
committed to offering services that 
protect the privacy and security of the 
personal information of our customers. 
We support this step towards reversing 
the FCC’s misguided approach and 
look forward to restoring a consistent 
approach to online privacy protection 
that consumers want and deserve.” 

Digital privacy advocates criticized 
the federal government’s decision to 
repeal the rules. In an April 3 post on 
the Electronic Frontier Foundation’s 
(EFF) Deeplinks blog, EFF policy 
analyst Kate Tummarello wrote that the 

repeal of the FCC’s privacy rules was 
not in the best interest of Internet users, 
and called on states to take action. “A 
measure to roll back crucial privacy 
protections has crossed the finish line, 
and Internet users are worse off for 
it. Despite massive backlash from the 
American people, Congress passed 
and President Donald Trump signed 
into law a resolution that repeals the 
Federal Communications Commission 
(FCC) rules to protect consumers from 
privacy invasions by their Internet 
service providers (ISPs) like Comcast, 
AT&T, Verizon, and Time Warner 
Cable,” Tummarello wrote. “The rules 

. . . would have kept ISPs from selling 
customers’ data and using new invasive 
ways to track and deliver targeted ads 
to customers. Additionally, the rules 
would have required those companies 
to protect customers’ data against 
hackers.. . . We urge state lawmakers 
and technology providers to look for 
ways to shore up individual privacy 
until Congress is ready to listen to the 
consumers who don’t want to trade 
away their basic privacy rights in order 
to access the Internet.” 

Meanwhile, Chairman Pai said in an 
April 3 press release that he was happy 
with the president’s decision to sign the 
resolution removing the FCC’s privacy 
rules. “President Trump and Congress 
have appropriately invalidated one part 
of the Obama-era plan for regulating the 
Internet. Those flawed privacy rules, 
which never went into effect, were 
designed to benefit one group of favored 
companies, not online consumers,” 
said Chairman Pai in the press release. 
“American consumers’ privacy deserves 
to be protected regardless of who 
handles their personal information. 
In order to deliver that consistent and 
comprehensive protection, the Federal 
Communications Commission will 
be working with the Federal Trade 
Commission to restore the FTC’s 

authority to police Internet service 
providers’ privacy practices. We need 
to put America’s most experienced and 
expert privacy cop back on the beat.”

On April 4, The Washington Post 
reported that the removal of the FCC’s 
rules would have the practical effect of 
creating a “policy gap” when it came to 
privacy regulations for ISPs. Although it 
has the authority to regulate the privacy 
practices of Internet content providers, 
the FTC no longer can police the 
privacy practices of ISPs after the FCC 
adopted its 2015 Open Internet Order. 
The Open Internet Order re-classified 
ISPs as “common carriers,” which the 

FTC is barred 
from regulating 
under federal law. 
The Washington 
Post reported that 
experts suggested 
that federal 
policymakers were 
likely to target the 
FCC’s 2015 Open 
Internet Order in 
order to determine 
how to resolve 
the gap in privacy 

regulations that are applied to Internet 
content providers and ISPs. 

FCC Chief Takes Aim at Net 
Neutrality Rules

Even prior to the repeal of the FCC’s 
new privacy rules, many observers 
had raised the possibility that one of 
Chairman Pai’s early initiatives would 
be to reverse the FCC’s decision in 
2015 to re-classify ISPs as “common 
carriers” under Title II of the 1934 
Communications Act. Protecting 
and Promoting the Open Internet, 
80 Fed. Reg. 19,738 (Apr. 13, 2015) 
(codified at 47 C.F.R. 1). The change in 
classification for ISPs allowed the FCC 
to enforce new net neutrality principles 
for Internet traffic, meaning that the 
government would begin to require ISPs 
to treat all web traffic the same way. Net 
neutrality prohibits ISPs from altering 
the speed of or blocking the delivery of 
lawful Internet data based on content, 
users, websites, or special financial 
arrangements. 

The new rules were passed on a 3-2 
party line vote, with then-Commissioner 
Pai representing one of the opposition 
votes. In a dissenting statement 
accompanying the new order, then-

“Internet service providers have a 
unique, all-access view into consumers’ 
daily online lives.  We urge the F.C.C. to 
focus on acting in the public’s interest 
— rather than the industry’s — and to 
maintain these critical [privacy] rules.”

— Laura MacCleery,
Consumers Union vice president
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Commissioner Pai wrote that the 
new rules would limit marketplace 
competition among ISPs, leading to 
higher broadband costs, less broadband 
internet coverage, and fewer options 
for internet services, among other 
problems. “In short, because this 
Order imposes intrusive government 
regulations that won’t work to solve 
a problem that doesn’t exist using 
legal authority the FCC doesn’t have, 
I dissent,” Chairman Pai wrote in his 
dissenting statement in 2015. He also 
predicted that federal courts would 
strike down the new order. However, 
a three-judge panel of the U.S. Court 
of Appeals for the D.C. Circuit upheld 
the FCC’s 2015 Open Internet Order in 
June 2016. U.S. Telecom Assoc. v. Fed. 
Comm. Comm’n, 825 F.3d 674 (D.C. Cir. 
2016). (For more information on the 
long-standing debate over net neutrality, 
see “D.C. Circuit Strikes Down Net 
Neutrality Measure,” in the Winter/
Spring 2010 issue of the Silha Bulletin, 
“D.C. Circuit Court Strikes Down FCC 
‘Net Neutrality’ Rules” in the Winter/
Spring 2014 issue, “Debates Continue 
Over Net Neutrality as FCC Nears 
Decision on ‘Open Internet’” in the 
Fall 2014 issue, “New FCC Rules Spur 
Heated Debate about Net Neutrality 
Regulation” in the Winter/Spring 2015 
issue, and “D.C. Circuit Upholds ‘Net 
Neutrality’ Rules” in the Summer 2016 
issue.)

After President Trump announced 
who he had chosen as the new leader 
of the FCC, open Internet supporters 
expressed concerns that the FCC’s 
net neutrality rules could come under 
fire during Chairman Pai’s leadership 
tenure. In a January 23 interview 
with The Verge, Chris Lewis, the vice 
president of consumer advocacy 
nonprofit Public Knowledge, said that 
he was not encouraged by President 
Trump’s selection. “Some of the things 
we’ve seen in [Chairman Pai’s] record 
are certainly problematic for consumers 
and for competition, [w]hether it’s his 
opposition to open internet rules, or 
opposition to basic privacy online, or 
opposition to the effort to extend the 
Lifeline program subsidies to broadband 
so that low income Americans 
have access to basic 21st century 
communications,” Lewis said.

In a February 3 commentary for 
Slate, Dan Gillmor, a professor at 
Arizona State University and frequent 

writer on tech-related issues, argued 
that Chairman Pai’s appointment could 
lead to larger problems related to free 
expression. “During the campaign, 
Trump fulminated about journalism and 
the internet, with threats to  
both.. . . Trump’s appointees might 
make it easier for him to clamp down 
on speech. That’s why we should worry 
about the appointment of Ajit Pai, a 
former Verizon lawyer and Republican 
cheerleader for the telecom industry, 
to head the Federal Communications 
Commission,” Gillmor wrote. 
“Under Pai, expect the commission 
to dismantle Wheeler-led rules for 
network neutrality of internet traffic: 
the notion that consumers, not the 
telecoms, should decide what priority 
to give specific kinds of data. The net 
neutrality provisions came about after 
the FCC reclassified internet providers 
as ‘common carriers,’ and Pai — who 
claims to favor a free and open internet 
— was a bitter opponent all the way.”

“Telecom companies and the 
government have had a mutually 
beneficial relationship for decades: 
The government has enacted policies 
encouraging consolidation, while the 
companies gladly carry out, sometimes 
for profit, surveillance for law 
enforcement and spies. If net neutrality 
is abandoned, the companies would 
both owe the government and have 
increased power over what you and 
I can do and say,” Gillmor added. “A 
small number of companies dominating 
our access to the internet represents 
a communications choke point, 
moreover, and Trump sounds entirely 
capable of using it. Suppose Trump 
quietly asks the bosses of the biggest 
internet service providers to block or 
degrade transmission of content he 
finds objectionable, and threatens dire 
consequences if they don’t. At this 
point, expecting corporate courage may 
be expecting way too much.”

On Feb. 5, 2017, The New York Times 
reported that Chairman Pai appeared 
to confirm critics’ concerns when he 
began to direct several changes within 
the FCC that would potentially roll back 
net neutrality principles established 
under Chairman Wheeler. Specifically, 
the FCC announced on February 3 that 
it was abandoning an inquiry initiated 
by Chairman Wheeler into “zero-rating” 
practices of various telecommunication 
providers, including T-Mobile, AT&T, 
and Verizon. Zero-rating occurs when 
telecoms offer mobile Internet plans 

that do not count certain types of 
streaming web content against a 
user’s data consumption limits. Critics 
argue that the practice can violate net 
neutrality principles when telecoms 
offer zero-ratings for content that they 
produce through their subsidiaries, such 
as streaming television content, but not 
for similar Internet content that other 
companies produce. The practical result 
is that a telecom is giving its own web 
traffic content priority over other types 
of content. In January 2017, TechCrunch 
reported that the FCC, while still 
being overseen by Chairman Wheeler, 
released a report indicating that it 
believed some mobile Internet providers 
might be using zero-ratings for their 
own benefit at the expense of fair 
competition and possibly in violation of 
net neutrality principles. 

In an interview with The New York 
Times on February 5, Paul Gallant, 
a telecommunications analyst for 
financial services firm Cowen Group, 
said that the FCC’s February decision to 
halt the inquiry appeared to be an initial 
step toward dismantling net neutrality. 
“The speed of the ruling and [Chairman 
Pai’s] tone are very encouraging for 
internet service providers,” Gallant 
said. “I think it’s a down payment on net 
neutrality, with much more to follow.” 

The Times also noted that Chairman 
Pai had not yet provided details about 
how he intended to approach net 
neutrality and broadband classification 
as the leader of the FCC. However, 
Ars Technica reported in December 
2016 that then-Commissioner Pai 
had said during a speech before the 
Free State Foundation, a free market 
think tank in Washington, D.C. that 
focuses on telecommunications 
policy, that the FCC needed to “fire 
up the weed whacker and remove 
those rules that are holding back 
investment, innovation, and job 
creation.” During his speech, Chairman 
Pai specifically mentioned that one of 
the FCC regulations that eventually 
would be removed under the Trump 
administration was net neutrality. 
On March 30, 2017, The New York 
Times reported that White House 
Press Secretary Sean Spicer also said 
that net neutrality rules probably 
would be the next target in the Trump 
administration’s efforts to de-regulate 
the telecommunications industry once 
the FCC’s ISP privacy rules were fully 
repealed. 
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The Washington Post reported on 
April 4 that the process of removing 
the FCC’s net neutrality rules would 
not be as streamlined as the removal 
of the ISP privacy rules because that 
the commission’s 2015 Open Internet 
Order was almost two years old. As a 
result, Congress would be unable to 
use the Congressional Review Act to 
simply repeal the net neutrality rules 
as it had the FCC’s privacy rules. The 
Post reported that Congress could pass 
a law to replace net neutrality rules, but 
such a law would require bi-partisan 
agreement because Senate Democrats 
could filibuster any proposal they found 
to be unsuitable. The Post’s April 4 story 
noted that Republican Congressional 
leaders also appeared to want Chairman 
Pai to initiate the process of overturning 
net neutrality rules. 

In an interview with The Washington 
Post on April 4, George Washington 
University Institute of Public Policy 
economist Hal Singer said that 
Chairman Pai would probably be 
cautious in his approach to net 
neutrality because of the widespread 
attention the topic has previously 
received. Singer suggested the most 
likely scenario would be that Chairman 
Pai would look to develop compromises 
to create replacement rules rather 
than entirely repeal the net neutrality 
rules. “Repealing the rules without 
a replacement is going to cause 
tremendous blowback,” Singer told the 
Post. “At a bare minimum, they need 
to articulate a glide path to a replace-
ment.. . . Right or wrong, there is little 
faith that ISPs will police themselves.”

On April 26, 2017, The New York 
Times reported that during a speech 
at the Newseum in Washington, D.C., 
Chairman Pai officially announced 
that he would seek to reverse the 2015 
Open Internet Order’s reclassification 
of ISPs as Title II “common carrier” 
services. As a result, ISPs would again 
be recognized as “information services” 
under Title I of the Communications 
Act of 1934, just as they had been prior 
to the FCC’s decision in 2015. The FCC 
has less statutory authority to impose 
net neutrality principles on ISPs when 
they are classified as “information 
services” under Title I, a point that 
was emphasized in 2014 when the U.S. 
Court of Appeals for the D.C. Circuit 
struck down the commission’s first 
attempt at establishing net neutrality 
rules in a 2010 order. Verizon v. 
F.C.C., 740 F.3d 623 (D.C. Cir. 2014). 

Specifically, a three-judge panel of the 
D.C. Circuit determined that the types 
of net neutrality principles that the 
FCC sought to impose on ISPs could 
only be done if ISPs were classified 
as “common carriers.” The appellate 
court’s decision was the impetus for 
the FCC reclassifying ISPs as Title II 
“common carriers” in its 2015 Open 
Internet Order so that net neutrality 
rules could be established. (For more 
information on the specifics of the 

D.C. Circuit decision, see “D.C. Circuit 
Strikes Down FCC ‘Net Neutrality’ 
Rules” in the Winter/Spring 2014 issue 
of the Silha Bulletin.)

In his remarks at the Newseum, 
Chairman Pai said that reverting the 
classification of ISPs to “information 
services” under Title I was necessary 
because classifying ISPs as “common 
carriers” had created significant costs 
for such companies, harmed innovation, 
and hindered the deployment of 
broadband Internet in the United States. 
“According to one estimate by the 
nonprofit Free State Foundation, Title 
II has already cost our country $5.1 
billion in broadband capital investment. 
And given the multiplier effect from 
such spending, that means Title II has 
already cost our nation approximately 
75,000 to 100,000 jobs,” Chairman Pai 
said. “Who has been most harmed by 
Title II? When businesses cut back on 
capital expenditures, the areas that 
provide the most marginal returns on 
investment are the first to go. And in the 
case of broadband, that means low-
income rural and urban neighborhoods. 
As a result, Title II has kept countless 
consumers from getting better Internet 
access or getting access, period. It 
is widening the digital divide in our 
country and accentuating the practice 
of digital redlining — of fencing off 

lower-income neighborhoods on the 
map and saying, ‘It’s not worth the time 
and money to deploy there.’”

Chairman Pai noted that he would 
not seek to overturn the 2015 Open 
Internet Order immediately. Rather, 
commissioners would vote on whether 
the FCC should initiate a Notice of 
Proposed Rulemaking during a May 18 
meeting, which would begin a process 
for the commission to solicit comments 
from the public on the proposal to once 

again classify ISPs 
as “information 
services.” 
Chairman Pai 
announced that 
the FCC would 
also seek comment 
on how the 
commission should 
approach the 
“bright-line rules” 
that had been 
adopted under 
the 2015 Open 
Internet Order, 
which included 

prohibitions on ISPs regarding blocking 
access to legal online content or 
services, slowing down lawful Internet 
traffic on the basis of its content or 
where it is coming from, and giving 
priority to the delivery lawful Internet 
content in exchange for payments. 

If the commission chooses to initiate 
the Notice of Proposed Rulemaking, the 
FCC will open up a set time period to 
receive comments from the public about 
Chairman Pai’s proposal. In the past, the 
FCC has received a significant number 
of comments related to net neutrality 
proposals. The New York Times 
reported on July 15, 2014 that the FCC 
had received approximately 780,000 
comments from the public on whether 
it should reclassify ISPs as “common 
carriers” prior to its 2015 Open Internet 
Order, with the majority in favor of 
reclassification so that net neutrality 
principles could be established. News 
reports also noted that the FCC had 
received more than 45,000 comments 
on June 2, 2014 alone after comedian 
John Oliver advocated for net neutrality 
principles on his HBO show, “Last Week 
Tonight,” and encouraged viewers 
to leave comments for the FCC. The 
public response to Oliver’s commentary 
caused web traffic problems for the 
FCC’s website due to the large number 
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“Repealing the rules without a 
replacement is going to cause 
tremendous blowback.  At a bare 
minimum, they need to articulate a glide 
path to a replacement.. . . Right or wrong, 
there is little faith that ISPs will police 
themselves.”

— Hal Singer,
George Washington University Institute of 

Public Policy economist
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of comments it was receiving. The 
Washington Post reported on April 
26, 2017 that Chairman Pai’s proposal 
would probably elicit broad public 
interest once again.

Chairman Pai’s announcement 
also prompted debates over whether 
net neutrality was necessary for the 
United States’ approach to regulating 
the telecommunications industry. 
In an April 26 press release, AT&T 
Chairman and CEO Randall Stephenson 
praised Chairman Pai’s efforts to 
once again reclassify ISPs under the 
Communications Act of 1934. “The 
bipartisan, light-touch regulatory 
approach that Congress established 
at the internet’s inception brought 
American consumers unparalleled 
investment in broadband infrastructure, 
created jobs and fueled economic 
growth. It was illogical for the FCC 
in 2015 to abandon that light-touch 
approach and instead regulate the 
internet under an 80-year-old law 
designed to set rates for the rotary-
dial-telephone,” Stephenson said in the 
statement. “We applaud FCC Chairman 
Pai’s initiative to remove this stifling 
regulatory cloud over the internet. 
Business large and small will have 
a clearer path to invest more in our 
nation’s broadband infrastructure under 
Chairman Pai’s leadership. And we are 
hopeful that bipartisan agreement can 
be reached on principles that protect 
internet openness, consumer choice and 
vibrant competition.” 

Meanwhile, net neutrality supporters 
argued that Chairman Pai’s efforts 
were an attempt to re-litigate settled 
matters. In an April 26 interview with 
The Washington Post, David Segal, the 
executive director of liberal-leaning 
internet advocacy group Demand 
Progress, argued that the American 
public had already expressed support 
for net neutrality principles. “Millions 
of people engaged in 2014-2015 to make 
sure these rules were instituted in the 
first place,” Segal told the Post. “As 
Trump and his FCC seek to roll back the 
rules and let corporations manipulate 
Internet traffic in service of private 
profit. I’m sure we will see millions of 
Americans fight back.”

Craig Aaron, president of consumer 
advocacy group Free Press, told The 
New York Times on April 26 that 
removing net neutrality rules would 
allow ISPs to establish business 

practices that would ultimately harm 
consumers. “It would put consumers 
at the mercy of phone and cable 
companies,” Aaron said. “In a fantasy 
world, all would be fine with a pinkie 
swear not to interrupt pathways and 
portals to the internet despite [ISPs’] 
history of doing that.”

In an April 28 op-ed for The New 
York Times, Columbia Law School 
professor Tim Wu, who coined the 
term “net neutrality” in 2003, pushed 
back against Chairman Pai’s claims 
that the FCC’s efforts to establish 
net neutrality principles has harmed 
the telecommunications industry. 
“Television has been revitalized [by 
Netflix and Amazon], and waves of 
successful internet start-ups have 
returned America’s high-tech industry 
to unquestioned global leadership. Net 
neutrality has been among the most 
effective policies of the 21st century,” 
Wu wrote. “The idea of killing net 
neutrality certainly has nothing to do 
with voters or majority will. Instead, the 
proposal, like Mr. Pai’s earlier gutting of 
privacy protections for cable customers, 
is at war with the economic populism 
that voters claimed they wanted and 
that Mr. Trump promised last year. Make 
no mistake: While killing net neutrality 
may be rolled out with specious 
promises of ‘free video,’ there is nothing 
here for ordinary people. Lowering 
prices is just not something that cable 
or phone companies will do except 
under pressure. Instead, the repeal of 
net neutrality will simply create ways 
for cable and phone companies to tax 
the web and increase your broadband 
bill. Raise your hand if that sounds 
enticing.”

In an April 27 commentary for The 
Hill, Doug Brake, a telecommunications 
policy analyst for the non-profit 
technology policy think tank 
Information Technology and Innovation 
Foundation, attempted to strike a 
middle ground between the two sides of 
the net neutrality debate and suggested 
that it might be time for Congress to 
intervene. “In the coming storm, it will 
be important not to lose sight of what 
should be the ultimately policy goal: 
finding a workable, balanced solution 
that promotes flourishing innovation 
throughout the entire Internet, both on 
the edge and within the core network,” 
Brake wrote. “Under Wheeler, the 
left-leaning activists got everything 
they asked for. Now, under Republican 
control, we can only hope the other side 

will resist the same temptation, lest the 
pendulum keep swinging forever.”

“The best solution to this issue 
should be balanced and stable — I 
say give Pai a shot at stopping the 
pendulum’s momentum at the bottom 
of its arc. But at the fourth attempt 
at net neutrality rules, this is starting 
to get ridiculous,” Brake added. 
“Congress would do well to start 
seriously discussing the contours 
of a compromise so we can put this 
perennial problem to bed and move on 
to the real pressing Internet problems, 
such as closing the digital divide.”

Meanwhile, The Washington Post 
reported on May 1 that the U.S. Court 
of Appeals for the D.C. Circuit decided 
that it would not hold an en banc re-
hearing of a three-judge panel’s June 
2016 decision that upheld the 2015 Open 
Internet Order’s reclassification of ISPs 
as “common carriers.” The D.C. Circuit’s 
May 1 decision means that net neutrality 
opponents could seek to appeal the 
three-judge panel’s decision to the 
U.S. Supreme Court. In an interview 
with the Post, Daniel Berninger, one 
of the individuals who brought the 
legal challenge against the 2015 Open 
Internet Order, said that he was excited 
about the possibility of an appeal to the 
Supreme Court. “When we get to the 
Supreme Court, we want to be saying 
[to a largely conservative bench] this is 
a severe case of government overreach,” 
Berninger said. 

However, Georgetown University 
lecturer in law Andrew Schwartzman 
said that Chairman Pai’s efforts to 
reverse the 2015 Open Internet Order 
cast doubt on the prospect that the 
U.S. Supreme Court would choose to 
address net neutrality. “The likelihood 
that Chairman Pai will seek to abandon 
the commission’s 2015 decision greatly 
diminishes the already low likelihood 
that the Supreme Court would want to 
hear the case,” Schwartzman told the 
Post on May 1.

As the Bulletin went to press, the 
FCC had not yet held its meeting 
on whether to initiate the Notice 
of Proposed Rulemaking regarding 
Chairman Pai’s proposal, and net 
neutrality opponents had not yet filed 
paper work to appeal the U.S. Court 
of Appeals for the D.C. Circuit’s June 
2016 net neutrality decision to the U.S. 
Supreme Court. 
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Filmmaker and Journalists Face Subpoena Threats, 
Newsroom Searches, and Orders to Testify

Threats, continued on page 28

REPORTER’S 
PRIVILEGE

D
uring late 2016 and early 
2017, reporter’s rights to 
protect their confidential 
sources, as well as 
published and unpublished 

information, were considered by two 
states and a military court. In December 
2016, Hollywood screenwriter Mark 

Boal settled a 
lawsuit with the 
U.S. government 
over 25 hours 
of recorded 

phone conversations with Sergeant 
Bowe Bergdahl, who faces military 
court martial. On Dec. 19, 2016, 
police officers seized a controversial 
water meter from the office of New 
Brunswick Today in New Jersey 
pursuant to a search warrant signed 
by a superior court judge. The warrant 
executed in a newsroom led several 
media advocates to express concerns 
about the potential chilling effect 
on journalism as the search could 
deter investigations into government 
misconduct. Finally, on Jan. 17, 2017, 
a San Bernardino County judge ruled 
that prosecutors could compel ten 
journalists to testify as part of a series 
of public corruption trials, despite 
arguments that the subpoenas violate 
the California Shield Law. However, 
two journalists reached agreements 
with prosecutors that allowed them to 
avoid testifying.

Hollywood Screenwriter Mark 
Boal Settles Lawsuit with the 
U.S Government over Subpoena 
Threats

In December 2016, Hollywood 
screenwriter Mark Boal, who wrote 
and produced war-themed films The 
Hurt Locker and Zero Dark Thirty, 
settled a lawsuit he brought against the 
U.S. government after it threatened to 
subpoena him for unaired interviews 
that he had conducted with U.S. Army 
Sergeant Bowe Bergdahl. Specifically, 
Boal’s lawsuit alleged that U.S. 
Army prosecutors were in violation 
of the First Amendment when they 
sought to compel him to turn over 
unpublished newsgathering materials. 
The settlement came months after a 
federal district court judge urged both 
sides to settle the case outside of the 
courtroom. Press advocates praised 

the conditions of the settlement, which 
would not require Boal to provide any 
confidential information to military 
prosecutors.  

In 2009, Bergdahl, a member of 
the U.S. Army who was deployed in 
eastern Afghanistan, left his guard post 
during the middle of the night. Bergdahl 
was later captured by members the 
Taliban and held prisoner for nearly 
five years. After an extensive search 
and diplomatic negotiations, the 
U.S. government arranged a prisoner 
exchange for Bergdahl, who was 
released on May 31, 2014. The New York 
Times reported in December 2015 that 
although Bergdahl was initially hailed 
as a hero upon his release, further 
investigations prompted Gen. Robert 
B. Abrams, the head of Army Forces 
Command at Fort Bragg, N.C., to order 
that Bergdahl face court-martial on 
charges of desertion and endangering 
troops as a result of leaving his post. 

During the Army’s investigation 
into the circumstances of Bergdahl’s 
capture, Boal separately conducted 
several interviews with Bergdahl 
over the phone with the intention of 
potentially making a film about the 
Army sergeant’s experience, resulting 
in nearly 25 hours of audio recordings. 
Later, Boal worked with WBEZ’s 
“Serial” podcast to publish a small 
amount of audio excerpts from the 
interviews for the podcast’s in-depth 
reporting on Bergdahl’s capture. On 
July 21, 2016, The New York Times 
reported that after learning about the 
filmmaker’s interviews, U.S. Army 
prosecutor Major Justin Oshana 
informed Boal that the government 
intended to subpoena the screenwriter 
in order to obtain all 25 hours of the 
audio recordings as evidence that could 
be used against Bergdahl during the 
military court proceedings.

In response to the government’s 
potential subpoena, Boal filed a 
complaint in the U.S. District Court for 
the Central District of California on 
July 20, 2016, naming the United States 
of America, President Barack Obama, 
Defense Secretary Ashton Carter and 
several other members of the military, 
including Major Oshana, as defendants. 
According to the complaint, Boal 
sought a “declaration, injunction, or 
writ [of mandamus]” from the court to 

enjoin the issuance and enforcement 
of the subpoena by the military 
prosecutor. Boal’s complaint argued 
that a reporter’s privilege under the 
First Amendment, the common law, 
the California state constitution, and 
California statutory law shielded him 
from being “forced to provide a military 
prosecutor in North Carolina with 
unpublished materials and confidential 
information.” Boal’s complaint added 
that the lawsuit was “brought to protect 
and defend Plaintiffs’ constitutional 
right to communicate important stories 
about matters of immense public 
concern.”

In a July 29, 2016 amicus brief 
submitted to accompany the 
screenwriter’s complaint, the Reporters 
Committee for Freedom of the Press 
(RCFP) argued that Boal should 
be entitled to invoke the reporter’s 
privilege because “Boal had the intent, 
at the inception of the newsgathering 
process, to disseminate information 
about Sgt. Bergdahl’s disappearance, 
that Boal is a member of the news 
media, and that Boal ultimately did 
distribute information to the public 
based on the interviews he conducted.” 
The RCFP suggested that Boal’s 
journalism, filmmaking, and podcasting 
efforts, as well as his intent to use 
the interviews “to disseminate to the 
public information on a subject that 
was topical, controversial, and a matter 
of significant public interest,” entitled 
the screenwriter to reporter’s privilege 
protections. Additionally, the RCFP 
discussed the larger implications of 
Boal’s case, arguing, “The compelled 
disclosure of a journalist’s unpublished 
work product or confidential materials 
has a destructive effect upon the news 
media’s ability to gather news and 
report on matters of public concern.”

In early August 2016, U.S. 
Department of Justice (DOJ) attorneys 
submitted a reply brief to the federal 
district court in which it urged U.S. 
District Court Judge George H. King 
to reject Boal’s attempt to withhold 
the interviews, citing jurisdictional 
concerns that Boal’s lawsuit could 
raise. Specifically, the DOJ argued 
that Boal’s legal maneuver was 
“unprecedented,” contending that 
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Boal’s lawsuit represented an 
“intolerable burden by infringing 
on the independence and function” 
of a military court. The DOJ added, 
“Defendants are not aware of a court 
that has so intruded into court-martial 
proceedings before, and Plaintiffs 
identify no reason why this Court 
should be the first to do so now.” 
Government officials also argued that 
although Boal was not a member of the 
Armed Services, military prosecutors 
had the authority to seek information 
from the screenwriter. “The issuance 
of a subpoena to a civilian is squarely 
within the jurisdiction of the court-
martial, as is the power to consider 
the civilian’s motion to quash that 
subpoena, and Plaintiffs do not argue 
otherwise,” DOJ officials wrote in a 
brief submitted to the court. 

However, Boal’s attorney, Jean-Paul 
Jassy, pushed back against the DOJ’s 
argument in an August 15 brief, arguing 
that the California federal district court 
should consider Boal’s civilian status 
as a reason to grant the filmmaker’s 
request for it to block the subpoena. 
“Boal never joined the Armed Forces,” 
Jassy wrote in the brief. “He did not 
submit to the narrowed rights attendant 
to military life. Although there is no 
dispute that Boal is a civilian and 
not a defendant in any court-martial, 
Defendants’ opposition brief relies 
heavily on cases where members of 
the Armed Forces asked federal courts 
to enjoin court-martial proceedings in 
which they were criminally accused.” 

Jassy maintained that Boal’s request 
also did not intrude upon the functions 
of the military court system. “Boal is 
not asking this Court to stop the court-
martial of Sgt. Bowe Bergdahl. And, 
contrary to the Government’s repeated 
and incorrect assertions, Boal is not 
asking this Court to enjoin another 
court (emphasis in original) or another 
judge from issuing or enforcing a 
subpoena,” Jassy wrote. “The military 
court itself is not a defendant in this 
action, and, unlike a subpoena from this 
Court, a subpoena in a general court-
martial issues from the prosecutor, not 
from or under the imprimatur of the 
court itself. Consistent with established 
authority, Boal is asking this Court to 
enjoin a military prosecutor and his 
superior federal officers from acting 
improperly.” Jassy also argued that the 
federal district court should intervene 

in the case because military courts 
are not well equipped to handle Boal’s 
constitutional rights claims because 
military courts have little, if any, 
experience with reporter’s privilege 
cases, writing, “although Boal could try 
to convince an Army court-martial to 
recognize the reporter’s privilege, it is 
manifestly unfair that he should have to 
do so.” 

On Sept. 9, 2016, The Hollywood 
Reporter reported that Judge King 

directed both parties to be prepared 
for a September 12 hearing to discuss 
a decision by the U.S. Court of 
Appeals for the D.C. Circuit which 
addressed similar arguments that 
Boal was making in his suit. The D.C. 
Circuit case involved Abd Al-Rahim 
Hussein Muhammed Al-Nashiri, who 
allegedly planned the 2000 bombing of 
the U.S.S. Cole in Yemen and argued 
that his offenses were outside the 
jurisdiction of a military commission. 
Al-Nashiri asked the U.S. District 
Court for the District of Columbia 
to issue an injunction against being 
tried by military courts, which the 
federal district court declined to do. 
Al-Nashiri then appealed. In an Aug. 30, 
2016 opinion, a split three-judge panel 
of the D.C. Circuit Court of Appeals 
concluded that the lower court was 
correct to abstain from granting Al-
Nashiri’s request because the appellate 
court was “assured of both the 
adequacy of the alternative system in 
protecting the rights of defendants and 
the importance of the interests served 
by allowing that system to proceed 
uninterrupted by federal courts.” In Re: 
Abd Al-Rahim Hussein Muhammed 
Al-Nashiri, No. 15-1023 (D.C. Cir. Aug. 
30, 2016). The Hollywood Reporter’s 
September 9 story opined that the 
D.C. Circuit’s decision probably meant 
that Boal would have to fully and 

specifically articulate why a military 
court would not be suited to handle his 
case. 

During the September 12 hearing, 
Judge King urged Boal and the 
government to resolve their dispute 
informally, according to The Hollywood 
Reporter story published the same day. 
Judge King said that he was hesitant to 
issue a formal decision on the matter 
that would “short-circuit” any progress 
that the sides had made in coming 

to a settlement. 
However, The 
Hollywood 
Reporter reported 
that Judge King 
did not seem to 
be convinced 
that Boal would 
be protected 
by a reporter’s 
privilege. “The 
reporter’s privilege 
is not absolute,” 
Judge King said 
during the hearing, 
according to The 

Hollywood Reporter. “The reporter’s 
privilege is not an immunity to 
subpoena. It would be absurd to think 
that.” 

On Dec. 13, 2016, Boal and the 
U.S government seemingly took 
Judge King’s advice as the parties 
announced that they had reached a 
settlement, according to a December 14 
Entertainment Weekly story. Deadline 
Hollywood reported on December 13 
that under the terms of the settlement, 
the government agreed to refrain from 
issuing a subpoena to Boal seeking the 
full 25 hours of recorded interviews 
with Bergdahl, permitting Boal to 
protect all the confidential material 
on the tapes. In return, Boal agreed 
to provide the court with portions of 
the tapes that were either aired or 
summarized on “Serial” by either host 
Sarah Koenig or himself. Boal also 
agreed to appear in military court to 
verify the authenticity of the tapes, 
if necessary, and would withdraw a 
request that the government pay his 
attorney fees.

In a December 13 press release, 
Jassy said the settlement was “a terrific 
resolution” to Boal’s complaint. “The 
Army originally demanded 25 hours of 
Mark Boal’s unedited interviews with 
Bergdahl that included confidential 
discussions and all sorts of personal 
material that wasn’t ever meant to be 

“The Army originally demanded 25 hours 
of Mark Boal’s unedited interviews with 
[Sgt. Bowe] Bergdahl that included 
confidential discussions and all sorts of 
personal material that wasn’t ever meant 
to be public. Mark Boal faced down the 
demand. He is a First Amendment hero.”

— Jean-Paul Jassy, 
Attorney for Mark Boal
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public,” Jassy said in the press release. 
“Mark Boal faced down the demand. He 
is a First Amendment hero.” 

In a December 13 interview with The 
Washington Post, Boal also expressed 
his satisfaction with the settlement. 
“I’m definitely happy now because I 
think the threat of subpoena crossed 
a line, and it could have set kind of 
a creepy precedent,” Boal said. “I’m 
happy and glad that the Army is now 
back in keeping with the tradition of 
respecting freedom of the press.” In the 
same story, RCFP Executive Director 
Bruce D. Brown told the Post that the 
lawsuit was a positive outcome in 
the final weeks of President Barack 
Obama’s administration, which often 
had a contentious relationship with the 
press. “What his lawsuit did was force 
the government to go to the table and 
say, ‘Okay, what do we really need to 
get our case ready for trial?’” Brown 
said. 

On December 14, Entertainment 
Weekly reported that the U.S. 
government did not provide any 
specific comment on the case, but U.S. 
Army Forces Command spokesperson 
Paul Boyce said in a statement that 
the court martial proceedings against 
Bergdahl would continue.  “We 
continue to maintain careful respect for 
the ongoing military-judicial process, 
the rights of the accused, and ensuring 
the case’s fairness and impartiality 
during this pending legal case,” Boyce 
said according to Entertainment 
Weekly. 

Police Execute Warrant on New 
Jersey Newspaper Office, Raising 
First Amendment Concerns

On Dec. 19, 2016, police officers 
in New Brunswick, N.J. executed a 
search warrant at the offices of the 
city’s local newspaper, New Brunswick 
Today, retrieving a water meter that 
had become the center of a controversy 
related to investigations into local city 
government scandals. The search of 
the newspaper’s office raised questions 
and criticisms from press advocates, 
including concerns about the potential 
chilling effects newsroom searches 
could have on investigations into 
government misconduct.

New Brunswick Today reported on 
December 25 that the New Brunswick 
Water Utility (NBWU) had been mired 
in scandal for several years over the 
color, safety, and quality of the city 
water, as well as problems stemming 

from a severe drought, the appointment 
of four different water utility directors 
over the course of three years, the 
discovery of asbestos in a water 
treatment plant, a spill of contaminated 
oil into the city’s water supply, and 
other scandals involving the cover-up of 
other problems with the city’s water. 

The most recent scandal involved 
two employees in the NBWU’s Billing 
and Meter Reading Division facing 
charges of accepting bribes as part of 
a scheme to lower a customer’s water 
bill. On Dec. 16, 2016, New Brunswick 
Today aired a live broadcast on 
Facebook in which the editor of the 
paper, Charlie Kratovil, reported that 
a confidential source had given the 
newspaper a water meter that appeared 
to have been tampered with, which the 
source contended provided evidence of 
criminal activity. Kratovil said that he 
intended to have the meter examined 
by an independent expert as part of 
the newspaper’s investigation into 
corruption in the city water utility 
department. The broadcast alerted city 
officials that the newspaper had a water 
meter in its possession, prompting 
NBWU Director Mark Levenberg to 
report the meter as stolen. Police 
officials then obtained a search warrant 
for the newspaper’s offices in order to 
retrieve the device.

On Dec. 22, 2016, NJ Advance Media 
reported that New Brunswick police 
officers arrived at the offices of the New 
Brunswick Today on December 19 with 
the search warrant signed by Middlesex 
County Superior Court Judge Colleen 
M. Flynn, which allowed officers to 
seize the water meter portrayed in the 
December 16 Facebook Live broadcast. 

Kratovil recorded his interactions 
with the officers, resulting in a 
13-minute video that was later posted 
on YouTube. In the video, police 
officials told Kratovil that they were 
searching the New Brunswick Today 
offices because the newspaper was 
“in possession of stolen property right 
now.” The video also depicted Kratovil 
contacting his attorney to get legal 
advice. Afterward, Kratovil showed 
the police detectives where he was 
keeping the water meter, which the 
officers immediately seized. Toward 
the end of his interaction with police, 
Kratovil asked whether detectives 
were collecting the property in order to 
investigate the water utility department. 
The detectives declined to provide any 
official comment.

NJ Advance Media reported that 
in addition to the water meter, the 
warrant also allowed police to seize 
“a memory card or other medium” 
that contained any recordings of the 
broadcast that discussed the water 
meter and department scandal, despite 
the fact that the video was already 
publicly accessible on several websites. 
On December 25, Kratovil published an 
article in the New Brunswick Today in 
which he noted that police detectives 
were satisfied with his explanation 
that such a memory card did not exist 
because the broadcast was aired live 
rather than being pre-recorded and 
later edited. The police had originally 
sought to seize the video camera 
used to produce the live broadcasts, 
but Judge Flynn denied that request, 
according to New Brunswick Today. 

Kratovil criticized the New 
Brunswick Police Department in his 
New Brunswick Today article, writing 
that he believed police detectives had 
violated the law because both he and 
the newspaper were protected under 
the Privacy Protection Act of 1980. 
This federal statute makes it “unlawful 
for a government officer or employee, 
in connection with the investigation 
or prosecution of a criminal offense, 
to search for or seize any work 
product materials possessed by a 
person reasonably believed to have a 
purpose to disseminate to the public a 
newspaper, book, broadcast, or other 
similar form of public communication,” 
but provides exceptions in situations 
when a journalist is specifically under 
investigation or a search is need to 
“prevent the death of, or serious 
bodily injury to, a human being.” 42 
U.S.C. § 2000aa et seq. The Privacy 
Protection Act also prohibits the 
seizure of “documentary materials,” 
which include information that is 
“recorded, and includes, but is not 
limited to, written or printed materials, 
photographs, motion picture films, 
negatives, video tapes, audio tapes, and 
other mechanically, magnetically or 
electronically recorded cards, tapes, or 
discs.” However, the water meter may 
not fall under this definition as it is not 
“recorded” information. Kratovil argued 
that the police did not initially go 
through the formal subpoena process 
as required by the Privacy Protection 
Act, a judicial process that would have 
allowed the newspaper the opportunity 
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to argue against providing the water 
meter or other materials. Kratovil also 
wrote that he intended to protect the 
identity of his confidential source, 
noting that he was “willing to go to jail 
to protect” his sources. 

However, the Privacy Protection Act 
does not protect “contraband or the 
fruits of a crime or things otherwise 
criminally possessed, or property 
designed or intended for use or which 
is or has been used, as a means of 
committing a criminal offense.” In a 
December 2016 public statement, the 
New Jersey chapter of the Society of 
Professional Journalists (SPJ) wrote, 
“By calling the water meter ‘stolen 
property,’ the New Brunswick police 
found a pretext that allowed them 
to use the court system to muzzle 
Kratovil.” The New Jersey SPJ added, 
“It is the nature of journalism that 
reporters sometimes receive leaked 
information. Sometimes that material 
is illegally obtained by a third party. 
However, that does not make it illegal 
for journalists to use it.” 

Politico reported on December 21 
that New Brunswick Today co-founder 
and publisher Sean Monahan also 
released a statement criticizing the New 
Brunswick police’s decision to search 
the newspaper’s offices. “The execution 
of this questionable warrant is a very 
serious concern, and not only because 
the item taken had the potential 
to support or prove allegations of 
corruption in the Water Utility’s Billing 
and Meter Reading Division,” Monahan 
said in a statement, according to 
Politico. “Even more alarming was the 
revelation that police were originally 
hoping to also seize our video camera, 
simply because it had been used in 
the production of a news broadcast 
featuring the water meter.”

Press advocates also raised several 
concerns about the police detectives’ 
search of the New Brunswick Today 
newsroom and seizure of the water 
meter. In a Dec. 22, 2016 press release, 
the New Jersey SPJ defended Kratovil 
and New Brunswick Today, saying 
that it “strongly objects” to a judge 
authorizing a search warrant for a 
newsroom. “[Search warrants] can have 
chilling effects on journalists and deter 
them from investigating instances of 
government misconduct,” SPJ said in 
the press release. “[T]he actions of the 
New Brunswick Police Department 
suggest they are more interested in 

chilling the First Amendment and 
preventing New Brunswick Today from 
digging further into a matter of real 
public concern.”

On Dec. 21, 2016, Buzzfeed reported 
that national press advocacy group 
Free Press argued that the New 
Brunswick Police Department’s 
search of the New Brunswick Today 
newsroom could be interpreted as a 
way for the police to intimidate Kratovil 
and the newspaper. “It’s very clear that 
the city of New Brunswick’s targeting 
of New Brunswick Today is meant 
to intimidate reporters as well as any 

sort of investigation into the activities 
of both the city and the specific case 
of the Water Utility,” Free Press’ New 
Jersey Director Mike Rispoli told 
Buzzfeed. “[New Brunswick Today 
does] very good watchdog reporting 
in the city through their investigation 
of alleged misconduct at the Water 
Utility.”

Rispoli also told Buzzfeed that 
Free Press was investigating whether 
the New Brunswick Today could 
be protected under the New Jersey 
reporter’s shield law because the 
water meter might be considered 
newsgathering materials, which the 
state shield statute protects. The 
statute provides that any “person 
engaged on, engaged in, connected 
with, or employed by news media for 
the purpose of gathering, procuring, 
transmitting, compiling, editing or 
disseminating news for the general 
public . . . has a privilege to refuse 
to disclose . . . the source, author, 
means, agency or person from or 
through whom any information 
was procured, obtained, supplied, 
furnished, gathered, transmitted, 
compiled, edited, disseminated, or 
delivered; and any news or information 
obtained in the course of pursuing his 
professional activities whether or not it 
is disseminated.” N.J. Stat. § 2A:84A-21. 

Additionally, federal courts in the 
Third Circuit, which encompasses 
New Jersey, have also recognized a 
qualified reporter’s privilege which 
further protects source information 
and unpublished materials, according 
to the Digital Media Law Project. “I do 
very much think that this is [a] press 
freedom case and that the confiscation 
of the water meter was a violation 
of the rights afforded to journalists 
through the course of news gathering,” 
Rispoli told Buzzfeed. 

NJ Advance Media also reported on 
December 21 that the New Brunswick 

Mayor’s office 
defended 
the police 
department’s 
decision to seek a 
search warrant to 
obtain the water 
meter in question. 
“The City was 
well within its 
rights to retrieve 
its property,” the 
mayor’s office said 
in a statement. 

“Unfortunately, because of Mr. 
Kratovil’s refusal to provide the meter, 
it became necessary to obtain a search 
warrant from a Superior Court Judge.”

As the Bulletin went to press, New 
Brunswick Today had not provided any 
further updates about its conflicts with 
the New Brunswick Police Department 
over the water meter.

San Bernardino County Judge 
Orders Eight Journalists to 
Testify; Two Journalists Avoid 
Taking the Stand

On Jan. 17, 2017, a San Bernardino 
County (Calif.) judge ruled that 
prosecutors could compel ten 
journalists to testify as part of a 
series of trials involving allegations of 
corruption among local county officials. 
Specifically, prosecutors sought to 
have journalists verify that quotes 
appearing in published stories were 
made by the defendants in the case. 
After San Bernardino County Superior 
Court Judge Michael Smith’s order, the 
attorney for the journalists reached a 
deal with prosecutors that prevented 
two of the journalists from taking 
the stand, and the lawyers expressed 
optimism that they could find a similar 
outcome for the remaining eight 
journalists. News organizations and 
press advocacy groups have argued 
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“It is the nature of journalism that 
reporters sometimes receive leaked 
information. Sometimes that material 
is illegally obtained by a third party. 
However, that does not make it illegal for 
journalists to use it.”

— New Jersey chapter of the Society of 
Professional Journalists
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that Judge Smith’s order requiring 
journalists to testify violates the 
California shield law and would create 
a bad precedent if the journalists 
are forced to testify about published 
information. 

On Jan. 17, 2017, the Los Angeles 
Times reported that prosecutors had 
issued subpoenas to ten Southern 
California journalists in December 
2016 to compel them to testify about 
56 statements that had been published 
in local newspapers, including the 
Riverside Press-Enterprise and the 
San Bernardino Sun. Prosecutors 
sought the journalists’ testimony to 
bolster their cases in a series of public 
corruption trials involving real estate 
developer Jeff Burum, former San 
Bernardino County Supervisor Paul 
Biane, and former county officials 
James Erwin and Mark Kirk, according 
to the Los Angeles Times. The trials, 
which began in January 2017, followed 
the indictment of the four individuals 
in 2011 on multiple charges related 
to a dispute over whether developers 
or San Bernardino county should be 
held financially responsible for needed 
land improvements at a residential 
and commercial development project. 
Prosecutors have alleged that several 
county officials were part of a bribery 
scheme that resulted in a decision to 
have the financial dispute settled in 
favor of the private investing group 
financing the development rather than 
the county.

On January 17, Judge Smith ruled 
that prosecutors could call the ten 
journalists to testify as part of the 
corruption trials, declining to quash any 
of the subpoenas, as requested by the 
journalists. However, attorneys reached 
an agreement later that day that 
permitted two journalists, former San 
Bernardino Sun reporter Jeff Horwitz 
and former Inland Valley Daily 
Bulletin reporter Mason Stockstill, to 
avoid testifying, according to the Los 
Angeles Times. The San Bernardino 
County Sun reported on January 17 
that as part of the deal, Horwitz and 
Stockstill confirmed that published 
quotes, stipulated by prosecutors, were 
made by the defendants, rather than 
another source, allowing the statements 
to be entered into the trial record. 
However, eight journalists remained 
on call by prosecutors to answer 
questions about their stories because 
of Judge Smith’s refusal to quash the 
subpoenas. Attorney Duffy Carolan, 

who represented all ten journalists, told 
the Los Angeles Times on January 17 
that she was hopeful she could reach 
similar agreements for the other eight 
reporters. “I think since Horwitz was 
one of the main reporters on this story 
and covered it for several years, this is 
a very good outcome,” Carolan said.

Carolan argued that the subpoenas 
of the journalists violated California’s 
Reporter Shield Law, which states “A 
publisher, editor, reporter, or other 
person connected with or employed 
upon a newspaper, magazine, or 
other periodical publication . . . 
cannot be adjudged in contempt . . . 
for refusing to disclose the source of 

any information procured while so 
connected or employed for publication 
in a newspaper, magazine or other 
periodical publication.” Cal. Evid. Code 
§ 1070(a). The shield law also prohibits 
finding a journalist in contempt “for 
refusing to disclose any unpublished 
information obtained or prepared in 
gathering, receiving or processing of 
information for communication to the 
public.” 

In response, prosecutors argued 
that they were not asking about 
sources or unpublished information. 
Rather, the prosecutors maintained 
that they were asking the journalists 
to confirm that the defendants had 
made the statements attributed to them 
in the articles, according to the San 
Bernardino County Sun. As a result, 
Judge Smith ruled that the state shield 
law did not protect the journalists 
from discussing published information. 
However, Judge Smith added that he 
would end the prosecutors’ inquiry 
if the reporters indicated that they 
were not the direct recipients of the 
paraphrased statements or statements 
in specific quotes.

On Jan. 3, 2017, the editorial board 
for the San Bernardino County Sun 

SCott MeMMel

Silha reSearCh aSSiStant

criticized San Bernardino County 
District Attorney Michael Ramos 
and his staff for seeking to force 
journalists to testify in the trial. “We 
would think [the district attorney] and 
his staff would know better than to 
drag journalists into court to testify. 
Journalists’ newsgathering is protected 
by the California Shield Law for good 
reason, and the DA’s Office has not 
articulated any compelling reason to 
involve them in the court proceedings,” 
the editorial board wrote. “Who would 
talk to a journalist if they thought the 
journalist would wind up testifying 
against them in court? Then how would 
people get their news?”

In their briefs 
submitted to the 
trial court, the 
journalists still 
facing subpoenas 
also discussed 
the negative 
implications of 
forcing journalists 
to testify in a 
trial. According 
to the Los 
Angeles Times, 
the journalists 
argued that 
“using the work 

of media outlets to prosecute a case 
can have a chilling effect on gathering 
information.” The court papers added 
that the district attorney office’s 
efforts to subpoena ten journalists 
as “extraordinary . . . [and] stands to 
weaken press freedoms by converting 
the resources of the press into an arm 
of state government.”

As the Bulletin went to press, 
Carolan said the subpoenas of the 
remaining eight journalists would be 
taken up individually, according to the 
San Bernardino County Sun. “It is 
unresolved whether the same treatment 
will be afforded the other journalists,” 
Carolan said. 

“We would think [the district attorney] 
and his staff would know better than 
to drag journalists into court to testify. 
Journalists’ newsgathering is protected 
by the California Shield Law for good 
reason, and the DA’s office has not 
articulated any compelling reason to 
involve them in the court proceedings.”

— San Bernardino County Sun editorial board
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Federal Government, Minnesota Court of Appeals 
Address Data Privacy Issues

DATA PRIVACY

D
uring late 2016 and early 
2017, issues involving 
data privacy arose at 
both the state and federal 
government levels. In 

December 2016, a section of the Federal 
Rules of Criminal Procedure was 
changed to allow federal magistrate 

judges to 
issue warrants 
permitting federal 
investigators to 
search computers 

outside of jurisdictional boundaries in 
specific, limited contexts. Meanwhile, 
the Minnesota Court of Appeals 
ruled in January 2017 that a criminal 
defendant’s Fifth Amendment rights 
were not violated when a district 
trial court compelled him to unlock 
his smartphone with his fingerprint. 
Additionally, President Donald Trump 
signed an executive order in late January 
2017 that clearly stated that data privacy 
protections established under the 
Privacy Act did not apply to foreigners, 
causing some concern in the European 
Union after last year’s negotiations with 
the United States to create a framework 
for transatlantic data transfers.

Changes to Warrant Rules Allow 
Magistrate Judges to Cross District 
Lines, Raise Forum Shopping 
Concerns

On Dec. 1, 2016, a proposed change to 
the Federal Rules of Criminal Procedure 
went into effect, allowing magistrate 
judges to issue warrants for remote 
access to computers located outside 
their district. The potential breadth 
of this new rule has raised concerns 
of “forum shopping” among privacy 
experts. Some have also argued that 
the law would have a disproportionate 
impact on journalists’ ability to protect 
the confidentiality of their sources. The 
rule change was shown to have some 
beneficial uses in April 2017, when the 
Federal Bureau of Investigation (FBI) 
invoked it to obtain a single warrant 
to combat a global botnet, which is 
a network of private computers that 
have been overtaken with malware, 
unbeknownst to owners, and can be 
controlled by hackers to commit crimes.

In early 2016, the U.S. Supreme Court 
passed a proposal to amend Rule 41 of 
the Federal Rules of Criminal Procedure. 

The amendment would allow magistrate 
judges to issue warrants to allow for 
remote access searches of computers 
located outside of the district where 
the warrant was granted.  Judges are 
permitted to grant such warrants in 
two circumstances: first, when federal 
officials seek information from a 
computer whose actual location has 
been “concealed through technological 
means;” or, second, when federal 
officials investigate violations of the 
Computer Fraud and Abuse Act, 18 
U.S.C. § 1030, and evidence may be 
located on “protected computers 
that have been damaged without 
authorization and are located in five of 
more districts.” The rule automatically 
took effect on Dec. 1, 2016, the deadline 
by which Congress needed to take 
action in order to prevent the rule from 
going into effect. Several senators — 
including Sens. Ron Wyden (D-Ore.), 
Chris Coons (D-Del.), and Steve Daines 
(R-Mont.) — had attempted a last 
minute effort to block the rules, but 
could not garner support among their 
fellow senators.

The two changes have raised 
concerns among privacy professionals 
regarding the potential scope of their 
application.  In an April 30, 2016 post 
on Deeplinks, Electronic Frontier 
Foundation (EFF) Activism Director 
Rainey Reitman wrote that the provision 
granting warrants for searches of 
computers that have obscured locations 
could allow government access to 
smartphones which block location 
sharing, or computers using privacy-
protective tools. “There are countless 
reasons people may want to use 
technology to shield their privacy,” 
Reitman wrote. “From journalists 
communicating with sources to 
victims of domestic violence seeking 
information on legal services, people 
worldwide depend on privacy tools for 
both safety and security.”

Press advocates expressed concerns 
over the changes to Rule 41, noting 
that they could affect journalists’ 
ability to protect the anonymity of 
their sources. Victoria Baranetsky and 
Selina MacLaren, legal fellows at the 
Reporters Committee for Freedom of 
the Press, argued in a Dec. 23, 2016 
commentary on Just Security that the 
Rule 41 changes are likely to have a 

disproportionate impact on journalists 
due to anonymization tools being 
considered a “best practice” within the 
journalism industry. “The thinking goes 
that anonymity technology provides 
protection to the press (and their 
sources) because it obfuscates who 
was speaking to whom and where,” 
Baranetsky and MacLaren wrote. 
“However, under the Rule 41 changes, 
a district court now has jurisdiction 
specifically in these circumstances — 
where the location of the journalist or 
media organization is ‘concealed’ or 
obfuscated.” 

Another concern raised by privacy 
advocates is that the amendments will 
promote “forum shopping” among 
federal agencies seeking warrants under 
the amended rule. Prior to the Rule 41 
amendments, magistrate judges were 
bound by district lines regarding the 
scope of search warrants. Now that 
warrants are allowed to access data 
across district lines, some fear that 
law enforcement officials will seek out 
magistrate judges more amenable to 
granting warrants with little oversight. 
On Dec. 17, 2016, The Orange County 
Register reported that with the new 
changes, “the FBI could seek warrants 
from magistrates known to hand out 
warrants with little scrutiny, even if no 
devices to be searches reside in their 
districts.”

Despite the concerns among privacy 
advocates about the rule change, the 
updated rules appear to have already 
been used to conduct successful 
investigations. On April 5, 2017, a 
magistrate judge of a U.S. District 
Court in Alaska issued a warrant under 
the amended rule to target a botnet, 
Kelihos, which had infected thousands 
of computers with malware. The Kelihos 
warrant request was made pursuant to 
the second specified use in Rule 41, as 
the protected computers were “damaged 
without authorization.” In an April 24, 
2017 story, Ars Technica reported that 
the first use of a warrant under the rule 
to combat a botnet allayed some fears 
of how the rule might work in practice. 
EFF Staff Attorney Andrew Crocker 
told Ars Technica that his organization 
was happy that the FBI had asked the 
judge to specifically review what data 
the FBI would and would not touch as 
it searched computers affected by the 
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botnet across the country. Despite the 
government’s restraint in the Kelihos 
warrant request, Crocker said that the 
potential for abuse was still present. 
“[Often, the feds] use uncertainty as 
an excuse, or cover, for not getting a 
warrant,” Crocker told Ars Technica. 
“[This time], the government was 
proceeding with a lot more caution than 
in some of the other cases.”

Minnesota Court Rejects Fifth 
Amendment Claim on Compelling 
Fingerprints to Unlock Smartphone

On Jan. 17, 2017, the Minnesota Court 
of Appeals held that an order compelling 
a criminal defendant to provide a 
fingerprint to unlock a cellphone 
did not violate the Fifth Amendment 
privilege against self-incrimination. 
State v. Diamond, 890 N.W.2d 143 
(Minn. App. 2017). The Minnesota Court 
of Appeals distinguished its decision 
from earlier court cases which have 
held that compelling a defendant to 
provide a numerical passcode to unlock 
a similarly protected device does 
violate the Fifth Amendment, because 
the defendant in the case at hand was 
not required to produce any spoken, 
testimonial communication. 

According to the opinion, Matthew 
Diamond was arrested on an 
outstanding warrant and subsequently 
booked in the Scott County jail, where 
his property was collected, including his 
cellphone and shoes. A police detective 
noticed similarities between the tread 
of Diamond’s shoes and shoeprints left 
at the scene of a home burglary that 
had occurred several days prior in the 
nearby city of Chaska, in neighboring 
Carver County. The detective then 
obtained a warrant from the Carver 
County District Court to search, among 
other things, Diamond’s cellphone, but 
was unable to unlock the phone. The 
state filed a motion to compel Diamond 
to provide a “fingerprint or thumbprint 
to unlock his cellphone,” which the 
district court granted, but he refused to 
unlock the phone. Diamond was later 
found in civil contempt by the district 
court, but the court informed him that 
compliance with the order would purge 
his contempt. Diamond subsequently 
provided his fingerprint. Diamond later 
brought a motion prior to his jury trial 
seeking to suppress any evidence related 
to the search of his phone, alleging that 
the district court’s order compelling 
him to provide his fingerprint violated 
his Fifth Amendment privilege against 

self-incrimination. However, the district 
court denied his motion. A jury later 
found Diamond guilty of second-degree 
burglary, misdemeanor theft, and fourth-
degree criminal damage to property, 
which was based partly on evidence 
gathered from Diamond’s phone 

On appeal, Diamond argued that 
being compelled to identify which finger 
would unlock the phone resulted in 
him disclosing information amounting 
to a self-incriminating testimonial 
communication in violation of the Fifth 
Amendment. A unanimous three-judge 
panel of the Minnesota Court of Appeals 
disagreed, holding that Diamond’s 
Fifth Amendment rights had not been 
violated. Quoting Doe v. United States, 
487 U.S. 201 (1988), the appellate court 
wrote that “in order to be testimonial, 
[a criminal defendant’s] communication 
must itself, explicitly or implicitly, 
relate a factual assertion or disclose 
information.”  Applying Doe, the court 
rejected Diamond’s argument, noting 
that “[b]y being ordered to produce his 
fingerprint, however, Diamond was not 
required to disclose any knowledge he 
might have or to speak his guilt.” 

“The district court’s order is 
therefore distinguishable from 
[other cases] requiring a defendant 
to decrypt a hard drive or produce a 
combination,” the three-judge panel 
wrote. “Those requirements involve 
a level of knowledge and mental 
capacity that is not present in ordering 
Diamond to place his finger print on 
his cellphone. Instead, the task that 
Diamond was compelled to perform — 
to provide his fingerprint — is no more 
testimonial than furnishing a blood 
sample, providing handwriting or voice 
exemplars, standing in a lineup, or 
wearing particular clothing.” The three-
judge panel also dismissed arguments 
from Diamond that a temporary seizure 
of his property had violated his Fourth 
Amendment protections against 
improper searches and seizures and that 
the state had failed to provide enough 
evidence to support his convictions. As 
a result, the Minnesota Court of Appeals 
affirmed the jury’s decision to convict 
Diamond.

In an Oct. 21, 2016 commentary 
for The Washington Post, Orin Kerr 
predicted that it would be difficult to 
determine whether compelling a person 
to provide a fingerprint to unlock a 
phone would fall within the purview of a 
“testimonial communication” to trigger 
Fifth Amendment protection. According 

to Kerr, “testimony” requires discussion 
of what is going on in one’s mind. In 
a case where the government simply 
orders a person to place a particular 
finger on a phone’s fingerprint reader, 
the person “is not saying anything about 
what is going on in his mind, so no 
Fifth Amendment testimony has been 
compelled.” 

Other jurisdictions have not adopted 
the same views as the Minnesota 
Court of Appeals, as demonstrated by 
a recent decision from a magistrate 
judge in Illinois. According to a Feb. 23, 
2017 story by Ars Technica, a Chicago 
magistrate judge denied a warrant 
request on February 16 that sought 
to seize computers and other storage 
media at a particular location, and 
to compel individuals present at the 
time of search to provide fingerprints 
to unlock them. The judge cited the 
Fifth Amendment privilege of self-
incrimination in denying the request. 
“[W]ith the touch of a finger, a suspect 
is testifying that he or she has accessed 
the phone before, at a minimum, to set 
up the fingerprint password capabilities, 
and that he or she currently has some 
level of control over or relatively 
significant connection to the phone and 
its contents,” the judge wrote when 
denying the warrant request, according 
to Ars Technica. 

In his October 2016 commentary, 
Kerr seemed to agree that providing 
such information in cases like this 
is tantamount to testimony, arguing 
that it essentially says “I am familiar 
enough with this phone to know that 
the fingerprint reader was enabled and 
which part of me was used by me to 
program the fingerprint reader.”

Trump Executive Order Eliminates 
Privacy Act Protections for Certain 
Non-Citizens; Threatens Privacy 
Shield Laws

On Jan, 25, 2017, President Donald 
Trump signed an executive order 
directing executive departments 
and agencies to strengthen their 
enforcement of federal immigration 
laws. Section 14 of the order directed 
agencies to “exclude persons who 
are not United States citizens or 
lawful permanent residents from the 
protections of the Privacy Act regarding 
personally identifiable information.” 
The Privacy Act of 1974, 5 U.S.C. § 552a, 
broadly limits the ability of federal 
agencies to collect and disclose records 
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of U.S. citizens or legal permanent 
residents (LPRs) of the United States.

Although the language of the Privacy 
Act already comported with Trump’s 
executive order because its language 
had not previously extended to foreign 
individuals, one federal agency had 
expanded the scope of such protections 
to foreigners. On Jan. 7, 2009, the 
Department of Homeland Security 
(DHS) updated its privacy protection 
policies, stating that “any personally 
identifiable information (PII) that 
is collected, used, maintained, and/
or disseminated in connection with a 
mixed system by DHS shall be treated 
as a System of Records subject to the 
Privacy Act regardless of whether the 
information pertains to a U.S. citizen, 
Legal Permanent Resident, visitor, or 
alien.” Trump’s executive order marked 
a change in the internal policy of the 
DHS, and also curtailed any attempts by 
federal agencies to avoid distinctions 
between the handling of PII of citizens 
and LPRs with that of foreigners.

The executive order’s application 
to the Privacy Act also brought greater 
scrutiny to the Privacy Shield, the 
nascent data transfer agreement 
between the European Union (EU) 
and the United States. Under EU 
law, companies operating in EU 
countries are forbidden to transfer 
data to countries without adequate 
data protection regulations regarding 
personal data, which included the 
United States. Privacy Shield was the 
result of negotiations between the EU 
and the U.S. to revise the U.S.-EU Safe 
Harbor — the previous framework that 
governed cross-border data transfers 
so that data could be sent from the 
EU to the United States without 
running afoul of EU law — after it was 
invalidated by the Court of Justice of the 
European Union’s decision in Schrems 
v. Data Privacy Commissioner, 
ECLI:EU:C:2015:650 (Oct. 6, 2015). The 
Schrems decision came about largely 
in response to Edward Snowden’s 
disclosures of classified information 
regarding widespread U.S. spying. 
In addition to Privacy Shield, the 
European Commission also sought an 
“Umbrella Agreement” between the 
EU and U.S., establishing standards 
on international transfers of personal 
data for law enforcement purposes. 
(For more on the Schrems decision, 
Privacy Shield, and the “Umbrella 

Agreement,” see “Judicial Redress 
Act the Next Step in a Replacement 
of EU-US Safe Harbor Framework; 
Controversial Cybersecurity Information 
Security Act Passes the Senate” in 
the Fall 2015 edition of the Silha 
Bulletin. For more information about 
Snowden’s disclosures of the United 
States’ widespread surveillance, see 
“Snowden Leaks Reveal Extensive 
National Security Agency Monitoring of 
Telephone and Internet Communication” 
in the Summer 2013 issue of the Silha 
Bulletin, “Snowden Leaks Continue 
to Reveal NSA Surveillance Programs, 
Drive U.S. and International Protests 
and Reforms” in the Fall 2013 issue, 
“NSA Surveillance Practices Prompt 
Reforms and Legal Challenges 
Throughout All Government Branches” 
in the Winter/Spring 2014 issue, “Fallout 
from NSA Surveillance Continues One 
Year After Snowden Revelations” in 
the Summer 2014 issue,  “Government 
Surveillance Critics Target Broad 
Authority of Executive Order 12333” and 
“29th Annual Silha Lecture Examines 
the Right to Access Government 
Information in the Wake of National 
Security and Privacy Concerns” in 
the Fall 2014 issue, “Two Years After 
Snowden Revelations, National Security 
Surveillance Issues Still Loom” in 
the Summer 2015 issue, and “NSA 
Telephony Metadata Collection Program 
Remains Controversial Even After It 
Ends” in the Fall 2015 issue.)

Shortly after President Trump 
issued his executive order, Jan 
Philipp Albrecht, rapporteur of the 
European Parliament for the EU-US 
data protection framework, posted on 
Twitter that the EU Commission should 
suspend Privacy Shield and sanction 
the U.S. for breaking the umbrella 
agreement. Although Albrecht and 
others had speculated that the executive 
order might threaten Privacy Shield, 
others pointed out that the order does 
not abridge any protections within 
Privacy Act, which already discriminates 
between citizens, LPRs, and aliens. On 
Jan. 26, 2017, TechCrunch reported 
that a spokeswoman for the European 
Commission quelled concerns about the 
future of Privacy Shield, noting that it 
“does not rely on the protections under 
the U.S. Privacy Act.”

In fact, EU citizens enjoy more 
protection than individuals in other 
foreign countries in the wake of 
the executive order thanks to these 
prior negotiations. In a Jan. 27, 2017 

commentary on the International 
Association of Privacy Professionals 
(IAPP) website, IAPP Westin Fellow 
Cobun Keegan wrote, “[c]itizens of 
the EU members states, unlike those 
of other countries, retain privacy 
protections under the Privacy Act even 
after implementation of this executive 
order, however. This is due to special 
protections negotiated under the 
EU-U.S. Data Protection and Privacy 
Agreement (known as the ‘Umbrella 
Agreement’), as implemented in the U.S. 
by the Judicial Redress Act.” As part of 
the agreed upon negotiations related 
to the EU-U.S. “Umbrella Agreement,” 
President Barack Obama signed the 
Judicial Redress Act into law on Feb. 
24, 2016, which grants EU citizens 
the ability to seek remedies under 
the Privacy Act against United States 
agencies for the improper disclosure of 
personal information.

Despite the justifications, the Trump 
administration’s shift in policy regarding 
the Privacy Act could complicate the 
effectiveness of federal agencies in 
several ways. Keegan noted that in its 
initial decision to extend PII protection 
beyond the scope of the Privacy Act to 
foreign citizens, the DHS had offered 
two justifications. “First, it addressed 
concerns that US. partners had raised 
in negotiations for information sharing 
agreements, which at that time included 
a negotiation with the EU over the 
sharing of [airline] passenger name 
records,” Keegan wrote. “Second, 
the policy change acknowledged that 
privacy between countries is rooted in 
reciprocity, reasoning that if the U.S. 
made efforts to protect foreign citizen 
data, others would make efforts to 
protect the personal information of U.S. 
citizens.” Reciprocity is often a major 
tenet of international law and relations 
among countries, usually highlighted in 
reductions to tariffs or immigration and 
travel barriers. Trump’s executive order 
marked a nationalist shift not just in the 
signal it sends to non-citizens and non-
LPRs regarding how the United States 
will handle their data, but could also set 
a standard for how countries engaged 
in data transfers with the United States 
will value the privacy in the data of U.S. 
citizens in their own privacy laws.
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British Press and Reform Advocates Continue to 
Battle over Questions of Regulation

INTERNATIONAL 
NEWS 

T
hroughout 2016 and early 
2017, the British print 
media continued to square 
off against press reform 
advocates over questions 

about the best way to update the 
United Kingdom’s press regulation 
system. The battle over regulation 

reform 
stemmed from 
a controversial 
phone hacking 
scandal in 2011 

that involved several British tabloids, 
leading to a government inquiry into 
the culture and practices of the British 
press. The inquiry’s results prompted 
the British government to adopt a 
royal charter in 2013 establishing an 
independent panel to oversee new 
British press regulators who could 
handle complaints related to news 
coverage. In October 2016, the panel 
granted official recognition for the 
first time to a newly-created regulator 
that had elicited little support from 
the majority of press organizations 
in the United Kingdom. The panel’s 
decision to recognize an official 
regulator also raised concerns among 
news organizations that the British 
government would begin to enforce a 
2013 law creating significant monetary 
penalties for any organization that 
is not a member of an officially-
recognized press regulator when it is 
sued. Throughout this entire debate, 
many British press organizations 
argued that the changes to press 
regulations in the United Kingdom 
were government violations of 
freedom of expression. Meanwhile, 
reform advocates maintained that 
changes to the press regulatory system 
were necessary in order to rein in 
invasive and troubling practices of bad 
actors within the British press.

British Press Hacking Scandal 
Prompts Call for Greater 
Regulations

Calls for greater press regulation in 
the United Kingdom began in earnest 
in 2011 after widespread allegations 
of British journalists and private 
investigators working together to 
illegally access voicemail messages of 
thousands of prominent politicians, 
celebrities, and private citizens. 

Revelations of voicemail hacking by 
British tabloids arose in 2006 after 
several private investigators working 
for the now-defunct News of the 
World, which was owned by Rupert 
Murdoch, pleaded guilty to listening 
illegally to voice messages of British 
royalty. The revelations later led to 
the resignation of News of the World 
editor Andy Coulson, who later served 
as the director of communications 
for Prime Minister David Cameron. 
The hacking scandal garnered further 
outrage among the public in 2011 when 
The Guardian reported that News of 
the World employees had accessed 
the voicemail inbox of Milly Dowler, a 
13-year-old girl who had gone missing 
in 2002 and was later found murdered. 
The Guardian reported that News of 
the World reporters had listened to and 
deleted several voice messages, giving 
relatives false hope that she was still 
alive because they were able to leave 
new messages after receiving previous 
notifications that her inbox was full. 
The phone hacking scandal quickly 
led to the closure of News of the 
World in July 2011. The British Crown 
Prosecution Service later initiated 
several investigations into News of 
the World employees throughout 
2012, resulting in the conviction of 
Coulson in June 2014 for conspiring to 
unlawfully intercept communications. 

The scandal also prompted Prime 
Minister Cameron to initiate a public 
inquiry into the culture, practices, and 
ethics of the British press, which was 
led by Lord Justice Brian Leveson. 
The Leveson inquiry hearings began 
in November 2011 and were ongoing 
for several months. Hearings involved 
testimony from members of the public 
who had been directly affected by 
tabloid journalists engaging in phone 
hacking, as well as examinations into 
the relationships that the British press 
had cultivated with police officials 
and politicians. In November 2012, 
the inquiry resulted in a nearly 2,000 
page report that included several 
recommendations for press reform in 
the United Kingdom, many of which 
garnered little controversy. However, 
Leveson recommended that the British 
Parliament adopt statutes that would 
give power to a new independent, 
regulatory body that would replace 

the Press Complaints Commission 
(PCC), a self-regulatory body that had 
initially argued that the practice of 
phone hacking was not a widespread 
phenomenon. Leveson suggested 
that the new regulator not include 
any current members of the press, 
but could include former members 
of the press industry or academics 
with expertise in journalism. The 
recommendation of a new regulatory 
body with “statutory underpinning” 
raised concerns among journalists 
over press freedom, while splitting 
members of the British Parliament 
as to whether such a body should be 
established. 

Prime Minister Cameron had also 
announced in 2011 that a second 
inquiry would also take place in which 
the Leveson panel would investigate 
the specific practices of Murdoch’s 
News International. The panel would 
also examine whether police had 
received payments from newspapers 
for information or had assisted in any 
other corrupt practices related to the 
press. The British government said 
that it would place the second inquiry 
on hold until all of the criminal trials 
related to the phone hacking scandal 
were completed.

Additionally, the Leveson inquiry, 
and all of its recommendations, 
focused primarily on the British print 
media. Broadcast news organizations 
in the United Kingdom are regulated 
by Ofcom, the statutory body that 
oversees the broadcasting and 
telecommunications industries and 
is comparable to the United States’ 
Federal Communications Commission 
(FCC). Ofcom also has a designated 
process to handle complaints from the 
public related to content appearing on 
television and radio news broadcasts. 
Although the broadcast regulator does 
not handle print media complaints, 
Leveson’s report suggested that the 
Ofcom could have a potential role to 
play in assisting and overseeing the 
creation of the new regulatory body 
to oversee the British print media 
industry. (For more information on the 
phone hacking scandal and Leveson 
inquiry, see “Murdoch-owned British 
Paper Embroiled in Phone Scandal” 
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in the Fall 2009 issue of the Silha 
Bulletin, “Not Just a ‘Rogue Reporter’: 
‘Phone Hacking’ Scandal Spreads Far 
and Wide,” in the Summer 2011 issue, 
“Scandals, Inquiries, and Reform Might 
Leave U.K. Press Freedom Worse for 
the Wear” and “Update: Charges Filed 
in British Phone Hacking Cases” in the 
Summer 2012 issue, “Leveson Inquiry 
Report Calls for New System of Press 
Regulation in United Kingdom” in the 
Fall 2012 issue, and “Verdicts Arrive 
in Phone Hacking Trial that Exposed 
Questionable Practices of British 
Tabloid” in the Summer 2014 issue.)

Press Regulation in the Wake of 
Leveson Report

In 2013, the U.K. government 
reached a compromise on the best way 
to adopt Leveson’s recommendations 
for a new regulatory body when it 
established the Press Recognition 
Panel (PRP) through a royal charter. 
A royal charter, which is typically 
used to establish cities or universities, 
was seen as a compromise because it 
would outline the primary workings 
and operations of a press oversight 
organization, but not have the same 
legal bindings as an act of Parliament, 
which Prime Minister Cameron argued 
would be state interference with the 
press. Any changes to a royal charter 
would also require approval of two-
thirds majority from both houses in 
Parliament as compared to a simple 
majority requirements needed to 
change Parliamentary acts. The use 
of a royal charter was not a unique 
approach for the United Kingdom’s 
handling of media industry issues, as 
the British Broadcasting Corporation 
(BBC) was initially established through 
a royal charter in 1926.

According to its website, the 
PRP was required by the charter to 
oversee the activities of any future 
press regulators to ensure that they 
are “independent, properly funded 
and able to protect the public, while 
recognizing the important role carried 
out by the press.” The royal charter 
required the PRP to certify that any 
new press regulator would comply 
with specific criteria implementing 
the proposed rules and standards that 
Leveson recommended in his inquiry 
report. More generally, the PRP would 
ensure that a press regulator had 
effective processes in place so that it 

could properly handle complaints from 
members of the public seeking redress 
when alleging that member news 
organizations has breached ethical and 
professional journalism standards.

The PRP formally began its 
operations in November 2014 and new 
press regulatory bodies could begin 
applying to the PRP for recognition 
in September 2015. However, The 
Guardian reported in October 2013 
that many British news organizations 
had expressed significant opposition 
to the establishment of the PRP. 
Specifically, the organizations argued 
that despite the fact that the PRP was 
an independent body without direct 
ties to the British government, it still 
had government backing through 
its royal charter. As a result, the 
organizations maintained that any 
recognition that the PRP gave to a 
press regulator should be viewed as 
state-sponsored regulations. 

The concerns over the PRP 
ultimately prompted British press 
organizations to adopt different 
approaches to implement Leveson’s 
recommendations for press reform and 
the handling of public complaints over 
news coverage. National newspapers 
The Guardian, Financial Times, and 
Independent created their own internal 
processes to address complaints 
from the public regarding their news 
coverage. The establishment of 
internal, self-regulatory processes to 
handle complaints meant that these 
newspapers were seeking to avoid 
working with the PRP in any form. 

Meanwhile, several other 
newspapers, including Daily Mail, 
Daily Mirror, Daily Telegraph, and 
The Times of London, among others, 
opted to establish their own regulatory 
body in 2014 called the Independent 
Press Standards Organisation (Ipso). 
Although Ipso receives its funding 
through member press organizations, 
its board is made up of a majority of 
members who do not have a current 
connection to the press industry. 
Ipso enforces the “Editors’ Code of 
Practice,” which was created by the 
separate Editors’ Code of Practice 
Committee, providing a list of best 
practices for press issues such as 
accurate reporting, maintaining 
subjects’ privacy, reporting on crime, 
and maintaining confidential sources, 
among other topics. Ipso has also 
announced that it would not seek 

recognition from the PRP that it was 
an official press regulator.

Separately, Jonathan Heawood, 
the former director of free speech 
advocacy organization English PEN, 
announced in December 2013 that he 
would work to establish a regulator 
called Impress. In a Dec. 9, 2013 
commentary for The Guardian, 
Heawood explained that he was 
establishing Impress as an independent 
alternative to Ipso that would closely 
adhere to Leveson’s recommendations. 
Heawood also criticized Ipso’s 
claims that it was adhering to the 
recommendations laid out by Leveson. 
Specifically, Heawood observed that 
newspaper industry members were 
funding Ipso, meaning that it was not 
the type of independent organization 
that Leveson had suggested be 
established. On its website, Impress 
noted that it is funded by the 
Independent Press Regulation Trust, 
a registered charity that accepts 
donations from the public. Notable 
contributors to Impress included 
former Fédération Internationale de 
l'Automobile president Max Mosley 
and author J.K. Rowling, among 
others. Both Mosley and Rowling have 
brought high-profile lawsuits alleging 
invasion of privacy claims against 
the British print media. Additionally, 
many of the media organizations that 
had agreed to be regulated by Impress 
were smaller specialist and local 
publications, according to an October 
2016 BBC report. 

In January 2016, Impress announced 
that it had submitted an application 
for formal recognition from the 
PRP as a press regulator. The PRP’s 
recognition process included soliciting 
comments from the public. The 
Guardian reported in March 2016 that 
the News Media Association (NMA), 
which had previously provided its 
support to Ipso, submitted a 45-page 
response to PRP’s call for comments 
that criticized Impress’ request for 
formal recognition, arguing that 
Impress had failed to meet several 
of the tenets that the royal charter 
had required for an organization 
to receive formal recognition as a 
press regulator. Specifically, the NMA 
alleged that Impress’ funding through 
the Independent Press Regulation 
Trust had relied primarily on funding 
from Mosley-related charities as well 
as noted that Impress’ membership 
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“The days of failed industry-controlled 
regulators like the PCC and its sham 
replacement Ipso are numbered. The 
decision makes Impress the only 
regulator which the public, readers 
and victims of press abuse can trust 
to regulate newspapers and safeguard 
freedom of the press, while offering 
redress when they get things wrong.”

— Evan Harris, 
Hacked Off joint executive director

Regulations, continued on page 38

failed to include any major British 
publishers. As a result, the NMA 
argued that Impress was not truly 
independent nor had widespread 
credibility among the British press. 

Impress’ bid for recognition 
received significant public support 
from Hacked Off, a group established 
to represent victims of the British 
press hacking scandals and whose 
supporters included Rowling as 
well as actors Hugh Grant and John 
Cleese, among others. In a June 2016 
press release, Hacked Off suggested 
that NMA’s criticisms were made 
out of commercial self-interest 
in a successful Ipso rather than a 
legitimate concern that Impress, as an 
organization, had failed to properly 
meet the PRP’s recognition standards. 
Hacked Off also submitted a document 
in support of Impress’ recognition bid 
that refuted the NMA’s criticisms point-
by-point.

On Oct. 25, 2016, the BBC reported 
that after several rounds of public 
comments and procedural delays, the 
PRP granted formal recognition to 
Impress as an official press regulator. 
The announcement sparked support 
among press reform advocates. In 
an interview with the BBC, Evan 
Harris, the joint executive director of 
Hacked Off, said that PRP recognition 
was proof that Impress would be an 
effective, independent regulator of 
the British press. “The days of failed 
industry-controlled regulators like the 
PCC and its sham replacement Ipso 
are numbered,” Harris told the BBC. 
“The decision makes Impress the only 
regulator which the public, readers 
and victims of press abuse can trust 
to regulate newspapers and safeguard 
freedom of the press, while offering 
redress when they get things wrong.” 

The PRP’s recognition of Impress 
also prompted criticisms from press 
representatives that the decision 
was the first step toward greater 
government regulation of the press. 
NMA Deputy Chief Executive Lynne 
Anderson told the BBC that Ipso was 
already an effective press regulator, 
and that PRP recognition carried 
little weight. “Not a single significant 
national or regional newspaper or 
magazine has signed up to the state-
sponsored system of regulation under 
the PRP,” Anderson said. Afterward, 
the NMA announced it would seek 
advice from legal experts as to 
whether it should seek judicial review 

of the PRP’s process that resulted 
in the recognition of Impress as an 
official press regulator. 

The Guardian reported on Jan. 
13, 2017 that based on the advice 
it had received, the NMA had filed 
court documents asking for the PRP’s 
decision to recognize Impress be 
overturned. Specifically, the NMA 
alleged that Impress had failed to 
meet all of the requirements of an 
independent regulator as suggested 
by Leveson and established in the 
royal charter. As a result, the NMA 

maintained that the PRP acted 
improperly when it granted recognition 
to Impress. As the Bulletin went to 
press, the judicial review process of 
Impress’ status as an official press 
regulator remained in its initial stages.

Impress Recognition Raises 
Concerns of Harsh Legal Penalties

The PRP’s recognition of Impress 
as an official regulator also raised 
concerns among press representatives 
that Section 40 of the Crime and 
Courts Act 2013 would go into effect. 
In 2013, the British Parliament created 
the United Kingdom’s National Crime 
Agency and overhauled several aspects 
of the British court system through 
new legislation. The Crime and Courts 
Act 2013 also contained language 
that implemented recommendations 
from Leveson’s report about how 
courts should handle damages and 
costs related to lawsuits involving 
the press. Section 40 of the law 
requires judges to order that media 
defendants who are not a member 
of an officially recognized press 
regulator pay the litigation costs for 
all parties in any lawsuit arising out of 
the organizations’ news coverage. The 

non-member news organizations are 
obligated to pay the costs regardless 
of the lawsuit’s outcome. Section 40 
makes exceptions in situations when 
“the issues raised by the [legal] claim 
could not have been resolved by using 
an arbitration scheme of the approved 
regulator (had the defendant been a 
member)” or “it is just and equitable 
in all the circumstances of the case 
to make a different award of costs or 
make no award of costs.” Meanwhile, 
Section 40 establishes that any news 
organization member of an officially 

recognized press 
regulator is not 
automatically 
required to pay for 
the litigation costs 
of both parties 
in lawsuits over 
news coverage. 

When it was 
adopted, critics 
of Section 40 
the Crime and 
Courts Act 2013 
argued that the 
legislation created 
harsh financial 
punishments in 
order to force 

newspaper publishers to join an 
official press regulator. In an Oct. 27, 
2013 commentary for The Guardian, 
Helen Anthony, a legal consultant to 
English PEN, wrote that Section 40 
was a threat to free expression. “This 
act directs courts to treat publishers 
differently depending on whether 
they are members of a recognized 
regulatory body or not, with those 
outside the system facing the threat 
of . . . unduly punitive costs measures 
should they be taken to court,” 
Anthony wrote. “These . . . punitive 
costs orders may breach the right to 
free expression embodied in article 
10 of the European Convention on 
Human Rights, as a number of media 
law experts have already argued. Yet 
there is also a fundamental moral 
argument, alongside the protection of 
free speech: it is wrong for publishers 
to break no laws, and do no wrong, yet 
have to pay a substantial account in 
someone else’s legal costs. This is what 
the provisions in the Crime and Courts 
Act permit.” 

The BBC reported in April 2016 
that although Parliament had adopted 
the Crime and Courts Act 2013, the 
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British government’s Secretary of 
State for Culture, Media and Sport was 
required to approve Section 40 before 
it could come into effect, which had 
not yet happened. In October 2016, 
the BBC reported that with the PRP’s 
recognition of Impress, supporters of 
British press reform advocates urged 
Culture Secretary Karen Bradley to 
implement the Section 40 regulations 
because newspapers finally had an 
option to register with an official 
regulator, which would allow them 
to mitigate the possibility of large 
monetary penalties established in the 
Crime and Courts Act 2013. 

In an Oct. 25, 2016 press release 
issued by Hacked Off, Christopher 
Jefferies argued that Section 40 
regulations needed to come into effect 
in order to ensure that British press 
practices would improve. Jefferies, 
who was investigated in a high-profile 
murder of Joanna Yeates in Bristol, but 
was eventually cleared of wrongdoing, 
had previously won large monetary 
damages awards in libel litigation 
brought against several British tabloids 
for their depiction of him during the 
coverage of the murder investigation. 
“National titles must now sign up to 
IMPRESS if they want to show the 
public that anything has changed 
since the phone hacking scandal and 
Leveson Report,” Jefferies said in the 
press release. “The recognition of a 
regulator was supposed to trigger both 
costs protection for newspapers who 
are signed up and guaranteed access 
to justice for victims of press abuse 
who need to sue a newspaper which is 
not signed up. The Government must 
therefore bring [Section 40] into effect 
as they promised.”

Many within the press industry 
expressed opposition to Section 
40, arguing that the provision in 
the statute was clear government 
interference in the operations of 
the British press. In an Oct. 23, 2016 
editorial, The Sunday Times of 
London called on Prime Minister 
Theresa May to oppose any calls to 
give Section 40 the force of law. “If 
this week the PRP recognizes Impress, 
as expected, it is likely to call on the 
government to implement section 40 of 
the Crime and Courts Act 2013. If the 
government accedes, it would become 
open season for press complainants,” 
The Sunday Times editorial board 
wrote. “Newspapers would be required 

to pay their opponents’ costs in libel 
and privacy cases, even when the case 
was won by the newspaper and lost 
by the complainant. That would be 
more than a slippery slope.. . . Section 
40 would achieve what newspapers 
warned of when the royal charter was 
proposed: the first state regulation of 
the press for more than 300 years. The 
prime minister can prevent this by 
refusing to agree to implement section 
40. She must do so.” 

On Nov. 1, 2016, Secretary 
Bradley addressed Parliament to 
announce that she was initiating a 
10-week consultation period to solicit 
comments from the public as to 
whether she should approve Section 
40 as well as initiate the second part 
of the Leveson inquiry, which would 
closely examine News International’s 
specific practices and whether there 
was widespread corruption among 
law enforcement officials who offered 
information to the press in exchange 
for payments. Specifically, Secretary 
Bradley explained that obtaining 
feedback from the public on Section 
40 was necessary because PRP had 
granted recognition to Impress, which 
had about 50 member organizations, 
while Ipso, which had more than 
2,500 member publications, continued 
to remain steadfast in its refusal 
to submit to the PRP’s recognition 
process. Secretary Bradley also 
sought comment from the public on 
whether the British government should 
commence the second stage of the 
Leveson inquiry because the first stage 
had cost taxpayers approximately £5.4 
million ($6.7 million). Additionally, she 
noted that the first stage of Leveson’s 

inquiry, as well as subsequent criminal 
investigations by law enforcement 
authorities, had examined 
relationships between the press and 
British police officials, thus possibly 
rendering the second stage of the 
inquiry moot.

“The Government is determined 
that a balance is struck between 
press freedom and the freedom of the 
individuals. Those who are treated 
improperly must have redress,” 

Secretary Bradley 
said during 
her address 
to Parliament. 
“Likewise, 
politicians must 
not seek to muffle 
the press or 
prevent it doing 
legitimate work, 
such as holding us 
to account. And 
the police must 
take seriously its 
role in protecting 
not only its own 
reputation, but 
also those people 
it is meant to 
serve. This is the 

balance that we wish to strike, and this 
consultation is the most appropriate 
and fairest way of doing so.”

Secretary Bradley’s call for a public 
input prompted responses from all 
sides of the British press regulation 
reform debate. In its Jan. 10, 2017 
response to the consultation, Hacked 
Off argued that both Section 40 and 
the initiation of the second part 
of the Leveson inquiry were in the 
public’s best interest. “The public 
not only deserves better but for its 
own wellbeing and for the health 
of our democracy it requires [sic] 
better. Doing what is right for the 
public — that is, fully commencing 
Section 40 and starting Leveson part 
2 — compromises in no way those 
aspects of the interests of the press 
which actually coincide with the 
interests of the public,” the group 
wrote. “The freedom of journalists 
to report in the public interest is not 
curtailed by Section 40; it is protected 
and even enhanced.. . . On the other 
hand, doing what is right for the public 
will challenge these close-knit [press] 
corporations to change, and that 
needs to happen. Higher standards and 
increased accountability for our press 

“If this week the PRP recognizes 
Impress, as expected, it is likely to call on 
the government to implement section 40 
of the Crime and Courts Act 2013. If the 
government accedes, it would become 
open season for press complainants. 
Newspapers would be required to pay 
their opponents’ costs in libel and 
privacy cases, even when the case was 
won by the newspaper and lost by the 
complainant.”

— The Sunday Times of London editorial board
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industry are not only in the interests 
of the public, they are also in the true 
interests of journalism. Journalists 
[who submit to self-regulation will 
not be chilled], and thus better placed 
to speak truth to power. They will 
also be better equipped to reverse the 
calamitous decline in trust in what 
they do.”  

Many members within the British 
press panned the idea of bringing 
Section 40 into effect as well as 
the need for the second part of the 
Leveson inquiry. In a Nov. 3, 2016 
editorial, The Financial Times’ 
editorial board expressed opposition 
to any implementation of Section 40. 
“We are in the business of telling the 
truth as we see it, without fear or 
favour. The most egregious threat to 
the freedom of the press is Section 40 
of the Crime and Courts Act 2013,” the 
editorial board wrote. “Section 40, if 
brought into force would be an affront 
to fairness and justice. In an age where 
media organisations are financially 
strapped, it would also be a threat 
to the survival of the news business. 
Of course, section 40 is an effort to 
coerce newspapers to join an approved 
regulator under an arcane royal 
charter, while pretending to preserve 
freedom of choice. Newspapers have 
every right to resist, in the UK courts, 
and beyond.” The Financial Times 
later submitted a formal response to 
Secretary Bradley on Jan. 10, 2017, 
arguing that “[t]aken together, Section 
40 and Leveson II invite a dangerous 
weakening of the UK news industry 
and with it the UK press’s important 
continuing contribution to holding 
power to account.” 

The Guardian reported on 
January 10 that its ownership group, 
Guardian News and Media, had also 
submitted a response to Secretary 
Bradley opposing further inquiries 
and Section 40, arguing that both were 
a threat to investigative reporting. 
“This is of no benefit to the public, as 
it will discourage newspapers from 
conducting difficult investigations and 
holding powerful people to account,” 
the ownership group wrote, according 

“We are in the business of telling the 
truth as we see it, without fear or favour. 
The most egregious threat to the 
freedom of the press is Section 40 of the 
Crime and Courts Act 2013. Section 40, 
if brought into force would be an affront 
to fairness and justice. In an age where 
media organisations are financially 
strapped, it would also be a threat to the 
survival of the news business.”

— The Financial Times editorial board

to The Guardian. “In complex and 
controversial cases such as terrorism, 
national security, or where deep 
source protection sits at the heart 
of a story, this chilling is likely to be 
particularly profound.” 

In surveying the whole situation, 
Guardian media blogger and City 
University in London journalism 
professor Roy Greenslade wrote in a 
January 10 commentary that former 
Prime Minister Cameron should 
be directly blamed for all of the 
divisions that the Leveson inquiry had 

ultimately created. He also expressed 
doubt that Secretary Bradley would 
sign off on Section 40, but noted 
that future secretaries might not 
make the same decision. “While the 
overwhelming bulk of [newspaper] 
owners set up a soft Leveson form of 
regulation through the Independent 
Press Standards Organisation (Ipso), 
the hard Levesonians relied on 
politicians to pass legislation, the 2013 
crime and courts act, that enabled 
a separate form of regulation. That 
duly arrived with the creation of the 
Press Recognition Panel (PRP), the 
setting up of a separate regulator, 
Impress, and its recruitment of a 
bunch of online start-ups to regulate,” 
Greenslade wrote. “But section 40 of 
the act was, thankfully, not triggered. 
It is an essential element of the hard 
Leveson scheme to punish publishers 

outside the PRP-recognised Impress 
by requiring them to pay for the 
costs of libel and privacy claimants 
regardless of whether they win or 
lose. This provision, subject to a 
public consultation which ends 
today, has aroused the ire of both 
British publishers and press freedom 
organisations around the world. It is 
clearly inimical to justice.” 

“I accept that publishers have 
launched a propaganda campaign that 
may well misrepresent the threat to 
investigative journalism (because we 

cannot be certain 
about the effects 
of section 40) but 
you can hardly 
blame them for 
seeing no virtue 
in the section’s 
provisions. 
Note also the 
antagonism 
towards section 
40 by both non-
Ipso publishers 
and organisations 
devoted to 
freedom of 
expression, 
such as Index 

on Censorship, the Committee to 
Protect Journalists, and Reporters 
without Borders,” Greenslade added. 
“Section 40 is the ticking time-bomb 
left by Cameron. I cannot imagine 
this government putting it into effect 
(the consultation process is a blatant 
political shame), but it will remain 
on the statute book. In the future, a 
different government could dare to 
throw caution to the wind.”

As the Bulletin went to press, 
Secretary Bradley’s office had not 
yet announced how she intended to 
proceed on Section 40 or the second 
part of the Leveson inquiry. 
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Minnesota and New York Consider Media Law 
Questions Involving the Internet and Privacy

STATE LAW 
UPDATES

D
uring the spring of 2017, a 
Minnesota county judge, the 
New York State Assembly, 
and the Minnesota Supreme 
Court addressed media 

law questions involving online issues. 
On February 1, Hennepin County Judge 
Gary Larson approved a search warrant 

that would require 
Google Inc. to 
provide the names, 
e-mail addresses, 
and other personal 

information of individuals who used 
Google to search for the name of a local 
financial fraud victim. On February 8, 
a New York Assemblyman introduced 
Assembly Bill A05323, which would 
grant New York citizens a “right to be 
forgotten,” permitting an individual to 
ask an online search engine to delink 
or remove search results content about 
themselves that is no longer accurate 
or relevant. Meanwhile, the Minnesota 
Supreme Court ruled on March 8 that a 
statute aimed at preventing predators 
from luring children into sexual 
encounters online did not violate the 
First Amendment, reversing two lower 
court decisions holding otherwise. 

Minnesota Judge Signs Search 
Warrant Covering Individuals 
Who Searched a Victim’s Name on 
Google

On Feb. 1, 2017, Hennepin County 
Judge Gary Larson approved a 
search warrant sought by Detective 
Dave Lindman and the Edina Police 
Department in Minnesota to force 
Google to reveal the name(s) of 
suspect(s) who had used a photo 
found online to create a fake passport 
in order to trick a local credit union 
into fraudulently transferring $28,500. 
The warrant sought to compel the 
search engine to provide the names, 
e-mail addresses, and other personal 
information of any individuals who 
searched the name of the local financial 
fraud victim. Lindman executed the 
warrant on the same day, though news 
reports indicated that Google did not 
immediately provide the requested 
information. A spokesman for Google, 
as well as several privacy law experts, 
voiced concern over the warrant, calling 
it overly broad and claiming that it 
would undermine individuals’ rights to 

search for information online.
On Jan. 7, 2017, two individuals 

reported to Edina police that an 
individual or individuals had stolen 
$28,500 from their Spire Credit Union 
savings account through a fraudulent 
transfer, according to Lindman’s 
application for a search warrant filed 
in Hennepin County district court 
on February 1. According to the 
application, an unknown number of 
suspects transferred the funds from 
the victim, who was only identified as 
Douglas in online copies of the search 
warrant application, into a Bank of 
America account that did not belong to 
Douglas. The suspect(s) authorized the 
transfer by providing the credit union 
with Douglas’s name, date of birth, and 
social security number. The unknown 
suspect(s) also faxed a fake passport in 
Douglas’s name to the credit union as 
confirmation of identity. Lindman wrote 
in the application that the photo used 
in the passport was not Douglas, but 
resembled him and was the first image 
displayed under a Google Image search 
of Douglas’s first and last name. Other 
search engines did not provide the same 
photograph in the results, according to 
Lindman’s application. The full search 
warrant application is available online 
at https://www.documentcloud.org/
documents/3519211-Edina-Police-Google-
Search-Warrant-Redacted.html.

Lindman’s search application also 
indicated that Edina authorities had 
initially sent an administrative subpoena 
to Google in January 2017 “requesting 
subscriber information for anyone who 
had performed a Google search.” Ars 
Technica reported on March 17, 2017 that 
Google had “balked at complying with 
that administrative subpoena” because 
“the request had to do with content.” 
The difference between a search warrant 
and an administrative subpoena is that 
the latter does not include a judge’s 
signature, and is sometimes viewed 
as carrying less legal authority than a 
traditional search warrant.

Lindman filed the search warrant 
application on February 1, and Hennepin 
County Judge Gary Larson approved it 
the same day. The warrant granted the 
detective’s request that Google provide 
the Edina Police Department with 
the “name(s), address(es), telephone 
number(s), dates of birth, social security 

numbers, email addresses, payment 
information, account information, IP 
addresses, and MAC addresses of the 
person(s) who requested/completed the 
search” of Douglas’s first and last name, 
as well as close variations of the name. 
The warrant required Google to provide 
such information from searches that had 
occurred from Dec. 1, 2016 to Jan. 7, 
2017. Lindman wrote in the application 
that the warrant was meant to provide 
“evidence which tends to show a crime 
has been committed, or tends to show 
that a particular person has committed a 
crime.” Ars Technica reported on March 
17 that Minneapolis blogger and public 
records activist Tony Webster, who 
initially broke the news on his website 
that Judge Larson had approved the 
warrant, also clarified that the search 
warrant’s terms were not limited to 
revealing information about individuals 
located only in the Edina area.

In approving the warrant, Judge 
Larson wrote that “the Court finds that 
probable cause exists for the issuance 
of a search warrant upon the following 
ground(s): . . . The property or things 
above-described constitutes evidence 
which tends to show a crime has been 
committed, or tends to show that a 
particular person has committed a crime. 
The court further finds that probable 
cause exists to believe that above-
described property and thing(s) is or are 
at the above-described premises.” 

The Minneapolis Star Tribune 
reported on March 18 that Lindman 
had executed the warrant at 9:35 a.m. 
on February 1, which was 20 minutes 
after Judge Larson had approved the 
application. In the “Receipt, Inventory 
and Return” portion of the warrant 
documents posted online, Lindman wrote 
that he had received a confirmation 
e-mail from Google indicating that it 
had received the warrant. However, the 
detective also wrote that he had not 
“received any information back from 
Google Inc. as of yet.” On March 17, a 
spokesperson for Google told the Star 
Tribune that “[Google] will continue to 
object to this overreaching request for 
user data, and if needed, will fight it in 
court. We always push back when we 
receive excessively broad requests for 
data about our users.” 

Judge Larson’s approval of the search 
warrant seeking information about 
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individuals who had conducted specific 
searches on Google raised concerns 
among many legal observers and digital 
rights advocates. In a mid-March post on 
his personal blog, Webster wrote that the 
warrant raised alarming questions about 
the scope of individuals’ civil liberties 
online. “Could this type of search 
warrant be used to wrongly ensnare 
innocent people? If Google were to 
provide personal information on anyone 
who Googled the victim’s name, would 
Edina Police raid their homes, or would 
they first do further investigative work?” 
Webster wrote in his post. “The question 
is: what comes next? If you bought a 
pressure cooker on Amazon a month 
before the Boston bombing, do police 
get to know about it? Under a probable 
cause standard, no way. But alas, 
Hennepin County Judge Gary Larson 
signed Edina’s warrant and Lindman 
served it about 20 minutes later.”

In his March 17 story about the 
warrant, Ars Technica senior editor 
David Kravets wrote that the warrant 
“perhaps the most expansive one we’ve 
seen unconnected to the US national 
security apparatus and, if carried out, 
could set an Orwellian precedent in a 
bid by the Edina Police Department 
to solve a wire-fraud crime worth less 
than $30,000.” In a March 18 interview 
with the Star Tribune, American Civil 
Liberties Union (ACLU) of Minnesota 
interim Executive Director Teresa 
Nelson expressed similar concerns, 
noting that innocent people could be 
subject to investigation due to the scope 
of the warrant. “There’s really very little 
to connect the fact that there’s a photo 
attainable on Google with the identity 
theft,” Nelson said. “We could have 
people who are not searching for this 
individual who are going to be swept up 
in this.”

Others noted that the breadth of 
the warrant was unusual and could 
create problems for privacy in the 
future. University of Minnesota law 
professor William McGeveran told the 
Star Tribune on March 18 that judges 
do not typically approve warrants based 
on probable cause with the types of 
facts that Lindman provided. “It’s much 
more usual for a search warrant to be 
used to gather evidence for a suspect 
that’s already identified, instead of using 
evidence to find a suspect,” McGeveran 
said. “If the standards for getting a broad 
warrant like this are not strong, you can 
have a lot of police fishing expeditions.”

In a March 17 interview with FOX 9 in 
Minneapolis, criminal defense attorney 
Joe Tamburino argued that the warrant 
was the wrong approach for getting 
information. “The implications of this 
are frightening because thousands 
of people could have their personal 
information, what they’ve [G]oogled, 
out with the police,” said Tamburino. 
“This is called a shotgun approach, it’s 
completely backwards.” In a March 
18 interview with the Star Tribune, 

University of St. Thomas law professor 
Rob Kahn agreed that the warrant could 
create justifications for similar types of 
warrants in the future. “I’m concerned 
both about ensnaring innocent people 
but also . . . that this [will] become a 
pattern,” Kahn told the Star Tribune. 
“It’s certainly a scary slippery slope that 
they’re setting up here.”

Stephanie Lacambra, an attorney 
for the Electronic Frontier Foundation 
(EFF), also told the Star Tribune that 
even if the Edina Police Department 
was able to obtain information from 
Google, the information likely could 
not be used as evidence in court. “I’m 
rather skeptical of this warrant’s ability 
to survive constitutional scrutiny,” 
Lacambra said. 

Ars Technica reported on March 
17 that the Edina Police Department 
declined to provide comment except 
to note that the agency was “reluctant 
to disclose active case information 
or specific strategies used during the 
investigation.”

According to a May 12 City Pages 
story written by news editor Mike 
Mullen, Lindman filed an update with the 
district court on May 3 indicating that 
Google complied with the warrant. “On 
April 27, [I] was notified by Google Inc. 
that the results from this search warrant 
were available via their law enforcement 
portal,” Lindman wrote in the update. 

“[I] accessed the records from the portal, 
and downloaded them. The downloaded 
digital files were placed onto a disc and 
secured into property/evidence at the 
Edina Police Department.” 

However, Mullen cautioned that 
the public cannot know for sure what 
Google provided to Edina police until 
the investigation or any court case 
involving Douglas was resolved. As the 
Bulletin went to press, the Edina police 
department had not provided any further 

information to the 
public about its 
investigation.

 
“Right to Be 
Forgotten” Bill 
Introduced in 
the New York 
Assembly Raises 
First Amendment 
Concerns

On Feb. 8, 2017, 
New York state 
Assemblyman 
David I. Weprin 
(D-Hollis) 
introduced New 

York Assembly Bill A05323, which would 
amend the New York Civil Rights Law 
to create a “Right to Be Forgotten” for 
citizens of the state. New York CVR § 
50. The bill is based on the European 
concept of the “right to be forgotten,” 
which would allow individuals to ask 
online search engines to delink or 
remove content about themselves under 
certain circumstances. The New York 
bill would require that all search engines, 
among other online entities, comply 
with requests to remove certain content 
about an individual. Data privacy and 
First Amendment lawyers criticized 
the proposed legislation, arguing that 
it placed limitations on expression 
protected by the First Amendment. 

Although debated throughout the 
European Union for several years during 
the late 1990s and 2000s, the “right to 
be forgotten” gained a legal foothold on 
May 13, 2014 when the Court of Justice 
of the European Union (CJEU) held that 
European citizens retain the right to 
have online search results deleted that 
link to information about themselves. 
Case C-131/12, Google Spain SL, Google 
Inc. v. Agencia Española de Protección 
de Datos (AEPD), Mario Costeja 
González, ECLI:EU:C:2014:317 (May 13, 
2014), available at http://curia.europa.
eu/juris/liste.jsf?num=C-131/12. The 

“It’s much more usual for a search 
warrant to be used to gather evidence 
for a suspect that’s already identified, 
instead of using evidence to find a 
suspect. If the standards for getting a 
broad warrant like this are not strong, 
you can have a lot of police fishing 
expeditions.”

— William McGeveran,
University of Minnesota law professor
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court’s decision required Google, and 
other similar search engines, to grant 
individuals’ requests to remove links 
to third-party web pages that are found 
in search results when searching an 
individual’s name. The European Union 
later established a similar principle, 
called the “right to erasure,” through 
legislation when it adopted the General 
Data Protection Regulation in December 
2015. The regulation establishing the 
“right to erasure” will go into effect 
in 2018. (For more information on 
the CJEU’s ruling and subsequent 
challenges, see “Right to Be Forgotten 
Continues to Create Challenges for 
Online Entities” in the Summer 2016 
issue of the Silha Bulletin, “‘Right to Be 
Forgotten’ Continues to Develop in the 
Year Following European High Court 
Decision” in the Summer 2015 issue, 
“European Union Court Holds that 
Citizens Have the ‘Right to Be Forgotten’ 
from Internet Searches” in the Summer 
2014 issue, and “Amid Skepticism, 
Uncertainty, Culture Clash, EU Eyes 
Online ‘Right to be Forgotten’” in the Fall 
2011 issue.)

The New York Assembly bill 
establishing a “right to be forgotten” 
noted that it was drafted with the 
purpose of “rectify[ing] an individual's 
reputation that was wrongly diminished 
through inaccurate information found 
on the Internet.” The bill required that 
at the request of an individual, “all 
search engines, indexers, publishers and 
any other persons or entities [on] the 
internet . . . shall remove information, 
articles, identifying information and 
other content about [an] individual, and 
links or indexes to any of the same, that 
is ‘inaccurate’, ‘irrelevant’, ‘inadequate’ 
or ‘excessive.’” In order for the content 
to be eligible for removal, it must be 
“no longer material to current public 
debate or discourse,” especially if the 
content causes “financial, reputational 
and/or demonstrable other harm” to 
an individual. The bill required that 
the content or links be removed by 
the search engine within 30 days of a 
formal request from an individual and 
that failure to comply would make the 
search engines or online speakers liable 
for statutory damages of at least $250 
per day plus attorney fees. The bill also 
prohibited search engine companies 
from posting any disclaimers or notices 
that they had removed any content or 
links.

The New York bill did provide excep-
tions, limited to content “related to con-
victed felonies, legal matters relating to 
violence, or a matter that is of significant 
current public interest, and as to which 
the requester’s role . . .  is central and 
substantial.” In a March 15, 2017 post on 
The Volokh Conspiracy blog, University 
of California Los Angeles School of Law 
professor Eugene Volokh noted that the 
bill’s exceptions might not protect search 
result content that had historical value 
because of the exception’s specification 
that public interest must be “current.” 

There were no exceptions included for 
autobiographical, biographical, or edu-
cational materials, according to Volokh. 
Additionally, the Cincinnati Enquirer 
reported on March 30, 2017 that the bill 
also seemed to allow public figures or 
political figures to invoke a “right to be 
forgotten.” 

Upon its introduction by 
Assemblyman Weprin, the bill was 
criticized by several free expression 
advocates and privacy lawyers who 
argued that the bill would interfere with 
First Amendment protections. In his 
March 15 post, Volokh suggested that 
the bill had obvious deficiencies. “[The] 
problem with the bill is simply that it 
aims to censor what people say, under 
a broad, vague test based on what the 
government thinks the public should or 
shouldn’t be discussing,” Volokh wrote. 
“It is clearly unconstitutional under 
current First Amendment law.” 

In a March 15, 2017 story on its 
website, Reason magazine reported 
that First Amendment attorney and 
Popehat blogger Ken White argued 
that the bill punishes search engines 
and online speakers for publishing 
truthful information, a clear violation 
of the First Amendment. “This bill is a 

constitutional and policy disaster that 
shows no sign that the drafters made 
any attempt whatsoever to conform to 
the requirements of the constitution. 
It purports to punish both speakers 
and search engines for publishing — 
or indexing — truthful information 
protected by the First Amendment,” 
White wrote in an e-mail statement sent 
to Reason. “There’s no First Amendment 
exception for speech deemed ‘irrelevant’ 
or ‘inadequate’ or ‘excessive,’ and the 
rules for punishing ‘inaccurate’ speech 
are already well-established and not 

followed by this 
bill. The bill is 
hopelessly vague, 
requiring speakers 
to guess at what 
some fact-finder 
will decide is 
‘irrelevant’ or ‘no 
longer material 
to current public 
debate,’ or how 
a fact-finder 
will balance (in 
defiance of the First 
Amendment) the 
harm of the speech 
and its relevance.”

In a March 28 
interview with Law360, cyber privacy 
lawyer Mark C. Mao agreed that much 
of the content that would be required 
to be deleted under the proposed bill 
would likely be protected by the First 
Amendment. “Being able to find all web 
histories, regardless of whether they are 
true or not, is something that is arguably 
covered by the First Amendment,” Mao 
said. “Search engine histories are the 
result of what third parties have ‘spoken’ 
onto the web. People have a right to 
find such posts, just as they have a right 
to post. The two rights are inextricably 
intertwined.”

In the same Law360 story, data 
privacy attorney Michael Whitener 
acknowledged that the intent of the bill 
is understandable but was concerned 
about the implications of the law being 
overly broad, including possible effects 
on the press. “It’s easy to understand the 
concern that led to the introduction of 
this type of legislation and I wouldn't be 
surprised to see it brought up in other 
states,” Whitener said. “But in the U.S. 
the right to the freedom of expression 
and journalistic freedom are paramount 
principles, so unless legislation is just 
really very narrowly targeted to fixing 
a well-recognized problem, then I don’t 

“This bill is a constitutional and policy 
disaster that shows no sign that the 
drafters made any attempt whatsoever 
to conform to the requirements of 
the constitution. It purports to punish 
both speakers and search engines for 
publishing — or indexing — truthful 
information protected by the First 
Amendment.”

— Ken White,
Popehat blogger
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think any sort of broad-brush approach 
is going to fly.”

Goodwin Procter LLP partner 
Karen Neuman, who is also the former 
Department of Homeland Security Chief 
Privacy Officer, argued there were also 
logistical problems associated with 
the bill. “The bill could be extremely 
burdensome for search engines and 
publishers,” Neuman told Law360. 
“Search engines and publishers would 
need to develop technical and other 
measures to respond to requests, and 
they could be inundated with requests 
to remove links or content, with the 
unintended consequence of depriving 
the public of information by impeding 
speech and curtailing the free flow of 
information.”

On March 24, TechDirt reported 
that Sen. Tony Avella (D-Queens), who 
introduced an identical version of the 
“right to be forgotten” bill in the New 
York state Senate, struck the enactment 
clause, effectively killing the legislation, 
on March 21 in light of the widespread 
backlash about the bill. However, 
Law360 reported on March 28 that 
Assemblyman Weprin remained steadfast 
in his support for the assembly version of 
the bill, saying it would “rectify damaged 
reputations of individuals whose lives 
have been affected through inaccurate 
information found online.” As the 
Bulletin went to press, the bill remained 
under consideration by the New York 
Assembly Standing Committee on 
Governmental Operations, which had not 
yet taken any action on the bill.

New York has not been alone 
considering whether a “right to be 
forgotten” should be established in 
the United States. In 2015, California’s 
“eraser law” came into effect, which 
allowed minors to have information 
that they had posted to websites to be 
removed upon request. Cal. Bus. & Prof. 
Code §22581. However, The Washington 
Post reported in August 2015 that there 
was little information about how often 
California’s “eraser law” was actually 
invoked. The Post also reported that both 
New Jersey and Illinois had considered 
legislation requiring websites to allow 
minors to delete posts, but neither state 
enacted its respective bills. Additionally, 
a three-judge panel of the U.S. Court of 
Appeals for the Second Circuit ruled 
in 2015 that a news organization could 
not be held liable for defamation after 
it refused to remove an accurate story 
from its website. Martin v. Hearst Corp., 
773 F.3d 546 (2d Cir. 2015). Specifically, 

a Connecticut woman, who had an 
arrest record expunged under state law, 
argued that a newspaper should delete 
an accurate news story about the arrest. 
The appellate court ruled that although 
the state’s Criminal Records Erasure 
Statute, Conn. Gen. Stat. §54-142a, 
allowed individuals to have some official 
records held by the government deleted, 
“the statute does not render historically 
accurate news accounts of an arrest 
tortious merely because the defendant is 
later deemed as a matter of legal fiction 
never to have been arrested.” (For more 
information on other attempts at a Right 
to Be Forgotten in the United States, see 
United States Remains Skeptical of the 
Right to Be Forgotten in “‘Right to Be 
Forgotten’ Continues to Develop in the 
Year Following European High Court 
Decision” in the summer 2015 issue 
of the Silha Bulletin and California 
“Online Eraser” Law Attempts to 
Give Children More Control Over 
Their Online Presence, But May Face 
Constitutional Challenges in “California 
Legislators Address Data Protection and 
New Technology on Several Fronts” in 
the Fall 2013 issue.)

Minnesota Supreme Court Reverses 
Lower Court Rulings; “Grooming” 
Law Does Not Violate First 
Amendment

On March 8, 2017, the Minnesota 
Supreme Court held that a state 
statute that aimed to prevent predators 
from using online interaction to 
lure children into sexual encounters 
was constitutional under the First 
Amendment. Minnesota v. Muccio, 890 
N.W.2d 914 (Minn. 2017). The Minnesota 
Supreme Court opinion reversed the 
decisions issued by a district trial court 
and the Minnesota Court of Appeals that 
found that the statute criminalized more 
speech than necessary in violation of the 
First Amendment. 

The Minnesota statute at issue in 
the case, titled the “Solicitation of 
Children to Engage in Sexual Conduct; 
Communication of Sexually Explicit 
Materials to Children,” was enacted in 
2007 to criminalize the act of “grooming.” 
Minn. Stat. § 609.352. Grooming 
involves sexual predators engaging in 
online conversations with children and 
exposing them to pornographic material 
in an attempt to acclimate the child 
towards a sexual encounter, according 
to a June 20, 2016 Minnesota Public 
Radio (MPR) story. Under Minnesota’s 
anti-grooming statute, a person over 

the age of 18 who used the Internet, 
phone, or computer system to solicit 
sex by “engaging in communication 
with a child or someone the person 
reasonably believes is a child, relating to 
or describing sexual conduct” is guilty 
of a felony. The statute defined a child as 
anyone under the age of 16.

The case before the Minnesota 
Supreme Court initially began in April 
2015 after prosecutors brought charges 
in the District Court for Dakota County 
against Krista Muccio, alleging that she 
had violated the state’s anti-grooming 
statue. Prosecutors alleged that in 
November 2014, Muccio, a 43-year-old 
Dakota County middle-school lunchroom 
assistant, had engaged in a series of 
sexually explicit online conversations 
with a 15-year-old student who attended 
the school where she worked. The 
student’s father later found images 
depicting naked women and female 
genitals on his son’s iPad and reported 
it to law enforcement authorities. Upon 
investigation, law enforcement officials 
discovered that the pictures originated 
from Muccio’s Instagram account and 
were sent via direct message.  During 
pre-trial proceedings, Muccio filed a 
motion asking the trial judge to dismiss 
the anti-grooming charge, arguing that 
the statute was unconstitutional. The 
trial judge agreed to dismiss the charge 
ruling that the law was overbroad on its 
face and violated the First Amendment’s 
protections of free expression. 

On June 20, 2016, the Minnesota 
Court of Appeals unanimously upheld 
the lower court’s ruling, finding that 
parts of the state’s anti-grooming were 
“facially overbroad in violation of the 
First Amendment because it prohibits 
a substantial amount of protected 
speech.” Judge Peter M. Reyes’ opinion 
focused on the wording in Subdivision 
2a(2) of the statute, which stated “A 
person 18 years of age or older who 
uses the Internet, a computer, computer 
program, computer network, computer 
system, an electronic communications 
system, or a telecommunications, wire, 
or radio communications system, or 
other electronic device capable of 
electronic data storage or transmission 
to commit any of the following acts, with 
the intent to arouse the sexual desire 
of any person, is guilty of a felony.” 
Minn. Stat. § 609.352, subd. 2a(2). The 
court determined that the statute could 
criminalize any situation in which an 
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adult wished to “arouse the sexual desire 
of any person” in an online conversation, 
not just in the context of conversations 
with children. The panel also held that 
the statute was unconstitutionally 
overbroad because it had the potential 
to criminalize protected speech, such as 
a “music video producer [who] creates 
a video with sexually explicit depictions 
or lyrics, with the intent to arouse the 
sexual desire of some person who views 
or listens to the video, places that video 
on social media, and a child age 15 or 
younger sees or hears it.” (For more 
information about Muccio’s challenge to 
the constitutionality of the anti-grooming 
statute, see “State Legislatures, Courts 
Consider Media Law Issues” in the 
Summer 2016 issue of the Silha Bulletin.)

On March 8, 2017, the Minnesota 
Supreme Court reversed the lower 
courts’ decisions, finding that although 
the statute regulates protected speech, it 
“is not substantially overbroad in relation 
to its plainly legitimate sweep . . . and 
therefore the statute does not violate the 
First Amendment on its face.” Minnesota 
v. Muccio, A15-1951 (Minn. 2017). 

In writing the unanimous opinion for 
the court, Chief Justice Lorie Skjerven 
Gildea explained that the court took 
three steps “in order to determine 
whether the statute is unconstitutionally 
overbroad.” First the court “had to 
interpret the statute,” focusing on 
three phrase whose meaning the 
parties disputed, including “engaging 
in communication,” “intent to arouse,” 
and “relating to or describing sexual 
conduct.” Minn. Stat. § 609.352, subd. 
2a. After examining each phrase 
individually, Chief Justice Gildea wrote 
that the statute “prohibits an adult 
from participating in the electronic 
transmission of information relating 
to or describing the sexual conduct 
of any person, if the communication 
was directed at a child, and the adult 
sending the communication acted with 
the specific intent to arouse the sexual 
desire of any person.”

Second, the court examined “whether 
the statute prohibits speech that the 
First Amendment protects.” Chief 
Justice Gildea wrote that the statute 
primarily prohibited conduct that 
was directly integral to criminal acts. 
However, the court acknowledged that 
“the statute also prohibits conduct 
that is not necessarily tied directly to 
criminal conduct.” The court provided 

the example of an adult talking with a 
child about the adult’s sexual practices 
with the intent to arouse himself 
or herself, but without the intent to 
engage in criminal activities with the 
child. “Because the statute prohibits 
this communication, even without an 
intent to solicit the child, the statute 
purports to regulate activity that is one 
step removed from criminal conduct,” 
Chief Justice Gildea wrote. Thus, the 
court “acknowledge[d] that the statute 
. . . covers some speech that may not be 
integral to criminal conduct.” 

To further determine whether the 
statute prohibits free speech, the 
court examined the state’s claim that 
the statute regulated obscene speech, 
and therefore did not violate the First 
Amendment. In doing so, the court 
applied the three-part test found in Miller 
v. California to determine whether 
content is obscene, including whether 
“(a) . . . the average person, applying 
contemporary community standards 
would find that the work, taken as a 
whole, appeals to the prurient interest; 
(b) . . . the work depicts or describes, in 
a patently offensive way, sexual conduct 
specifically defined by the applicable 
state law; and (c) . . . the work, taken as 
a whole, lacks serious literary, artistic, 
political, or scientific value.” Miller 
v. California, 413 U.S. 15 (1973). The 
court concluded that the type of speech 
that Minnesota’s anti-grooming statute 
aimed to regulate had met all three parts 
of the Miller test. The court found that 
the statute is “directed at prohibiting 
works that appeal to prurient interests,” 
aiming to prohibit a “morbid, shameful 
interest in sex.” State v. Davidson, 
481 N.W.2d (Minn. 1992). The second 
prong of the test was also met because 
the communications covered by the 
grooming statute “depict sexual acts in a 
patently offensive way,” largely because 
the speech prohibited by the statute is 
directed to children, Chief Justice Gildea 
wrote. Finally, the court determined that 
the final prong of the Miller test was also 
satisfied because the statute requires 
“the communication must be made 
with the specific intent to arouse” and 
is specifically written to prevent such 
speech by an adult to a child. As a result, 
“many communications falling within 
the statute will lack literary, artistic, 
political, or scientific merit.” Thus, much 
of the communication regulated by 
the statute falls under the category of 
obscene speech, which is not protected 
by the First Amendment. This conclusion 

meant that only a small portion of the 
speech regulated by the statute would be 
protected by the First Amendment.

Nevertheless, because the statute 
could still criminalize some speech that 
the First Amendment protects, the court 
next sought to “determine whether 
the statute regulates a substantial 
amount of protected speech.” The 
court found that the statute is meant 
to “protect children from sexual abuse 
and exploitation and from exposure to 
harmful sexual material.” Additionally, 
the court determined that “the 
statute intrudes upon constitutionally 
protected speech only in a narrow set 
of circumstances — only insofar as the 
prohibited communication is not integral 
to criminal conduct, is not obscene, and 
does not fall within another category 
of unprotected speech.” Chief Justice 
Gildea found that statute includes 
a specific intent requirement that 
communicators specifically intended to 
arouse sexual desire of children. The 
benign communication of other types of 
sexually-related content to children, such 
as discussions of safe sex practices or 
artistic works containing nude images, 
would not run afoul of the law. As a 
result, the Minnesota Supreme Court 
determined that “there will be some, 
but relatively few, communications 
prohibited under the statute that 
would be entitled to First Amendment 
protection.” Chief Justice Gildea also 
cited Broadrick v. Oklahoma, 413 U.S. 
601, 613 (1973), which concluded that 
invalidation of a statute for substantial 
overbreadth is “strong medicine” 
which should only be used “as a last 
resort.” Thus, the court found that it 
was inappropriate to invalidate the 
entire anti-grooming statute simply 
because of the rare instances when First 
Amendment-protected communications 
could be punished.

Consequently, the court ruled that 
the statute is constitutional under the 
First Amendment because it is not 
substantially overbroad, reversing both 
lower court decisions. As the Bulletin 
went to press, Muccio’s lawyers had not 
publicly announced whether they would 
appeal the case to the U.S. Supreme 
Court in order to resolve the questions 
involving the First Amendment. 
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D
uring early 2017, the U.S. 
House of Representatives 
and U.S. Senate once again 
considered legislation 
that would permit the 

use of television cameras during U.S. 
Supreme Court arguments and during 
the proceedings of lower federal 

courts. The bills 
are another effort 
in a series of 
attempts over 
many years to 

increase judicial transparency and 
public knowledge about the judicial 
system, though many Supreme Court 
justices have been hesitant to open the 
court to televised broadcasts. 

On Jan. 12, 2017, H.R. 464, titled 
“Cameras in the Courtroom Act,” 
was introduced in the House of 
Representatives.  The bipartisan 
bill was cosponsored by ten 
representatives, including lead 
sponsors Reps. Gerald Connolly (D-
Va.) and Ted Poe (R-Texas), and would 
permit television coverage of all open 
sessions in the Supreme Court “unless 
the Court decides, by a majority of 
justices, that allowing such coverage 
in a particular case would constitute a 
violation of the due process rights of 
one or more of the parties before the 
Court.” One week after its introduction, 
Rep. Keith Ellison (D-Minn.) joined 
the effort when he signed on as 
a cosponsor. The Cameras in the 
Courtroom Act was referred to the 
House Judiciary Committee on Jan. 
12, 2017, and subsequently referred 
to the Subcommittee on Courts, 
Intellectual Property, and the Internet 
on Feb. 6, 2017. Companion legislation 
was introduced in the Senate under a 
similar title on March 15, 2017.  The 
Senate version of the bill, S. 649, was 
cosponsored by Sens. Richard Durbin 
(D-Ill.), Chuck Grassley (R-Iowa), 
Richard Blumenthal (D-Conn.), Al 
Franken (D-Minn.), and Amy Klobuchar 
(D-Minn.).

During a Feb. 14, 2017 hearing, 
the House Subcommittee on Courts, 
Intellectual Property, and the Internet 
heard testimony and debated whether 
passing a law to allow television 
cameras to record open sessions 
of the U.S. Supreme Court was 
necessary. In his written testimony 

submitted to the committee, National 
Press Photographers Association 
(NPPA) general counsel Mickey 
Osterreicher said that permitting 
greater television coverage of federal 
courts would foster more trust in 
the judicial system. “The Framers [of 
the Constitution] envisioned court 
as being part of the public square, a 
place in an emerging nation where 

anyone could stop in to observe the 
proceedings and be assured of the 
integrity of our system of justice,” 
Osterreicher wrote. “Given the 
increasing complexity of our society 
and the size of our communities, that 
aspiration is exceedingly more difficult. 
But the core need for openness and 
transparency is now more crucial than 
ever with accusations of the media 
reporting ‘fake news’ and government 
purporting [sic] ‘alternative facts.’ For 
citizens, there is no better way to more 
truthfully relay courtroom proceedings 
than through the direct and unfiltered 
lens of electronic coverage to be 
viewed and heard at home, at work or 
on the go.” 

The Hill also reported that several 
representatives weighed in with their 
thoughts about opening up the U.S. 
Supreme Court’s hearings to television 
coverage. Rep. Tom Marino (R-Penn.) 
suggested that television coverage 
would result in justices and attorneys 
seeking publicity. “There’s enough 

grandstanding in Congress before the 
cameras in hearings and on the floor. 
Can you imagine what would take 
place in a courtroom?” Rep. Marino 
asked, according to The Hill. “[During 
the O.J. Simpson trial,] even the judge, 
in my opinion, spent too much time 
looking at cameras, as did the defense 
and prosecution. This is a dangerous, 
dangerous area to get into.. . . The last 

thing we need 
is speculation 
that nothing will 
happen. What 
if something 
happens?”

However, 
Rep. Poe pushed 
back during the 
discussion, noting 
that he was one 
of the first trial 
judges in Texas 
to allow cameras 
to televise court 
proceedings. 
“We had a very 
structured system 
. . . it was very 
discreet. The 
jury never saw 
the camera. 
The camera did 

not film the jury, did not film child 
witnesses, sexual assault witnesses or 
any other witness that the lawyers did 
not agree should be filmed,” Rep. Poe 
said. “[W]e have the greatest judicial 
system in the world for determining 
guilt or innocence. No, it’s not perfect, 
but it is the absolute best that anybody 
has ever come up with. And why 
would we not want the world to see it? 
The public is stuck with a 90-second 
sound bite on the news by what some 
reporter thinks took place in the 
courtroom that day . . .  I think it is 
shameful that the public cannot see 
[what transpired in a courtroom.]”

Sens. Grassley, Durbin, Blumenthal, 
and Klobuchar were involved in 
a similar effort in 2011 when they 
introduced a bill that was substantially 
the same as current proposed 
legislation. (For more on the Cameras 
in the Courtroom Act of 2011, see 
“Battles to Gain Camera/Audio Access 
to State and Federal Courtrooms 

“The Framers [of the Constitution] 
envisioned court as being part of the 
public square, a place in an emerging 
nation where anyone could stop in 
to observe the proceedings and be 
assured of the integrity of our system of 
justice.. . . For citizens, there is no better 
way to more truthfully relay courtroom 
proceedings than through the direct and 
unfiltered lens of electronic coverage to 
be viewed and heard at home, at work or 
on the go.”

— Mickey Osterreicher,
National Press Photographers Association 

general counsel
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Continue” in the Fall 2011 issue of the 
Silha Bulletin.)

U.S. Supreme Court justices have 
traditionally been skeptical of the idea 
of televising arguments before the 
Court. In a Jan. 17, 2017 commentary 
for the National Constitution Center’s 
blog, Constitution Daily, editor-in-
chief Scott Bombay described a recent 
conflict among some justices on the 
idea of cameras in the Supreme Court.  
“The late Justice Antonin Scalia openly 
opposed cameras in his Supreme 
Court,” Bombay wrote. “Justice 
Stephen Breyer offered conflicted 
remarks in an MSNBC interview. ‘Part 
of me wishes [cameras] were in the 
courtroom because I think people 
would find this a very educational 
experience. Part of me is slightly afraid 
that it would be misleading,’ [Breyer] 
said.” Meanwhile, The New York Times 
reported on March 22, 2017 that during 
his confirmation hearings, Justice Neil 
Gorsuch said that “he would keep an 
open mind” on the prospect of cameras 
recording Supreme Court proceedings.

Despite the arguments for 
transparency, education, and public 
engagement, cameras in the courtroom 
are seen by some as an unnecessary 
development which could taint the 
longstanding traditions of the U.S. 
Supreme Court. In an April 4, 2017 
commentary for The Hill, DePauw 
University professor of communication 
Jeffrey McCall dismissed arguments 
that cameras in the courtroom 
would contribute to a more educated 
citizenry.  “[M]edia technologies don’t 
necessarily make anybody more 
educated or elevate performance. 
Television has been common in 
American households for sixty plus 
years, but high-consuming TV viewers 
are hardly ready to join the Mensa 
society,” McCall wrote. “If senators 
want the public to be better informed 
about the Supreme Court, forcing 
television coverage of the Court is a 
foolish answer.” McCall also noted 
that transcripts and audio recordings 
of all proceedings and decisions are 
provided by the U.S. Supreme Court in 
a timely manner. 

In addition to the Cameras in 
the Courtroom Act, senators have 
also introduced legislation seeking 
to provide greater transparency in 
lower federal courts. The Sunshine in 
the Courtroom Act 2017, S. 643, was 
introduced in the Senate on March 
15, 2017. The bill was cosponsored 
by the same five senators who had 
cosponsored the Senate version of the 
Cameras in the Courtroom Act, as well 
as with Sens. John Cornyn (R-Texas), 
Lindsey Graham (R-S.C.), Pat Leahy 

(D-Vt.), and Edward Markey (D-Mass.). 
The Sunshine in the Courtroom Act 
would allow the presiding judge in 
federal appellate and district courts to 
“permit the photographing, electronic 
recording, broadcasting, or televising” 
of court proceedings. The Sunshine 
Act contains a similar due process 
exception to the Cameras in the 
Courtroom Act, allowing the presiding 
judge — or a majority of judges in 
proceedings involving more than one 
judge — to block media access when 
they determine it would constitute 
a violation of a party’s due process 
rights.

The policy arguments behind the 
Sunshine in the Courtroom Act were 
similar to those regarding Supreme 
Court cameras. The Hill reported on 
March 15 that Sen. Grassley justified 
the legislation based on the significant 
impact that federal court opinions have 
on the public. “[Federal courtrooms] 
represent the birthplace of decisions 
that can impact the lives of Ameri-
cans for generations, . . .  [y]et many 
Americans may never have a chance to 

step foot in a courtroom and witness 
the judicial process in person,” Sen. 
Grassley said in a joint statement with 
Sen. Klobuchar, according to The Hill. 
Sen. Klobuchar argued that the act was 
necessary for civic education and an ef-
fective democratic process. “The public 
has a right to see how courts function 
and reach their decisions. Democracy 
must be open,” Klobuchar said in the 
statement. “Allowing television cam-
eras inside the courtroom would boost 
public confidence in government and 

promote a well-
informed and 
well-functioning 
democracy.” 

The current 
policy of cameras 
and other 
electronic access 
in lower federal 
courtrooms 
allow judges to 
authorize such 
activities in limited 
circumstances, 
including the 
presentation 

of evidence or for ceremonial 
proceedings.  The policy also 
allows access for “photographing, 
recording, or broadcasting of appellate 
arguments.” Since 1996, the Second 
and Ninth Circuits have adopted rules 
and guidelines to allow for camera 
coverage. On Jan. 13, 2017, Chief 
Judge D. Brooks Smith announced 
that the Third Circuit would begin 
posting video recordings of its oral 
arguments on the court’s website, and 
adopted rules to govern the process for 
posting video recordings in its Internal 
Operating Procedures. For more 
information on the history of cameras 
in federal courts, see http://www.
uscourts.gov/about-federal-courts/
cameras-courts/history-cameras-courts.

As the Bulletin went to press, 
none of the bills before Congress had 
moved beyond the committee stage of 
proceedings. 

“The public has a right to see how 
courts function and reach their 
decisions. Democracy must be open.  
Allowing television cameras inside 
the courtroom would boost public 
confidence in government and promote 
a well-informed and well-functioning 
democracy.”

— Sen. Amy Klobuchar (D-Minn.)
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Backpage Closes Adult Content Section after 
Government Scrutiny

ONLINE SPEECH

O
n Jan. 9, 2017, Backpage, an 
online classified advertising 
website, announced 
that it would no longer 
publish adult services 

advertisements on its website. In a 
press release, the website said that its 
decision to shutter the adult content 

section came as 
a “direct result of 
unconstitutional 
government 

censorship.” Government officials 
had targeted Backpage during several 
investigations, and investigators claimed 
that the website had facilitated child 
sex trafficking and other illegal sexual 
services. Backpage denied that it had 
engaged in promoting such activity. 
Backpage’s announcement prompted 
free expression and digital rights 
advocates to criticize the government’s 
investigations into Backpage, arguing 
that the closure of the adult content 
section was a clear example of the 
government chilling First Amendment-
protected speech. Meanwhile, advocacy 
groups for victims of sex trafficking 
were split over whether Backpage’s 
decision would lead to fewer sex-
trafficking related crimes or make it 
harder for law enforcement officials to 
investigate such criminal activity. 

Backpage was established in 2004 
by Michael Lacey and Jim Larkin, 
founders of Village Voice Media, as 
a competitor to Craigslist, another 
classified advertising website. Similar 
to Craigslist, Backpage permits users to 
post classified ads online that include 
both text and photographs. The website 
provides users with option to post ads 
for a variety of categories, including 
“automotive,” “rentals,” “dating,” and 
“jobs,” among others. The website 
also provided an “adult section” where 
users could post advertisements under 
subdivisions, such as “escorts,” “body 
rubs,” “strippers & strip clubs,” “dom 
& fetish,” and “male escorts,” among 
others. In 2010, Backpage saw a 
significant increase in traffic in the adult 
section of its website after Craigslist, 
facing pressure from both federal and 
state government authorities, shut down 
its sex advertising section.

After Craigslist halted sex ads on its 
website, Backpage was also confronted 
with a variety of legal challenges related 

to its adult content section. Challenges 
included law enforcement investigations 
into whether Backpage facilitated 
sex trafficking. California officials 
brought charges of pimping and money 
laundering against Backpage executives, 
and sex trafficking victims filed civil 
lawsuits against the company claiming 
that the website promoted the sexual 
exploitation of minors.

In June 2015, an Illinois sheriff 
attempted to cut off the website’s 
revenue stream. Cook County Sheriff 
Tom Dart sent letters to Visa and 
MasterCard demanding that the 
companies stop processing any credit 
card transactions made through 
Backpage’s website. In his letter, 
Sheriff Dart alleged that many of the 
credit card payments on the site were 
facilitating child sex trafficking and that 
the companies were legally obligated to 
refrain from processing them. Shortly 
after the letters were sent, both Visa 
and MasterCard stopped processing 
payments on Backpage’s website. 

Backpage later filed a complaint in 
the U.S. District Court for the Northern 
District of Illinois against Sheriff Dart 
seeking a preliminary injunction and 
a court order requiring the sheriff to 
retract his letter. Backpage argued 
that the sheriff’s letter to the credit 
card companies was an attempt by 
the government official to place an 
indirect prior restraint on Backpage’s 
speech. The U.S. District Court denied 
Backpage’s requests, which the 

company appealed to the U.S. Court of 
Appeals for the Seventh Circuit. 

In November 2015, a unanimous 
three-judge panel of the Seventh Circuit 
reversed the district court’s decision 
and granted Backpage’s request, 
holding that the Sheriff Dart’s actions 
amounted to government censorship 
of Constitutionally-protected speech. 
Backpage.com v. Dart, 807 F.3d 229 

(7th Cir. 2015). 
Specifically, the 
panel took issue 
with the fact that 
the sheriff’s letter 
demanded that 
the credit card 
companies cease 
the processing 
of payments for 
all transactions 
on Backpage’s 
website, not just 
illegal transactions. 
The panel also 
held that Sheriff 
Dart had used 
his position as a 
law enforcement 
authority to 
threaten Visa and 

MasterCard with possible legal action if 
they did not adhere to his demands. The 
panel wrote that Sheriff Dart’s actions 
ultimately resulted in the suppression 
of Backpage’s speech, violating the First 
Amendment because Backpage would 
eventually be forced to shut down 
without a steady revenue source from 
credit card transactions processed on 
its site. 

Pressure on Backpage from 
government authorities also began to 
increase in April 2015 when the U.S. 
Senate Homeland Security Permanent 
Subcommittee on Investigations 
(PSI) began investigating online sex 
trafficking. During the investigation, 
the subcommittee issued a subpoena 
to Backpage as well as to CEO Carl 
Ferrer in October 2015, ordering 
them to appear before the committee 
and to provide information about 
the company’s editorial and business 
practices. Ferrer refused to fully comply 
with the subpoena, arguing that both 
he and the company were entitled 
to withhold information because the 

“As the direct result of unconstitutional 
government censorship, Backpage.com 
has removed its Adult content section 
from the highly popular classified 
website, effective immediately. For years, 
the legal system protecting freedom of 
speech prevailed, but new government 
tactics, including pressuring credit card 
companies to cease doing business with 
Backpage, have left the company with no 
other choice but to remove the content 
in the United States.”

— Backpage press release
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subpoena would violate their First 
Amendment rights. In March 2016, 
the PSI requested an order from the 
U.S. District Court for the District of 
Columbia that would require Ferrer to 
comply with the subpoena. The federal 
district court granted the PSI’s request 
in August 2016. Senate Permanent 
Subcommittee on Investigations v. 
Ferrer, 2016 WL 4179289 (D.D.C. 2016). 
Ferrer later sought a stay of the order 
from the U.S. Supreme Court, which the 
Court denied. As a result, Ferrer was 
obligated to appear at a PSI committee 
hearing. Throughout all of the legal 
challenges that the company had faced, 
Backpage continuously denied that it 
had ever willingly assisted in online sex 
trafficking or the abuse of children. 

On Jan. 9, 2017, The Washington 
Post reported that Backpage announced 
that it would shutter its adult content 
section in the wake of the protracted 
legal battles it had faced. On January 9, 
Backpage added “censored” in red type 
under each of the subtopic links in the 
adult content section on its website. 
The Post reported that Backpage’s 
announcement came the same day 
that the PSI released a report alleging 
that Backpage had actively worked 
to conceal prostitution and child sex 
trafficking advertised on the website. 
Specifically, the report claimed that 
Backpage had edited and removed 
incriminating words and phrases from 
ads so that they did not appear to be 
advertising illegal sexual services. The 
PSI issued the report in advance of a 
January 10 committee hearing regarding 
Backpage’s practices and sex trafficking, 
according to the Post. The Associated 
Press (AP) reported on January 10 that 
Backpage executives refused to answer 
questions during the PSI’s committee 
hearing, invoking their Fifth Amendment 
rights against self-incrimination. 

In a January 9 press release 
accompanying the red “censored” links 
on its website, Backpage explained 
that it had closed its adult content 
section in response to government 
authorities’ actions. “As the direct 
result of unconstitutional government 
censorship, Backpage.com has removed 
its Adult content section from the 
highly popular classified website, 
effective immediately,” the company 
said in the press release. “For years, 
the legal system protecting freedom of 
speech prevailed, but new government 

tactics, including pressuring credit card 
companies to cease doing business 
with Backpage, have left the company 
with no other choice but to remove the 
content in the United States.” 

Reuters reported on January 10 
that Sens. Rob Portman (R-Ohio), PSI 
chairman, and Claire McCaskill (D-Mo.), 
the ranking minority member on the 
PSI, released a statement in response 
to Backpage’s announcement, denying 
that the committee had engaged in 
any censorship, according to Reuters. 
“Backpage’s response wasn’t to deny 
what we said. It was to shut down their 
site,” Sens. Portman and McCaskill 
said in the statement, according to 

Reuters. “That’s not ‘censorship’ — 
it’s validation of our findings.” In her 
opening statement during the January 
10 hearing, Sen. McCaskill further 
defended the committee’s actions, 
referencing several teenage girls who 
had been victims of sex trafficking 
after their abusers had posted ads on 
Backpage’s website. “These experiences 
remind us that this investigation is not 
about curbing the First Amendment 
rights of online platforms for speech 
— rights which are more important 
now than ever — or using the powers 
of the Subcommittee to target private 
actors engaged in unpopular conduct,” 
Sen. McCaskill said. “This investigation 
is about understanding how criminals 
systematically use online platforms to 
transform normal American teenagers 
into sex slaves.”

Backpage’s decision to close its 
adult content section split groups 
that advocate on behalf of victims of 
underage sex trafficking and other 
sex-related crimes. In its January 9 
press release, Backpage included a 
statement of support from Dr. Lois 

Lee, the founder and president of 
Children of the Night, which provides 
a national hotline and shelter program 
for underage victims of sex trafficking. 
“Backpage.com was a critical 
investigative tool depended on by 
America’s vice detectives and agents in 
the field to locate and recover missing 
children and to arrest and successfully 
prosecute the pimps who prostitute 
children,” Lee said in the statement. 
“The ability to search for and track 
potentially exploited children on a 
website and have the website bend 
over backwards to help and cooperate 
with police the way Backpage did was 
totally unique. It not only made law 

enforcement’s 
job easier, it 
made them much 
more effective at 
rescuing kids and 
convicting pimps.” 

However, other 
sex-trafficking 
victim advocacy 
groups praised 
the closure of 
Backpage’s 
adult content 
section, arguing 
that the ads only 
encouraged crimes 
against women 
and children. In 

a January 9 interview with Newsweek, 
Lori Cohen, the director of the Anti-
Trafficking Initiative at the Center 
for Battered Women’s Legal Services 
at Sanctuary for Families, said that 
pressure on Backpage was a key step 
to ending sex trafficking and disputed 
arguments that Backpage’s rights were 
being violated. “Stomping out the sexual 
exploitation of women and children 
requires shutting down the market in 
which vulnerable individuals are bought 
and sold with the click of a mouse,” 
Cohen told Newsweek. “The predatory 
sale of human beings for sex via the 
Internet is not speech; it is rape.” 

Free speech and digital rights 
advocates appeared to be more united 
in expressing concerns over Backpage’s 
decision, arguing that the government’s 
investigations into user-generated 
advertisements on Backpage’s website 
eventually led to self-censorship. In 
a January 10 statement, Center for 
Democracy & Technology (CDT) 
President and CEO Nuala O’Connor said 
that the government’s tactics targeting 
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“This issue is about far more than just 
one company or one form of speech; 
it’s about protecting the right of all 
Americans to freely express themselves 
online and to find platforms for their 
constitutionally protected speech. This 
is an important reminder that our online 
freedoms remain under threat.”

— Nuala O’Connor,
Center for Democracy & Technology President 

and CEO 



Backpage should raise concerns for 
all online speech. “This issue is about 
far more than just one company or one 
form of speech; it’s about protecting the 
right of all Americans to freely express 
themselves online and to find platforms 
for their constitutionally protected 
speech. This is an important reminder 
that our online freedoms remain under 
threat,” O’Connor said in the statement. 
“While the fundamental legal framework 
protecting free speech remains strong, 
too often we see government officials 
attempt to circumvent these protections 
to achieve their censorship goals.” 

In a January 12 post on the Electronic 
Frontier Foundation’s (EFF) Deeplinks 
blog, EFF Staff Attorney Sophia 
Cope argued that Section 230 of the 
Communications Decency Act (CDA), 
47 USC § 230, granted Backpage 
protection from the accusations that 
government officials had leveled against 

the company. She also argued that 
comments during the PSI’s January 9 
hearing should raise concerns about 
Section 230 protections, which provides 
website operators with immunity from 
liability for content that users post 
on the site. “During the PSI hearing 
senators expressed their disdain for 
Backpage’s reliance on Section 230 
and the First Amendment.. . . Most 
disturbing during the hearing, Chairman 
Portman said that the committee will 
explore ‘legislative remedies’ to address 
the problem of online sex trafficking. 
This surely means a weakening of 
Section 230 protection for Internet 
intermediaries, which EFF strongly 
opposes,” Cope wrote. “Congress 
already passed the SAVE Act in 2015, 
which amended the federal criminal 
statute on sex trafficking to include 
anyone involved in advertising sex 
trafficking. This amendment was 
specifically meant to target online 

platforms that host ads posted by third 
parties, and strip those platforms of 
Section 230 protection since the statute 
does not provide immunity against 
federal criminal charges. Any changes 
to Section 230 itself, to make it easier to 
impose liability on companies for user-
generated content, would be devastating 
to the web as we know it — as a thriving 
online metropolis of free speech and 
innovation.” 

As the Bulletin went to press, 
Backpage had not re-opened the adult 
content section of its website, and 
the PSI had not released any further 
information about its investigations of 
Backpage. 

Silha Center Spring Forum Addresses Ethical 
Challenges Related to Fake News

O
n April 24, 2017, more 
than 100 community 
members, journalists, 
journalism students, and 
professors gathered at 

the 2017 Silha Center Spring Forum 
titled “Making News or Faking News? 
Ethical Journalism in a Post-Truth 

Era” to discuss 
the proliferation 
of “fake news,” 
— false and 
misleading content 

meant to appear as a legitimate news 
story that circulates on social media 
and Internet websites in general. The 
forum, which was hosted by the Silha 
Center for the Study of Media Ethics 
and Law and the Minnesota Pro Society 
of Professional Journalists (SPJ), 
featured Joshua Gillin, staff writer for 
PolitiFact, PunditFact, and the Tampa 
Bay Times, as well as four panelists 
from diverse journalistic backgrounds, 
including: Leila Brammer, professor 
and chair in Communications Studies 
at Gustavus Adolphus College; Sarah 
Bauer Jackson, program director for the 
Minnesota Newspaper Association and 
former director of the Minnesota News 
Council; Brian Lambert, media columnist 
for MinnPost; and Ricardo Lopez, 
political reporter at the Minneapolis 

Star Tribune. Both Gillin and the 
panelists considered issues such as 
why some members of the public are 
susceptible to misleading stories found 
online, possible ways of combatting the 
dissemination of false information, and 
ways to convince the public that there is 
value in quality journalism and the First 
Amendment. 

The term “fake news” gained national 
prominence during the run up to, and 
after, the 2016 presidential election. On 
Nov. 3, 2016, Buzzfeed reported that 
websites producing false and misleading 
news stories had become increasingly 

common over the course of the election, 
and many of the fake news websites 
were hosted outside the United States, 
such as in the former Yugoslav Republic 
of Macedonia. Following the Nov. 8, 
2016 election, some observers argued 
that the availability of fake news on 
Facebook played an important role in 
Donald Trump’s victory over Hillary 

Clinton. Although 
fake news was 
not limited to 
Facebook, the 
social media 
giant was the 
main target of 
many critics who 
argued that the 
company had not 
properly handled 
the proliferation of 
false news on its 
platform during the 
final months before 
the presidential 
election. Initially, 
Facebook 

CEO Mark Zuckerberg pushed back 
against claims that fake news on the 
site had any impact on the election. 
However, Zuckerberg later conceded 
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“There are some [websites] that will 
share these stories that are completely 
made up or are at least spun so much 
that they don’t make any sense, they’re 
indefensible statements.. . . There’s a 
big difference between [fake news and] 
news being wrong, having a source that 
tells you the wrong thing, or having an 
anonymous source.”

— Joshua Gillin,
PolitiFact staff writer

SILHA CENTER 
EVENTS
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in a November 12 post on his public 
Facebook page that false information 
had spread rapidly on the social media 
site prior to the election, and that he did 
not “want any hoaxes on Facebook.” 
(For more information on fake news’ 
impact on the 2016 election and 
criticism against Facebook’s approach 
to fake news, see “Facebook Confronts 
Questions, Criticisms over News 
Distribution, Censorship and ‘Fake 
News’ Influencing Election” in the Fall 
2016 issue of the Silha Bulletin.)

On Nov. 18, 2016, Zuckerberg 
published a post on his public Facebook 
page explaining several ways in which 
Facebook would seek to address the 
prevalence of fake news on its site, 
including a ban on advertising false 
and misleading content that was 
connected to fake news websites. That 
same day, Google announced that it 
was taking similar steps to address 
fake news. On December 15, Nieman 
Lab, a publication of the Nieman 
Journalism Lab at Harvard University, 
reported that Facebook had partnered 
with fact-checkers, including Snopes, 
FactCheck.org, and PolitiFact, as 
well as news organizations, including 
the Associated Press (AP) and ABC 
News, to find ways to further address 
fake news. Additionally, Nieman Lab 
reported that Facebook would begin 
allowing users to mark stories as fake 
by clicking on the existing “Report 
Post” option next to every story. USA 
Today reported on March 6, 2017 that 
news articles flagged by multiple users 
or by Facebook’s software would 
be sent to third-party fact-checking 
organizations. According to a March 
5, 2017 story by Forbes, when a news 
story appears on a Facebook user’s 
News Feed, an alert, also known as a 
“tag,” appears if the story was disputed 
by at least two news organizations or 
fact-checkers. For example, an alert 
may read “Disputed by Snopes.com and 
PolitiFact.” Salon reported on April 23, 
2017 that Google had made a similar 
change. News stories appearing in 
Google News search results that were 
previously reviewed by fact-checking 
organizations, such as PolitiFact and 
Snopes, include a tag saying “fact 
check by . . . ” and a link to the fact-
checking site that reviewed the story. 
Some general search results will also 
include the tag if the specific claim 
was reviewed by a fact-checking 

organization. For example, if a user 
searches “27 million people enslaved,” 
the top result shows the actual claim, 
that it had been made by Sen. Bob 
Corker (R-TN), and that PolitiFact 
concluded that the claim was “mostly 
true,” as well as providing a link to 
PolitiFact’s story, according to CNBC 
on April 7. Bloomberg reported on 
April 25 that Google also changed its 
algorithm to demote misleading, false, 
and offensive articles. 

Despite these attempts to combat the 
dissemination of false and misleading 
content, the phenomenon of fake news 

continues to raise ethical questions 
for social media sites, search engines, 
journalists, and the public. During the 
2017 Silha Center Spring Forum, Gillin 
and the four panelists addressed several 
of these ethical questions that various 
media actors must confront. To begin 
the forum, Gillin first described the 
phenomenon of fake news. “There are 
some [websites] that will share these 
stories that are completely made up or 
are at least spun so much that they don’t 
make any sense, they’re indefensible 
statements,” Gillin said. PolitiFact 
defines fake news as being created “for 
the purposes of profit, to change the 
tenor of a conversation, . . . [or because] 
people do it for fun, they think it’s a 
joke,” and can include “a statement,” “a 
news story,” or “a headline.” Gillin noted 
that an evolving definition of fake news 
was important because the term is often 
misused to describe reporting mistakes. 
He explained, “There’s a big difference 
between [fake news and] news being 
wrong, having a source that tells you the 
wrong thing, or having an anonymous 
source.” 

Gillin also maintained that although 
fake news had received increased 
attention over the course of the last 
two years, the concept of publishing 
deliberately false information in the 

form of a news story has existed for 
decades, if not centuries. “Fake news is 
not new. You might see a lot of stories 
like that say ‘Fake news has taken over’ 
[or] ‘fake news ruined my life,’” Gillin 
said. “[But] as long as there’s been 
news, there’s been people lying about 
news.” Gillin provided the example of 
presidential election in 1800 between 
John Adams and Thomas Jefferson in 
which the Democratic-Republican Party 
published a story claiming Adams was 
a hermaphrodite, while the Federalist 
Party responded by publishing stories 
claiming Jefferson was dead. Gillin 

explained that the 
political parties’ 
stories about 
the opposing 
candidate 
published in 1800 
demonstrated a 
similar approach to 
the “unbelievable 
statements [and] 
unbelievable 
things” seen in 
modern fake news 
stories. Gillin also 
showed an image 

of “Bat Boy,” a young boy with bat-like 
features that appeared in the tabloid 
Weekly World News in the early 1990s, 
as another example of fake news that 
had existed prior to the recent attention 
given to the phenomenon in the wake of 
the 2016 presidential election.

Following Gillin’s presentation, Jane 
Kirtley, Silha Center Director and Silha 
Professor of Media Ethics and Law, 
posed a series of questions to the panel, 
the first of which asked why some 
members of the public seem highly 
susceptible to fake news. Lambert first 
suggested that a “social brain” theory 
might provide an explanation. Lambert 
explained that the theory, developed by 
University of California, Los Angeles 
neuroscientist Matthew D. Lieberman, 
posits that individuals may develop a 
sense of community from sharing fake 
news stories or information, and he 
noted that the feeling is more powerful 
that any “empirical, rational thing.” 

Lambert also suggested that 
confirmation bias, the tendency for an 
individual to search for and interpret 
information in a way that confirms 
his or her preexisting beliefs, was a 
possible reason members of the public 
believed fake news. However, Lopez 
argued that rapidly changing technology 
and new avenues to find news 
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Forum, continued from page 49

“Everybody now can turn to Facebook 
and self-select what they want to 
see or self-publish. I think a lot of the 
dissatisfaction by certain people with 
institutions and the media is driven by 
the fact that they’re not reflecting what 
they believe is their truth.”

— Ricardo Lopez,
Minneapolis Star Tribune political reporter



information could explain the fake news 
phenomenon. “[Fake news] is the result 
of democratization that technology has 
brought,” Lopez said. “Everybody now 
can turn to Facebook and self-select 
what they want to see or self-publish. 
I think a lot of the dissatisfaction by 
certain people with institutions and the 
media is driven by the fact that they’re 
not reflecting what they believe is their 
truth.”

Kirtley then asked the panel about 
possible ways that news media and 
the public could address and manage 
the proliferation of fake news. Lopez 
observed that members of the public 
often appeared to lack media literacy, 
noting that many people “don’t 
understand how [reporters] go about 
gathering the news” or “don’t know how 
newspapers work.” Jackson suggested 
that one step toward greater media 
literacy would be if news organizations 
made efforts to demystify the news 
process. “I think a lot of confusion . . . 
stems from the fact that people don’t 
understand the process, they don’t 
understand that the editorial page is 
separate from the front page, they 
don’t understand that the advertising 
department is in a different side of the 
building and is not connected to the 
coverage on the front page,” Jackson 
said. Similarly, Lopez argued that 
building trust between journalists and 
the public, as well as demystifying the 
news process, was important in order 
to “get people to think [that] in this era 
of fake news, there are still legitimate 
journalists who care about coverage of 
their communities.”  

Brammer added that news 
organizations should “peel back the 
curtain” of how they report a story, how 
they vet it, and other steps taken in the 
news gathering and reporting processes 
in order to help the public understand 
the practices involved in reporting the 
news. Brammer suggested that in an 
ideal world, a news organization could 
include “a feature in the newspaper 
once a week peeling back the layers 
of something that is absurd news.” 
Jackson also suggested that there 
should be an increased effort to teach 
media literacy starting in elementary 
school or in high school in order to 
“[help] build trust in the final product.” 
Brammer agreed, arguing that society 
“need[s] to do a better job in the schools 
on information and media 
literacy.. . . We could start building 
curricular components that we could 

share with teachers across the state.”  
Each panelist, as well as Gillin, also 

agreed that trying to convert individuals 
who willingly believe fake news stories 
or have maintained extremely negative 
views of the press because their minds 
are already decided is challenging. 
Lopez discussed how the “level of 
discourse has gotten really ugly” in 
the context of discussion of political 
issues. He observed that “the folks who 
are going to make the loudest noise 
are not necessarily the ones who are 
reading and absorbing what you are 
writing.” Instead, Lopez said that he 

tries to target “decision-makers” with 
his stories because they are people 
who are more likely to be critical of 
fake news and can be swayed that 
many news organizations still provide 
the public with legitimate reporting 
and news. Brammer noted that even 
in situations when you try to convince 
someone that the fake news that he or 
she believes is inaccurate, the person is 
more likely to “double down believing 
it [rather] than actually change.” Gillin 
also added that some people may 
have understandable reasons for their 
skepticism of mainstream news outlets, 
explaining that “the people who voted 
for the Trump administration are largely 
a segment of the population that . . . 
don’t trust the news, they don’t trust 
any of the establishment because the 
establishment has not worked for 
them.” 

Lambert suggested that trying 
to convince people that some news 
stories were fake was a “waste of time.” 
Rather, he argued that the best way for 
journalists to confront the fake news 
phenomenon was to focus on their own 
jobs. “All journalists can do is control 
what they can control, which is how 
we report the news,” Lambert said. He 
added that journalists should “make 
a more concerted effort to assert the 
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truth,” meaning that they should tell the 
public when information is inaccurate, 
such as identifying politicians’ false 
statements or adding words such as 
“liar” or “lying” to headlines when 
necessary.

During the final portion of the 
forum, Gillin and the panel addressed 
questions from the audience. One 
audience member asked the panel 
about what types of strategies could be 
used to convince the public that quality 
journalism and the First Amendment 
were “good things” for society. Lopez 
suggested that the best approach 

required “bringing 
a spotlight on 
the value of 
journalism.” 
Additionally, 
Lopez said that 
journalists need to 
think about how 
to bring in new 
readers or viewers 
by making their 
work relevant to a 
larger amount of 
people by focusing 
on topics or issues 

that “people care about.” Similarly, 
Lambert argued that news organizations 
need to figure out how to answer the 
question of “what do people want and 
expect” in the face of dwindling staffs 
and resources. 

Gillin concluded the forum 
by suggesting that the fake news 
phenomenon was not an issue that 
will simply go away. “We should keep 
in mind that with this fake news issue, 
this is just kinda the tip of the iceberg,” 
Gillin said. “We are all trying to figure 
it out. But I would like everybody 
to take away from this that trying to 
figure it out and . . . discussing possible 
solutions . . . doesn’t mean [fake news] 
is going to go away.” Gillin called upon 
everyone, including those in attendance, 
to be part of “the struggle” figuring out 
fake news. “It’s incumbent upon all of 
you to make sure you understand what 
you’re consuming,” he said.

Silha Center sponsorship of the 
event was made possible by a generous 
endowment from the late Otto Silha and 
his wife, Helen.

“[Society] need[s] to do a better job in 
the schools on information and media 
literacy.. . . [Academics] could start 
building curricular components that we 
could share with teachers across the 
state.”

— Leila Brammer,
Gustavus Adolphus College Department of 
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Save the date!

October 2, 2017 • 7:30 p.m.
Cowles Auditorium

University of Minnesota, Twin Cities Campus

The 32nd Annual Silha Lecture will feature David McCraw, Deputy 
General Counsel of The New York Times. McCraw’s October 2016 
letter to Donald Trump’s attorney defending the Times’ right to 
publish went viral, and was read by more than two million people. 
McCraw is among the nation’s most prolific litigators of freedom of 
information cases. In 2010, the New York City Bar awarded McCraw 
its Cyrus Vance Award for his international pro bono work on behalf 
of free expression. He is an adjunct professor at the NYU Law School. 

David McCraw

“Making Media Law Great Again: 
The First Amendment in the Time of Trump”


