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Abstract 

The spin transfer torque based magnetic random access memory (STT-

MRAM) is a promising candidate as a potential SRAM replacement with impressive 

characteristics like non-volatility, zero leakage power, scalability, density and 

CMOS process compatibility, however it suffers from very high write current 

density. With ongoing scaling in MTJ, storage element of STT-MRAM, its very thin 

dielectric is subjected to very high stress raising reliability concerns amongst 

designers. The reliability of STT-MRAM is worsened as only worst case – highest 

voltage stress is considered for reliability estimation though multi-voltage domain 

is used for read and writes operation forcing designers to use slower clocks and 

lower voltages to meet lifetime criteria. In this work, we present a methodology 

which estimates reliability of MTJ based on device’s Time Dependent Device 

Breakdown (TDDB) measurements considering circuit design parameters and 

architectural access patterns as design inputs. This methodology enables 

designers to estimate time dependent device failure probability and performance 

tradeoffs for generic and application specific designs. The effective Weibull 

distribution is predicted considering the stress due to multiple voltage’s contributing 

stresses. A L2 cache reliability analysis is presented using Gem5 simulator to 

generate access patterns. The developed model is easily upgradable with 

technology scaling and can be extended to any device with its measured TDDB 

data.  
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I. Introduction 

As technology scaling is nearing to a standstill, there is inevitable demand 

for newer technology to replace existing memory technology.  Furthermore as the 

technology scales down, transistors become more leaky leading to higher leakage 

current and thus higher leakage power. The power and scalability issues in 

semiconductor based transistor technologies would eventually force us to migrate 

to newer technologies. First let us have overview of the hierarchy of existing 

memory technology with typical performance and capacity requirements.  

Hard Disk Drive

Main Memory

Level 3 Cache

Level 2 Cache

Level 1

Cache

Fastest Speed,

Higher Cost

Increasing

Capacity

Off Chip

On Chip

Magnetic

/SSD

SRAM

SRAM/

eDRAM

DRAM

 

Figure 1 Hierarchy of Existing Memory Technology 

The on-chip memory usually called as caches is divided into 3 parts with 

increasing capacity to boost the performance of the microprocessor, and generally 
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designed using static random access memory (SRAM). Although embedded 

DRAM based caches are used as SRAM replacement in lower level caches 

especially in L3 [1]. The off chip memory has two stages, ‘Main Memory’ which is 

designed using dynamic random access memory (DRAM) and the hard disk drive 

which is made of ferromagnetic materials. For high performance computing, the 

magnetic hard disk drives are being replaced by Flash memory also called as solid 

state drive (SSD).  

All these existing memory technologies are greatly challenged with scaling 

especially SRAM with increasing leakage at each technology node resulting in high 

power consumption. Additionally as the capacity of SRAM is increased, delays 

increases creating a memory performance bottleneck which limits system 

performance. Although embedded DRAM based caches are used as SRAM 

replacement in lower level caches especially in L3 [1], it will also suffer with 

technology scaling as it also requires an ultra-low leakage access transistor. 

Moreover a complex capacitor fabrication process is required for fabrication of on-

chip capacitors. It also suffers from destructive read operation, and necessity of 

refresh operation affecting microprocessors performance and power. The flash 

memory experiences limited endurance, high write power, very slow write speed, 

multi-level cells & aggressive scaling leading to reduced performance and 

necessity of complicated controller. 

The two most promising technologies that pose a challenge to SRAM & e-

DRAM are Spin Transfer Torque Random Access Memory (STT-RAM) and Phase 
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Change Memory (PCM) also called as PRAM. STT-MRAM is an evolving memory 

technology by which is often coined as Universal memory by Grandis Inc. The 

following table compares the existing memory technology with the proposed new 

memory alternatives.  

 

Table 1 Memory Technology Comparison 

 The key points that make STT-RAM Memory Technology a strong contender 

for replacing currently used SRAM based caches are  

1. Extremely low leakage power.  

2. Higher density that SRAM. (about 4x times) [2]  

3. Comparable read and write speed with that of SRAM.  

4. High endurance and non-volatility property. 

5. Compatibility with existing CMOS process technology.  
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PCM on the other hand has a longer read and write latencies more than that of 

DRAM and also a limited write endurance (approximately 108~109 ) [3] when 

compared to 1015 for STTRAM [4]. Also even though PCM is denser than STT-

RAM, the latter’s compatibility with CMOS technology makes an attractive option. 

Given these trade-offs PCM seems to be a better alternative for main memory [5]; 

whereas STT-RAM appears to be an attractive option for caches.  

In spite of this, STT-MRAM suffers from high energy associated with its write 

operation. This is the major limiting factor for achieving better performance than 

SRAM memory technology. The high voltage/current required for STT-MRAM to 

switch its state imposes the performance & reliability concerns amongst designers. 

This concern is further amplified with scaling of Magnetic Tunneling Junction (MTJ) 

which is the storage element of STT-MRAM bit-cell. This reliability concern is 

worsened as designer use highest designed voltage stress to estimate failures 

even in multi-voltage domains which results in lower voltages for design reducing 

operating frequencies. In this paper, we present a methodology to estimate 

reliability under multi-voltage domain stress and simulated improvements are 

shown. This method estimates reliability using device’s time dependent breakdown 

measurements, circuit design parameters and architectural access heat map.  We 

have analyzed L2 cache profile using Gem5 simulator for reliability as a case study 

to show improvements in reliability using our methodology.  

This paper is organized as follows. In section II we first discuss the basics of 

MTJ, spin transfer torque switching and 1T-1MTJ STT-MRAM cell and necessity 
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of reliability analysis for MTJ. In the next section III physics behind time dependent 

device breakdown is discussed and in the section IV, we analyze relation between 

TDDB and Weibull distribution. We also define Weibull distribution’s parameter for 

TDDB analysis. Section V shows measurements results from [13] to use it as input 

to for Voltage-Power law model.  In section VI and VII, the methodology to find 

reliability or failure probability for multiple voltage stresses is discussed and the 

results are shown with predicted results. In section VIII, we apply our methodology 

to L2 cache analysis. To obtain real time stress data, we have used Gem5 

simulator and then processed data to obtain access heat-maps for L2 cache and 

using model its failure probabilities are presented.  
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II. Basics of STT-MRAM 

SL
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Free Layer

 
Figure 2 STT-MRAM bit-cell 

A STT-MRAM cell consists of access transistor and Magnetic Tunneling 

Junction (MTJ) as shown in figure above. The access transistor is typically NMOS. 

The magnetic tunneling junction is the storage element. As shown in above figure, 

it consists of 3 layers.  

1. Free magnetic layer 

2. Fixed magnetic layer 

3. Tunneling barrier  

The fixed layer is also called as pinned layer as it has fixed magnetic 

orientation. Its magnetic orientation is hardened while manufacturing. On the other 

hand, free layer can have either magnetic orientation. This difference between the 

two orientations of free layer and fixed layer creates a change of resistance of MTJ. 

A thin MgO based tunneling barrier is used to isolate the two layers.  



 

 7 

The magnetic tunneling junction is a non-volatile device that stores a bit 

depending upon relative magnetic orientation of the two layers. A bit is stored as 

change of resistance of MTJ cell either low resistance signifying logic ‘0’ or high 

resistance state signifying logic ‘1’.  When the magnetic orientation of two layers is 

parallel to each other, resistance is low whereas when the two layers are opposite 

i.e. anti-parallel to each other, the resistance is high. This change of resistance of 

MTJ allows us to use it as a memory device. The free layer’s magnetization can 

be changed by application of spin polarized current. For switching a current 

exceeding a threshold needs to be applied for a certain amount of time for 

achieving a stable, parallel or anti-parallel orientation of MTJ. Let us discuss the 

switching of magnetic tunneling junction [6]  
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Figure 3 Anti-Parallel to Parallel Switching 
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Let us first discuss writing logic ‘0’ to MTJ. Let us assume that MTJ is in anti-

parallel state and we need to write 0 i.e. to change its state from anti-parallel to 

parallel. To do so, we must apply positive voltage to free layer with respect to fixed 

layer. The conventional flow of current is from free layer to fixed layer. However, 

the electrons flow from fixed layer to free layer. The flow of electrons consists of 

electrons with both parallel and anti-parallel spin orientations.  The fixed layer will 

only allow electrons with same magnetic orientation to pass through. The electrons 

with opposite spins are reflected back. These spin polarized electrons are tunneled 

through tunneling barrier and this spin polarized current exerts angular momentum 

on the magnetic orientation of free layer. If the current density is high enough to 

exert enough spin torque on the thin free magnetic layer, the free layer will change 

its orientation to align itself with the orientation of spin polarized electrons.   In this 

case, since the electrons are passed through thicker layer with fixed magnetic 

orientation, they will exert a torque on free layer to align to in parallel to fixed layer.  

When enough current density is applied for specific time, this spin torque will 

change state of free layer from anti-parallel to parallel with respect to fixed layer; 

writing a logic ‘0’.  
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Figure 4 Parallel to Anti-Parallel Switching 

The mechanism behind writing logic ‘1’ to magnetic tunneling junction is 

very similar to writing 0. The magnetic tunneling junction signifies logic ‘1’ when 

the fixed layer and free layer are in anti-parallel orientation to each other. Let us 

assume that MTJ is in parallel state i.e. logic ‘0’ state. To write logic ‘1’ to MTJ, we 

should apply positive voltage to fixed layer with respect to free layer. The 

conventional flow of current is from fixed layer to free layer. However, the electrons 

flow from free layer to fixed layer.  The free layer will allow all electrons to pass 

through. The fixed layer will only allow electrons with same spin orientation to pass 

through it reflecting electrons with opposite spin. These reflected spin polarized 

electrons are tunneled through tunneling barrier and this spin polarized current 

exerts angular momentum on the magnetic orientation of free layer. If the current 

density is high enough to exert enough spin torque on the thin free magnetic layer, 

the free layer will change its orientation to align itself with the orientation of spin 
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polarized electrons.  Note that, in this case spin polarized electrons have opposite 

spin orientation with respect to fixed layer. When enough current density is applied 

for specific time, this spin torque will change state of free layer from parallel to anti-

parallel to fixed layer; writing a logic ‘1’. 

To read the data stored in MTJ using voltage sensing method, we apply a 

small current to the bit line and measure the voltage at bit line keeping access 

transistor on and source line is grounded. The amount of time for which access 

transistor is on should be less than critical switching time required for the applied 

read current to avoid data flip causing error.  

Let us now discuss about the relation between pulse widths: time for which 

voltage is applied or current is passed through MTJ and critical switching current. 

The following graph illustrates the general relationship between pulse width and 

critical current density required for MTJ to switch its state. 
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Figure 5 Critical Switching Current Density vs. Pulse Width [7] [8] 

The relation between the current pulse width and critical current density is 

divided into 3 regions.  

1. Pulse Width > 10ns : Thermal Activation region 

2. Pulse Width 3ns ~ 10 ns: Dynamic Reversal  

3. Pulse Width < 3ns: Precessional Switching. 

In thermal activation region, the critical switching current is linearly proportional 

to pulse width. In precessional switching, the relation between the two is 

exponential. Due to this exponential relation; at very small pulse widths (<10ns), 

the current density required by MTJ for switching is very high. In the dynamic 

reversal region, as we reduce the pulse width, the precessional switching begins 
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to dominate the MTJ’s critical switching current density. In the above figure, we 

have normalized the critical current density required for switching to JC0: critical 

switching current density at 1ns.  JC0 is found by extrapolating line defining relation 

in thermal activation region to pulse width of 1ns. The read and write current are 

designed using above the relationships at the required pulse width. We are mainly 

interested in precessional switching region as performance is key factor for the 

design of cache. Because of the higher current/voltage requirements for switching 

in this region, the thin tunneling barrier is subjected to high stress which results in 

time dependent device breakdown. 
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III. Basics of Time Dependent Device 

Breakdown 

It is widely accepted that the main reason for time dependent device 

breakdown of oxide is due to degradation of oxide under very high voltage stress, 

electric field strength and variation in thickness of oxide. We will use formation of 

percolation path to explain the TDDB in MTJ.  
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Figure 6 Formation of traps in oxide due to high stress 

The MTJ’s oxide barrier is subjected to very high voltage stress which leads 

to formation of oxide traps in the tunneling barrier which is usually fabricated using 

Magnesium Oxide (MgO). This thin oxide layer (~ 1nm) under high stress voltage 

is prone to defects generation or trap generations. The variation in oxide thickness, 

impurities in oxide, ongoing scaling also accelerates to the process of trap 

formation earlier in the lifetime of oxide. These traps formation is a probabilistic 
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phenomenon and can form anytime when the voltage stress is applied. The 

formation of percolation traps are uncorrelated and independent of pre-existing 

traps in the oxide.  This process of trap formation is non-reversible process i.e. 

once traps are formed within dielectric, there is no recovery. These traps eventually 

overlap with each other forming a conductive path between the two layers, 

decreasing the effective resistance of MTJ. We can represent of formation of 

percolation path as a resistance in parallel to MTJ’s tunneling resistance as shown 

in the figure below.  

Conductive 

path

Trap Fixed Layer

Free Layer

Fixed Layer

Free Layer

 RBD

 

Figure 7 Percolation resistance 

After soft breakdown, the tunneling resistance of MTJ is reduced and the 

overall resistance of MTJ is equivalent to REFFECTIVE = RMTJ || RBD [9]. After 

breakdown some part of the designed read and write current flows through 

percolation path thus reducing read and write margins respectively.  Eventually 

with aging, due to increased number of percolation paths between free layer and 

fixed layer; the current passing through MTJ itself is less than critical switching 

current required at the designed pulse width, which leads to total device failure 
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which is also coined as hard breakdown. The overall failure of a device from SBD 

to HBD can be summarized into following diagram.  

 

Figure 8 Device Failure from SBD to HBD [10] 

Aforesaid this time dependent device breakdown is a probabilistic 

phenomenon and it can be statistically modeled using Weibull distribution with time 

to breakdown as random variable [9]. The Weibull distribution is widely used to 

model lifetime analysis due to its versatility as based on values of its parameters 

Weibull distribution is able to model lifetimes and failure rates for majority of 

systems comprising of infant mortality, constant failure rate and failures due to 

aging.  
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IV. Basics of Weibull distribution 

 

Figure 9 Weibull Distribution CDF Plot 

The Weibull distribution’s cumulative distribution function (CDF) [11] is defined as  

F(TStress)= 1- exp (- (
TStress

TBD63%

)

β

) 

Reliability is defined as  

F(TStress)= 1-F(TStress)= exp (- (
TStress

TBD63%

)

β

)   

Where,  

Time to breakdown for 63% failure: TBD63% = scale parameter  

β = shape parameter or slope of Weibull distribution.  

The shape parameter β defines the failure rate of Weibull distribution.  
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 β<1: the failure rate decreases with time. 

 β=1: failure rate remains constant with time. 

 β>1: failure rate increases with time.  

The scale parameter of Weibull distribution defines the spread of probability 

distribution function. Changing value of TBD63% keeping β constant will either 

stretch or shrink the probability distribution function of Weibull distribution.  

This Weibull distribution is used to statistically model the measurement results 

of TDDB data for the devices. From aforementioned theory, we know that the slope 

of Weibull distribution in probability plot is β. Thus, we can easily extract the slope 

parameter of Weibull distribution from measurements. From [12] we know that 

slope of Weibull parameter depends upon oxide thickness, process variation and 

it is independent of voltage. The shape parameter TBD63% is always equal to time 

to breakdown for 63.2% failure probability of the device. Thus, we can extract the 

shape and scale parameter of the Weibull distribution of TDDB measurement data.  

We generally plot the linearized version of Weibull distribution as shown in the 

figure below. We have also added the equivalent failure probabilities for easier 

understanding.  
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Figure 10 Weibull Plot 

The y-axis is linearized cumulative distribution function of Weibull distribution.  

ln(- ln(1-F(TStress)) = β(ln(TStress) - ln(TBD63%)) 

We can easily extract slope and scale parameter from this Weibull plot as 

shown in the figure. In the subsequent discussion, we will be using Weibull plot to 

discuss the results.  
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V. TDDB Measurement Results for MTJ 

We have used time dependent device breakdown data from Yoshida et al 

[13]. The authors have applied a magnetic field to take TDDB measurements to 

avoid any switching of MTJ due to application of stress current or stress voltage. 

The parameters of the devices used for TDDB measurements in the paper were:  

• MTJ Anisotropy: In-Plane[1] 

• MTJ’s Dimension: 100nm x 200nm[1] 

• RA = 14.3 Ωμm2[1] 

• RP = 715Ω  RAP = 1587.3Ω  

• TMR = 122%[1] 

Using scaling trends from [7], we have the following critical currents used to decide 

read and write voltage in further analysis.   

• IC0= 483.74μA for P to AP transition 

• IC0= 338.71μA for AP to P transition 

Here is the snapshot of measurement results from the IRPS paper [13]  
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Figure 11 Measurement Results 

To obtain Time to breakdown for 63% failure, we find out corresponding 

breakdown time for all measurements results at ln(-ln(1-F)) = 0 which corresponds 

to 63.2% failure probability which is also scale parameter.  

The shape parameter, time to breakdown for 63% failure is summarized in the 

table below: 

Voltage TBD63% 

1.2 0.09 

1.1 8 

1.0 1250 

Table 2 Measured Voltage vs. Time to Breakdown for 63% failure 
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As discussed earlier, slope of Weibull distribution for TDDB in independent 

of applied voltage [12]. The variation observed in slope of Weibull distribution is 

because of the variation in oxide thickness and process variations while 

fabrication.  

Thus, we will use RMS value of slope parameter β in our analysis.  

β= √
β

1.2

2
+β

1.1

2
+β

1.0

2

3
=2.1756 

Therefore we now have both shape parameter and scale parameter for TDDB 

Weibull distribution. Thus, we can regenerate Weibull distribution from these 

parameters using stress time such that we get failure percentage from 0% to 

100%. The simulated Weibull curve for TDDB measurement data is shown in the 

figure below.  
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Figure 12 Simulated TDDB Measurements 
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We can use above measurement results to estimate lifetime of MTJ. 

However, for most of time the actual designed voltage is different. This TDDB data 

can be used to predict time to 63% failure for voltages. The relation between time 

to 63% failure and voltage can be given by voltage power law [14].  

Using voltage power law model,  

TBD63=a*V
-N

 

Where, 

TBD63 = Time to 63% failure 

a = Process Parameter 

N = Voltage Acceleration Factor.  

Using MATLAB’s curve fitting toolbox and data from table 2, we have found fitting 

parameters ‘a’ and ‘N’. Following are the results obtained from MATLAB.  

‘General model: 

f(x) = a*(x^(-b)) 

Coefficients (with 95% confidence bounds): 

a =        1250  (1250, 1250) 

b =          53  (52.82, 53.18) 

Goodness of fit: 

SSE: 0.0001105 

R-square: 1 

Adjusted R-square: 1 

RMSE: 0.01051’ 
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Thus the voltage power law model will yield us following equation.  

TBD63=a*V
-N

 

Where,  

Process dependent parameter, a=1250 

And Voltage acceleration factor, N=53.  

We have plotted the above voltage power law model’s equation in the figure below.  
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Figure 13 Voltage Power Law Model 

Using this Voltage Power Law model, we can find TBD63 – Time to 

breakdown for 63% failure for any designed voltage. Thus, we now have scale 

parameter TBD63% and slope of Weibull distribution which is independent of applied 

voltage thus constant in our analysis. Using these two parameters, we are now 
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able to find failure probabilities for designed stress voltage with stress time as 

input.   
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VI. Effective Weibull Distribution 
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Figure 14 Read & Write Pulse 

The voltage power law model will enable us to find failure probabilities for 

any designed stress voltage. In practical designs, we use different voltages for 

read and write as well as different pulse widths can be used for read and write 

operations. To estimate reliability in multi-voltage domain is difficult. The one and 

the most used option is to estimate worst case reliability of the design using the 

higher stress voltage. For MTJ, write voltage is higher than read voltage. Thus the 

worst case reliability will be estimated using write stress only for the combined 

stress input of read and write. However, for generic applications the number of 

reads are more than number of writes in microprocessors. Thus, the worst case 
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reliability estimation will force designers to use lower voltages and slower clocks 

to meet the lifetime criteria. Thus, a methodology to find out effective Weibull 

distribution considering multiple voltage stress profile needs to be developed which 

will enable us predict device failure rates under multiple voltages domains.  

TStress: Stress Time (sec)
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Figure 15 Worst Case Failure Probability 
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VII. Estimation of Effective Weibull 

Distribution  

To estimate effective Weibull distribution, we use any voltage as a reference 

voltage and map all the designed voltage stresses to the referenced voltage and 

find the effective stress time as input to the referenced voltage’s TDDB 

measurement results. The effective stress time is the total combined effective 

stress of all designed voltage levels.  

Let us discuss how to convert stress time for stress voltage to effective 

stress time for the referenced voltage using voltage acceleration factor [15]. 

Voltage acceleration factor is the ratio of time to 63% failure for stress voltage 

Acceleration Factor(AF)= 
TBD63%,Stress

TBD63%,Refernce

 

AF=
a*VReference

-N

a*VStress
-N

=
VStress

VRefernce

 

TEffective=Tstress*AF 

TEffective=TStress* (
VStress

VReference

)

N

 

This process is repeated for all voltage levels and total effective stress time at the 

reference voltage is found. 

TEffective= ∑ TEffective(i)
N

i=1
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From the voltage power law model, we can find TBD63% for the referenced 

voltage used in above calculation and slope of Weibull β is constant for our 

analysis. Using the TBD63%, β and the TEffective calculated above, we can find failure 

probability which is the total estimate of multiple voltage levels stress.  

This process is graphically shown in the figure below using read voltage as 

stress voltage and write voltage as reference.  
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Figure 16 Calculation of Effective Stress Time 

We tested this methodology to see the effect of changing proportions of 

read stress and write stress due to corresponding voltages which are mapped to 

a single voltage reference.  

The proportionality factor is defined as the ratio of total read stress to the 

total stress time.  

P =
ReadStress

ReadStress + WriteStress
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We have used VRead = 0.4v and VWrite = 0.91v for a designed pulse width of 

2ns. The obtained TDDB data is presented in the figure below.  

10 years
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TStress:  Stress Time (predicted, sec)  

Figure 17 Effect of Read & Write 

From the above predictions we can conclude that the overall TDDB failures 

are dominated by the write voltage stress. However, reliability of the overall 

systems improves significantly as the number of reads begin to dominate (>90%). 

We can see the overall improvement by a factor of 1000 sec when number of writes 

are reduced from 100% to 10% of the total accesses. The read voltage stress is 

comparably insignificant compared to write voltage stress. The acceptable failure 

probability is designed considering total acceptable failure probability of entire 

cache. This failure probability is a design input, which let us assume in this case is 

1% for entire 1MB of cache with 2048 wordlines and 512 bits per wordline . We 



 

 30 

can find acceptable failure probability for each wordline using simple probability 

formulae.  

PCache=0.01 

PCache= 1-(1-PWordline)Number of wordlines 

Let us assume that, in this case, number of wordlines are 2048, thus solving 

equation,  

PWordline = 4.9074e-6 

Each bit-cell’s failure probability is given by, 

𝑃𝑊𝑜𝑟𝑑𝑙𝑖𝑛𝑒 = 1 − (1 − 𝑃𝐶𝑒𝑙𝑙)
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑏𝑖𝑡𝑠 𝑝𝑒𝑟 𝑤𝑜𝑟𝑑𝑙𝑖𝑛𝑒 

Assuming number of bits per wordline are 512, thus solving equation, 

PCell = 9.5e-8 

The 10 years lifetime has been marked on figure 14. The expected design 

space is the bottom right corner, the area to right of 10 year’s stress time and 

failure probability below acceptable failure probability.  
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Figure 18 Effective Read & Write Cycles 

We can also express the failures with number of read and write cycles. In 

this case, we have used a pulse width of 2ns for the same read and write voltages. 

ITRS [4] reports that MTJ should have endurance of 1015 cycles. Thus, the design 

space in this case would be bottom right corner formed by 1015 line and acceptable 

failure probability. Thus, using this methodology we can estimate TDDB lifetime 

for MTJ based caches for different workloads at different read-write voltages and 

pulse widths. 

This method offers much improved reliability estimates from 16-100 times 

stress time improvement in read dominant applications. This methodology always 

estimates better results compared to worst case scenario where read is aggressive 

with higher voltage and lower write voltage is used.  The improvement in reliability 

estimates can be seen in the figure below. 
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Figure 19 Improved Reliability Estimation 

• Case 1: Typical read and write operating conditions:  

– Vread = 0.4v Tread=2ns, Vwrite = 0.91 Twrite = 2ns 

• Case 2: Comparable read and write operating conditions:  

– Vread = 0.8v Tread=1ns, Vwrite = 0.85 Twrite = 3ns 

• Case 3: Aggresive read and slow write operating conditions:   

– Vread = 0.8v Tread=1ns, Vwrite = 0.7 Twrite = 5ns 

In the next section, we have applied our methodology to study a L2 cache 

profile for reliability analysis considering L2 cache’s exiting technology is directly 

replaced with MTJ based caches.  
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VIII. L2 Cache Analysis using Gem5 

To analyze L2 cache for TDDB analysis, we first understand the memory 

hierarchy of L2 cache and how it is accessed by processor to perform read and 

write operations on L2 cache. To obtain the real stress times or the number of 

times each cell in L2 cache is accessed for read and write operation, we need an 

architectural simulator with such capabilities. Gem5 [16] is one of such simulator 

which can be modified to insert a trap between memory controllers to print out all 

the accesses to L2 cache with respect to clock. We have used Gem5 in the 

following configuration after few modifications to its source code.  

• Core Architecture: ALPHA – Single Core – Timing Mode 

• L1 Data Cache: Size=32KB Associativity=8 

• L1 Instruction Cache: Size=32KB Associativity=4 

• L2 Cache: Size=1MB Associativity=8 

• Cacheline Size=64B, Block Offset=6 bits 

• L2 has 2048 index lines, thus each line has 512 bytes 

Gem5 uses classic memory controller for L2 cache in our mode of simulation. 

Let us discuss in detail how and when a memory cell is accessed for read and 

write operation. In the figure below, classic memory architecture for address 

decoding is shown. 
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Set 2

Set 1

TAG INDEX < 11 bits > BLOCK OFFSET < 6 bits >

8:1 MUX

V D TAG

V D TAG

?=

PHYSICAL ADDRESS

8 banks of 128kB Each 

with 2048 word lines 

[2
11

] with 64 bytes on 

each line 

64 bit of data
1MB = 2048 * 64B * 8

 

Figure 20 Address decoding: Classic Memory [17]  

We have the physical address of the requested data or instruction. As 

shown in above figure, the least significant 6 bits are reserved to find a particular 

block of 8 bytes from 64 bytes accessed from all sets. The next 11 bits are used 

for indexing the wordlines since number of wordlines is 2048 (211). These index 

lines are used to access corresponding wordline in all of the 8 blocks of L2 cache. 

At the same time, the indices are used to search corresponding entry in page table. 

The tag from the page table is compared with the tag from the physical address. If 

the tags do not match then it is a miss and then lower memory hierarchies are 

searched for the data. If the tags match then, the corresponding block is used to 
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select the one of the eight blocks. The tag data and all sets of memory are 

accessed simultaneously to improve performance. Then the data is extracted 

using block offset to give final output as 64 bits of data. We have made following 

assumptions for the analysis considering all the read and write scenarios.  

• On each read access, entire word line is read. Thus, 512 bytes of data is 

read.  

• For write access, only the required address’ write count is incremented 

however, entire word line is marked as read.  

• Writeback from L2 to Main Memory are counted as Reads 

• Writeback from L1 to L2 are counted as Writes 

• Replacement is counted as Read and Write  

We have simulated PARSEC 2.1 benchmark suite [18] using Gem5 and 

collected trace files containing L2 cache’s access profile. This trace file is then 

decoded using Perl to get read and write access heatmap for each wordline in the 

L2 cache. The entire benchmark suite was executed for 1 billion instructions in the 

region of interest and there total time for execution was recorded. The obtained 

results were processed in MATLAB and are plotted below.  
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Figure 21 Total Read accesses per Wordline 

 

Figure 22 Total Write accesses per Wordline 
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Now, we use our methodology to find out total failure probabilities for the 

wordline for a period of 10 years. Let us assume read voltage = 0.4v, write voltage 

= 0.91v and pulse width of 2ns used for both operations. The same access pattern 

is repeated for 10 years. We have normalized the number of accesses per second 

in our calculations. The total failure probabilities obtained for a period of 10 years 

are shown below. 
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Figure 23 Failure Probabilities for L2 cache 
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Figure 24 Histrogram for L2 cache Wordline Failure Probabilities 

The above results are based on the fact that the same pattern follows for 

entire 10 years of cache lifetime which is not always the case.  

In real life scenarios, most of the time devices are not being used and are 

in sleep mode e.g. cell phone is idle most of the time except for calls and 

messages. Thus in next figure, we have scaled stress time to an activity factor 

ranging from 25% to 100% and predicted failure probabilities. Note that the TDDB 

failure probabilities is not linearly related to the stress time. Thus, with the 

knowledge of activity factor of microprocessor, we can improve accuracy of 

reliability estimates for the cache. The results using activity factor are shown in the 

figure below.   
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Figure 25 Failure probability considering Activity Factor 

However, there is possibility that the activity is larger than observed using 

Gem5 simulator. Such case might arise due to a data centric application. The 

PARSEC 2.1 benchmark suite comprises of all types of benchmark which test all 

the design metrics of microprocessor. However, in certain cases write intensive or 

read intensive applications may dominate the period of 10 years e.g. a data center 

application. Thus, to emulate such behavior, we have increased the stress time 

beyond the baseline and we can observe that failures accelerates very rapidly 

escalating reliability concern as shown in the figure below.  

 
 
 
  



 

 40 

 

L2 Cache Wordline Index

F
a
il
u

re
 P

ro
b

a
b

il
it

y
 (

%
)

Activity Factor

 

Figure 26 Failure Probability with up scaled activity factor 
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IX. Summary 

The high write voltage stress in STT-MRAM has raised reliability concerns 

and only worst case – write voltage stress estimation leads to underestimate of 

breakdown time of bit-cell.  

We have developed a methodology to estimate TDDB failure probabilities 

for MTJ based caches. This proposed methodology is to estimate reliability as a 

function of TDDB lifetime from MTJ’s TDDB measurements, read-write voltages, 

read-write pulse widths and architecture specific access patterns from cache. This 

methodology is simple to use and we can estimate failures in the multi voltage 

stress conditions. The model can be easily updated with technology scaling using 

measured TDDB lifetime as input, process variation, β variation, temperature 

dependence and data specific TDDB measurements. 

From the results, we can conclude that the higher voltage stress always 

dominates the lifetime of device. However, in multiple voltage stress conditions, 

the effective time due to higher voltage stress is reduced depending on the voltage 

stress time ratios and the net result is the increase in the reliability of the overall 

system.  Reliability is improved with 16~100 times longer stress times for read 

dominant operating conditions. For application specific designs such as write 

intensive or read intensive applications, we can choose more practical design 

margins by analyzing read and write tradeoffs with respect to number of accesses 

per unit time. 
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