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Abstract

Communication networks have evolved from specialized, research- and military-oriented trans-
mission systems to large-scale and highly complex interconnections of intelligent devices. Ef-
fective operation of such large-scale networks hinges upon real-time allocation of network
resources that match the user demands. This thesis contributes towards several key problems
encountered in both, monitoring and resource allocation in networks.

Volatile operating environments encountered in ad hoc and sensor networks place severe
restrictions on the resources (bandwidth and power) available to network nodes. Pertinent ap-
proaches have sought to replicate the Internet protocols in ad hoc networks, exacerbating the
resource scarcity by ignoring the peculiarities of the underlying wireless interface. The present
thesis leverages the ground-breaking idea of network coding to design wireless network pro-
tocols. Towards this end, a cross-layer design is pursued, and network codes are optimized
jointly with protocols operating at application, medium access control (MAC), and physical
(PHY) layers. For wireless fading networks, dual decomposition is utilized to optimally in-
tegrate network coding into the protocol stack. Network coding is also introduced for use in
Aloha-based MAC, and the resulting non-convex problem is solved via successive convex ap-
proximation to realize practical network coding algorithms. Benefits of network coding also
extend to QoS-constrained scenarios, such as in real-time and streaming media applications.
Modeling constraints on packet deadlines is the key challenge here, and constant-factor approx-
imations are proposed to this end. In sensor networks where the observed data is correlated
across nodes, network coding can both compress and communicate the data to a collection
agent. An efficient decoding scheme for this network-compressive scheme is developed, yield-
ing network-wide energy savings and increase in the network lifetime.

Exhaustive monitoring of large-scale networks may be challenging or even impossible to
perform, motivating the need to account for missing measurements. This thesis puts forth the
novel concept of dynamic network cartography as tool for inference, tracking, and prediction
of the network state. Tapping into the spatio-temporal kriging theory, a dynamic network
kriging approach is developed with real-time network-wide prediction capabilities based on
latency measurements acquired for a small subset of network paths. Going well beyond state-
of-the-art methods, the proposed model captures not only spatio-temporal correlations, but also

unmodeled dynamics due to, e.g., congested routers.
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Chapter 1

Introduction

Communication networks have evolved from specialized, research- and military-oriented trans-
mission systems to large-scale and highly complex interconnections of intelligent devices. Net-
works today are heterogeneous and comprise not only of computer terminals, but also smart
power grid networks [106, 115], ad hoc networks [122], sensor networks [3], and cognitive
radio networks [70, 110]. The traffic carried by these networks has also increased explosively,
thanks to the advances in processing speed and storage efficiency of electronic devices. The
resulting need for higher efficiency in network operation and management has prompted re-
searchers to rethink the principles of network design altogether. The last decade has thus
witnessed significant advances in network information theory [49] and network optimiza-
tion [150], as well as an increasing use of statistics and machine learning tools in commu-
nication networks [84].

From a systems perspective, all networks are distributed systems consisting of users that
generate and consume traffic, along with protocols that regulate its flow across the network [150].
Effective operation of a network hinges on real-time allocation of network resources match-
ing the user demands, while ensuring a prescribed minimum quality of service (QoS). Con-
sequently, network operators are interested in (a) monitoring the network state in order to
estimate the demand and availability of resources; and (b) designing protocols that allocate
network resources to users in a fair and efficient manner. This thesis touches upon some of the

key challenges encountered in both monitoring as well as resource allocation problems. Lever-
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aging recent advances in network information and optimization theory, the first part of the
thesis considers the problem of optimal resource allocation under different scenarios for both
ad hoc and sensor networks. The second part of the thesis develops a statistical framework
for network monitoring and prediction, with emphasis on large-scale networks and real-time

operation.

1.1 Motivation and Context

The ability to deploy ad hoc wireless networks without centralized control or infrastructure is
key to achieving the next-generation promise of ubiquitous connectivity. These self-organizing
networks are already indispensable for applications such as sensing, combat support, search-
and-rescue, as well as mesh networks. The challenge of efficiently utilizing the available re-
sources, namely spectrum and battery life, is the first priority for ad hoc networks. The broad
aim of the first part of this thesis is to systematically design and analyze resource-efficient ad
hoc network protocols.

Internet protocols have been phenomenally successful in achieving high rates and ensuring
low delays in wired networks. Indeed, most wireless routing schemes have sought to repli-
cate the “wireline success” by neglecting the vagaries of the wireless interface, and reusing
the available algorithms and protocols. However, this wireline mindset has generally led to
inefficient use of bandwidth and power resources, as well as to considerable complications in
the deployment of ad hoc networks. Network coding is a recent ground-breaking alternative to
routing that offers the potential to transcend these arbitrary limits by embracing the peculiari-
ties of wireless networks [94].

Network coding refers to the notion of allowing nodes to perform encoding operations
on packets traversing the network [2]. Interestingly, linear mixing of packets is sufficient for
achieving multicast capacity in wireline networks [61, 175]. This optimality result has en-
couraged harvesting the benefits of linear network coding to areas as diverse as distributed
storage [45,46], peer-assisted file delivery [66], streaming media [35, 118, 149], network to-
mography [58, 59], security [22,77], data collection in sensor networks [164], and ad hoc

networks [60]. The potential of network coding in wireless applications is also well appreci-
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Figure 1.1: Information exchange through a relay node. Colors index the different time slots.

ated by now [29, 62], and some of the early prototypes include COPE [79], and MIXIT [80].
The emerging consensus is that network coding is not just an “exotic” routing substitute, but a
new paradigm for information collection, storage, and dissemination.

To demonstrate the advantages of network coding over routing in wireless settings, Fig-
ure 1.1 depicts a canonical example, where two nodes a and c intend to exchange packets
through an intermediate node b. With traditional routing (depicted on the left), this exchange
requires at least four time slots. However, network coding at node b can allow the exchange
to occur in just three time slots (as shown on the right). Observe how, unlike the routing
scheme, network coding is also able to capitalize on the broadcast advantage inherent to wire-
less networks. This example underlines the importance of jointly designing network coding
with transmission scheduling, in order to fully utilize the network capacity.

Switching our focus from optimization to monitoring, measurement tools are essential for
maintaining seamless end-user experience in dynamic environments, as well as for ensuring
network stability and security. In IP networks for instance, path delays and loss rates can
portray network health, assess user experience, and allow users to compare different service
providers. Unfortunately, acquisition and tracking of path metrics does not scale well to large
networks, where the number of paths grows as the square of the number of end-points. This
problem of “missing data” in Internet measurements has prompted the development of infer-
ential monitoring, where statistical tools are used to impute the missing entries [84].

Early work in this context included network tomography, which aimed at inferring link
delays in networks using only path delay measurements [25, 151]. Let the delay incurred on
a link ¢ be denoted by xy, and let the L x 1 vector x collect the delays on all links in a

network. Also, let ¥, be the path delay, collected in the P x 1 vector y for all paths. The delay
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tomography approach utilizes the linear model
y = Gx (1.1

where the (p, ¢)-th entry of the routing matrix G is one if path p includes link ¢, and zero
otherwise. Suppose further that at any time, only an S x 1 sub-vector y° with §' < L entries
can be observed. Define the sub-vector of missing entries as y“, and the sub-matrices G, and
G, formed by the rows corresponding to observed and unobserved paths, respectively. Then,

the following expression was proposed in [25] for determining missing measurements
7' = G,Gl(G,G]) 1y’ (1.2)

where the rows in G, were chosen such S = rank(G) = rank(G,). Since S < L <« P,
this approach allows reduced measurement overhead compared to explicit measurement on all
paths.

While network tomography allows perfect recovery of missing delays via (1.2), it cannot
work if S is even one less than rank(G). This imposes a severe limitation on its practicality,
since measurement probes are always considered low-priority, and may easily get lost due
to congestion. These considerations motivate monitoring via approximate techniques such as
those employed in the context of spatial prediction [141], and these form the basis of the present

work.

1.2 Thesis Outline and Contributions

The first part of this thesis proposes network coding protocols for ad hoc and sensor networks.
In order to systematically design wireless protocols that can harness the full potential of net-
work coding, a cross-layer design approach is pursued. Within this framework, protocols at
different layers are allowed to interact with each other, in hopes of obtaining an improvement
in network throughput and QoS. Subsections 1.2.1-1.2.4 describe the different scenarios under
which protocol design is considered.

The second part of this thesis proposes a dynamic network delay cartography framework,

which is described in Subsection 1.2.5.
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1.2.1 Multicast in Fading Channels

As seen in Figure 1.1, even simple linear mixing operations can be powerful enough to en-
hance the network throughput, minimize delay, and decrease the overall power consump-
tion [175], [29]. For the special case of single-source multicast, which does not even admit
a polynomial-time solution within the routing framework [15], linear network coding achieves
the full network capacity [2]. In fact, the network flow description of multicast with random
network coding adheres to only linear inequality constraints reminiscent of the corresponding
description in unicast routing [97].

This encourages the use of network coding to extend several popular results in unicast rout-
ing framework to multicast without appreciable increase in complexity. Of particular interest
is the resource allocation and cross-layer optimization task in wireless networks [93], [65].
The objective here is to maximize a network utility function subject to flow, rate, capacity
and power constraints. This popular approach not only offers the flexibility of capturing di-
verse performance objectives, but also admits a layering interpretation, arising from different
decompositions of the optimization problem [27].

Chapter 2 deals with cross-layer optimization of wireless multicast networks that use net-
work coding and operate over fading links. The aim is to maximize a total network utility
objective, and entails finding end-to-end rates, network code design variables, broadcast link
flows, link capacities, average power consumption, and instantaneous power allocations.

Network utility maximization was first brought into coded networks in [97], where the aim
was to minimize a generic cost function subject only to flow and rate constraints. The optimal
flow and rate variables may then be converted to a practical random network coding imple-
mentation using methods from [95] and [28]. Subsequent works extended this framework to
include power, capacity, and scheduling constraints [4,39,159,170]. The interaction of network
coding with the network and transport layers has also been explored in [24, 89,91, 168, 169];
in these works, networks with fixed link capacities are studied, and different decomposition
techniques result in different types of layered architectures.

There are however caveats associated with the utility maximization problem in wireless

networks. First, the power control and scheduling subproblems are usually non-convex. This



1.2 Thesis Outline and Contributions 6

implies that the dual decomposition of the overall problem, though insightful, is not necessarily
optimal and does not directly result in a feasible primal solution. Second, for continuous fading
channels, determining the power control policy is an infinite dimensional problem. Existing
approaches in network coding consider either deterministic channels [4, 170], or, links with a
finite number of fading states [39,74,173].

On the other hand, a recent result in unicast routing shows that albeit the non-convexity, the
overall utility optimization problem has no duality gap for wireless networks with continuous
fading channels [139]. As this is indeed the case in all real-life fading environments, the result
promises the optimality of layer separation. In particular, it renders a dual subgradient descent
algorithm for network design optimal [64].

Chapter 2 begins with a formulation that jointly optimizes end-to-end rates, virtual flows,
broadcast link flows, link capacities, average power consumption, and instantaneous power
allocations in wireless fading multicast networks that use intra-session network coding. The
first contribution of this chapter is to introduce a realistic physical layer model formulation
accounting for the capacity of broadcast links. The cross-layer problem is generally non-
convex, yet it is shown to have zero duality gap. This result considerably broadens [139] to
coded multicast networks with broadcast links. The zero duality gap is then leveraged in order
to develop a subgradient descent algorithm that minimizes the dual function. The algorithm
admits a natural layering interpretation, allowing optimal integration of network coding into
the protocol stack.

Next, the subgradient algorithm is modified so that the component of the subgradient that
results from the physical layer power allocation may be delayed with respect to operations
in other layers. This provably convergent asynchronous subgradient method and its online
implementation constitute the second major contribution. Unlike the algorithm in [64], which
is used for offline network optimization, the algorithm developed here is suitable for online
network control. Convergence of asynchronous subgradient methods for dual minimization
is known under diminishing stepsize [83]; this chapter proves results for constant stepsize.
Near-optimal primal variables are also recovered by forming running averages of the primal

iterates. This technique has also been used in synchronous subgradient methods for convex
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Figure 1.2: A tactical network
optimization; see e.g., [113] and references therein. Here, ergodic convergence results are

established for the asynchronous scheme and the non-convex problem at hand.

1.2.2 Multicast in Random Access Networks

Tactical wireless ad hoc networks play a crucial role when it comes to communication dom-
inance in the battlefield. Important requirements for such networks include resilience and
efficiency. In order to accommodate units such as soldiers, military vehicles, or a field hospi-
tal, tactical networks are typically multi-hop; see e.g., Figure 1.2. Thus, it becomes important
to deploy decentralized protocols, so that no single node exposes vulnerability of the network.
Aloha is a simple, yet widely deployed medium access control (MAC) protocol, whose opera-
tion is distributed and resilient to both random, and jamming-induced link failures.

Chapter 3 focuses on multicasting applications for tactical networks, where information
needs to be multicast from a single source to multiple target nodes. Efficient multicasting is
realized using network coding whereby nodes perform encoding functions on packets traveling
in the network. Although the multicast capacity region of wireless networks is not known, the

rate region achievable with linear network coding has been characterized [97, 159]. This rate
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region can be practically achieved by fully distributed random linear network coding strate-
gies [28,72,96]. Random network coding also results in each packet getting distributed spa-
tially, thus providing some inherent protection against eavesdropping. Moreover, wedding of
network coding with Aloha is particularly attractive for military networks because the network
operation becomes extremely simple. Specifically, given the access probabilities, each node
simply transmits random linear combinations of the packets in its buffer at a pre-specified
rate [28,72,96]. The protocol does not require ACKs (nor retransmissions) at the MAC or
network layers.

This chapter considers joint design of wireless multi-hop networks employing random net-
work coding and slotted Aloha. A cross-layer optimization problem is formulated, where net-
work coding rates (also called subgraphs) and transmission probabilities are jointly determined
to maximize a network-wide objective. In contrast to simple protocol operation, the joint de-
sign itself is notoriously difficult. This is because the Aloha capacity region, even for three
nodes with fully backlogged queues is described by non-convex signomial constraints [138].

Joint design of network coding and Aloha MAC has been undertaken for single-hop net-
work topologies. The performance of slotted Aloha for star networks was analyzed in [88].
A game theoretic approach for throughput maximization in a single-hop setting was proposed
in [75]. The performance for two-hop (relay) networks with bi-directional traffic was reported
in [161]. These works underline the significance of the cross-layer approach for coded Aloha
networks.

Joint design of coded Aloha multi-hop networks has been attempted. A branch-and-bound
method was employed in [140] to obtain globally optimal transmission probabilities and sub-
graphs. While offering a benchmark for comparison, the resultant protocol may be too complex
for use in large networks. A heuristic algorithm was proposed in [160], where the access prob-
abilities and network coding rates were optimized separately. Albeit practical, the approach
in [160] is suboptimal, and does not provide performance guarantees.

In this chapter, a successive convex approximation approach is adopted to obtain solutions
that are guaranteed to be locally optimal. Convex surrogate problems are constructed in such a

way to guarantee convergence of the overall algorithm to a Karush-Kuhn-Tucker (KKT) point
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of the original non-convex problem, and thus enable a tractable, locally optimal solution, even
for large networks. This requires an efficient re-formulation of the MAC constraints, which
constitutes our first contribution.

The constructed surrogate problems are not amenable to distributed solution. To this end,
a separable structure is created by further approximating the problem, while still preserving
KKT optimality of the overall algorithm. This forms our second contribution, which involves
approximating even convex terms in order to make the overall problem separable. The dual
subgradient method is employed for the resulting convex problems, where the primal and dual
updates can be performed in a parallel and distributed fashion. A primal solution yielding near-
optimal access probabilities and network coding rates, is recovered by primal averaging. An
online network control protocol is also introduced to perform the optimization task.

The coded Aloha scheme enjoys features attractive for tactical networks. Specifically, the
resulting protocol is simple and decentralized, whereby every node transmits random linear
combinations with its access probability. Moreover, the optimal designs of this work take into
account the packet loss probability due to the wireless medium (erasures); this feature can be
leveraged to ensure jamming-resilience by preemptively setting higher erasure probabilities
for any part of the network that is likely to be jammed. Furthermore, the subgradient-based
online optimization and control uses a constant stepsize, which enables adaptation to slowly
time-varying environments, for instance, due to mobility of branch units, or non-stationary
jamming. The proposed scheme can also be used in low-end systems which do not implement

any scheduling and power-allocation schemes.

1.2.3 Muticast under Delay Constraints

An important, but often overlooked, aspect of several wireless applications is the sensitivity of
packets to delays. Streaming media and real-time sensor data, for example, are associated with
strict deadlines, failing which, packets become useless. However, many wireless network cod-
ing implementations, such as [28], operate under the assumption of large block-lengths. This
requires the sinks to accumulate a large number of packets before commencing the decoding

process, thereby incurring prohibitively large delays.
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Chapter 4 develops a joint scheduling and network coding (JS-NC) algorithm for wire-
less networks with packet delay constraints. A single source multicast scenario is considered
where packets must be decoded at each sink within a specified number of time-slots since their
first transmission by the source node. Delay constraints significantly complicate the JS-NC
design since the optimal codes may have infinite block-lengths; see [51] and other references
in Section 4.

Since infinite block-length codes are difficult to design as well as implement, a simpler
periodic version of this joint design problem is proposed that operates on a time-unwrapped
graph, thus allowing for finite block-length network codes. The periodic formulation is em-
ployed to derive a constant-factor approximate, augmenting-path design algorithm that is both
scalable and distributed. The resultant network coding protocol does not require any end-to-
end feedback or asymptotically large field size, and needs only a brief set-up time.

For networks with primary interference constraints, the JS-NC design problem is also ana-
lyzed from an integer programming perspective. A set of valid inequalities is developed which
is subsequently used to derive a linear programming upper bound on the achievable through-
put. Finally, simulations are used to corroborate the performance of the approximate JS-NC

algorithm, and the quality of the associated bounds.

1.2.4 Network-Compressive Coding in Wireless Sensor Networks

Wireless sensor networks (WSNs) have become ubiquitous for cost-effective, distributed environment-
monitoring and surveillance applications [156]. Deployed over large areas, WSNs are comprise
of low-cost autonomous sensing devices with limited processing capabilities and battery life.
In large-scale WSN deployments, however, relaying information over several hops becomes
increasingly energy inefficient. On the other hand, observations from nearby sensors may be
highly correlated; for instance, in temperature monitoring or intrusion-detection systems. For
such applications, spatial correlation can be exploited to perform in-network compression of
data, and achieve significant energy savings and prolonged network lifetime [119].

Chapter 5 develops network-compression algorithms that use linear network coding (LNC)

to compress and communicate sensor observations. Compression via LNC features simple op-
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erations per sensor and reduced transmission energy. In general, the task of jointly designing
data collection and compression protocols falls under the broad area of distributed source cod-
ing (DSC) [123, 146, 171]. However, in contrast to most DSC schemes, typically involving
Slepian-Wolf coding, the LNC-based network-compression does not require the intermediate
nodes to have knowledge of the correlation between sensor observations.

The use of network coding for in-network compression has been considered before in the
context of network multicast; see [101] and references therein. Since optimal source-network
decoding generally requires a search over an exponentially-large structured set of hypothe-
ses, most results focus on characterizing the achievable rate region. As pointed out in [101],
it is possible to perform approximate decoding by modeling the probabilistic relationships
among observations using a factor graph [86], thereby allowing the use of low-complexity
message-passing algorithms. The caveat though is that construction and analysis of “good”
factor graphs, promising low decoding complexity, or reliably decoded symbol estimates, is
not straightforward, and was not dealt with in [101].

This chapter considers the design and analysis of network-compressive coding and decod-
ing algorithms. Using the sum-product algorithm for decoding, specific scenarios are iden-
tified, which yield factor graphs that admit practical protocols and low decoding error. Two
novel factor graph constructions are proposed, offering complementary strengths in modeling
and inference accuracy. Performance of the proposed approach is also analyzed by deriving er-
ror exponents of the probability that the distortion at the sink surpasses a given tolerable level.
These error exponents expose the interplay between correlation level, compression ratio and
alphabet size. The proposed algorithm is tested both on synthetic as well as real data sets, thus
verifying its efficacy.

It is worth noting that the problem of efficiently collecting distributed data has also been
explored in the context of decentralized detection, see e.g., [156] and references therein. How-
ever, most of these approaches are for scalar random variables [145], and assume that all sen-
sors receive observations from the same variable [180]. Some approaches assume the observa-
tions to be real-valued and exploit compressive-sensing [69], or Gaussian belief propagation [8]

for recovery. However, these algorithms entail mixing and transmission of analog-amplitude
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messages, which may be impractical in low-cost sensing devices. Moreover, none of the exist-
ing approaches considers the design of mixing matrices (tailored to minimize communication

cost), or analyze the impact of quantization errors.

1.2.5 Dynamic Network Cartography

The explosive growth in network size has necessitated the development of avant-garde moni-
toring tools to endow network operators with a real-time view of the global network behavior.
As pointed out earlier, acquisition and processing of network-wide performance metrics for
large networks is no easy task. Focus has thus shifted towards statistical means of predicting
network-wide performance metrics using measurements on only a subset of nodes [124, 153].
A promising approach in this context has been the application of kriging, a tool for spatial
prediction popular in geostatistics and environmental sciences [37, 141]. A network kriging
approach was developed in [30], where network-wide path delays were predicted using mea-
surements on a chosen subset of paths. The class of linear predictors introduced leverages
network topology information to model the covariance among path delays. This is accom-
plished in [30] by assigning higher correlation between two paths if they share several links, as
in this case, they are expected to incur similar delay variations.

Chapter 6 puts forth a dyrnamic network kriging approach capable of real-time spatio-
temporal delay predictions. Specifically, a kriged Kalman filter (KKF) is employed to ex-
plicitly capture variations due to queuing delays, while retaining the topology-based kriging
predictor. The resulting dynamic network kriging approach not only yields lower prediction
error, but is also more flexible, allowing delay measurements to be taken on random subsets
of paths. In this context, the problem of choosing the optimal paths for delay measurements is
also considered. Since the KKF runs in real-time, the paths are also selected in an online fash-
ion by minimizing the prediction error per time slot. Interestingly, the resulting combinatorial
optimization problem is shown to be submodular, and is therefore solved approximately via a
greedy routine.

Recently, a compressive sampling-based approach has also been reported for predicting

network-wide performance metrics [31, 172]. For instance, diffusion wavelets were utilized
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in [31] to obtain a compressible representation of the delays, and account for spatial and tem-
poral correlations. Although this allows for enhanced prediction accuracy over [30], it requires
batch processing of measurements which does not scale well to large networks for real-time
operation. In contrast, both the KKF and the greedy path selection algorithms entail sequential
operations, and are therefore significantly faster.

Imputation of end-to-end delays has also been considered in the context of Internet ge-
olocation. Treating end-to-end delays as distances between nodes, all-pair node distances are
estimated using Euclidean embedding [41], or, matrix factorization [92]. However, these ap-
proaches do not exploit the temporal or topological information, since their focus is not on

monitoring or extrapolation (that is, prediction) of delays.

1.3 Publications

The present Ph.D. work on network optimization and monitoring has resulted in publication of
three journal papers (in the IEEE/ACM Transactions on Networking [130], IEEE Transactions
on Signal Processing [134], and IEEE Journal on Selected Areas in Communications [131]).
It has also led to two journal submissions, currently under consideration for publication (in the
IEEE Transactions of Wireless Communications [126] and IEEE Transactions of Information
Theory [129]), and one journal paper in preparation [56] for submission to the Journal of
Machine Learning Research. In addition to these 6 journal papers, results in this thesis have
also been disseminated at pertinent conferences, where a total of 7 conference articles has been

accepted for publication [57,127,128, 132,133,135, 136].
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Chapter 2

Cross-Layer Design of Coded
Multicast in Fading

This chapter deals with cross-layer designs in wireless fading networks. An optimal resource
allocation framework is formulated, where the nodes are allowed to perform network coding.
The aim is to jointly optimize end-to-end transport layer rates, network code design variables,
broadcast link flows, link capacities, average power consumption, and short-term power alloca-
tion policies. As in the routing paradigm where nodes simply forward packets, the cross-layer
optimization problem with network coding is non-convex in general. It is proved however,
that with network coding, dual decomposition for multicast is optimal so long as the fading at
each wireless link is a continuous random variable. This lends itself to provably convergent
subgradient algorithms, which not only admit a layered-architecture interpretation but also op-
timally integrate network coding in the protocol stack. The dual algorithm is also paired with a
scheme that yields near-optimal network design variables, namely multicast end-to-end rates,
network code design quantities, flows over the broadcast links, link capacities, and average
power consumption. Finally, an asynchronous subgradient method is developed, whereby the
dual updates at the physical layer can be affordably performed with a certain delay with re-
spect to the resource allocation tasks in upper layers. This attractive feature is motivated by the
complexity of the physical layer subproblem, and is an adaptation of the subgradient method

suitable for network control.



2.1 Problem Formulation 15

The organization of this chapter is as follows. Section 2.1 presents the problem formula-
tion that jointly optimizes end-to-end rates, virtual flows, broadcast link flows, link capacities,
average power consumption, and instantaneous power allocations in wireless fading multicast
networks that use intra-session network coding. The cross-layer problem is generally non-
convex, yet it is shown to have zero duality gap (Section 2.2.1). The zero duality gap is then
leveraged in order to develop a subgradient descent algorithm that minimizes the dual function
(Section 2.2.2), and is provably convergent (Section 2.2.3). In Section 2.3, the subgradient
algorithm is modified so that the component of the subgradient that results from the physi-
cal layer power allocation may be delayed with respect to operations in other layers. Finally,

numerical results are presented in Section 2.4, and Section 2.5 concludes the chapter.

2.1 Problem Formulation

Consider a wireless network consisting of a set of terminals (nodes) denoted by . The broad-
cast property of the wireless interface is modeled by using the concept of hyperarcs. A hyperarc
is a pair (7, .J) that represents a broadcast link from a node 7 to a chosen set of nodes J C N.
The entire network can therefore be represented as a hypergraph H = (N, A), where A is the
set of hyperarcs. The complexity of the model is determined by the choice of the set A. Let
the neighbor-set N (7) denote the set of nodes that node ¢ reaches. An exhaustive model might
include all possible 2!/N(®)| — 1 hyperarcs from node 7. On the other hand, a simpler model
might include only a smaller number of hyperarcs per node. A point-to-point model is also a
special case when node 7 has | N (7)| hyperarcs each containing just one receiver.

The present chapter considers a physical layer whereby the channels undergo random mul-
tipath fading. This model allows for opportunistically best schedules per channel realization.
This is different from the link-level network models in [39, 74,97, 159], where the hyperarcs
are modeled as erasure channels. The next subsection discusses the physical layer model in

detail.



2.1 Problem Formulation 16

2.1.1 Physical Layer

In the current setting, terminals are assumed to have a set of tones F available for transmission.
Let hlfj denote the power gain between nodes ¢ and j over a tone f € F, assumed random,
capturing fading effects. Let h represent the vector formed by stacking all the channel gains.
The network operates in a time slotted fashion; the channel h remains constant for the duration
of a slot, but is allowed to change from slot to slot. A slowly fading channel is assumed so that
a large number of packets may be transmitted per time slot. The fading process is modeled to
be stationary and ergodic.

Since the channel changes randomly per time slot, the optimization variables at the physical
layer are the channel realization-specific power allocations pzfj (h) for all hyperarcs (i, J) € A,
and tones f € F. For convenience, these power allocations are stacked in a vector p(h).
Instantaneous power allocations may adhere to several scheduling and mask constraints, and
these will be generically denoted by a bounded set II such that p(h) € II. The long-term

average power consumption by a node 7 is given by

pi:E[Z 3 p{J(h)] 2.1)

[ J:(,J)eA
where E[.] denotes expectation over the stationary channel distribution.

For slow fading channels, the information-theoretic capacity of a hyperarc (i, J) is defined
as the maximum rate at which all nodes in J receive data from ¢ with vanishing probability
of error in a given time slot. This capacity depends on the instantaneous power allocations
p(h) and channels h. A generic bounded function Cif ;(p(h), h) will be used to describe this

mapping. Next we give two examples of the functional forms of Cif ;(+) and IL

Example 2.1. Conflict graph model: The power allocations p{j adhere to the spectral mask
constraints

0 < pl; < play. 2.2)
However, only conflict-free hyperarc are allowed to be scheduled for a given h. Specifically,

power may be allocated to hyperarcs (i1, J1) and (i2, Jo2) if and only if [159]

i) i1 7 12
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ii) i1 ¢ Jo and iy ¢ J; (half-duplex operation); and
iii-a) J1 N Jo = 0 (primary interference), or additionally,
iii-b) J1 N N(i2) = Jo N N(i1) = 0 (secondary interference).

The set II therefore consists of all possible power allocations that satisfy the previous proper-
ties.

Due to hyperarc scheduling, all transmissions in the network are interference free. The
signal-to-noise ratio (SNR) at a node j € J is given by

pl;(h)h;

If,;(p(h),h) = N, (2.3)

where N; is the noise power at j. In a broadcast setting, the maximum rate of information

transfer from 7 to each node in J is

¢’ (p(h), h) = Ijlllnlog(1+FZJ]( p(h),h)). 2.4)

A similar expression can be written for the special case of point-to-point links by substituting
hyperarcs (i, J) by arcs (i, 7) in the expression for F{Jj(p(h), h).

For slow-fading channels, Gaussian codebooks with sufficiently large block lengths achieve
this capacity in every time slot. More realistically, an SNR penalty term p can be included to

account for finite-length practical codes and adaptive modulation schemes, so that

Gy (p(h), h) = minlog (1+ T/, (p(h), h)/p) 25)

The penalty term is in general a function of the target bit error rate.

Example 2.2. Signal-to-interference-plus-noise-ratio (SINR) model: Here, the constraint set

IT is simply a box set Bp,
I =By == {p};|0 < pf; < plax V (i,J) € Aand f € F }. (2.6)

max

The set By, could also include (instantaneous) sum-power constraints per node. The capacity

is expressed as in (2.4) or (2.5), but now the SNR is replaced by the SINR, given by
Ff ( (h h . )hf N Ilnt Iself Ibroad 2 7
ZJ_] ) ) pz]( + 3, f + iJj,f ( . )

The denominator consists of the following terms:
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o Interference from other nodes’ transmissions to node j

Be= Y (k] (2.82)
(k,M)eA:jeM,
kA ki
e “Self-interference” due to transmissions of node j
self B f h 5 8b
J.f ji Z P (h). (2.8b)

M:(j,M)eA

This term is introduced to encourage half-duplex operation by setting 4 ; to a large value.

e “Broadcast-interference” from transmissions of node ¢ to other hyperarcs

Ly = sl 30 pla(b), (2.8¢)
M:(i,M)eA
M#J
This term is introduced to force node ¢ to transmit at most over a single hyperarc, by

setting 3 to a large value.

The previous definitions ignore interference from non-neighboring nodes. However, they can

be readily extended to include more general interference models.

The link layer capacity is defined as the long-term average of the total instantaneous ca-

pacity, namely,

CiJ =K

S ¢ (p(n), h)] . 2.9)
f

This is also called ergodic capacity and represents the maximum average data rate available to

the link layer.

2.1.2 Link Layer and Above

The network supports multiple multicast sessions indexed by m, namely S, := (s™, T, a™),
each associated with a source node s™, sink nodes 7" C N/, and an average flow rate a™ from
s™ to each t € T". The value o' is the average rate at which the network layer of source
terminal s™ admits packets from the transport layer. Traffic is considered elastic, so that the

packets do not have any short-term delay constraints.
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Network coding is a generalization of routing since the nodes are allowed to code packets
together rather than simply forward them. This chapter considers intra-session network coding,
where only the traffic belonging to the same multicast session is allowed to mix. Although bet-
ter than routing in general, this approach is still suboptimal in terms of achieving the network
capacity. However, general (inter-session) network coding is difficult to characterize or imple-
ment since neither the capacity region nor efficient network code designs are known [175, Part
II]. On the other hand, a simple linear coding strategy achieves the full capacity region of
intra-session network coding [2].

The network layer consists of endogenous flows of coded packets over hyperarcs. Recall
that the maximum average rate of transmission over a single hyperarc cannot exceed c; ;. Let
the coded packet-rate of a multicast session m over hyperarc (7, .J) be 2]’} (also referred to as

the subgraph or broadcast link flow). The link capacity constraints thus translate to
> 2 <y V(i J) € A (2.10)
m

To describe the intra-session network coding capacity region, it is commonplace to use

the concept of virtual flow between terminals ¢ and j corresponding to each session m and

sink ¢t € T™ with average rate :ng“f These virtual flows are defined only for neighboring

pairs of nodes i.e., (i,j) € G := {(4,4)|(i,J) € A,j € J}. The virtual flows satisfy the

flow-conservation constraints, namely,

a™ if i = s™,
Yo=Y =0l =am ifi=t, 2.11)
3:(i,5)€g 3:(4,9)€g
0 otherwise

forallm,t € T™, and ¢ € N. Hereafter, the set of equations for 7 = ¢ will be omitted because
they are implied by the remaining equations.

The broadcast flows 2]} and the virtual flows xg-” can be related using results from the
lossy-hyperarc model of [97, 159]. Specifically, [159, eq. (9)] relates the virtual flows and
subgraphs, using the fraction b; s € [0, 1] of packets injected into the hyperarc (7, J) that reach

the set of nodes X' C N(i). Recall from Section 2.1.1, that here the instantaneous capacity
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function Cif ';(+) is defined such that all packets injected into the hyperarc (7, .J) are received by

every node in J. Thus in our case, b; ;i = 1 whenever K N J # () and consequently,

dapt< >z, KCN(i),ieN,miteT™. (2.12)
jeEK J:(i,J)eA
JNK#D

Note the difference with [159] where at every time slot, packets are injected into a fixed
set of hyperarcs at the same rate. The problem in [159] is therefore to find a schedule of
hyperarcs that do not interfere (the non-conflicting hyperarcs). The same schedule is used at
every time slot; however, only a random subset of nodes receive the injected packets in a given
slot. Instead here, the hyperarc selection is part of the power allocation problem at the physical
layer, and is done for every time slot. The transmission rate (or equivalently, the channel coding
redundancy) is however appropriately adjusted so that all the nodes in the selected hyperarc
receive the data.

In general, for any feasible solution to the set of equations (2.10)—(2.12), a network code
exists that supports the corresponding exogenous rates a”* [97]. This is because for each mul-
ticast session m, the maximum flow between s and t € T™ is a", and is therefore achiev-
able [2, Th. 1]. Given a feasible solution, various network coding schemes can be used to
achieve the exogenous rates. Random network coding based implementations such as those
proposed in [95] and [28], are particularly attractive since they are fully distributed and require
little overhead. These schemes also handle any residual errors or erasures that remain due to
the physical layer.

The system model also allows for a set of “box constraints” that limit the long-term powers,
transport layer rates, broadcast link flow rates, virtual flow rates as well as the maximum link

capacities. Combined with the set 11, these constraints can be compactly expressed as

B:={y,ph)|p(h) €II, 0<p; <p"™, ami, <a™ <al.y 0<cig <7,

0 <z <z, 0<aff' <a™}. (2.13)

Here y is a super-vector formed by stacking all the average rate and power variables, that is, a™,

mt

Zijs Xj; > ¢iJ, and p;. Parameters with min/max subscripts or superscripts denote prescribed

lower/upper bounds on the corresponding variables.
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2.1.3 Optimal Resource Allocation

A common objective of the network optimization problem is maximization of the exogenous
rates a”* and minimization of the power consumption p;. Towards this end, consider increasing
and concave utility functions U,,(a™) and convex cost functions V;(p;) so that the overall
objective function f(y) = >, Un(a™) — >, V(p;) is concave. For example, the utility
function can be the logarithm of session rates and the cost function can be the squared average

power consumption. The network utility maximization problem can be written as

P= max Up(a™) — Vi(p; 2.14a
(yyp(h))EB; (a™) Z (pi) (2.14a)
sotoot < Y apt— > Vm,i#tteT" (2.14b)
(i.4)€9 (4:1)€G

dMapt< > 2y VK CN(i)mteT™ (2.14¢)

jeK J:(i,J)eA

JNK#)
> 2 <y v (i,J) €A (2.14d)
ciy <E |3 ¢/ (p(h), h)] V(i,J) e A (2.14e)

!

E{Z > P{J(h)] <pi (2.14f)

f J:(i,J)eA
where i € N. Note that constraints (2.1), (2.9) and (2.11) have been relaxed without increasing
the objective function. For instance, the relaxation of (2.11) is equivalent to allowing each node
to send at a higher rate than received, which amounts to adding virtual sources at all nodes
i # t. However, adding virtual sources does not result in an increase in the objective function
because the utilities U,,, depend only on the multicast rate a™.

The solution of the optimization problem (2.14) gives the throughput a”* that is achievable
using optimal virtual flow rates xgj’?t and power allocation policies p(h). These virtual flow
rates are used for network code design. When implementing coded networks in practice, the
traffic is generated in packets and stored at nodes in queues (and virtual queues for virtual
flows) [28]. The constraints in (2.14) guarantee that all queues are stable.

Optimization problem (2.14) is non-convex in general, and thus difficult to solve. For



2.2 Optimality of Layering 22

example, in the conflict graph model, the constraint set 11 is discrete and non-convex, while in
the SINR-model, the capacity function Cl-f ;(p(h),h) is a non-concave function of p(h); see

e.g., [98], [93]. The next section analyzes the Lagrangian dual of (2.14).

2.2 Optimality of Layering

This section shows that (2.14) has zero duality gap, and solves the dual problem via subgra-
dient descent iterations. The purpose here is two-fold: 7) to describe a layered architecture
in which linear network coding is optimally integrated; and i7) to set the basis for a network

implementation of the subgradient method, which will be developed in Section 2.3.

2.2.1 Duality Properties

Associate Lagrange multipliers I/,Lmt, ng}}t, & 7, A\iy and p; with the flow constraints (2.14b), the

union of flow constraints (2.14c¢), the link rate constraints (2.14d), the capacity constraints (2.14e),

and the power constraints (2.14f), respectively. Also, let ¢ be the vector formed by stacking

these Lagrange multipliers in the aforementioned order. Similarly, if inequalities (2.14b)—

(2.14f) are rewritten with zeros on the right-hand side, the vector q(y, p(h)) collects all the

terms on the left-hand side of the constraints. The Lagrangian can therefore be written as
Ly,p(h),¢) =D Upn(a™) — %%(pi) —¢Taly, p(h)). (2.15)

m ic

The dual function and the dual problem are, respectively,

o(¢) == (y&gﬁelgﬁ(y,p(h)&) (2.16)
D = min (). (2.17)

Since (2.14e) may be a non-convex constraint, the duality gap is in general, non-zero; i.e.,
D > P. Thus, solving (2.17) yields an upper bound on the optimal value P of (2.14). In the

present formulation however, we have the following interesting result.
Proposition 2.1. [If the fading is continuous, then the duality gap is exactly zero, i.e.,

P=D. (2.18)
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A generalized version of Proposition 2.1, including a formal definition of continuous fad-
ing, is provided in Appendix 2.A and connections to relevant results are made. The essential
reason behind this strong duality is that the set of ergodic capacities resulting from all feasible
power allocations is convex.

The requirement of continuous fading channels is not limiting since it holds for all practi-
cal fading models, such as Rayleigh, Rice, or Nakagami-m. Recall though that the dual prob-
lem is always convex. The subgradient method has traditionally been used to approximately
solve (2.17), and also provide an intuitive layering interpretation of the network optimization
problem [27]. The zero duality gap result is remarkable in the sense that it renders this layering
optimal.

A corresponding result for unicast routing in uncoded networks has been proved in [139].
The fact that it holds for coded networks with broadcast links, allows optimal integration of the
network coding operations in the wireless protocol stack. The next subsection deals with this

subject.

2.2.2 Subgradient Algorithm and Layer Separability

The dual problem (2.17) can in general be solved using the subgradient iterations [13, Sec-

tion 8.2] indexed by /¢

(y(0),p(h;¢)) € arg max L(y,p(h),{(¢)) (2.19a)
(y,p(h))eB
C(l+1)=[¢(0) +ealy(t), p(h; £))] (2.19b)

where ¢ is a positive constant stepsize, and [.| T denotes projection onto the nonnegative orthant.
The inclusion symbol (€) allows for potentially multiple maxima. In (2.19b), q(y(¢), p(h; ¥¢))
is a subgradient of the dual function o(¢) in (2.16) at {(¢). Next, we discuss the operations
in (2.19) in detail.

For the Lagrangian obtained from (2.15), the maximization in (2.19a) can be separated into
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the following subproblems

ai*(l) € arg max Un(a™) — Z v (0)a™ (2.20a)
25 (0) € arg max Z Z i (0) — &g ()| 207 (2.20b)
KNJ#D
mf;t(ﬁ) € arg max yzmt(é)li#—l/ Yz — Z M x?}t (2.20¢)
0<at <gmax KCN(i)
jeK
cig(l) € argmax [£5(0) — Nig(0)] cig (2.20d)
0<ciy<cmp
pi(€) € arg max [u;(€)p; — Vi(p;)] (2.20e)
0<p; <pj***
(h; /) € arg max ! (p(h),h, ) (2.20f)
p ) g ’Yzj p )+
PEIl £ jyea
where
7L (p(h),h, €) == \isCy(p(h), h) — il () (2.20g)

and 1x is the indicator function, which equals one if the expression X is true, and zero other-
wise.

The physical layer subproblem (2.20f) implies per-fading state separability. Specifically,
instead of optimizing over the class of power control policies, (2.20f) allows solving for the

optimal power allocation for each fading state; that is,

Z 71J C)

f,(,J)eA

P(p(h)) = o E

max Z 'sz h),h,¢)| . (2.21)

Note that problems (2.20a)—(2.20e) are convex and admit efficient solutions. The per-
fading state power allocation subproblem (2.20f) however, may not necessarily be convex. For
example, under the conflict graph model (cf. Example 1), the number of feasible power allo-

cations may be exponential in the number of nodes. Finding an allocation that maximizes the
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objective function in (2.21) is equivalent to the NP-hard maximum weighted hyperarc match-
ing problem [159]. Similarly, the capacity function and hence the objective function for the
SINR model (cf. Example 2) is non-convex in general, and may be difficult to optimize.

This separable structure allows a useful layered interpretation of the problem. In particular,
the transport layer sub-problem (2.20a) gives the optimal exogenous rates allowed into the net-
work; the network flow sub-problem (2.20b) yields the endogenous flow rates of coded packets
on the hyperarcs; and the virtual flow sub-problem (2.20c¢) is responsible for determining the
virtual flow rates between nodes and therefore the network code design. Likewise, the capacity
sub-problem (2.20d) yields the link capacities and the power sub-problem (2.20e) provides the
power control at the data link layer.

The layered architecture described so far also allows for optimal integration of network
coding into the protocol stack. Specifically, the broadcast and virtual flows optimized respec-
tively in (2.20b) and (2.20c), allow performing the combined routing-plus-network coding task
at network layer. An implementation such as the one in [28] typically requires queues for both
broadcast as well as virtual flows to be maintained here.

Next, the subgradient updates of (2.19b) become

1) = [ et o] (2.222)

MR+ 1) = n%(€>+eé;Kmt(£)]+ (2.220)

§is(l+1) = &J ) + et ( r (2.22¢)
+

N+ 1) = [N (0) + g (0)] (2.22d)

m(€+1):[ (£)+eqﬂ(€)}+ (2.22¢)
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where ¢(¢) are the subgradients at index ¢ given by

@) =0+ > @) - > i) (2.23a)
(i,5)€G (J)eg

JEK J:(i,J)eA

JNK#)
' (e Z 275(0) — cig (¢ (2.23¢)
@ () = cig(t Z cli(p )] (2.23d)
=E > > 5)] — pi(£). (2.23¢)

[ J:(i,J)eA

The physical layer updates (2.22d) and (2.22¢) are again complicated since they involve the
[E[.] operations of (2.23d) and (2.23e). These expectations can be acquired via Monte Carlo
simulations by solving (2.20f) for realizations of h and averaging over them. These realiza-
tions can be independently drawn from the distribution of h, or they can be actual channel
measurements. In fact, the latter is implemented in Section 2.3 on the fly during network

operation.

2.2.3 Convergence Results

This subsection provides convergence results for the subgradient iterations (2.19). Since the
primal variables (y, p(h)) and the capacity function Cif ;(.) are bounded, it is possible to define

an upper bound G on the subgradient norm; i.e., ||q(y(¢), p(h;¢))|| < G forall £ > 1.

Proposition 2.2. For the subgradient iterations in (2.20) and (2.22), the best dual value con-

verges to D upto a constant; i.e.,

li €) < D—f—ﬁ (2.24)
I, 2, e 2 ‘

This result is well known for dual (hence, convex) problems [13, Prop. 8.2.3]. However,
the presence of an infinite-dimensional variable p(h) is a subtlety here. A similar case is dealt

with in [139] and Proposition 2.2 follows from the results there.
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Note that in the subgradient method (2.19), the sequence of primal iterates {y(¢)} does
not necessarily converge. However, a primal running average scheme can be used for finding

the optimal primal variables y* as summarized next. Recall that f(y) denotes the objective
function 3, Uin (™) — 32, Vi(py).
Proposition 2.3. For the running average of primal iterates
_ 13
y(s) == > y(0. (2.25)
5=
the following results hold:

a) There exists a sequence {p(h; s)} such that (y(s),p(h;s)) € B, and also

lim [la(y(s), b(hs )] 7| = 0. (2.26)

§—00

b) The sequence f(y(s)) converges in the sense that

2
liminf f(y(s)) > P — % (2.27a)
and limsup f(y(s)) < P. (2.27b)

Equation (2.26) asserts that the sequence {y(¢)} together with an associated {p(h;¢)}
becomes asymptotically feasible. Moreover, (2.27) explicates the asymptotic suboptimality as
a function of the stepsize, and the bound on the subgradient norm. Proposition 2.3 however,
does not provide a way to actually find {p(h; ¢)}.

Averaging of the primal iterates is a well-appreciated method to obtain optimal primal
solutions from dual subgradient methods in convex optimization [113]. Note though that the
primal problem at hand is non-convex in general. Results related to Proposition 2.3 are shown
in [64]. Proposition 2.3 follows in this chapter as a special case result for a more general
algorithm allowing for asynchronous subgradients and suitable for online network control,

elaborated next.

2.3 Subgradient Algorithm for Network Control

The algorithm in Section 2.2.2 finds the optimal operating point of (2.14) in an offline fashion.
In the present section, the subgradient method is adapted so that it can be used for resource

allocation during network operation.
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The algorithm is motivated by Proposition 2.3 as follows. The exogenous arrival rates
a™(¢) generated by the subgradient method [cf. (2.20a)] can be used as the instantaneous rate
of the traffic admitted at the transport layer at time ¢. Then, Proposition 2.3 guarantees that the
long-term average transport layer rates will be optimal. Similar observations can be made for
other rates in the network.

More generally, an online algorithm with the following characteristics is desirable.

e Time is divided in slots and each subgradient iteration takes one time slot. The channel

is assumed to remain invariant per slot but is allowed to vary across slots.

e Each layer maintains its set of dual variables, which are updated according to (2.22) with

a constant stepsize .

e The instantaneous transmission and reception rates at the various layers are set equal to

the primal iterates at that time slot, found using (2.20).

e Proposition 2.3 ensures that the long-term average rates are optimal.

For network resource allocation problems such as those described in [97], the subgradi-
ent method naturally lends itself to an online algorithm with the aforementioned properties.
This approach however cannot be directly extended to the present case because the dual up-
dates (2.22d)—(2.22e) require an expectation operation, which needs prior knowledge of the
exact channel distribution function for generation of independent realizations of h per time
slot. Furthermore, although Proposition 2.3 guarantees the existence of a sequence of feasible
power variables p(h; s), it is not clear if one could find them since the corresponding running
averages do not necessarily converge.

Towards adapting the subgradient method for network control, recall that the subgradients
df\J and qVL involve the following summands that require the expectation operations [cf. (2.23d)

and (2.23e)]

Cis(0) :=E | cfy(p(h; ), h)] (2.28)

By:=E| Y p{j(h;z)} (2.29)

Lf>J:(6,T)EA
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These expectations can however be approximated by averaging over actual channel realiza-
tions. To do this, the power allocation subproblem (2.20f) must be solved repeatedly for a pre-
scribed number of time slots, say .S, while using the same Lagrange multipliers. This would
then allow approximation of the [E operations in (2.28) and (2.29) with averaging operations,
performed over channel realizations at these time slots.

It is evident however, that the averaging operation not only consumes S time slots but also
that the resulting subgradient is always outdated. Specifically, if the current time slot is of the

form ¢ = K.S+1 with K = 0, 1,2, .. ., the most recent approximations of C; ; and P; available

are
. 1 /—1
Cis(t -8 :5 %:SZCZ p(h.; ¢ — S),h,) (2.30a)
w=t-5 |
R 1 /—1
Bi(t-9) =5 S pli(hee—59). (2.30b)

K

(—S f,J:(i,J)eA

Here, the power allocations are calculated using (2.20f) with the old multipliers A; (¢ — S)
and p;(¢ — S). The presence of outdated subgradient summands motivates the use of an asyn-
chronous subgradient method such as the one in [83].

Specifically, the dual updates still occur at every time slot but are allowed to use subgra-
dients with outdated summands. Thus, C;;(¢ — S) and P;(¢ — S) are used instead of the
corresponding E[.] terms in (2.23d) and (2.23e) at the current time ¢. Further, since the averag-
ing operation consumes another S time slots, the same summands are also used for times ¢+ 1,
£4+2,...,04+ 5 —1. Attime £ + S, power allocations from the time slots £, £ + 1,/ + .S — 1
become available, and are used for calculating C;;(¢) and P;(¢), which then serve as the more
recent subgradient summands. Note that a subgradient summand such as CA‘Z J is at least S and
at most 25 — 1 slots old.

The asynchronous subgradient method is summarized as Algorithm 1. The algorithm uses

the function 7(¢) which outputs the time of most recent averaging operation, that is,
7(0) =max{S|({—-S-1)/S|+1,1} V £>1. (2.32)

Note that S < ¢ — 7(¢) < 2S5 — 1. Recall also that the subgradient components C’Z- 7 and ]5Z are

evaluated only at times 7(/).
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Algorithm 2.1: Asynchronous subgradient algorithm

1 Initialize ¢(1) = 0 and C;;(1) = P;(1) = 0. Let N be the maximum

10

11

number of subgradient iterations.

for/=12 ..., N, do

Calculate primal iterates a™ (£), 273 (£), 2}(£), cij(£), and p;(£)
[cf. (2.20a)—(2.20e)].
Calculate the optimal power allocation p(hy; 7(¢)) by solving (2.20f) using hy and
¢(r(0)).
Update dual iterates v/ (¢ + 1), n/*(¢ + 1) and &;;(¢ + 1) from the current primal
iterates evaluated in Line 3 [cf. (2.22a)—(2.22¢)].
if ¢ — 7(¢) = S, then
Calculate C;;(7(¢)) and P;(7(¢)) as in (2.30).
end

Update the dual iterates \; (¢ + 1) and p;(¢ + 1):

A +
N (€+1) = [N (0) + eleis (0) = Cis(7(0)))]
. +
il +1) = [il0) + e(Bilr(0) = pi(0))] -
Network Control: Use the current iterates o™ (£) for flow control; 273 (¢) and 27} (¢)

for routing and network coding; ¢;;(¢) for link rate control; and p(hy; 7(¢)) for

instantaneous power allocation.

end
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The following proposition gives the dual convergence result on this algorithm. Define G as

the bound H [CT f’T]TH < G where C and P are formed by stacking the terms [ [Zf ij(p(h), h)]

and E [Z £ pzfj (h)} , respectively.

Proposition 2.4. [f the maximum delay of the asynchronous counterparts of physical layer

updates (2.22d) and (2.22¢) is D, then:
a) The sequence of dual iterates {{(¢)} is bounded; and

b) The best dual value converges to D up to a constant:

2 —
lim min o(¢(¢)) <D+ % + 2¢DGG. (2.33)

500 1<¢<s

Thus, the suboptimality in the asynchronous subgradient over the synchronous version is
bounded by a constant proportional to D = 25 — 1. Consequently, the asynchronous subgra-
dient might need a smaller stepsize (and hence, more iterations) to reach a given distance from
the optimal.

The convergence of asynchronous subgradient methods for convex problems such as (2.17)
has been studied in [83, Section 6] for a diminishing stepsize. Proposition 2.4 provides a
complementary result for constant stepsizes.

Again, as with the synchronous version, the primal running averages also converge to
within a constant from the optimal value of (2.14). This is stated formally in the next proposi-

tion.

Proposition 2.5. If the maximum delay of the asynchronous counterparts of physical layer

updates (2.22d) and (2.22e) is D, then:

a) There exists a sequence p(h; s) such that (y(s), p(h; s)) € B and

lim |a(v(s), B(hs 5))]*|| = 0. (2.34)

§—00

b) The sequence f(y(s)) converges in the following sense:
2

lim inf f(y(s)) = P — % —2¢eDGG (2.35a)

and limsup f(y(s)) < P. (2.35b)

5—00
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Note that as with the synchronous subgradient, the primal running averages are still asymp-
totically feasible, but the bound on their suboptimality increases by a term proportional to the
delay D in the physical layer updates. Of course, all the results in Propositions 2.4 and 2.5
reduce to the corresponding results in Propositions 2.2 and 2.3 on setting D = 0. Interestingly,
there is no similar result for primal convergence in asynchronous subgradient methods even for
convex problems.

Finally, the following remarks on the online nature of the algorithm and the implementation

of the Lagrangian maximizations in (2.20) are in order.

Remark 2.1. Algorithm 1 has several characteristics of an online adaptive algorithm. In par-
ticular, prior knowledge of the channel distribution is not needed in order to run the algorithm
since the expectation operations are replaced by averaging over channel realizations on the
fly. Likewise, running averages need not be evaluated; Proposition 2.5 ensures that the cor-
responding long-term averages will be near-optimal. Further, if at some time the network
topology changes and the algorithm keeps running, it would be equivalent to restarting the

entire algorithm with the current state as initialization. The algorithm is adaptive in this sense.

Remark 2.2. Each of the maximization operations (2.20a)—(2.20e) is easy, because it involves
a single variable, concave objective, box constraints, and locally available Lagrange multipli-
ers. The power control subproblem (2.20f) however may be hard and require centralized com-
putation in order to obtain a (near-) optimal solution. For the conflict graph model, see [71,159]
and references therein for a list of approximate algorithms. For the SINR model, solutions
of (2.20f) could be based on approximation techniques in power control for digital subscriber
lines (DSL)—see e.g., [64] and references therein—and efficient message passing protocols as

in [170].

2.4 Numerical Tests

The asynchronous algorithm developed in Section 2.3 is simulated on the wireless network
shown in Figure 2.1. The network has 8 nodes placed on a 300m x 300m area. Hyperarcs

originating from node 7 are denoted by (i, J) € A where J € 2V(®) \ () i.e., the power set of
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Figure 2.1: The wireless network used in the simulations. The edges indicate the neighborhood
of each node. The thickness of the edges is proportional to the mean of the corresponding

channel.

the neighbors of ¢ excluding the empty set. For instance, hyperarcs originating from node 1
are (1,{2}), (1,{8}) and (1, {2,8}). The network supports the two multicast sessions S; =
{1,{4,6}} and Sy = {4, {1, 7}}. Table 2.4 lists the parameter values used in the simulation.

The conflict graph model of Example 1 with secondary interference constraints is used. In
order to solve the power control subproblem (2.20f), we need to enumerate all possible sets of
conflict free hyperarcs (cf. Example 1); these sets are called matchings. At each time slot, the
aim is to find the matching that maximizes the objective function > £,3.) %-f ;- Note that since

f

7;7 18 a positive quantity, only maximal matchings, i.e., matchings with maximum possible

cardinality, need to be considered. At each time slot, the following two steps are carried out.

S1) Find the optimal power allocation for each maximal matching. Note that the capacity of
an active hyperarc is a function of the power allocation over that hyperarc alone [cf. (2.3)
and (2.4)]. Thus, the maximization in (2.20f) can be solved separately for each hyperarc
and tone. The resulting objective [cf. (2.20g)] is a concave function in a single variable,

admitting an easy waterfilling-type solution.
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F 2

hlfj Exponential with mean B{j = 0.1(d;j/do) "2 for all (i,j) € G

and f, where dgp = 20m and d;; is the distance between the nodes

1 and j; links are reciprocal, i.e., hzfj = hjl

Noise power, evaluated using d;; = 100m in the

expression for hlfj above

5 W/Hz for all f

max 5 W/Hz foralli ¢ N

al 5 bps/Hz for all m

am 10~* bps/Hz for all m

i interference-free capacity obtained for each j € J via waterfilling
under E [Zf pf(h{j)-‘ < p*foralli € N

25 /2 forall (i, J) € A

gpax | gmax /o for j € Jandi e N
U (a™) | In(a™) for all m

Vi(p;) | 10p? foralli € N

Table 2.1: Simulation parameters

S2) Evaluate the objective function (2.20f) for each maximal matching and for powers found

in Step 2, and choose the matching with the highest resulting objective value.

It is well known that the enumeration of hyperarc matchings requires exponential complex-
ity [159]. Since the problem at hand is small, full enumeration is used.

Figure 2.2 shows the evolution of the utility function f(y(s)) and the best dual value up to
the current iteration. The utility function is evaluated using the running average of the primal
iterates [cf. (2.25)]. It can be seen that after a certain number of iterations, the primal and dual
values remain very close corroborating the vanishing duality gap.

Figure 2.3 shows the evolution of the utility function for different values of S. Again the
utility function converges to a near-optimal value after sufficient number of iterations. Note

however that the gap from the optimal dual value increases for large values of .S, such as
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Figure 2.2: Evolution of the utility function f(y(s)) and best dual value ppest(s) =
ming<s 0(¢(¢)) for e = 0.15 and S = 50.
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Figure 2.3: Evolution of the utility function f(y(s)) for different values of S with stepsize
€ =0.15.
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S = 60 (cf. Proposition 2.5).

Finally, Figure 2.4 shows the optimal values of certain optimization variables. Specifically
the two subplots show all the virtual flows to given sinks for each of the multicast sessions,
namely, {s' = 1, = 6} and {s? = 4,¢ = T}, respectively. The thickness and the gray level
of the edges is proportional to the magnitude of the virtual flows. It can be observed that most
virtual flows are concentrated along the shorter paths between the source and the sink. Also,
the radius of the circles representing the nodes is proportional to the optimal average power
consumption. It can be seen that the inner nodes 2, 4, 6, and 8 consume more power than the
outer ones, 1, 3, 5, and 7. This is because the inner nodes have more neighbors, and thus more

opportunities to transmit. Moreover, the outer nodes are all close to their neighbors.

2.5 Conclusions

This chapter formulates a cross-layer optimization problem for multicast networks where nodes
perform intra-session network coding, and operate over fading broadcast links. Zero duality
gap is established, rendering layered architectures optimal.

Leveraging this result, an adaptation of the subgradient method suitable for network con-
trol is also developed. The method is asynchronous, because the physical layer returns its
contribution to the subgradient vector with delay. Using the subgradient vector, primal iterates
in turn dictate routing, network coding, and resource allocation. It is established that network
variables, such as the long-term average rates admitted into the network layer, converge to
near-optimal values, and the suboptimality bound is provided explicitly as a function of the

delay in the subgradient evaluation.

2.A Strong Duality for the Networking Problem (2.14)

This appendix formulates a general version of problem (2.14), and gives results about its duality
gap. Let h be the random channel vector in ) := IR‘i“, where R denotes the nonnegative
reals, and dy, the dimensionality of h. Let D be the o-field of Borel sets in €2, and P}, the

distribution of h, which is a probability measure on D.
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Figure 2.4: Some of the optimal primal values after 5000 iterations with € = 0.15 and .S = 40.
The gray level of the edges corresponds to values of virtual flows according to the color bar on

the right, with units bps/Hz.
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As in (2.14), consider two optimization variables: the vector y constrained to a subset
By of the Euclidean space R%; and the function p : Q — R% belonging to an appropriate
set of functions P. In the networking problem, the aforementioned function is the power
allocation p(h), and set P consists of the power allocation functions satisfying instantaneous
constraints, such as spectral mask or hyperarc scheduling constraints (cf. also Examples 1 and
2). Henceforth, the function variable will be denoted by p instead of p(h), for brevity. Let II

be a subset of R%. Then P is defined as the set of functions taking values in II.
P := {p measurable | p(h) € II for almost all h € Q}. (2.36)

The network optimization problem (2.14) can be written in the general form

P= max f(y) (2.37a)
s.t. g(y) +E[v(p(h),h)] <0 (2.37b)
yeEBy, peP (2.37¢)

where g and v are R%valued functions describing d constraints. The formulation also sub-
sumes similar problems in the unicast routing framework such as those in [64, 139].

Evidently, problem (2.14) is a special case of (2.37). If inequalities (2.14b)—(2.14f) are
rearranged to have zeros on the right hand side, function v(p(h), h) will simply have zeros
in the entries that correspond to constraints (2.14b)—(2.14d). The function q(y, p(h)) defined
before (2.15) equals g(y) + E[v(p(h), h)].

The following assumptions regarding (2.37) are made:

AS1. Constraint set By is convex, closed, bounded, and in the interior of the domains of func-
tions f(y) and g(y). Set I is closed, bounded, and in the interior of the domain of function

v(.,h) for all h.

AS2. Function f(-) is concave, g(-) is convex, and v(p(h),h) is integrable whenever p is

measurable. Furthermore, there is a G > 0 such that |E[v(p(h), h)]|| < G, whenever p € P.

AS3. Random vector h is continuous;' and
AS4.

"Formally, this is equivalent to saying that Py, is absolutely continuous with respect to the Lebesgue measure

on ]Rih. In more practical terms, it means that h has a probability density function without deltas.
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There exist y’ € By and p’ € P such that (2.37b) holds as strict inequality (Slater con-

straint qualification).

Note that these assumptions are natural for the network optimization problem (2.14). Specif-
ically, By are the box constraints for variables a™, :ch?t, 21"y, ¢y, and p;; and II gives the in-
stantaneous power allocation constraints. The function f(y) is selected concave and ¢(y) is
linear. Moreover, the entries of v(p(h), h) corresponding to (2.14f) are bounded because the
set IT is bounded. For the same reason, the ergodic capacities E[sz ;(p(h), h)] are bounded.

While (2.37) is not convex in general, it is separable [12, Section 5.1.6]. The Lagrangian
(keeping constraints (2.37c) implicit) and the dual function are, respectively [cf. also (2.15)

and (2.16)]

L(y,p,¢) = f(y) - ¢" (&(y) + E[v(p(h), b)) (2.38)
o(€) = yegly‘flgepﬁ(y, p,¢) = ¥(¢) + ¢(C). (2.39)

where ¢ denotes the vector of Lagrange multipliers and

0(¢) = max { f(y) — ¢"e ()] (2.400)
9(¢) = max (' E[v(p(h), b). (240b)

The additive form of the dual function is a consequence of the separable structure of the La-
grangian. Further, AS1 and AS2 ensure that the domain of o(¢) is R?. Finally, the dual
problem becomes [cf. also (2.17)]

D = min o(¢). (2.41)

As p varies in P, define the range of E[v(p(h), h)] as
R = {w € R¢|w = E[v(p(h), h)] for some p € 73} . (2.42)

The following lemma demonstrating the convexity of R plays a central role in establishing the

zero duality gap of (2.37), and in the recovery of primal variables from the subgradient method.

Lemma 2.1. I[fASI-AS3 hold, then the set R is convex.
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The proof relies on Lyapunov’s convexity theorem [17]. Recently, an extension of Lya-
punov’s theorem [17, Extension 1] has been applied to show zero duality gap of power control
problems in DSL [98]. This extension however does not apply here, as indicated in the ensuing
proof. In a related contribution [139], it is shown that the perturbation function of a problem

similar to (2.37) is convex; the claim of Lemma 2.1 though is quite different.

Proof of Lemma 2.1. Letr; and ry denote arbitrary points in R, and let o € (0, 1) be arbitrary.

By the definition of R, there are functions p; and ps in P such that

r = / v(p1(h), h)dP, and 1y = / v(pa(h), h)dPy. (2.43)

Now define
/ vipi(h), h)ar,

/ v(p2(h), h)dP,
E
The set function u(F) is a nonatomic vector measure on D, because Py, is nonatomic (cf.

AS3) and the functions v(py(h),h) and v(p2(h), h) are integrable (cf. AS2); see [47] for

u(E) := , EeD. (2.44)

definitions. Hence, Lyapunov’s theorem applies to u(E); see also [17, Extension 1] and [139,
Lemma 1].

Specifically, consider a null set ® in D, i.e., a set with P,(®) = 0, and the whole space
Q € D. Tt holds that u(®) = 0 and u(f2) = [r], rl]7. For the chosen o, Lyapunov’s theorem

asserts that there exists a set £/, € D such that (£, denotes the complement of E,,)

u(E,) =au(@) + (1 —a)u(®) =« [ 1] (2.45a)
ra
u(EY) =u(Q) —u(Ey) = (1 —«) [ 1] . (2.45b)
ra

Now using these E,, and E¢, define

p1(h), h e Ea
Pa(h) = (2.46)
p2(h), he ES.
It is easy to show that p,(h) € P. In particular, the function p,(h) can written as po(h) =

pi(h)1g, + p2(h)1g:, where 1g is the indicator function of a set £ € D. Hence it is
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measurable, as sum of measurable functions. Moreover, we have that p,(h) € II for almost
all h, because p1(h) and p2(h) satisfy this property. The need to show p,,(h) € P makes [17,
Extension 1] not directly applicable here.

Thus, p,(h) € P and satisfies [cf. (2.45)]

/v(pa(h), h)dpP, = / v(pi(h),h)dP, + . v(pz2(h),h)dP, = ar; + (1 — a)rs.

(2.47)

Therefore, ar; + (1 — a)ra € R. O

Finally, the zero duality gap result follows from Lemma 2.1 and is stated in the following

proposition.
Proposition 2.6. If AS1-AS4 hold, then problem (2.37) has zero duality gap, i.e.,
P=D. (2.48)

Furthermore, the values P and D are finite, the dual problem (2.41) has an optimal solution,

and the set of optimal solutions of (2.41) is bounded.

Proof. Function f(y) is continuous on By, since it is convex (cf. AS1 and AS2) [13, Prop. 1.4.6].
This, combined with the compactness of By, shows that the optimal primal value P is finite.

Consider the set

Wi {(wn,. . wau) € R |

f(y) < u,g(y) + E[v(p(h), h)] < w forsome y € By, p € P}. (249)

Using Lemma 2.1, it is easy to verify that set VV is convex. The rest of the proof follows
that of [12, Prop. 5.3.1 and 5.1.4], using the finiteness of P and Slater constraint qualification
(cf. AS4).

The boundedness of the optimal dual set is a standard result for convex problems under
Slater constraint qualification and finiteness of optimal primal value; see e.g., [13, Prop. 6.4.3]
and [113, p. 1762]. The proof holds also in the present setup since P is finite, P = D, and AS4
holds. O
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2.B Dual and Primal Convergence Results

This appendix formulates the synchronous and asynchronous subgradient methods for the
generic problem (2.37); and establishes the convergence claims in Propositions 2.2-2.5. Note
that Propositions 2.2 and 2.3 follow from Propositions 2.4 and 2.5, respectively, upon setting
the delay D = 0.

Starting from an arbitrary {(1) > 0, the subgradient iterations for (2.41) indexed by ¢ € IN
are [cf. also (2.19)]

y(0) € arg max {f(y) - ¢" (Dg(y)} (2.50a)
YEBy
P(3{) € arg max ¢"(OE[v(p(h), h)] (2.50b)
pe
and CU+1)=[C0) +e(g0) +v())" (2.50¢c)

where g(¢) and v (/) are the subgradients of functions ¢(¢) and ¢(¢), defined as [cf. also (2.23)]

g(0) = g(y(0)) (2.51a)

() := E[v(p(h; ¢), h)]. (2.51b)

The iteration in (2.50c) is synchronous, because at every ¢, both maximizations (2.50a) and (2.50b)
are performed using the current Lagrange multiplier ¢(¢). An asynchronous method is also of
interest and operates as follows. Here, the component v of the overall subgradient used at ¢
does not necessarily correspond to the Lagrange multiplier ¢(¢), but to the Lagrange multiplier
at a time 7(¢) < ¢. Noting that the maximizer in (2.50b) is p(.; 7(¢))) and the corresponding

subgradient component used at ¢ is v(7(¢)), the iteration takes the form
Cl+1) = [C(O) +e (&0 +¥(r ()], e (2.52)

The difference /—7(¥) is the delay with which the subgradient component v becomes available.
In Algorithm 1 for example, the delayed components are C;;(7(¢)) and P;(7(£)).
Next, we proceed to analyze the convergence of (2.52). Function g(y) is continuous on By,

because it is convex [13, Prop. 1.4.6]. Then AS1 and AS2 imply that there exists a bound G
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such that for all y € By and p € P,
lg(y) +E[v(p(h), h)]|| < G. (2.53)

Due to this bound on the subgradient norm, algorithm (2.52) can be viewed as a special
case of an approximate subgradient method [112]. We do not follow this line of analysis here
though, because it does not take advantage of the source of the error in the subgradient—
namely, that an old maximizer of the Lagrangian is used. Moreover, algorithm (2.52) can be
viewed as a particular case of an e-subgradient method (see [12, Section 6.3.2] for definitions).
This connection is made in [83] which only deals with diminishing stepsizes; here results are

proved for constant stepsizes. The following assumption is adopted for the delay ¢ — 7(¥).
ASS. There exists a finite D € IN such that / — 7(¢) < D for all £ € IN.

ASS5 holds for Algorithm 1 since the maximum delay there is D = 25 — 1. The following
lemma collects the results needed for Propositions 2.2 and 2.4. Specifically, it characterizes
the error term in the subgradient definition when —v(7(¢)) is used; and also relates successive

iterates ¢(¢) and ¢ (¢ + 1). The quantity G in the ensuing statement was defined in AS2.

Lemma 2.2. Under AS1-ASS5, the following hold for the sequence {{(¢)} generated by (2.52)
forall@ > 0
a) — v (7(0)) (6 —¢(0) < ¢(8) — $((0)) + 2eDGG (2.54)
b) — (&(0) +v(r(0))T (6 — ¢(0)) < 0(8) — 0(¢(0)) + 2eDGG (2.54b)
©) [€(E+1) = 0]* = [[¢(6) — O]* < 2¢[0(B) — o(¢(0)] + €G® + 4 DGG (2.54c)
Parts (a) and (b) of Lemma 2.2 assert that the vectors —v(7(¢)) and —g(¢) — v(7(¢)) are

respectively e-subgradients of ¢(¢) and the dual function o(¢) at {(¢), with e = 2eDGG.

Note that ¢ is a constant proportional to the delay D.

Proof of Lemma 2.2. a) Rewrite the left-hand side of (2.54a) as

(7)) (0 — ¢(0) = T (7(0)) [0 — ¢(r(0)] = ¥ (7(0)) [¢(r(£) = ¢(O)] . (2.55)
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Applying the definition of the subgradient for ¢(¢) at {(7(¢)) to (2.55), it follows that

v (7(£)) (8 = ¢(£)) < ¢(8) — &(C((0))) — ¥ (7(0) [¢(7(0) — ¢(O)] - (2.56)

Now, adding and subtracting the same terms in the right-hand side of (2.56), we obtain

L—7(L)
=T (7(0) (8 = ¢(0) < p(0) — p(C(0) + D [#(C(T(0) + K)) — (C(T(0) + £ — 1))]
k=1
L—7(L)
— > NEO)[C(r(0) + k= 1) = ¢(r(0) + k)] (2.57)
k=1

Applying the definition of the subgradient for ¢(¢) at {(7(¢) + k) to (2.57), it follows that

L—7(£)
—T(1(0) (0 —¢(0)) < ¢(6) — )+ Z K)[C(T(0) + Kk —1) = C(T(€) + K)]
7(£)
- Z VT (0) [C(r(0) + 5 — 1) = {(T(0) + K)] - (2.58)
k=1

Using the Cauchy-Schwartz inqeuality, (2.58) becomes

T (r( >><0—c< ) < 6(6) — ¢(¢(0))

L—T(¢

+ Z O+ m)+ @)D ICEE) + 5 =1) =¢(r(0) + &) (2.59)
Now, write the subgradient iteration [cf. (2.52)] at 7(¢) + k — 1:

Cr)+r)=[KrW)+r—1)+e(@(T) +r—1)+v(r(7(0) + K — 1)))]+ (2.60)

Subtracting ¢ (7(¢) + k — 1) from both sides of the latter and using the nonexpansive property
of the projection [13, Prop. 2.2.1] followed by (2.53), one finds from (2.60) that

ST (0) + k) =C(r(0) + £ = D] S e[&g(7(0) + £ = 1) +¥(7(7(£) + £ — 1))|| < €G.
(2.61)
Finally, recall that ||¥(¢)|| < G forall £ € IN (cf. AS2), and £ — 7(¢) < D forall £ € IN (cf.
ASS5). Applying the two aforementioned assumptions and (2.61) to (2.59), we obtain (2.54a).

b) This part follows readily from part a), using (2.39) and the definition of the subgradient
for ¢(¢) at ¢(¢) [cf. (2.51a)].
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¢) We have from (2.52) for all @ > 0 that
2
I¢(e+1) = 0P =|[[¢(0) + e (&(0) + ¥(r(@)] " - 0] . (2.62)
Due to the nonexpansive property of the projection, it follows that

IG(+1) = O[* < [I¢(€) + € (&(6) + ¥(7(£))) — 0|
= 1¢(0) — 0] + € [|g(0) + v (= (0)?
+2€ (8(0) +¥(r(0)" (¢(0) - 6). (2.63)

Introducing (2.54b) and (2.53) into (2.63), (2.54¢) follows. L]

The main convergence results for the synchronous and asynchronous subgradient methods
are given by Propositions 2.2 and 2.4, respectively. Using Lemma 2.2, Proposition 2.4 is proved

next.

Proof of Proposition 2.4. a) Let {* be an arbitrary dual solution. With g; and v; denoting the

i-th entries of g and v, respectively, define

6:= min {—gi(y') — Elvi(p/(h), h)]} 2.64)

where y’ and p’ are the strictly feasible variables in AS4. Note that § > 0 due to AS4.
We show that the following relation holds for all £ > 1:

1 , G? 2¢DGG .
1€(0) = ¢*ll < max{[[¢(1) = ¢*[|. 5(D = F3) + S + = + 1"l + €G-

(2.65)

Eq. (2.65) implies that the sequence of Lagrange multipliers {{(¢)} is bounded, because
the optimal dual set is bounded (cf. Proposition 2.6). Next, (2.65) is shown by induction. It
obviously holds for £ = 1. Assume it holds for some ¢ € IN. It is proved next that it holds for
¢+ 1. Two cases are considered, depending on the value of o({(¢)).

Case 1: 9(¢(£)) > D + €G?/2 + 2¢DGG. Then eq. (2.54c) with @ = ¢* and o(¢*) = D

becomes

I +1) = ¢*I < 1¢(e) — €I = 2¢ [o(¢(H) ~ D — eG*/2 ~2eDGG] . (266)
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The square-bracketed quantity in (2.66) is positive due to the assumption of Case 1. Then (2.66)
implies that ||¢(£ + 1) — ¢*||> < [|€(¢) — ¢*||?, and the desired relation holds for £ + 1.
Case 2: 0(¢(f)) < D+eG?/2+2¢DGG. Tt follows from (2.52), the nonexpansive property

of the projection, the triangle inequality, and the bound (2.53) that

16 +1) = ¢l < [6(0) + () +¥(r(€)) — 7| (2.672)
<O + ¢ + G (2.67b)

Next, a bound on ||¢(¢)|| is developed. Specifically, it holds due to the definition of the
dual function [cf. (2.39)] that

o(C(0) = max {f(y)—<¢"(0)(g(y) + E[v(p(h),h)])}

YEBy, pEP
> f(y') = ¢"(0)(gy') + E[v(p(h),h)]). (2.68)

Rewriting the inner product in (2.68) using the entries of the corresponding vectors and substi-

tuting (2.64) into (2.68) using ¢ > 0, it follows that
d

d
3y Ci(0) <= ¢l (0)(g:(y") + Elvi(p(h),h)])
=1 =1
< 0(¢(0) — f(Y). (2.69)

Using [|¢(€)] < X4, ¢;(£) into (2.69), the following bound is obtained:

1SN < <€) = f(¥))- (2.70)

ST

Introducing (2.70) into (2.67b) and using the assumption of Case 2, the desired rela-
tion (2.65) holds for £ + 1.
b) Set @ = ¢* and p(0) = o(¢*) = D in (2.54c):

IC(+1) = ¢*[1* < [1€(8) = ¢FIIP + €G? + 42 DGG + 2¢ [D — o(¢ (1)) (2.71)

Summing the latter for / = 1, ..., s, and introducing the quantity min; <,<s 0(¢(¢)), it follows
that

S
IC(+1) = ¢*[1* < IC(1) = C*II” + s€2G? + 4s€> DG G + 25eD — 2¢ > 0(¢ (X))

=1
<[¢(1) = ¢F||? + s€2G? + 452 DGG + 2s€D — 2se lrgeig 0(€(0)).(2.72)
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Substituting the left-hand side of (2.72) with 0, rearranging the resulting inequality, we obtain

0 <|[¢(1) = ¢|)? + s€2G? + 452 DGG + 2seD — 2s¢ min o(¢(4))

1<i<s
and thus,
: eG? -, IS = ¢
< — —_—t .
oin 0o(¢(£))<D + 5 +2eDGG + Ses (2.73)

Now, note that limg_, o, min;<,<s 0({(¢)) exists, because min; << o(¢(¢)) is monotone
decreasing in s and lower-bounded by D, which is finite. Moreover, lim_,o [|¢(1) — ¢*||?/(2es) =

0, because ¢* is bounded. Thus, taking the limit as s — oo in (2.73), yields (2.33). ]

Note that the sequence of Lagrange multipliers in the synchronous algorithm (2.50c) is
bounded. This was shown for convex primal problems in [113, Lemma 3]. Interestingly,
the proof also applies in the present case since AS1-AS4 hold and imply finite optimal P =
D. (cf. Proposition 2.6) Furthermore, Proposition 2.2 for the synchronous method follows
from [13, Prop. 8.2.3], [139].

Next, the convergence of primal variables through running averages is considered. The fol-
lowing lemma collects the intermediate results for the averaged sequence {y(s)} [cf. (2.25)],
and is used to establish convergence for the generic problem (2.37) with asynchronous subgra-
dient updates as in (2.52). Note that y(s) € By, s > 1, because (2.25) represents a convex

combination of the points {y(1),...,y(s)}.

Lemma 2.3. Under ASI-AS5 with {* denoting an optimal Lagrange multiplier vector, there

exists a sequence {P(.; s)} in P such that for any s € N, it holds that

2 & (s) + E[v(d(b; ), )] < HC(S;U” (2.742)
b) f(y(s)) > D — ’42(2“2 — EC; —2eDGG (2.74b)
©) F(9(5)) < D+ 11671 le(¥(s)) + Elv(p(hs ), h)]) . (2.740)

Eq. (2.74a) is an upper bound on the constraint violation, while (2.74b) and (2.74c) provide
lower and upper bounds on the objective function at y(s). Lemma 2.3 relies on Lemma 2.1
and the fact that the averaged sequence {y(s)} is generated from maximizers of the Lagrangian

{y(¢)} that are not outdated.
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Proof of Lemma 2.3. a) It follows from (2.52) that

CUl+1) = C(0) + € (8(0) +v(7(0))) - (2.75)

Summing (2.75) over £ = 1,..., s, using (1) > 0, it follows that

S S
€Y &) +e> V() <¢(s+1)
/=1 /=1
and thus,
18 1E 1
0+ = ) < Cls+1) (2.76)
S S €S

Now, recall the definitions of the subgradients g(¢) and v(7(¢)) in (2.51). Due to the

convexity of g(-), it holds that

1< 1
g(y(s) <> aly ;Z 2.77)
=1 =1
Due to Lemma 2.1, there exists p(h; s) in P such that
. 1< 1SN,
E[v(p(h;s),h)] = Elv(p(h;7(£),h)]=_>_ ¥(((). (2.78)
=1 =1
Combining (2.76), (2.77), and (2.78), it follows that
£(y() + Elv(p(h: ) b)) < S, 2.79)
Since {(s + 1) > 0, (2.79) yields
&(9() + Elv(p(hss), )] < SCY
and thus,
1
|is(5(s)) + Bl ), )y | < 16E DL 250

b) Due to the concavity of f(-), it holds that f(y(s)) > 1377, f(y(¢)). Adding and

subtracting the same terms to the right-hand side of the latter, we have that
_ 1¢
F3(s) = -3 [y (0) = ¢ (Dl (0)] - chT p(h;7(0)), h)]
=1

¢"(0)(g(y(0)) + E[v(p(h; 7(£)), h)]). (2.81)
/=1

1
+ —
S
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It holds that f(y(£)) — ¢T(0)g(y(£)) = 1 (¢(£)) due to (2.50a) and (2.39). Using the latter
into (2.81),

FF() = =37 [0(¢(0) = T OBV (p(b; 7(£), )]

>_ ¢ (O(ey(0) + E[v(p(h; 7(4)), h))). (2.82)

Z
Q
3
=
o
o
=
o
j=p
o
=3
=
<
—~
=
=
9
—
S
~— &~

h)] = v(7(¢)) [cf. (2.51b)]. Thus, it holds that

~CH(OEN(p(h; 7(6)), h)] = ¢ (1(O)¥(r(0) + ¥ (7 () [¢(7(£)) = ¢(O)].  (2:83)

The first term in the right-hand side of (2.83) is ¢(¢(7(£))) ([cf. (2.50b) and (2.39)]. The
second term can be lower-bounded using Lemma 2.2(a) with 8 = ({(7(¢)). Then, (2.83)

becomes

(" (OE[v(p(h; 7(£)), h)] > ¢(¢(£)) — 26DGG (2.84)

Using (2.84) into (2.82) and ¢ (¢(¢)) + ¢(¢(¢)) = o(¢(¢)) > D, it follows that

F(5(s)) = D~ 26DGG + - 37 ¢T () (g(y(0) + Evp(ir(0). b)) (285)
/=1

Moreover, it follows from (2.52) and the nonexpansive property of the projection that

I+ 1)[* < [[€(0) + e(g(y(£) + E[v(p(h; 7(£), ) ||
and thus,
IS+ DI < SOOI+ 2¢¢T(0) (8(y(£)) + E[v(p(h; 7(£)), h)])
+ ¢ g(y(0) + E[v(p(h; ), h)]|*. (2.86)

Summing (2.86) for £ = 1,...,s, dividing by 2es, and introducing the bound (2.53) on the

subgradient norm yield

LS O ay(0) + Elv(p(hi ), b)) >~ JCEDIEZCWIE 5
(=1

Using (2.87) into (2.85) together with || (s + 1)||> > 0, one arrives readily at (2.74b).
¢) Let ¢* be an optimal dual solution. It holds that
FF() = f3(5) = ¢ (g3 (5)) + E[v(D(hs 5), h)])

+ ¢ (g(3(5)) + E[v(B(h; ), h]) (2.88)



2.B Dual and Primal Convergence Results 50

where p(h; s) was defined in part (a) [cf. (2.78)].
By the definitions of D and ¢* [cf. (2.41)], and the dual function [cf. (2.39)], it holds that

D=0(¢") = max L(y.p.¢") =Ly, 0.¢") (2.89)

Substituting the latter into (2.88), it follows that

fF(s) <D+ ¢ (g(¥(s)) + E[v(p(h;s),h)]). (2.90)

Because ¢* > 0 and 6 < [0]" for all 8, (2.90) implies that

F(3()) <D+ ¢ [g(y(s) + Elv(b(hss), h)]] ™. (2.91)
Applying the Cauchy-Schwartz inequality to the latter, (2.74c) follows readily. O

Using Lemma 2.3, the main convergence results for the synchronous and asynchronous

subgradient methods are given correspondingly by Propositions 2.3 and 2.5, after substituting

a(y(s), p(h;s)) = g(¥(s)) + E[v(D(h; s)]. (2.92)

Proof of Proposition 2.5. a) Take limits on both sides of (2.74a) as s — oo, and use the bound-
edness of {¢(s)}.

b) Using P = D and taking the liminf in (2.74b), we obtain (2.35a). Moreover, using
P = D, (2.74a), the boundedness of ||¢*||, and taking lim sup in (2.74c), (2.35b) follows. [
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Chapter 3

Cross-Layer Design of Coded

Multicast with Random Access

This chapter considers joint optimization of network coding and Aloha-based medium ac-
cess control (MAC) for multi-hop wireless networks. The multicast throughput with a power
consumption-related penalty is maximized subject to flow conservation and MAC achievable
rate constraints to obtain the optimal transmission probabilities. The relevant optimization
problem is inherently non-convex and hence difficult to solve even in a centralized manner.
A successive convex approximation technique is employed to obtain a Karush-Kuhn-Tucker
(KKT) solution. A separable problem structure is obtained and the dual decomposition tech-
nique is adopted to develop a distributed solution. The algorithm is thus applicable to large
networks, and amenable to online implementation. Numerical tests verify performance and
complexity advantages of the proposed approach over existing designs. A network simulation
with implementation of random linear network coding shows performance very close to the
one theoretically designed.

This chapter is organized as follows. The system model and the problem statement are
given in Section 3.1. The successive convex approximation algorithm is described in Sec-
tion 3.2. A distributed solution and its online implementation are provided in Section 3.3.
Numerical tests as well as a network simulation with suitable implementation of random linear

network coding are presented in Section 3.4, followed by the conclusions in Section 3.5.
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3.1 System Model and Problem Statement

3.1.1 System Model

Consider a wireless network represented by a hypergraph (N, .A) with the set of nodes N/
and the set of hyperarcs A. A hyperarc (i, J) € A models the broadcast channel between
node 4, and the set of receivers J C N. The super-set J; collects all such sets of receivers
{J|(i, J) € A} for node i € N. The one-hop neighborhood of node i is denoted by N (i) and
includes all nodes belonging to at least one set J € J;. The hyperarc model is very general and
allows nodes to transmit at different rates and powers on each hyperarc; see e.g., [96,97,159].
It also subsumes point-to-point, and broadcast-only scenarios, as detailed later in Section 3.1.3.

Consider further a multicast session involving a source node s € N, and a set of sink nodes
T C N. The aim is to maximize the multicast rate R at which node s can transmit the same
information to all the sink nodes t € 7. The network operates in a time-slotted fashion. The
unit of R and of all other rates that will be described here is packets per slot.

For networks modeled by graphs with error-free edges, random linear network coding
achieves the full multicast capacity [72]. Wireless networks, however, are error-prone and have
broadcast channels that are better modeled by hyperarcs. The multicast rate region with random
linear network coding for such networks is also known [97, 159] and represents the achievable
rate region which can be realized by practical network coding schemes such as [28, 72, 96].
Leveraging on this characterization, the present section formulates a cross-layer optimization
problem to maximize the multicast rates supported by a slotted Aloha network. To this end, a
set of auxiliary variables {rg-) } is introduced, with rg-) > 0 representing the virtual transmis-
sion rate (also called virtual flow) from node i to a neighboring node j € N (i) for sink ¢ € T.
Virtual flows abide by the flow conservation constraints [97]

S 3 W =Ry — Rl ieNteT (.1
JEN() JHEN(J)
where 1 is the indicator function that takes the value one when the expression inside the
curly brackets is true, and zero otherwise.

Optimization solvers usually require all constraints to be expressed as inequalities. There-
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fore, the following relaxed version of virtual flow constraints (3.1) is used here
) _ ®) > , e N
> o > 1 = Rlgy, teT,ic N\ {t}. (3.2)
JEN (i) JHEN(H)

To obtain (3.2), note that in (3.1), the set of equations for ¢ = ¢ can be omitted since they are
implied by the other equations. Relaxation of the flow constraints for 7 # ¢ is then equivalent to
allowing each node ¢ to transmit at higher rate than received, which amounts to adding virtual
sources at all nodes. Note, however, that sending nonzero flow from these virtual sources to
the sinks can never increase R, which is the flow from s to ¢ € 7. Thus, even if the optimal

solution has some nodes injecting extra flows, they can all be set to zero without impeding R.

3.1.2 Characterization of MAC Constraints

The MAC layer employs the slotted Aloha protocol. At every time slot, each node i € N
transmits on hyperarc (¢, J) with probability p;; and (instantaneous) physical layer (PHY) rate
c;j. The transmissions of different nodes are independent. Not all nodes in J can decode the
packets received from i, because of collisions or erasures. Let I(m) denote the set of nodes
whose transmissions interfere with the reception at node m. Reception at node m may fail (a)
due to collisions—when a node j € I(m) or m itself (half-duplex contraint) is transmitting
at the same time slot—or (b) due to erasures caused by impairments of the wireless medium
or jamming. Erasure means that although the link may be collision-free, the receiving end
cannot decode the transmitted packets with some probability due to, e.g., fading. Occurrence
of erasures is independent of collisions. To summarize, a transmission from 7 to m is successful
when (a) nonode j € (I(m)U {m})\{i} transmits, and (b) there is no erasure on link (z,m).

Let S} denote the event that a packet transmitted on hyperarc (7, J) is correctly decoded by
node m € J, and define ¢; := 1—3_ ;¢ 7. pi, the probability that i remains silent. Assume that
erasures happen independently across links and time slots, and let 1 —s; 5, be the probability of
erasure on the link (¢, m) of a packet transmitted at PHY rate ¢; ;. Assuming fully backlogged
queues at the link layer, so that all nodes have packets to transmit at every time slot, one can
write the probability of S}'; as

Pr(S™) = Sism 11 qj m € J,(i,J) € A. (3.3)
je(m){m})\{i}
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Next, introduce for each K C N (i) the probability b;;x that at least one node in K receives

the packets injected on the hyperarc (7, J) correctly; i.e,

bisk == Pr( U ) K C N(i),(i,J) € A (3.4)

meK
It is clear from this definition that b; ;5 = 0 if J N K = &. From the inclusion-exclusion

principle [142, p. 6], the probability of the union of events in (3.4) can be expanded as

|JNK|
Pr< U SQ}) oy (=t 1Pr< N (’}) K C N(i),(i,J) € A.  (3.5)
meK k=1 MCJNK meM
|M|=k
Define I(M), for a set of nodes M C N, as the set of nodes whose transmissions interfere

with at least one node in M i.e., I(M) = U, ,enr L(m). The probability that all nodes in A

decode the packet is

Pr( ﬂ f?f):( H SiJm>< H qj>, McJieN. (3.6)
meM meM JeI(M))UM)\{i}

The average rate at which packets are injected in the hyperarc (¢, J) is given by z;7 := ¢;yp;J.
The virtual flow rate for each sink ¢ € 7" can be related to {z;;}(;,7)c.4 through the following
set of inequalities [159]
S < 3 zisbisk, KCN()ieNteT. (3.7)
JeEK JeTi
The right-hand side represents the rate at which packets transmitted by node ¢ reach at least
one node in K, through various hyperarcs (i,./). Combining (3.4)—(3.6), the virtual flow

constraints (3.7) become

[JNK]|
S < S s XY DR U] sime KCNG),ieN, teT. (3.8)
jeK JeT; k=1 MCJNK meM

|M|=k
3.1.3 Problem Formulation

The problem of interest is to maximize the multicast throughput R while minimizing energy

consumption, subject to network coding and random access constraints. Since higher values of



3.1 System Model and Problem Statement 55

q; should translate to lower energy consumption at node ¢ € NV, a convex, decreasing function
v;(q;) is used as a cost to penalize the energy consumption.

First, the following definition is introduced, in order to streamline the notations in (3.8)
Cik ={(J,M,k)|J € T, M C JNK,k=|M]|}. 3.9

Also define Z;ps := (I(M) U M)\ {i} and s;sar := [I,,cps Sism- The overall optimization

problem is formulated as follows:

(PY) min > wvilgs) - R (3.10a)
R>0{r{)>0} ien
5. t. SRy - Y i <0, teTieN\{t}  (3.100)
JHEN(H) JEN()
Sl S (Dfeupsinr [[ 4 <0, K CN(i),i € Nt € T(3.10c)
jeEK (J,M,k)eC;i i J€Lim
S pitg—1<0, ieN. (3.10d)
JeT;

Note that (3.10d) is a relaxed version of the original equality constraint > _ ;. 7 piy + ¢ = 1.
If the optimal solution is such that strict inequality holds in (3.10d) for a node i € N, then the
value of ¢; can be increased without changing any p; ;. This will likely decrease the probability
of collisions due to node ¢ for other nodes, thus allowing at least as much throughput as before.

Problem (P?) is non-convex, because constraint (3.10c) is non-convex. A logarithmic
change of variables as in [26, Section 2] does not convexify the problem either, as (3.10b)
and (3.10c) both become signomial constraints. For this reason, a successive convex approxi-

mation approach is pursued in the next section to obtain a KKT optimal solution efficiently.

Remark 3.1. The problem formulation (3.10) can also be used when there are no erasures—
also referred to as lossless network—by setting s; j,, = 1 for all links. This is the case when,
e.g., sufficiently strong error correction codes are employed at the link layer, possibly combined
with appropriately reduced rates c; ;. Erasures correlated over space, e.g., due to jamming, can
also be incorporated in the formulation by directly plugging in the appropriate values of s; s
for each set M in (3.10c).

Before concluding this section, it is worth mentioning that the proposed model subsumes
wireless networks with point-to-point, and broadcast-only transmissions. The problem formu-

lation also becomes simpler under these special cases and is briefly outlined next.
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Point-to-point Transmissions

When only point-to-point transmissions are allowed, the network can be modeled by a regular
graph with edges £ instead of hyperarcs .A. Using the set 7; = {j|(¢,j) € £} in (3.10c), the

new constraints become

r —capnsie [ @ <0, keN(i)icN teT. 3.11)
JETRUTEN )

where 1 — s;;, is the erasure probability on link (i,k) € £. The sum-of-probabilities con-

straint (3.10d) also simplifies t0 > c n ;) pij + ¢ < 1.

Broadcast-only Transmissions

In networks with broadcast-only transmissions, node ¢ transmits all its packets on the hyperarc
(2, N(i)). Such a scenario arises when each node ¢ € N can only transmit at the same PHY
rate ¢; to all its neighbors. In this case, transmitting on a hyperarc (7, J) such that J C N (i)
does not yield any rate advantage. Under this assumption, the Aloha protocol is also simplified
and at each time slot, node i only transmits on (4, N (i)) with probability p;n(;y = 1 — ¢;. The

set C; i is replaced here by the set

Defining Z},, := (I(M) U M)\ {i} and T2, := I(M) U M, constraint (3.10c) becomes

Z 7”,(;) <g¢ Z (D)1 — g;)simr H qj

jEK (M.k)€Cixc j€Tin
:czi: SN =0 I @, KCN@G),ieN,teT (3.13)
p=1 (M,k)eC;k JETP,
where s := $;n(i)a- Note that problem (3.10) remains non-convex even under both special
cases.
The broadcast-only case was also considered in [140], where a centralized algorithm was
developed for small-size networks. In addition to focusing here on distributed optimization
that is scalable for larger networks, characterization of the MAC constraints in (3.13) (as well

as in (3.10c)) is more efficient. Specifically, the MAC constraints in [140] are captured through
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the variables z; 7, which, in turn, are described using a sum with the number of terms growing

exponentially in ||, whereas in (3.13), the number of terms is exponential only in | N (7)].

3.2 Successive Convex Approximation

Optimization over general non-convex constraints is well known to be difficult. However, de-
pending on the problem structure, several approximation methods are available. An option is
offered by successive convex approximation, which, under certain regularity conditions, guar-
antees first order KKT optimality [105]. In this section, the successive convex approximation
approach is applied to (P?). First, the general method is reviewed. Then, it is explained how

to obtain a convex approximation for the cross-layer optimization problem at hand.

3.2.1 Successive Convex Approximation Procedure

Suppose that the objective function to be minimized is convex, and the constraint set is the in-
tersection of a set H := {y|hi(y) < 0,7 =1,2,..., I} withaconvex set C. Functions {h;(y)}
are differentiable but may be non-convex in general. The set C captures convex constraints, if
any. The idea is to solve a sequence of surrogate problems, indexed by ¢ € {1,2,...}, where
H is substituted per iteration £ by a convex set H*. Since the intersection of convex sets is a
convex set [19, Section 2.3.1], the resulting optimization problems are convex. Set H/H! is
constructed as H! = {y|hi(y;y?) < 0,i = 1,2,...,I}, where y* is the solution of the
convex approximation at the ¢-th iteration, and Bi(y; y!) for each i is a differentiable convex

function satisfying the following three conditions:
(1) hi(y) < hi(y;y") forally € H P nC
(c2) hi(y") = hi(y*;y"); and

(c3) Vhi(y") = Vhi(y";y").

The procedure is initialized at an arbitrary feasible point y° € # N C. As shown in [105], the
limit of the sequence {y‘} is precisely a KKT point of the original (non-convex) problem. If

there are more than one non-convex functions h(yy)—so there is an intersection of sets of the
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form H—a convex approximating function is needed for each of them, satisfying conditions

(C1)—(C3).

3.2.2 Centralized Solution

In order to apply the successive convex approximation method to (P°), consider first the
change of variables p;; := logp;; and ¢; := loggq;. The objective in (3.10a) remains con-
vex provided that the cost function v;(g;) = v;(e%) for each i is chosen to be convex in G;.
Such a requirement is not too restrictive, as it is satisfied by a large class of useful cost func-
tions including, e.g., v;(¢;) = —Ing; and v;(g;) = ¢; “, @ > 0. Such cost functions do not
allow ¢; = 0, or, equivalently each node remains silent with nonzero probability, which has
desirable effects on fairness as well as power savings. Constraints (3.10b) are not affected by

the change of variables, and hence remain convex (linear). Constraints (3.10d) become

> exp(pis) +exp(g) — 1 <0, ie N (3.14)
JeJ;

which are convex.

Constraints (3.10c) become

Z rg.)— Z CiJSiJM €XP <ﬁij+ Z (L) + Z CijSiJM €XP (ﬁiJ“‘ Z ij)
(

JEK (J,M,k)eCl, J€Lim J,M,k)eC?, JE€Lim

<0, KCN(@),ieN,teT (3.15)
where the odd-k and even-k subsets of C; i are defined as

Che = {(J, M, k)|(J, M, k) € Cic, k odd} (3.16)

Ch¢ = {(J, M, k)|(J, M, k) € Cix, k even} . (3.17)

It is noted that the second summand (with its sign) in (3.15) is concave in the optimization

variables, while the rest are convex. However, it is possible to upper-bound the concave terms

by an affine function [19, p. 69]. Specifically, given the solution 151(? and Q’(»f)

5 of the /-th convex

approximation, (3.15) can be replaced with the following convex constraint at the (¢ + 1)-th
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approximation:

DL cwsww%(l +his =BG+ Y @—é”))

JEK (J,M,k)eC},, J€Lim

+ Z CZ'JSiJMGXp<I3iJ+ Z (jj)ﬁo, KCN(i),iGN,tGT (3.18)

(J,M k)eC%, J€Lim

where for (.J, M, k) € Cl, K C N(i),andi € N, itholds that o), == exp (57 + S jez,,, 4\ )-
It is easily verified that the approximation introduced in (3.18) satisfies conditions (c1)—(c3).

The resulting convex optimization problem for the (¢ + 1)-th iteration is given by

(P}) min > wie®) — R (3.192)
R>0,{r{) >0} {5;, <0} {3 <0} jcnr
5. t. (3.10b), (3.14), and (3.18) (3.19b)

and can be solved by generic algorithms for convex programs such as interior-point methods;
see e.g., [12], [19]. Note that in the first iteration, {]31(8), (ji(o)} must be initialized to a feasible
point of the original non-convex problem (P?). This can be done by selecting arbitrary values

for p;j such that 3 ;c 7 piy < 1, setting ¢; = 1 — >~ ; p;s, and R as well as {rl(;)} to zero.

3.2.3 Implementation

The successive convex approximation procedure outlined in Section 3.2.2 can be used to solve
(P?) to KKT-optimality. The algorithm must be executed offline in a centralized fashion to
obtain the transmission probabilities {p;s, ¢;}. Using the scheme of [96], at each time slot,
node 4 simply transmits random linear combinations of packets in its buffer on hyperarc (i, J)
with rate ¢;; and probability p; ;. However, a centralized solver may require a long time to
solve each surrogate problem (P}) and need several successive approximations to converge.
Algorithm 3.1 describes an online variation of previously described algorithm, which uses
the probabilities {exp(ﬁg?), exp((jz(z))} for transmission, as and when they become available.
This is allowed since in the limit, the variables {;b’l(.?, (.].i(é)} become KKT-optimal. The random
network coding scheme, adopted from [28], ensures that the asymptotic throughput achieved

is also KKT-optimal. Interestingly, the scheme does not require MAC/network-layer acknowl-

edgments or retransmissions; only the sinks need to signal the end of each generation.
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As the size of the network scales, it is of prime interest to solve (PY) in a distributed
manner. Moreover, it is desired that the iterative optimization is performed online so that
(slow) variations in the network topology and parameters can be tracked. Towards these ends,

a distributed algorithm is developed next, which also lends itself to an online implementation.

3.3 Distributed Algorithm

Solving convex network optimization problems in a distributed fashion usually involves appli-
cation of problem-specific decomposition techniques. The aim is to decompose the original
problem into smaller sub-problems, which can be solved by distributed processors coordinated
through local message passing. A popular method is the dual decomposition technique based
on Lagrangian duality, which is well-motivated when the primal problem has a separable struc-
ture [12, Section 5.1.6], [93].

Unfortunately, the convex approximation (P}) is not separable. In particular, the sum-
mands in (3.18) with even k involve exponentials of the sum of the transmission probabilities
of neighboring nodes. Therefore, they do not take the form of a sum of terms that depend on
individual node variables. To cope with this hurdle, additional approximation is introduced first
to effect a separable structure. Moreover, a set of auxiliary variables {R(t)}teT is introduced
to allow decomposition of the problem to the individual sinks in 7. For simplicity, the algo-
rithm development hereafter specializes to the broadcast-only case. However, the methodology

extends straightforwardly.

3.3.1 Creating Separable Structure

As noted earlier, the distributed solution is developed here for networks with broadcast-only

transmissions. Changing the variables ¢; := log ¢;, and defining é}K and (?ZZK as the odd-k and
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Algorithm 3.1: Online implementation of the centralized algorithm

1 initialize
2 Convex approximation index ¢ = 0
3  Current generation index g = 1

{]51(3), cjl(O) } to arbitrary values satisfying (3.14)

=

foreach time slot do

wn

// Protocol operation

6 foreach node i do
7 if node i has packets of generation g then
8 Transmit a random linear combination of packets from generation g on the

hyperarc (i, J) with probability exp(ﬁg?)

9 end
10 if packet is received at node i then
11 Store packet if it is linearly independent of the packets already stored at
node 7.
12 end
13 end

14 if each sink t € T can decode all packets of generation g then

15 Flush all packets of generation g from all nodes in the network
16 update g <— g+ 1
17 end

// Update the transmission probabilities

18 if solution {p;;, @} to (P}) available then

19 update

2 PG gD g fori e N (i, J) € A
21 L+ 0+1

22 end

23 end
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even-k subsets of C;x [cf. (3.12)], (3.13) becomes

ZTS‘)_Ci Z SiMeXp< Z ij)‘f‘ci Z SiMeXp( Z q~j>
(

jekK (M,k)eCh, JE€Tiy, M,k)eC?, JETLy,
+ ¢ Z SiM €XP ( Z (L) — C; Z SiM €XP ( Z (L) < 0 (3.20)
(M k)eC J€THy (M k)eCh J€ETH

which can be expressed compactly as

2 2
Sl -ad Y > () s eXp< > qy) <0. (3.21)

jeK z=1p=1 (M k)eCT, J€Th,
Of the five terms in (3.20), the second and fifth terms (those corresponding to even = + p
in (3.21)) are non-convex and can be upper-bounded using affine functions as in the centralized

()

solution. Thus, given g;

p € {1,2}:

at the (-th iteration, the following approximations are used for x =

exp( Z qj> > O‘sz (1—!— Z —@;e ) (3.22)

JjEIP M ]EI

where, similar to before, ag\)@ = exp (Z]eI qj( )>

Note that the resultant affine terms are already separable. To make the remaining terms
separable, another layer of approximation is applied to (3.20). The idea is to use the arithmetic-
geometric inequality to upper-bound each term in the third and the fourth summations in (3.20).

Specifically, it is noted that [26, p. 32]

g

H exp(q;) Z BZMJpexp< (g ) (3.23)
JETLy, VISHESY BlM]P

is satisfied for terms corresponding to = 3 — p € {1, 2}, provided that Bi(]@jp > 0 and

> JETin I3 © _ 1 hold. Moreover, it can be verified that conditions (c1)—(c3) are satisfied at

tMjp
gj = q( ), j € IF,,, if the approximation parameters {B } are chosen for (M, k) € Cix,

iMjp
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_(£)
9 STl Thus, (3.20) can be surrogated by

K C N(i), jEIM,andzeNasﬂzMJp >
g/eIp ~/

Z r%) — ¢ Z szMaEJ\)@ (1 + Z _ qj(f))>
JeEK r=p€e{1,2} JEI,
(M k)€CE,

D DT @Mﬂ,e p( (‘g ) <0, KCN(@),icN,tecT (324
x=3—pe{1,2} jEI /6
(M k)€CE,

iMjp

which is now separable in the per-node optimization variables {r } and ¢; for eachi € NV.

To induce per-sink decomposability of constraint (3.10b), a set of auxiliary variables { R")},c7
is introduced, which represents the multicast rates for the individual sinks ¢ € 7T, and additional
constraints are imposed to ensure that the sinks can support the optimal R. Specifically, (3.10b)

is substituted with

S RO,y - Y Y <o, teT,ieN\{t} (3.25)
JHEN(H) JEN()
R—RW <, teT. (3.26)
The resulting problem
(P?) min > wvi(e¥) - R (3.27a)
R>0,{R(">0},{r{) >0} {G:<0} jenr
5. t. (3.24),(3.25), and (3.26) (3.27b)

is amenable to a distributed solution, as detailed next.

3.3.2 Distributed Solution via Dual Subgradient Method

The convex optimization problem (3.27) is solved here in a distributed fashion via the dual
decomposition technique. Since the objective function in (3.27a) is not strictly convex with
respect to all primal variables, the dual function may not be differentiable. Thus, the subgra-
dient method is employed to solve the dual problem [13, Ch. 8]. The subgradient method is
widely used in cross-layer optimization; see e.g., [24,27,93,97] and references therein. Also,
to ensure feasibility of the primal solution recovered from the dual optimal variables, primal

averaging is employed [113].
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Upon introducing the Lagrange multipliers {\;x; > 0} and {y; > 0} to relax con-

straints (3.24) and (3.26), respectively, the partial Lagrangian for (3.27) is written as

LR ARDY r)} 4ai}) = X vi (%) = R+ Y (R - RV)

ieN teT
f X Tl ea T el (14 X @-i)
KCN(i), JjeEK x=pe{l1,2} JeIhy,
ieNteT (M,k)eCs,,

te Y sar Y. Bianpex p(ﬁ) )} (3.28)

x=3—pe{l1,2} JE€Ty iMjp
(M k)eCT,
Thus, the dual function is given by
D({ieh, {m}) = min (R {RO}, )}, {a}),
R>0,{R® >0},

{ri >0} {ai<0}

s. t. (3.25) (3.29)

and the dual problem by

D(Dvrceh () |
e, ey DA Amed) (3.30)

In particular, the dual problem is solved using the subgradient method. This is approach
is popular for network optimization problems; see e.g., [93], [27] and references therein for
uncoded networks, and [97] for coded networks. The separable structure is leveraged in order
to decompose the problem in smaller, easier to solve tasks which map to various network
control functions, such as flow control.

First, a general description of the subgradient algorithm for the dual of a convex optmiza-
tion problem is given [13, Section 8.2]. Consider the standard problem of minimizing the
convex function fy(y). Suppose the (convex) constraints are partitioned into sets of explicit
constraints fi(y) < 0 and implicit constraints f5(y) < 0, while there may be an additional
convex set constraint y € ). Associate Lagrange multipliers ¢ with the explicit constraints.

Then, the associated Lagrangian function is

L(y,¢) = f(y) + ¢{Thi(y) (3.31)
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The subgradient iterations indexed by 7 = 0, 1, 2, . .. proceed as

y(r) € argmin L(y,{(7)) (3.32a)
y:f2(y)<0,y€Y
Clr+1) =[¢(7) + efily(m)]” (3.32b)

where [.]* denotes the nonnegative orthant. The iterations are initialized with arbitrary ¢(0) >

0.

Remark 3.2. The choice of which constraints to explicitly relax via dual variables and which
to keep implicit may affect complexity of the minimization step in (3.3.2), as well as the con-
vergence speed of the algorithm. Specifically, if only few constraints are kept implicit, the
primal solution step (3.3.2) may be simple, but the subgradient method to solve (3.30) may
take long time to converge. On the other hand, keeping many constraints implicit may hinder
distributed implementation of (3.3.2), as it becomes hard to exploit the separable structure.
Here, inspired by [97] and [169], the virtual flow constraints (3.25) are kept implicit, which

leads to a favorable trade-off between decomposability and convergence speed.

The separable structure of (3.27) allows terms in the Lagrangian function to be re-grouped
according to the corresponding layers in the networking protocol. Thus, minimization of La-
grangian decomposes to per-layer sub-problems in the link layer (involving the log probabili-
ties {G; }); the network layer (involving the network coding parameters { R(*)} and {rg-) 1); and
the transport layer (involving the multicast rate R), each of which can be solved individually
given the Lagrange multipliers. In the sequel, distributed solutions to the sub-problems are

developed.

Link layer sub-problem

The link layer sub-problem can be further decomposed to the node level. Upon defining the set

Z; ” of nodes that are interfered by node 4’s transmission as
;7 :={m e Nli € Uyenm)Zh ) (3.33)

the link layer sub-problem for node i € N is obtained by collecting in £(-) of (3.3.2) the

terms containing ¢; (henceforth, 7 denotes the iteration index of the subgradient updates to be
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discussed later):

2
¢i(T) € arg min v; ( ) — c,qZ<Z Z Z Z SmMa,(f;)]\/[pAmKt(T)>

%<0 o=1 ez, ” KN (m) (Mk)EC], ¢
= eT

EE(ID D VD VD o S g

i mEI P KCN7(_m) (M, k‘)ECﬁLK mMip

Network layer sub-problem

The network layer sub-problem can be further decomposed to the sink level. Thus, R®*) and

{TS‘) }ie N(i),ien” can be updated by solving the per-sink problem for each ¢ € 7" given by

(R {frid(mh e argmin > ) 3 Nige(r) — pu(r)R®

RO>0,{r{)>0} jeN(i),ieN ~ KCN(i)

K>j
st > rWa ROy~ S <0, ieM{tt (335
JEN(i) iEN())

TS) <e¢i, j€N(i),icN.(3.35b)

Problem (3.35) can be reduced to the standard minimum-cost flow problem by adding a virtual
link from node ¢ to node s with infinite capacity and cost —p; [11]. The minimum-cost flow
on this graph then yields the solution to the original problem with R® given by the flow on
the virtual ¢-s link.

The minimum-cost flow problem is a well-studied problem; see e.g., [11] for a detailed
survey. Many of the algorithms available are amenable to distributed implementation, and
terminate in a number of steps polynomially bounded by the number of nodes. In our case, the
iterative primal updates only involve changes in the link costs. Therefore, it would be useful
to choose a method that can soft-start from an available feasible solution from the previous

iteration. One such method is the e-relaxation method; see e.g., [11, Ch. 7], [14, Ch. 6], [63].

Transport layer sub-problem

In order to obtain the update equation for R, note first that the optimal R is necessarily upper-

bounded because the per node maximum transmission rates c; are bounded. In particular,
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from (3.10b) with ¢ = s and (3.10c) with K = N (i), it holds that
R< Z Tﬁ’? < CS|CsN(s)| =: Rmax- (3.36)
JEN(s)

Using (3.36) as an additional constraint, the multicast rate R is updated as

R i ~1)R 3.37
(r) € arg min (Xt:ut(f) ) (3.37)

which can be solved straightforwardly.

Dual update and primal recovery

Once the primal iterates y(7) := [{G(7)}, {R® (1)}, {rg) (1)}, R(7)] have been obtained,
the dual variables are updated to solve (3.30). The subgradient projection method is employed,
which amounts to updating the dual iterates through

Nigt(T+1) = [ ikt (T +U{ZT ) — ¢ Z SzMO%Mp< "‘Z M )

JjEK r=pe{1,2}
(M,k)eCH,

G\ 1"
oz s ()]

z 1\/1

r=3—pe{l1,2} JETYy, iMjp
(M,k)EC,
KCN@),ieN,teT (3.38)
+
plr+1) = [m(r) + o (R(r) = RO, teT (3.39)

where []* := max{0,-}, and ¢ > 0 is the step size. The dual iterates can be initialized to
arbitrary non-negative values. The subgradient method with a constant step size converges
into a ball of the optimal dual variables, whose radius is proportional to the step size; see
e.g., [13, Prop. 8.2.2] for the exact claim and the convergence rates.

Due to the lack of strict convexity, the primal iterates y(7) recovered from the dual iterates
may not converge in general. Nevertheless, their running average y(7) := 1 T 20 Ly(p) is
asymptotically feasible, and converges to the optimum solution of (PQ) [113]. The running

é+1) (0+1)

averages are then used to update {ql } (to evaluate {oy,,", B M i }) for the next approxi-

mation (P, ) and the subgradient iterations restarted.
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It is also possible to combine the subgradient and convex approximation iterations by not
reinitializing the dual iterates when updating the values of {q}@}. If the surrogate problems
(P?) and (P7, ;) are not too different, the final dual iterates of (P7) will also be near-optimal
for (P% +1)- Retaining the dual iterates is therefore equivalent to “soft-starting” the dual sub-
gradient method with near-optimal initial values. The next section builds upon this combined

algorithm, and describes its distributed and online implementation.

3.3.3 Distributed and Online Protocol

The present section describes a distributed, parallel, and online implementation of the succes-
sive convex approximation algorithm. Recall from the centralized Algorithm 3.1, that it is pos-

~(0)

sible to operate the network using a sequence of transmission probabilities {1—exp(g;

)}, con-
verging to KKT-optimal values. In the present case, these values are provided by the combined
subgradient and convex approximation algorithm outlined in Section 3.3.2. Algorithm 3.2 de-
scribes the message passing and variable updates required by the algorithm at each node i € N
Each subgradient iteration in Algorithm 3.2 takes up several time slots; cf. Algorithm 3.1.

Observe that the message passing required at each iteration is moderate. Specifically, node
i collects primal variables G;(7) from all nodes j € (Up,Z0,) \ {i} = IilN(i)’ and dual
variables {\,x} from all nodes m € Z; ¥ for p = 1,2. Roughly speaking, these quantities
pertain to the two-hop neighborhood of node i. Further, the source needs to solve (3.35) at
each iteration and for each sink (in parallel), using an asynchronous, distributed method such
as e-relaxation. Finally, the convex approximation parameters {%(?Mv ﬁi(]?[} at node ¢ depend
on (j(,g) for j € I}N(i). These variables are anyway made known to node 7 for the purpose
of dual updates. Overall, if each node has at most d neighbors, it exchanges O(2%) variables
with each of its O(d?) two-hop neighbors, per subgradient iteration. Each node also exchanges
O(d) variables per e-relaxation iterations. Finally, the storage requirement for each node is
O(2%d?) variables.

In general, the subgradient method does not specify a stopping criterion, and it is customary

to use a fixed number of iterations. Alternatively, the subgradient algorithm can stop when the

primal averages converge and remain unchanged for several iterations. In the present case, a
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Algorithm 3.2: Distributed and online algorithm for node ¢

1

2

3

=)}
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21
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23

24

maintain variables
alyy, and By, for M C N(i), j € Thy.p = 1,2
Gi(7). (1) for j € N(i), and Aige(7) for K C N(i),t € T,i #1
if node i is source then R(7), R (1), ps(7) fort € T
initialize
probabilities q~§0) and evaluate ag?v)[p, ng?)[jp, Aigt(1) =0for K C N(i), t € T,i #t
successive convex approximation index ¢ = 0, running averages ¢;(0) = 0, and
=0
if node i is source then (1) = 0, fort € T
foreachT=1,2,...do
collect{\,,x+(7)} from nodes m € Z, ”, p = 1,2 and {G;(7)} from nodes
€ Iz'lN(i)
update
primal iterates ¢;(7) and 7“ ( ) [cf. (3.34) and (3.35)]
dual iterates \;jx+(7 + 1) [cf. (3.38)]

running average g;(7) + = 1qz(T -1)

L_gi(r)
if node i is the source then
primal iterates R(7) and R() (1) [cf. (3.37) and (3.35)]
dual iterates p; (7 + 1) [cf. (3.39)]
end
if subgradient iterations have converged or maximum iterations reached then

7Y 4;(7) and evaluate a%\j; an dﬁzﬁr]lp

update ¢;
update £ + ¢+ 1

reinitialize running average §;(7) < 0, and set 7y = 7

end

end
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more sophisticated stopping criterion can also be employed. After a fixed number of iterations,
each node can use the current values of §; to calculate the maximum achievable throughput
of the original problem (P?) (specialized to broadcast case). Recall that given the probabili-
ties, this is a linear program. If this throughput turns out to be better than the throughput of
the previous convex approximation, convergence is declared and {qj(z)} values are updated.
Otherwise, the iterations continue till a prespecified maximum number.

The use of subgradient algorithm offers some flexibility in the choice of the time-scale of
iterations. It is not necessary to wait for convergence of the subgradient method for updating
the transmission probabilities. Indeed, the running averages {1 — exp(G;(7))} can also be used
as transmission probabilities at intermediate iterations, since these converge to {1 — exp((j](-e) )}

which in turn converge to the KKT-optimal probabilities. Before concluding, a remark about

alternative distributed solutions is due.

Remark 3.3. The convex problem formulated in Section 3.3.1 can also be solved by the aug-
mented Langrangian method [143, Section 6.4.3], as an alternative to the dual subgradient
approach. Note that application of this method typically makes the problem non-separable,
making the dual decomposition not readily applicable. Nevertheless, it is possible to have a

distributed implementation of the method, using the techniques in [14, Section 3.4].

3.4 Numerical Results

Numerical tests are performed for the centralized and distributed algorithms proposed in Sec-

tion 3.2 and 3.3. Related algorithms from [140] and [160] are compared as benchmarks.

3.4.1 Simulation Set-up

Random networks are generated using the MAX-DPA algorithm [117], which generates graphs
by placing nodes one by one, while respecting certain maximum-degree and node proximity
constraints so as to simulate a realistic ad hoc network. The algorithm parameters are chosen
tobe d = 3, dnmax = 6, and dy = 0.2 (see [117]), and the nodes are placed in a square area

with the average node density 1. The erasure probability for a pair of neighboring nodes ¢
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# of nodes | Heurist. | Central. | B. & B. | Orth. Schedul.
7 0.1883 | 0.3103 | 0.3138 0.3144
8 0.1762 | 0.2736 | 0.2782 0.2667
9 0.1664 | 0.2584 | 0.2647 0.2498
10 0.1632 | 0.2354 | 0.2426 0.2214
20 0.1242 | 0.1890 - 0.1263
40 0.1110 | 0.1615 - 0.0776

Table 3.1: Average optimized throughput.

and j separated by distance d;; is given by 1 — exp(—d?j /4), assuming Rayleigh fading. The
transmission rate c¢; is assumed to be unity for all nodes ¢ € N. The multicast session is
chosen so that the leftmost node is the source and the two rightmost nodes are the sink nodes.
To compare with the existing algorithms on an equal footing, the broadcast-only scenario is

considered and only the throughput is maximized while {v;(g;)} are set to zero.

3.4.2 Centralized Algorithm

Table 3.4.2 gives the maximum throughput achieved with different schemes, averaged over
100 random network realizations. Four different methods are compared: the heuristic method
from [160], the proposed method (centralized version), the branch-and-bound method from [140],
and the orthogonal scheduling from [97] with only one transmitting node per time slot. The
proposed centralized algorithm is initialized by considering a set of 20 randomly chosen prob-
abilities ¢;, and picking the one that yields the maximum value of R (which can be easily
obtained by solving a linear program). It can be seen that for small-size networks, where the
branch-and-bound algorithm runs in a reasonable time, the average throughput of the proposed
centralized algorithm is close to the global optimum. The suboptimality is due to possible

convergence of the algorithm to a KKT point.
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Figure 3.1: Evolution of the end-to-end throughput R in the subgradient method with step size
o = 0.5 for the first surrogate problem (¢ = 0) and ¢ = 0.1 thereafter. The vertical lines
result from the fact that the primal averages are refreshed whenever the value of £ is advanced.
Therefore the solution obtained from the next few subgradient iterations is of poor quality
and gives low values of R. However, the network throughput depends only on the access

probabilities at the instants when the subgradient iterations converge.

3.4.3 Distributed Algorithm
Evolution of the Subgradient Method

Algorithm 3.2 is simulated on a randomly generated network with 40 nodes. The initial point
was chosen again as in Section 3.4.2. Figure 3.1 shows the evolution of the throughput achieved
with the running average {g;} (which is close but not exactly equal to the running average
R) across the subgradient iterations and successive convex approximations. Recall that the
running averages are refreshed when the convex approximation is updated. Interestingly, the

throughput converges to a near-optimal value in very few convex approximation iterations.

Online Implementation

Algorithm 3.2 is implemented with the random network coding scheme of [28] on a simple

dynamic network. The network is shown in Figure 3.2 and initially consists of all nodes except
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Figure 3.2: Dynamic network used for simulation. Node 4 joins the network at time slot

4 x 104,

node 4. The aim is to multicast packets from source node 1 to sink nodes 7 and 8. The network
is simulated for 7 x 10* time slots, and node 4 joins the network at time slot 3 x 10* and starts
transmitting with arbitrary probability.

The network coding scheme is implemented using a generation size of 100 packets, and
field size 28. The source is infinitely backlogged, i.e., there are generations waiting to be
transmitted at all time slots. It is assumed that an end-to-end network error-correction code
is employed; see e.g., [9] and references therein. Consequently, the sinks are required to col-
lect only 90 linearly independent packets for each generation. This implies that the uncoded
throughput is 90% of the value obtained from the centralized solution. The subgradient al-
gorithm runs in parallel with the network protocol, and updates the transmission probabilities
every 103 time slots.

Figure 3.3 shows the evolution of the per-generation throughput of the system, represented
by dots. The per-generation throughput is R, := 90/7,, where T}, is the time-difference (mea-
sured in time slots) between transmission of the first packet of generation g and the reception
of 90 linearly independent packets of generation g at all sinks. The solid curve R, represents
the moving average of R, for 10 previously received generations. Finally, the dotted line (R,)

shows the 90% of the KKT-optimal value of R obtained by running the centralized algorithm.
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Figure 3.3: Evolution of the R values. A dot at a given time slot represents the throughput
of the generation that is received at that time slot. Since generations are transmitted serially,
the moving average of the per-generation throughput represents the throughput achieved over

several generations.

It can be observed that the per-generation throughput is low in the beginning as all nodes
start transmitting at suboptimal access probabilities. The throughput improves as the subgra-
dient iterations evolve, but decreases again when node 4 joins the network. This is because
when node 4 enters, it also starts transmitting at an arbitrary probability, and interferes with
reception at other nodes. Eventually though, the subgradient iterations evolve to a new opti-
mum, and the throughput increases again. Intuitively, node 4 helps by providing more paths for
packets being multicast to nodes 7 and 8, and therefore the overall throughput is higher than be-
fore. The remaining gap between the centralized solution and achieved throughput is because
of the overhead inherent to the network coding scheme. This gap can be reduced by using a
larger generation size or more sophisticated schemes (such as generation-interleaving [28]) at

the expense of increased end-to-end packet delay.
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3.5 Conclusion

The problem of joint optimization of network coding and Aloha-based MAC for multi-hop
wireless networks was considered. The multicast throughput with a power consumption-related
penalty was maximized subject to flow conservation and MAC achievable rate constraints to
obtain the optimal transmission probabilities. The relevant optimization problem turns out to
be non-convex and hence difficult to solve even in a centralized manner. A successive convex
approximation technique was employed to obtain a Karush-Kuhn-Tucker solution. The idea
was also extended to create a separable structure in the problem, and the dual decomposition
technique is applied to derive a distributed solution. The algorithm is thus applicable for large
networks, and amenable to online implementation. The numerical tests verify performance and
complexity advantages of the proposed approach over existing designs. A network simulation
with implementation of random linear network coding shows performance very close to the

theoretical.
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Chapter 4

Cross-Layer Design of Coded

Multicast under Delay Constraints

This chapter deals with network-coded multicast for real-time and streaming-media applica-
tions where packets have explicit expiration deadlines. Most of the popular network coding
approaches require asymptotically large block-lengths, thereby incurring long decoding de-
lays. The present chapter introduces a joint scheduling and network coding design that aims to
maximize the average throughput while respecting the packet deadlines. The novel approach
relies on a time-unwrapped graph expansion in order to construct the network codes. The resul-
tant algorithm draws from the well-known augmenting-path algorithm, and is both distributed
as well as scalable. For networks with primary interference, a lower-bound on the worst-case
performance of the algorithm is provided. The associated optimization problem is also ana-
lyzed from an integer programming perspective, and a set of valid inequalities is derived to

obtain an upper bound.

Related Work

The design of joint-scheduling and network coding (JS-NC) schemes with delay constraints has
not been addressed in literature. Several works though, have analyzed the delay performance
gains of network coding in single-hop scenarios [52,76,90]. Extension to multi-hop networks is

non-trivial since the presence of scheduling constraints significantly complicates the solution.
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A related problem in the context of wired networks has been analyzed in [51]. One major
difference however is that [S1] considers bit-by-bit transmission and network coding. This
results in a problem similar to that of determining the minimum finite field size for the given
network. In packet networks though, field size is usually not the bottleneck.

Several heuristic network coding schemes in media streaming applications are also avail-
able; see [35, 118, 149] and references therein. These do not design network coding jointly
with scheduling constraints, and focus primarily on implementation issues. Instead, the focus
here is on joint designs and performance guarantees.

Recently, there has been an attempt to reduce queuing delays in back-pressure methods
by modifying the Lyapunov function [20]. This may also result in reducing queuing delay
in network coding schemes that employ back-pressure. However, most of these methods also
require large block-lengths, thereby rendering decoding delay a challenging bottleneck.

The organization of this chapter is as follows. Section 4.1 proposes a periodic version of
the JS-NC problem, which is then used in Section 4.3 to derive a constant-factor approximate,
augmenting-path algorithm. For networks with primary interference constraints, Section 4.4
analyzes the JS-NC design problem from an integer programming perspective. Finally, Sec-

tion 4.5 presents simulated tests and Section 4.6 concludes the chapter.

4.1 System Model

Consider a wireless network represented by a directed acyclic graph G = (V, E), with V
denoting the set of nodes and E the set of edges. The set E consists of tuples (u,v) denoting
the two nodes that the edge connects. The network supports a multicast session consisting of a
source node s € V that intends to transmit a packet-stream to each of the sink nodes 7' C V.
Linear network coding is performed at intermediate nodes, which allows them to linearly
combine and forward received packets. A block-network coding model is assumed, wherein the
packet stream is parsed into blocks before transmission. Subsequently, only packets belonging
to the same block are allowed to be mixed. The sinks also decode the packets in a block-wise
fashion; that is, upon receiving linear combinations of the packets belonging to each block.

The network operates in a time-slotted fashion, where one time slot carries one packet.
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Figure 4.1: The key difference between PI and SI constraints. Under the PI constraint, nodes 2
and 4 can simultaneously receive from transmitters 1 and 3. Under SI constraints however, the
two transmitters interfere with reception at nodes 2 and 4, and should not be scheduled at the

same time. Node 5 can receive from node 3 in both cases.

The deadline constraint dictates that the sinks must be able to decode a block within D time
slots of the transmission of the first packet from that block by the source. Further, the wireless

interface imposes the following scheduling constraints:
SC1. The nodes adhere to a half-duplex operational mode; and
SC2. The nodes experience interference of either (a) primary; or, (b) secondary nature.

The half-duplex constraint SC1 prevents a node from transmitting and receiving in the
same time-slot. The primary interference (PI) constraint SC2(a), holds for orthogonal (i.e.,
channelized) access, e.g., via spreading codes or frequency division multiplexing. SC2(a)
allows each node to receive from at most one neighboring node per time slot; see e.g., [40].
The secondary interference (SI) constraint SC2(b) imposes additional restrictions: two links
(u1,v1) € E and (ug,v2) € F cannot be used for transmission in the same time slot if either
(u1,v2) € E or (ug,v1) € E; see e.g., [71]. Clearly, broadcast is allowed for both PI and SI
types of constraints. Figure 4.1 shows the key difference between the PI and SI constraints.

The aim is to find the maximum multicast throughput, given here by the rate (packets per
time slot) at which the source transmits packets that reach all the sinks within the stipulated
deadline. In this JS-NC framework, both the time slots at which each node transmits as well as

the linear combinations it uses to code must be designed.
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Throughput optimization with JS-NC design is well-known to be difficult even without
deadline constraint [144, 159]. Some approximate JS-NC designs are described in [71], [40]
but cannot be extended to the deadlined case as they rely on using network codes with large
block lengths, and consequently incur long decoding delays. This consideration motivates the

following operational assumption.

AS6. The source begins transmitting the next block of packets only after the previous block

has been decoded at all sinks.

Together with the deadline constraints, AS1 implies that each block of packets stays in the
network for at most D time slots. As a result, the goal reduces to that of finding the JS-NC
design maximizing the number of packets that can be multicast to the sinks within the first D
slots. The schedule and network code can both be reused for subsequent blocks, which also
makes the transmission and reception patterns of the nodes periodic with finite period D. The
next section describes a time-unwrapping technique used for solving this simplified problem.

Before concluding this section, a few remarks on the assumptions are due.

Remark 4.1. The block-decoding assumption at the sink nodes is not necessarily throughput
optimal. This is because the sinks begin decoding only upon receiving the linear combinations
corresponding to the entire block, resulting in long waiting-times for the first few packets of
the block (i.e., decoding delay). An alternative is to use infinite block-length convolutional
network code designs that allow for sequential decoding at the sinks [50]. However, designing
infinite block-length codes that satisfy the deadline constraints is known to be difficult even in
wired networks [51].

The use of only a single block per period, as implied by AS1, incurs an overhead. This is
because the source is not allowed to transmit the next block until the last packet of the current
block has been received at each sink. However, as shown in Section 4.3, a solution obtained
with this assumption, can be converted into a pipelined solution, that significantly reduces this

overhead.

Remark 4.2. Compared to a back-pressure approach, the JS-NC design is not dynamic, i.e., the

scheduling and network coding decisions are not made on a per-packet basis and do not depend
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on the instantaneous channel conditions. Back-pressure schemes however, are well-known to
exhibit poor delay performance [20]. Further, most dynamic JS-NC algorithms require large
block-lengths, resulting in prohibitive decoding delays [74]. On the other hand, the static
JS-NC design proposed here offers flexibility to operate with a specified deadline D. The
channel-oblivious nature of the design also makes it simpler, and easier to distribute relative to
the dynamic designs.

Varying channel conditions always result in packets getting dropped or erased even in the
absence of collisions. In delay-critical applications, it may not be possible to recover the lost
packets at all, due to the extra time required for the sink to send feedback, and the source to re-
transmit. To a certain extent, erasures can be handled through classical forward error correction
codes that are applied at the source node. Alternatively, specialized random network codes are
available to correct packet-erasures; see e.g., [178], [85] and references therein. In cases when
the number of erasures becomes too large, partial recovery may be acceptable, and can be pro-
vided through the use of priority-encoding and transmission (PET) [28]. Several practical PET

designs have been proposed in the context of network coding for video applications [137,152].

4.2 Time-Unwrapping and Network Code Design

Under AS1, the goal is to find the JS-NC design allowing the source to multicast the maximum
number of packets to each sink within D slots. This section introduces the idea of “time-
unwrapping” of a graph as a tool for JS-NC design. Time-unwrapping has been employed by
time-slotted networks, e.g., to solve the quickest-flow problem [21], and in the context of net-
work code designs over wired networks [2,51]. As the name suggests, a time-unwrapped graph
can be used to represent the entire transmission and coding schedule for a given number of time
slots on a single graph. The proposed construction is similar but here it must adhere also to the
scheduling constraints SC1-SC2. Specifically, each node is first split into several functional
subnodes, namely receiver-, combiner- and transmitter-subnodes, before being replicated. The

entire procedure proceeds in these steps.

(U1) Each node v is split into receiver-, combiner- and transmitter-subnodes, and replicated
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D times. The subnodes corresponding to the k-th time slot are denoted by v" (k), v°(k)

and v'(k), respectively.

(U2) A directed edge (u,v) in the original graph is replaced by D directed edges (u!(1),v"(1)),
(u(2),v"(2)), and so on.

(U3) Since packets received in the current time slot are only available for transmission in the
subsequent time slots, a subnode v" (k) is only connected to subnodes v“(k + 1), ...,

vé(D).

(U4) Each combiner-subnode v¢(k) is connected to its corresponding transmitter-subnode

vt(k).

(U5) Finally, the source node s is modeled as a “wired” source-subnode s” connected to
D transmitter-subnodes st(1), st(2), ..., s'(D), i.e., s has no receiver- and combiner-

subnodes.

(U6) Similarly, the set of sink nodes 7T is modeled by a corresponding set of “wired” sink-

subnodes 7. Each wired sink-subnode ¥ € T, fori = 1,2,...,|T

, receives from D

receiver-subnodes t7 (1), t7(2), ..., tI (D).

Figure 4.2 shows a time-unwrapped node. The overall time-unwrapped graph is denoted
by G = (V, E), with V denoting the set of nodes and £ the set of edges. Further, transmission
on an edge of the form (u!(¢),v"(¢)) € & corresponds to transmission on the edge (u,v) € F
at time slot ¢. Similarly, two transmissions on G, that violate SC1-SC2, give rise to a set of
so-termed conflicting edges in G. Thus, the entire operation (i.e., reception, combination, and
transmission of packets) of the wireless network GG over D time slots can be described using
the time-invariant graph G.

Given a generic time-invariant graph, any network code design algorithm takes as input the
sets of edge-disjoint paths from the source to each of the sinks. The additional constraint in the
present case is that the edges on these paths must not conflict with each other. Given a set of
1 edge-disjoint, non-conflicting, s* — t¥ paths in G for each sink t € 7T, an network code can

be designed using one of the methods in [78]. These algorithms return the coefficients used
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Figure 4.2: A time-unwrapped node. Note that the first combiner- and transmitter-subnodes,

and the D-th receiver-subnode are redundant.

at each edge e € & for linearly combining the u packets. Formally, the vector of coefficients
for edge e, referred to as the global encoding kernel, is given by f(e) € [, where I is the
finite field of alphabet size g [175]. These global encoding kernels can be obtained using
deterministic or randomized algorithms as those described in [78] and [73]. Indeed, if the field
size ¢ > |T'|, randomly drawn kernels { f.} suffice with high probability, and will be used
henceforth.

The linear combination provided for an edge (u’(¢),v"(¢)) may then be used on the edge
(u,v) € E at time slot £. All other edges are internal to the nodes and are only used to deter-
mine which packets need to be combined per time slot. The overall network code is therefore
a list of global encoding kernels of the form f’(e,¢) foreache € Fand ¢ = 1,2,..., D. For
convenience, the schedule at the ¢-th time slot will be denoted using a graph Gy = (V, Ey),
where (u,v) € Ej if and only if the edge (u?(¢),v"(¢)) € & carries a non-zero encoding vec-
tor. The overall network coding operation can therefore be viewed as the sequence of graphs
namely, G1,Go,...Gp; G1,Ga...,Gp; Gy, .. ..

It should now be clear that the multicast throughput can be maximized by finding the largest
possible value of 1 such that there are as many non-conflicting, edge-disjoint, augmenting

paths from the source s to each sink ¢/ € 7T, and this is the focus of the next section. But
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before pursuing this direction, a few remarks pertaining to the time-unwrapping procedure are

in order.

Remark 4.3. It can be seen that the proposed time-unwrapped graph itself takes care of the
scheduling constraints partially. For instance, the graph does not allow any path from traversing
through both v"(¢) and v'(¢). A packet received at time slot ¢ can only be sent at a later
time-slot. Similarly, the combiner-subnodes allow only one packet to be transmitted/broadcast

per-time slot.

Remark 4.4. Since each packet traverses at most a single hop per-time slot, some transmitter
and receiver-subnodes may be redundant. Examples include the first transmitter and combiner,
and the last receiver-subnodes since only the source transmits in the first time slot, and only

the sink receives in the last slot. These nodes can be removed to reduce algorithm complexity.

4.3 An Augmenting Path Approach

This section develops a greedy augmenting path (GAP) algorithm for maximizing the value
of p, the number of edge-disjoint, non-conflicting, augmenting paths from source s” to each
sink t¥ € T. A worst-case performance bound on the performance of GAP algorithm for PI
networks is also established. The proposed algorithm can be viewed as an extension of the
well-known Edmond-Karp algorithm [33, Ch. 26] for the wireless setting considered here.

In order to describe the GAP algorithm in detail, some graph-theoretic notions are intro-
duced. A flow is an assignment of Fy (i.e., 0-1) values to the edges of the graph. A valid
flow is one satisfying the flow conservation constraints; i.e., the total flow on the incoming and
outgoing edges of a node should be the same. A unit valid flow is the assignment of 1s along
an augmenting path, defined as any directed source-sink path. Given a flow, the residual graph
is obtained by reversing the direction of all edges with unit values.

Finding the maximum number of edge-disjoint augmenting paths, is equivalent to finding
the maximum number of unit valid flows (the max-flow problem). The Edmond-Karp(EK)

max-flow algorithm proceeds as follows:

(EKO) Initialize flow values on all edges of graph G to zero;
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(EK1) Find the shortest augmenting (source-sink) path using e.g., Dijkstra’s algorithm [33, Ch.
241;

(EK2) Increment the flow values along the path found in EK1;

(EK3) Set G equal to the residual graph; and go back to EK1.

The idea of finding edge-disjoint augmenting paths via (EK0)—(EK3) can also be extended
to the wireless setting, albeit with a modification. Specifically, after obtaining an augmenting
path P in EKI1, all other edges that conflict with any of the edges e € P must be deleted
from the residual graph obtained in EK3. This ensures that the augmenting paths found across
iterations do not conflict with each other. Since edges are only being removed, any set of
non-conflicting augmenting paths is also a feasible solution to the wired case.

In a nutshell, while repeating EK1-EK3, constraints SC1-SC2 can be respected by deleting
conflicting edges till no more augmenting paths can be found. The modified EK algorithm
however may not always find all the edge-disjoint augmenting paths because [33, Lemma 26.2]
no longer applies. Intuitively, once an edge is deleted to obey SC1-SC2, those augmenting
paths that could contain it are not present in the output of the modified EK algorithm. On the
other hand, the fact that EK1 explores shortest augmenting paths helps to reduce the number
of conflicting edges deleted.

Further modifications of the EK algorithm are needed for extension to the case with multi-
ple sinks; see Algorithm 4.1. In this case, the algorithm maintains |T'| copies G, Go, . . ., Q|T|
of the graph G, one per sink. The modified EK algorithm is run per G;, except that conflicting
edges are deleted from all copies {gt}‘ti'l. The set of edge-disjoint augmenting paths for each
sink ¢ consist of edges with unit flow values in G;. The overall flow on G can be obtained by
assigning unit flows to those edges in G which have unit flows on one of the graph copies G;.

The list of conflicting edges to be deleted depends on the interference model used. Let, I,
(Oy) denote the set of incoming (outgoing) edges to the node v € V. For the PI model, the set

of edges deleted at each inner iteration of Algorithm 4.1 is as follows.
(P1) For every receiver-subnode v"(5) € P®),

(a) delete edge (v°(5),v'(j)); and
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Algorithm 4.1: Greedy augmenting path (GAP) algorithm

1 Initialization: Create copies {G; £|1 of the time-unwrapped graph G. Initialize flow
values on all edges for each graph G, to zero. Set the number of edge-disjoint

augmenting paths p = 0.

2 repeat

3 fort=1,2...,|T|do

4 Find the shortest augmenting s” — ¢ path P(*) on the graph G,.

5 Remove edges conflicting with edges in P*) from all graphs G1, . . ., 9ir|-

6 end

7 Increment a unit valid flow and reverse the edges along the augmenting paths P(*)
for each graph G;. Increment p by one.

8 until an s¥ — t¥ path can be found

(b) delete edge e € I,r(j if e ¢ 72108
(P2) For every transmitter-subnode v’(k) € P, delete all edges e € Lyr ()

Edges are deleted in P1(a) and P2 to prevent violation of the half-duplex constraint SC1; while
those deleted in P1(b) prevent violation of SC2(a).

The list of edges to be deleted in the SI constraint SC2(b) is slightly more extensive.
(S1) For every receiver-subnode v”(5) € P,

(a) delete edge (v°(5),v'(4));
(b) delete edge e € O, where (u,v"(j)) € € and u ¢ P1); and

(c) delete edge e € O,:(;) where (v,u) € E.
(S2) For every transmitter-subnode v (k) € P®),

(a) delete all edges e € Lr(x);

(b) delete all edges e € O,,, where w ¢ P® such that (w,u) € £ and (v!(k),u) € £

for some node v and e # (v(k),u); and
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(c) delete edge e € - (1), where (u,v) € E.

As with the PI model, S1(a) and S2(a) take care of the half-duplex constraints. However,
unlike the PI model, correct reception at a node v under SI is only ensured if all its neighboring
nodes are silent. The edges corresponding to these cases are listed in S1(b), S1(c), S2(b), and
S2(c). Note that Algorithm 4.1 can be extended to include more general interference models
by appropriately modifying these steps.

It is worth stressing that only the original graph G, and not the residual graph copies, are
used while determining the edges to be deleted. Thus, Algorithm 4.1 outputs edge-disjoint
augmenting paths for each sink as argued. Likewise, Algorithm 4.1 does not eliminate the pos-
sibility of choosing augmenting paths that delete a large number of edges. The use of shortest
augmenting paths however reduces this possibility. The next subsection provides further im-

provements by appropriately modifying the shortest-path finder employed by Algorithm 4.1.

4.3.1 GAP Enhancements

The first part of this subsection describes a pipelined approach to multicast that reduces the
overhead caused due to AS1 [cf. Remark 4.1]. Pipelining alters AS1 by allowing the source
to multicast more than one block of packets per D time slots. The second part describes an
earliest-shortest path (ESP) algorithm, for use in Algorithm 4.1 which improves throughput by
reducing the number of deleted edges. In addition, the ESP algorithm enables development of

worst-case bounds for the performance of Algorithm 4.1.

Pipelined Multicast

As observed in Remark 4.1, AS1 results in an overhead by allowing only one block of packets
per D time slots. This yields an overall throughput of 1/ D. The throughput can be improved
if consecutive blocks are allowed to overlap while ensuring that they do not interfere with each
other. This is effected through pipelining, which allows the source to begin transmitting the
next block of packets as soon as all its neighbors have finished transmitting the current one.
The idea can be formalized using the notation from Section 4.2. Let d; denote the length

of the shortest path between the source s and a sink ¢ € T in the graph G. Without loss of
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generality, let ¢; be the sink that is nearest to s, and let d; := d;, = min; d;. Since the source
begins transmitting at the first time slot, the sinks start receiving on the d;-st time slot at the
earliest. Similarly, the source stops sending at the (D — d; + 1)-st time slot since all packets
must arrive by the D-th time slot. Depending on the interference model used, it is now possible
to calculate the exact time slot on which the source can start sending the next block of packets
without mixing it with the current block.
For PI networks, one-hop neighbors of the source are no longer transmitting at the (D —
dy + 3)-rd time slot. Thus, if the source transmits the next block of packets at the (D — dy + 3)-
rd time slot, its one-hop neighbors can receive them without interference. This is equivalent to
saying that the schedules G'1 and G p_g, 43 are conflict free. Similar deductions can be made
about G and G'p_g4, +4, and so on. Define the union operation for two conflict-free schedules
Gy, and Gy, as
Go, UGy, = (V, Ep, U Ey,). 4.1

The overall pipelined network schedule can thus be expressed as the sequence of graphs
G1,G2,...,Gp_g,+3 U G1,Gp_g4,+4 U Ga, . ... Further, the asymptotic throughput, given
that Algorithm 4.1 returns p edge-disjoint paths, becomes /(D — d; + 2).

The argument for SI networks is similar, except that the one-hop neighbors of the source
can only receive when their next-hop neighbors stop transmitting. This happens at the (D —
dy + 4)-th time slot, which yields an effective throughput of p/(D — di + 3).

In the analysis so far, it is assumed that in the worst case, the source may transmit the last
packet to the sink ¢; at the (D — d; + 1)-st time slot. However, all other sinks are farther than
d1 hops and the number of packets reaching every sink is the same. Therefore, a more efficient
choice of augmenting paths may make the source send its last packets at the (D — dy + 1)-st
time slot where do = max; d;. This observation can be used to derive an upper bound on the
achievable throughput. Specifically, if the source were to transmit one packet per-time slot, it is
possible to transmit at most D — do + 1 packets. If the augmenting paths are chosen carefully,
transmission of the next block of packets may start immediately at time slot D — dy + 2,
resulting in the maximum achievable throughput of 1. This is also the maximum achievable

throughput for any JS-NC scheme, including those which do not consider delay constraints,
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since the source can only transmit at most one packet per-time slot.

The Earliest-Shortest Path (ESP) Algorithm

Recall that unlike the EK algorithm, it is possible to choose augmenting paths that may cause
deletion of a large number of edges, thus yielding a small final value of p. The choice of
shortest augmenting paths is therefore a justifiable heuristic since shorter paths are expected to
conflict with fewer edges. Another factor influencing the throughput returned by Algorithm 4.1
is the number of time slots for which each packet stays in the network. Intuitively, any packet
that is transmitted within the first few time slots should be received by the sinks as soon as
possible; or else, it may (unnecessarily) cause congestion to packets transmitted later. One
way to ensure this is to always choose the shortest path P® whose ending time slot (i.e., the
time slot £ for which #"(¢) € P)) is the least among all shortest paths.

This strategy can be implemented by using Dijkstra’s algorithm to find the shortest path,
but with a simple modification. Recall that Dijkstra’s algorithm visits nodes starting at s”, and
maintains an upper bound on the minimum distance from s” to each node. This upper bound
is updated if a shorter distance is found, and the algorithm terminates when the entire graph
has been visited. However, when all edges are of unit-length (as in the present case), if the
nodes are visited in a breadth-first manner (i.e., the algorithm first visits all one-hop neighbors,
then two-hop neighbors, and so on), the algorithm can terminate as soon as the destination is
encountered.

The modified algorithm does not terminate on reaching the destination ¢” for the first time.
Instead, a new variable Sy, is initialized to store the time slot of the last visited receiver-
subnode of t”. The next time t” is visited, the value of Sy ,x is updated to the minimum of
Smax, and the time slot of the last-visited receiver-subnode. The algorithm terminates when all
nodes as far from the source as t” have been visited. The earliest-shortest path can be recovered
by backtracking along the receiver-subnode with time slot equal to the final value of Spax. In
other words, the ESP algorithm is similar to Dijkstra’s, except that the time slot of the last
visited receiver-subnode is used to break ties while choosing the shortest path at the sink node.

The full ESP scheme is listed as Algorithm 4.2.
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Algorithm 4.2: Earliest-shortest path (ESP) algorithm

1 Initialize Q <+ {s"}
2 Initialize variables dyax < 0, dgv < 0, and d,, < oo forallv € V' \ {s”}

3 Initialize S.x < 00, and S, < time slot associated with node v, for all

veV\{s", T}

4 repeat
5 U < arg minyeq dy
6 | Q<+ Q\{u}

7 Amax — dy

8 | foreach node v in set {v|(u,v) € £} do

9 if v = t” then

10 Smax < min(Sy, Smax)
11 end

12 dy < min(dy,d, + 1)

13 Q+ {QU{v}}

14 end

15 until dmax = dtv

16 Backtrack path starting from " (Spax) to s¥.

Note that Algorithm 4.2 visits nodes in a breadth-first manner starting at s”. This is ac-
complished by maintaining a set () of all nodes which have themselves been visited but whose
neighbors have not been visited. At each iteration, the neighbors of a node closest to the source
is visited and the distance metrics are updated. Interestingly, Algorithm 4.2 can be used to
claim certain approximation guarantees for the PI model. This is established in the ensuing

subsection.

4.3.2 Performance Bounds

Performance bounds are developed in this section for Algorithm 4.1 applied to PI networks.

The following theorem gives a bound on the achievable throughput.
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Theorem 4.1. The throughput p obtained through Algorithm 4.1 using the ESP and pipelining
enhancements can be bounded as follows:

242

D _d 52 <ps<l (4.2)

As a corollary, it can be seen that as D — oo, the bound reduces to 1/2 < p < 1. Next,

the proof of Theorem 4.1 is provided.

Proof. The upper bound has already been derived in Section 4.3.1. The proof of the lower
bound relies on the special structure of the time-unwrapped graph G. In particular, notice that
the shortest s¥ — t path in G corresponds to the set of wireless nodes that lie on the shortest
s-t path in G. Thus, for each sink ¢, there exist several shortest paths in G each of which has

the following form

PU(e) = (5, 58(61), 01 (01), 5 (£a), v (2),

e U (Cay1), 0,1 (Ca), -1 (L), (L), ) 43)

where £ := ((1,02,...,0g,)and 1 < {1 < ly < ... < {4, < D. The length of the shortest
sV — t¥ path is therefore 3d; + 1. This is also the minimum length of the shortest augmenting
path on any residual graphs that arise in Algorithm 4.1. In other words, the length of the short-
est augmenting path always increases as iterations of Algorithm 4.1 go on. Such a behavior
of increasing path-lengths is well known for the EK algorithm. It also holds here since any
augmenting path found in Algorithm 4.1 is a feasible EK augmenting path.

For each sink t € T, define the quickest-shortest (QS) path starting at time slot ¢ as
QW (1) := PW(L), where £ = (£,{ + 1,0 +2,..., + d; — 1). Note that given any graph
G, such a path exists for every sink ¢ € T" and every time slot 1 < ¢ < D — d; + 1. Further,
starting at time slot £, Q) (¢) is a shortest path that reaches the sink t € 7T at the earliest
possible time slot £ + d; — 1. Thus, for a given sink ¢ € T Algorithm 4.2 will return the QS
path Q) (¢) for some ¢, as long as such a path exists in the residual graph. Note that the QS
paths {Q™® ()} ;1 do not conflict with each other, and thus form a shortest path tree (SPT).

Next, define a partial order on all shortest augmenting paths returned by Algorithm 4.2 with

starting time slot /1 and ending time slot ¢4,. Specifically, given two augmenting paths pt) ()
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and P(*2)(4), ending at two, possibly different sinks ¢, and t, define P(1)(7) < P2)(5) if
and only if 77 < j; and idtl < jdtQ. The partial ordering can now be used to understand
Algorithm 4.2 better. For instance, if at some iteration in Algorithm 4.1, it is known that a path
Pl(t) exists in the residual graph, then Algorithm 4.2 will always return a path PQ(t) < Pl(t) of
length less than or equal to the length of Pl(t).

The following lemma states another useful aspect of the QS paths.

Lemma 4.1. Ift, and t, be two (possibly different) sinks, and { denotes any time slot such that
the paths Q) (¢) and Q™) (¢ + 2) exist on the graph G, then the path Q™) (¢ + 2) does not
conflict with any path P < Q) (¢).

The proof of Lemma 4.1 is provided in Appendix 4.A. The result is interesting in the sense
that the entire SPT formed by QS paths starting at a given time slot £ does not conflict with any
path in the SPT starting at time slot £ 4 2. This observation can now be used to prove the main

result of Theorem 4.1 as follows.

(L1) In the first iteration, the paths Q(*)(1) for each sink ¢ € T exist and are therefore returned
by Algorithm 4.2. At the end of the first iteration, all edges that lie on any of the paths

QW (1) are reversed and assigned unit flow values.

(L2) At the second iteration, any ESP starts at or after the second time slot. While the paths
Q") (2) may not necessarily exist, Lemma 4.1 ensures that the QS paths Q(*)(3) still ex-
ist; that is, they are not deleted from the residual graph in the first iteration. As observed

earlier, an ESP returned at the second iteration is such that P() < Q(®)(3).

(L3) Generically, the i-th iteration returns a path P) < Q(®)(2i + 1). Since the farthest
sink allows the source to transmit up to the (D — dg + 1)-th time slot, there are at least

{ D=dy42 J iterations, and as many augmenting paths.

(L4) As observed earlier, transmission of the next block can begin at time slot (D — d; + 3).

|(D—da+2)/2]

This yields the asymptotic throughput of “—5—5—;
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Note that for the SI model, it is not possible to provide similar guarantees as the QS paths
for different sinks ¢ € T starting at the same time slot Q) (¢) may conflict with each other.
Thus, the existence of the SPT itself is not guaranteed. However, the proof of Theorem 4.1
provides some justification for the ESP heuristic even when the algorithm is applied to generic

interference models.

4.3.3 Distributed Implementation

Algorithm 4.1 readily lends itself to a distributed implementation. Assume that each wireless
node is aware of its two-hop neighbors, the source and sink nodes, and the graph parameters D

and d; for each ¢t € T'. The following observations may then be used to distribute the algorithm.

(D1) Construction of the time-unwrapped graph G only involves creation of several subnodes
per node, which can be done locally, without requiring any communication among the

nodes.

(D2) The source must calculate the ESP for every iteration and every sink. Distributed and
asynchronous versions of Dijkstra’s algorithm are available [121, Chap. 5], and can be
readily adapted for Algorithm 4.2 here. A speed improvement can be obtained by always

visiting the nodes with an earlier time slot first.

(D3) Finally, the source sends a packet along the shortest augmenting path, found in D2,
informing the nodes of its choice. The participating nodes may then obtain the residual
graph, update flow values along their edges, and delete conflicting edges by informing

their neighbors.

Before ending this section, a few remarks are in order.

Remark 4.5. During the operation, each node in Algorithm 4.1 transmits and receives on
predetermined time slots with a fixed schedule. This allows most nodes to sleep for most
of the time slots, except when operating or performing maintenance tasks. This aspect of

Algorithm 4.1 makes it attractive for sensor and ad hoc networks.

Remark 4.6. Most deterministic network code designs, such as those in [78], result in rela-

tively small finite field sizes, typically O(|T'|). Randomized schemes such as the one in [73]
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only require a field size ¢ that is a prime power greater than |T'|. This is in contrast with most
random network coding schemes that assume asymptotically large field sizes (usually 28 or
216). Smaller field sizes translate to lower overhead since the coding coefficients are usually

carried in the packet headers [28].

Remark 4.7. The distributed version of the algorithm works in a feed-forward way. Thus, nei-
ther link-by-link nor end-to-end acknowledgments are required. Such an ACK-free operation
makes sense in networks with hard deadlines since nodes do not have time for re-transmissions
anyway. This is appealing for video streaming applications, where feed-forward operation is

commonly used; see e.g. [137].

4.4 Linear Programming Bounds

This section examines the maximization of x from an integer programming perspective. Sec-
tion 4.4.1 describes an integer programming formulation for PI networks. While it may be
impossible to efficiently solve the resultant integer program for large networks, the formula-
tion provides ways of obtaining upper bounds. For example, a linear programming (LP) bound
is obtained in Section 4.4.1 by relaxing the integrality constraints in the integer program. Sec-

tion 4.4.2 further improves this bound by adding a class of valid inequalities.

4.4.1 Integer Programming Formulation

Following the notation of Section 4.2, the problem of finding the maximum number of edge-

disjoint paths from the source s” to each of the sinks ¥ € T, can be expressed as the following
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integer program:
p* = argmaxp (4.4a)
st Yy 2= 3l teTweg\ (st (4.4b)
ecl, e€Oy

Z a;g) = W, teTl (4.4¢)

e€Os
> a2l =y, teT (4.4d)

ecly
ze > V), teT,ecé (4.4¢)
2,z € {0,1}, teTecé (4.4f)

where variables xgt) and z. represent the virtual and real flows, respectively, on the edge e € £

[97]. The flow variables are related to the flows defined in Section 4.3. The virtual flow :cg)
corresponds to the flow values assigned to edges on G;, while the real flow z. corresponds to
the overall flow on G.

In the wireless setting, the scheduling constraints SC1-SC2(a) must also be added. For a

node v and time slot k, these constraints can be represented by the inequality

Z Ze T Z(ve(k) 0t (k) <1 YoeV,1<k<D 4.4g)
eelvr(k)

where the first summand in (4.4g) represents the total flow on edges incoming to the receiver-
subnode v"(k), and the second term is the flow leaving the combiner/transmitter-subnode at
the same time slot. The inequality ensures that in a single time slot &, at most a single packet
is either received (from a single node) or transmitted (broadcast to possibly multiple nodes).

The LP bound for the problem (4.4a)—(4.4g) can be obtained by relaxing (4.4f) with,
z, 2z, € [0,1]. (4.4h)

This bound can be further improved by adding “tightening” inequalities that are valid only
for the original integer programming constraints. In other words, these valid inequalities may
“cut-off” regions of the polyhedron defined by the linear inequality constraints (4.4b)—(4.4e)
and (4.4g)—(4.4h). Valid inequalities can also be used to exactly solve the integer program

using methods such as branch-and-cut [167, Chap. 8], although the worst-case complexity
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of these integer programming solvers is still not polynomial. The next subsection focuses on

developing a set of such valid inequalities.

4.4.2 A Class of Valid Inequalities

Before describing the valid inequalities, some simplifications and related notation is intro-
duced. First note that it is straightforward to eliminate the variable p from the set of equa-
tions (4.4b)—(4.4d). Next, let w be the n x 1 super-vector that contains all remaining opti-
mization variables {:cét), Ze ;. After eliminating p, the constraints (4.4b)—(4.4e) and (4.4g) can
be generically denoted by the set of inequalities Aw < b, where each equality constraint is
simply expressed as two opposing inequalities. The set of all feasible integer programming
solutions is then given by {w € {0,1}"|Aw < b}, while the corresponding LP relaxation lies
in the polyhedron represented as the set {w € [0,1]"|Aw < b}. A set of inequalities Cw < d

is said to be valid if

{w e {0,1}"|Aw < b} = {w € {0,1}"|Aw < b,Cw < d} (4.5)
while

{w € [0,1]"|Aw < b} D {w € [0,1]"|Aw < b,Cw < d}. (4.6)

It is well known that the optimum solution of an LP always lies on an extreme point of the
polyhedron defined by its linear inequalities [167, Chap. 2]. For an integer program however,
its LP-relaxation polyhedron may not necessarily have integral extreme points. The optimum
solution of the LP may therefore be fractional, and its optimum value may lie far from the
optimum of the integer program. Valid inequalities can be used in such cases to cut-off some
or all of the fractional extreme points of the LP relaxation polyhedron.

In principle, a finite number of “necessary” valid inequalities is sufficient to ensure that all
extreme points of {w € [0,1]"|Aw < b,Cw < d} are integral. A well-known method of
generating valid inequalities is the Chvatal-Gomory (CG) procedure, which can generate all
necessary valid inequalities in a finite number of steps [167, Chap. 8]. Given a system of m

linear inequalities, Aw < b, and a vector g € [0,1)™, the CG procedure generates the valid
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Figure 4.3: An example of wireless network and its time-expanded version.

inequality (also called a CG-cut) denoted as
[gTAJ w < [gTbJ 4.7)

where | | stands for the elementwise floor operation of the vector a.

The caveat however is that the CG-procedure generates an exponentially large set of in-
equalities, which cannot be handled efficiently by any LP solver. The remainder of this section
describes a method to generate a smaller class of valid inequalities that can be efficiently sep-
arated, and thus accommodated by LP solvers.

Figure 4.3 depicts a simple example network and its time-expanded graph for D = 3,
with redundant nodes and edges removed. The solution obtained for this network using the
LP relaxation is, . = z. = 1 for e = (s, s'(1)), (s'(1),v"(1)), (v*(3),¢"(3)), (t"(3),t"),
and z. = z. = 0.5 for all other ¢ € £. This gives a total flow of 1.5 that also satisfies the
constraints (4.4g). The integral solution, on the other hand, achieves only one unit of end-to-
end flow, i.e., a single packet is transmitted from s to v in the first time slot, and from v to ¢ in

the second time slot.
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An observation that follows from this example is that in three time slots, only one packet
goes “through” v. Interestingly, this also holds for larger values of D and for any three, pos-
sibly non-contiguous, time slots. For instance there can be at most three packets, each either
transmitted or received by a node in three time slots k1, k2 and k3. However, there can be at
most one packet which is both transmitted and received in these three time slots. In contrast,
the constraint (4.4g) allows 1.5 packets to be transmitted and received.

In order to enforce this condition, note that the flow passing through a node v in time
slots k1, ko and ks, is given by the total flow through the edges in C := {(ni,n2)|n1 €
{v"(k1),v"(k2)},n2 € {v°(k2),v"(k3)}}. Thus, an extra inequality can be introduced, limit-
ing the total flow on these edges to one. Note that for the case of multiple sinks, the virtual
flow corresponding to each sink requires a separate inequality. The idea can be generalized to

any odd number of time slots as asserted by the following theorem.

Theorem 4.2. For the time slots 1 < k1, ko, ..., k¢ < D, and a node v, define the set of edges,

C:= {(nl, TZ2)|T7,1 S {’Ur(kl), 'UT(]CQ), ... ,’Ur(kgfl)},
na € {v°(ka), v°(k3), - . ., v (ke)} ). 4.8)

Then, the following is a valid inequality for all t € T
l
>l < H : (4.9)
2
ecC
Proof. The cuts can be generated by applying {0, %}—CG cuts to some of the constraints
in (4.4b)-(4.4e) and (4.4g). Note that for any slot k, the following holds

Y Ze ety < 1
eEIvr(k)

[cf. (4.4e)] (®)
S0 2l ey <1

eEIUr(k)

f. (4.4b

O S 0, S @0
6€OUT(k) 6€Ivc(k)

Adding up the last set of equations for slots k = k1, k2, . . ., kg, we obtain

DD DI L S S W 2 (4.11)

ke{kl,...,kg} EEO,Ur(k> k‘E{th...,k’g} GEIUC(k)
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Note that in (4.11), the terms :cét) for all e € C occur twice, while all other terms occur only

once. Thus, dividing (4.11) by 2 and rounding towards zero, we arrive at (4.9). ]

The generated set of inequalities (4.9) is much smaller than the full set of all possible
valid inequalities, and is therefore not necessarily optimal. Further, even this set contains
exponentially many constraints. Interestingly however, the set admits an efficient separation
oracle which identifies a possibly violated inequality given any feasible solution of the relaxed
LP problem. The solution to the entire LP can also be found efficiently using the ellipsoid
method [148, Chap. 5], whose calls to the separation oracle can be bounded polynomially. For

the set of inequalities generated by (4.9), the following result holds.

Lemma 4.2. The worst-case complexity of the separation oracle is O(nD|T)).

(t)

Proof. Given a candidate solution (ze’, z¢), the problem of verifying its feasibility can be
stated as follows:

For every node v and sink ¢,
(F1) Find the set of time slots k1, .. ., ky such that a constraint in (4.9) is violated; or,
(F2) Output that there is no such set.

It will be argued next that this problem is equivalent to finding a separation oracle for the
matching problem on a derived graph. Given a graph G, = (U,, E,,), associate variables y*
with each edge e € F,. Let C,, denote the set of edges connected to anode u € U,. A matching
is a set of edges, such that no two edges of the set connect to the same node. Equivalently, a
matching is an assignment of binary values to variables ¢~ such that

oy <1, ¢ € {0,1}. (4.12a)
ecCly
Interestingly, it is possible to replace the integrality constraints in (4.12a) with simple non-

negativity constraints, by adding the following set of valid inequalities

Z Yo < V?J V sets of nodes S. (4.12b)

{e=(u1,u2)|u1,u2€S}
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Although the number of valid inequalities in (4.12b) is also exponential, it is possible to design
a separation oracle that returns the violated inequality in O(|U,|) [148, Chap. 25].

In the present case, for a node v, construct graph GG, with nodes 1, 2, ..., D, and connect
pairs of nodes (7, j) for all ¢ > j. The edge (i, 7) in G,, represents the edge (v" (i), v°(j)) in
the original graph G. Similarly, set the variables y;; equal to the corresponding edge variables

(t)

Tl (1),00(f))" A related set of constraints for yfj can be derived based on (4.4g) and (4.9) as

follows.
(M1) All flow variables are positive, thus implying y2 > 0 for all e = (i, j).

(M2) The set of edges connecting to anode k € {1,..., D} in G, correspond to all the edges
e € Oyr(x) U Lye(r). Thus, (4.10) implies that

Yoy sl (4.13a)
ecCl
(M3) Since any set of time slots {ki,...,k¢} corresponds to an equivalent set of nodes in
G, (4.9) translates to
v l
> Yl < 3 V1</¢<D. (4.13b)

{e=(ki,k;)[1<i,j<t}

It can be seen that the constraints (4.13a)—(4.13b) resemble the matching constraints (4.12a)—
(4.12b). Thus, given a candidate solution :;;Sf), an assignment to variables y¢ can be calculated
for each node v. Invoking the matching separation oracle then results in a possibly violated
inequality in terms of y;, which can finally be translated to a corresponding inequality in terms
of :cgt). Since the separation oracle runs in time O (D) and must be invoked for every node and

every virtual flow, the total time complexity is O(nD|T). O

4.5 Numerical Comparisons

This section presents simulations on the performance of Algorithm 4.1. For comparison, the
throughput obtained using a delay-agnostic, conflict-graph method from [71] along with the

bounds derived in Sections 4.3.2 and 4.4, are also plotted.
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Figure 4.4: Performance and bounds on a PI network.

Random networks are generated using the MAX-DPA algorithm outlined in [117]. The
algorithm generates graphs by placing nodes one-by-one, while respecting certain maximum-
degree and proximity constraints so as to simulate a realistic ad hoc network. The algorithm
parameters are chosen to be d = 5, dpax = 8, and dy = 0.2, which denote respectively the
average and maximum node degrees, and the minimum distance between neighbors. The nodes
are placed in a square area chosen such that the average node density is one. Next, the leftmost
node is chosen to be the source and all edges are chosen to be directed away from the source.
Finally, all nodes without any outgoing edges are chosen to be sinks.

Figure 4.4 shows the performance of Algorithm 4.1 for small PI networks. The throughput
is averaged over 2,000 different networks with 20 nodes each, and is plotted for a range of
values of the deadline D. The length of the bars equals half the standard deviation over the
network instances. Pipelining in Algorithm 4.1 is implemented such that the source does not
necessarily wait till the (D —d; +3)-rd time slot, but may begin transmission earlier if possible.
For comparison, the lower bound stated in Theorem 4.1 and the LP upper bounds are also
plotted. In the absence of any deadlines, it is possible to evaluate the maximum achievable

throughput using one of the approximation algorithms outlined in [71]. The dashed line in
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D 15 20 25 30 35 | Random approach [71]
Network 1 | 0.33 | 0.36 | 0.37 | 0.38 | 0.38 0.50
Network 2 | 0.20 | 0.20 | 0.24 | 0.25 | 0.27 0.39
Network 3 | 0.25 | 0.21 | 0.29 | 0.30 | 0.28 0.39

Table 4.1: Performance of Algorithm 4.1 on large networks

the figure shows this value, calculated using the random approach of [71] with 500 random
maximal-independent sets, assuming no erasures on links.

As expected, Algorithm 4.1 exhibits graceful degradation in performance as the deadline is
reduced. Interestingly, the trend is also visible in the curves showing upper and lower bounds
on the throughput. Further, it can be seen that the bounds become tighter as the value of
D increases, reaffirming their usefulness. Finally, note that the variation apparent from the
standard deviation bars is largely because of the variation among random networks. Thus,
the overlap between the bars for lower and upper bound does not mean that the bounds are
incorrect for some network instances.

Next, the performance is analyzed on a large network with 100 nodes and SI constraints.
Three random networks are generated, and Algorithm 4.1 is run for different values of D.
While the lower and upper bounds do not apply to this case, the random approach from [71]
is again used here as a benchmark. Note that for large networks, the number of hyperarcs, and
consequently the size of the resulting LP used in [71] becomes prohibitive. Towards this end,
the interference model used in [71] is simplified by considering only broadcast transmissions,
i.e., each node either broadcasts its packets to all its receivers or stays silent. This translates to
the simple rule, used in several MAC protocols: a node transmits only when its two-hop neigh-
borhood is silent. Further, only 200 maximal-independent sets are generated. Table 4.1 lists the
throughput achieved for all three realizations. As with the PI model, the throughput-delay trade
off is again apparent here. In this case however, the difference between the deadline-free case
and the GAP throughput with large D is not as pronounced. Further, the quality of approxima-
tion in Algorithm 4.1 also depends on the topology of the network. Thus for some networks,

such as Network 3 in Table 4.1, the throughput does not always decrease monotonically with
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Figure 4.5: Degradation of throughput with packet erasures for different values of D.

D.

Finally, the performance of the resulting network protocol is studied for different erasure
probabilities. Towards this end, a random network with 100 nodes is generated, and Algo-
rithm 4.1 is run to obtain the network operation schedules. Next, the protocol is simulated using
Monte-Carlo runs, assuming that the links fail independently with specified erasure probabil-
ities. Figure 4.5 depicts the average throughput, given by the average number of linear com-
binations received by the sinks, per time slot. It can be seen that the throughput performance

degrades only gradually with erasures.

4.6 Conclusion

This chapter considered network-coded multicast with deadline constraints. Since popular
generation-based approaches do not handle delay constraints, a joint scheduling and network
coding approach is introduced to maximize the average throughput while respecting the wire-

less constraints and packet-deadlines. The novel algorithm relies on a time-unwrapped graph
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expansion in order to construct linear-periodic time-varying network codes. The approach
draws from the well-known augmenting-path algorithm, and is therefore both distributed and
scalable. For networks with primary interference constraints, the algorithm was shown to have
a constant-factor bounded worst-case performance. The setup was also analyzed from an inte-
ger programming perspective, and a set of valid inequalities was developed and used to obtain

a linear programming based upper bound on the throughput.

4.A Proof of Lemma 4.1

First, using contradiction, we show that paths Q(*«)(¢) and Q) (¢ + 2) do not conflict. If
the two said paths indeed conflict, it would imply that there exist e, € Q(ta)(ﬁ) and e, €
Q") (¢ + 2) such that one of the following holds:

(C1) Edges e, and ey, violate the half-duplex constraint. This means that there exists a node
v € V and a time slot ¢ < k < min(dy,,dy,) such that either (a) e, € L) and

a € Oyt (r); 01, (b) eq € Iy and ey € Oye (-
(C2) There exists a node v € V' and time slot k such that e, € I,y and ey € Ly (g).
(C3) The two edges are the same, i.e., e, = €.

We begin by assuming that (C1-a) holds for some time slot £ and node v. Since node
v"(k + 1) lies on the QS path Q(*a) (¢ + 2), it implies that a subnode in the wireless node v
can be reached in k — £ — 1 time slots if the path along Q(*)(¢ + 2) is taken. Note however
that v" (k) also lies on Q) (¢), which would imply that it must take at least k& — ¢ time slots
if a path along Q(**)(¢) is taken. Therefore, the path Q(*«) (¢) reaches node v earlier than the
path Q(tb)(é) starting at the same slot. This is a contradiction since both paths were already
assumed to be QS paths. The intuition is that starting at time slots £ and £ + 2, the time slots at
which two QS paths reach a node differ by at least two.

The complementary case (C1-b) yields an even stronger contradiction as it implies that the
QS path starting at a later time slot reaches a node at an earlier one. Similarly, the other cases

C2 and C3 also follow from the aforementioned argument. Specifically, both C2 and C3 imply
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that two QS paths, starting at different time slots ¢ and ¢ + 2, reach a node at the same time slot
k, which is not possible. It can be seen that the argument holds if the path Q) (¢) is replaced
by a shortest path P < Q) (¢) since that would again imply a stronger contradiction.

Note that it is not possible to provide similar guarantees for the SI model since, unlike the

PI model, two QS paths starting at the same time slot may conflict with each other.
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Chapter 5

Network-Compressive Coding for

Wireless Sensors Networks

A network-compressive transmission protocol is developed in which correlated sensor obser-
vations belonging to a finite alphabet are linearly combined as they traverse the network on
their way to a sink node. Statistical dependencies are modeled using factor graphs. The sum-
product algorithm is run under different modeling assumptions to estimate the maximum a
posteriori set of observations given the compressed measurements at the sink node. Error ex-
ponents are derived for cyclic and acyclic factor graphs using the method of types, showing
that observations can be recovered with arbitrarily low probability of error as the network size
grows. Simulated tests corroborate the theoretical claims.

This chapter is organized as follows. Section 5.1 describes the model, and Section 5.2
describes the sum-product variants for cyclic and acyclic factor graphs. Section 5.3 derives
the error exponents when exact MAP decoding is possible. Section 5.4 gives simulation results
with synthetic and real datasets for both cyclic and acyclic cases. Finally, Section 5.5 concludes

the chapter.
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5.1 System Model and Problem Formulation

Consider a sensor network with a set of nodes N, deployed to observe an environmental phe-
nomenon. The environmental state, at the location of a sensor n € N, is represented by a
discrete random variable ©,,, taking values ¢,, € Fg, where Fg denotes the finite field of al-
phabet size (). The state variables are assumed drawn from a known prior probability mass
function (pmf) p(0), where 0 stacks the variables {6, }. Sensor n € N does not directly
observe 0, but instead its noisy version x,, € F, drawn independently from a known pmf
p(2n|0r). Next, the N := |\ sensor observations, henceforth denoted by the N x 1 vector x,
are communicated to a sink node (fusion center) ¢. Linear network coding is used to combine
entries in x as they traverse the network on their way to the sink, which receives the M x 1
vector y = Ax, where entries of A are also drawn from ¢ and are known at the sink node.
Given p(0), p(zy|6y), A, and y, the sink wishes to estimate 6.

In order to motivate the system model, consider sensor networks deployed in tracking
applications, where the environmental state takes only two possible values, corresponding to
the presence or absence of a target. Moreover, since only a few sensors may detect the target at
a given instant, the state variables are clearly correlated among nearby sensors. The observation
noise is also binary in this case, arising from false positives or false negatives in the detectors
of the individual sensor nodes.

In environment-monitoring systems, while many natural phenomena are continuous-valued,
one may be interested only in monitoring them coarsely. For instance in monitoring levels of a
chemical contaminant or temperature, the quantity of interest may only be the quantized value,
say in whole degrees centigrade. In this case, the environmental state can be modeled again as
a discrete random variable, representing the quantized version of the analog-amplitude quan-
tity. Moreover, since continuous values at nearby sensor nodes are correlated, their quantized
components will also be correlated. Finally, observations, which are the quantized and noisy
versions of the true analog-amplitude quantity, can be modeled as the noisy version of the

quantized values.
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Given y at the sink node, the a posteriori probability is given by

p(8ly) o< p(8,y) (5.1a)
= > »(6.x,y) (5.1b)
xE]Fg
= > p(ylx)p(x|6)p(6) (5.1c)
xE]Fg
N
=Y plyx) [ p(@al0n)p(8) (5.1d)
xE]Fg n=1

where (5.1c) follows from the fact that x(¢) and y are conditionally independent given x. Here
p(y|x) is simply the indicator function 1y_ax, and (5.1d) follows independence assumption
on the observation noise, which implies p(x|8) = [[2_, p(,]6,). The sink node wishes to

obtain the block maximum a posteriori (MAP) estimate of 0, that is

0 = arg max p(8ly). (5.2)
0cFy

Alternatively, the sink seeks the a posteriori probability (APP) of each 6,,, namely
pa(Bnly) = Y p(Bly) (5.3)
0EF I \On
where the notation \0,, is used to indicate that the sum is carried over all 6 € Fg with fixed
0,,. From (5.3), the per-entry MAP estimate can be found as én = arg maxg,, cF, Pn(On]y)-

In general, finding (5.2) or (5.3) involves searching or summing over an exponentially large
space. Similar problems involving maximization (or marginalization) of a pmf over a discrete
domain are encountered in several areas, most notably in channel decoding, image processing,
and statistical physics [100]. To cope with this prohibitive complexity, factor graph represen-
tations of p(@|y) are often used to perform such maximization (or marginalization) at least
approximately. In the present chapter, the sum-product algorithm is employed to efficiently
evaluate the per-entry MAP. The sum-product algorithm has also been proposed for a related
problem considered in [101]. In general however, the performance of message-passing algo-
rithms may not necessarily be reliable, and the sum-product algorithm may not even converge.
The focus here is therefore on identifying scenarios where the prior pmf p(€) and the coding

matrix A have enough structure so as to guarantee convergence and asymptotic optimality.
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Note that unlike traditional network coding schemes, matrix A need not be square since
the correlation of x and @ can be utilized to solve (5.2) or (5.3) even when M < N. Clearly
in this case compression is achieved, with ratio n = M /N. Before concluding this section, a

remark about the practical implementation aspects of the algorithm is due.

Remark 5.1. In low-cost sensor networks, MAC protocols (such as S-MAC [174]) often use
packetized transmissions instead of transmitting individual observations. A packet may ag-
gregate multiple observations collected over time, of the same or multiple physical quantities.
Packetization is achieved in the proposed algorithm by assigning log, () bits per observation in
each packet. The entries of the A matrix are chosen by the intermediate nodes, and the same
linear combination is used for all observations within a packet. These entries are then stored in
the packet headers, so that they can be used by the sink for decoding without significant over-
head; see e.g. [28,76]. Finally, note that packets may be lost due to communication errors, and
this may result in the sink receiving fewer than M linear combinations. The proposed algo-
rithm is still applicable for this case, since the matrix A, constructed from the received packet
headers, will only contain rows corresponding to the correctly received y,,,. Sensor failures can

also be handled similarly, by setting the entries of the corresponding column in A to zeros.

5.2 Factor Graph Representation and Message-Passing Algorithm

The per-sensor posterior probability p, (6, |y) can be expressed as

pu(Only) = Z Z p(0,x[y) (5.4)

Oeng\On xeng

N
< Y > pylx) [] p(zalbn)p(6). (5.5)

OCFN\0n x€FY n=1

Efficient evaluation of the summation in (5.5) may be possible if the multiplicands can be
further factored into several terms, each depending on only a subset of variables in 8, x, and

y. Towards this end, the following modeling assumptions are made.
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(A1) The pmf p(@), describing the hidden random variables, can be factored as

17
j=1
where C1,...,C; C N are generally overlapping clusters (or cliques) of nodes, and

Z = Eeng [1; fc;(6c;) ensures p(8) sums up to one. The factors fc; have local

domains 8¢, := {0k € C;}, and are referred to as factor potentials [16, Section 8.3].

(A2) The network coding protocol is designed so that each y,, is a linear combination of only
a subset S,,, € N of the observations x, i.e.,
Ym = Y Amiz; (5.7)
1€Sm
where linear coefficients A,,; € Fg are drawn randomly from a uniform distribution.
The other entries A,, ; = 0 for all j ¢ S,,, which renders the matrix A sparse if

| Sy | < N for all m.

Assumption (A1) subsumes the case when each cluster C’; is simply a pair of neighboring
nodes. Defining & as the set of all pairs (n,n’) of nodes where n and n’ are neighbors in N,

the pmf p(8) for the pairwise case factorizes as

p(t‘))=l I fow(6n.0) (5.8)

(n,n/)e€
where Z is again the normalization constant. The choice of the subsets S,,, in (A2) dictates the
communication protocol used and the cost incurred. In order to save cost, individual sensors
do not route their observations to the sink directly. Instead, data from all nodes in S, are
linearly combined into y,,, and then routed to the sink. This can be done efficiently by using a
collection tree spanning all nodes in .S,,, and rooted at a node ¢ € S, that is closest to the sink.
Then, as explained in Appendix A, the collection procedure incurs only |S,,|—1 transmissions.
Let the hop-distance of node k£ € N from the sink be denoted by hy. Since the node in S,
that is nearest to the sink is responsible for collecting y,, from other nodes in S,,, the total
communication cost of this scheme is given by Y_,.|Sy,| — 1 + mingeg,, hy. In comparison,

routing each observation without coding incurs a cost of » ;. s hug.
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Figure 5.1: Factor graph representation of the posterior density in (5.9).
Using (A1)-(A2), it is possible to rewrite (5.5) as

M N J
pe(Oely) o< D> > T plymlxs,,) T[] p(zal6n) [ £i(6c;) (5.9)
n=1 j=1

OcFY\0, xeF )y m=1

where p(ym|xs,,) = 1if ym = Yics,, Am,ii, and O otherwise. The overall factor graph
is depicted in Figure 5.1. The hollow circular nodes are the variable nodes, and denote the
observed and hidden variables. The square, factor nodes correspond to the functions that appear
within the summation in (5.9), and represent the relationship between the connecting variable
nodes. The variable nodes representing y,, are shaded, because they are already known and
need not be inferred.

The factor graph in Figure 5.1 contains cycles or loops, which generally prevents one from
performing exact inference. Observe from Figure 5.1, that any cycles that may occur in the
factor graph may span: (a) only the sets C;; or (b) only the sets .S,,; or (¢) both C; and S,.
Of these, cycles due to (a) are unavoidable if the prior p(@) already has cycles and is precisely
known. In principle, one could discard dependencies among some of the neighboring nodes,
albeit at the expense of some model mismatch. The resulting modeling error may be justified
if the performance of the sum-product algorithm improves such that overall estimation error

decreases; see e.g., [162] and references therein. In practice however, only the topology of the
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network is specified, and a model for p(#) must be postulated by choosing the clusters {C}}

appropriately.

5.2.1 Cyclic Factor Graphs

If the specified topology does not admit an acyclic factor graph representation, the sum-product
algorithm may still be used to find the marginal (5.9) approximately. The loopy version of the
sum-product algorithm consists of two steps: (a) passing messages from all variable to all
factor nodes, and (b) passing messages from all factor nodes to variable nodes. Denoting the
variable nodes 6,, and x,, by indices v and n, and likewise the factor nodes C; and Sy, by j

and m, the expressions for messages take the following form.

p—sj(0n) = pinsw (0n) TT 1170 (0n) (5.10a)
J'#i
tisw(0n) = > fo,00,) 1 rw—i(0n) (5.10b)
~{0n} n'#n
Po—sn(Tn) = Z p(xnlen)Hﬂj’—w(en) (5.10c)
QnEFQ j,
P (0n) Z p(xn|0n) H,Um '—n(Tn) (5.10d)
:L‘nEFQ
Mn%m(wn) :Mu—m(xn) H Mm’%n(l‘n) (5.10e)
m'#m
Nm%n l‘n Zp ym’XSm H Hn!—m xn (SIOf)
~{zn} n'#n

Here the summations in (5.10b) and (5.10f) are over the vector domains 00]. S Fg il \ 0,, and
xg,, € Fgm‘ \ @y, respectively. The messages jt,,—;(0y,) and pj_,,(6,) are those exchanged
between C; and 6,,, and messages jt,—m () and fiy,—n(xy) are those exchanged between
S, and z,,. For simplicity, the messages between x,,, 6,, and p(x,|0,) are compacted into
messages fin—, (0r) and p,_yp (z5,) (the messages to and from factors p(z,,|0,,) are bypassed).

The algorithm starts by setting fin—m(n) = p—;(@n) = 1 (forall 1 < m < M,
1 <v <N,1 <35 < J, and 2,,0, € Fg), and runs for several iterations. At each
iteration, the first step consists of evaluating (5.10b) followed by (5.10c), and (5.10f) followed
by (5.10d), while the second step consists of evaluating (5.10a) and (5.10e). The algorithm
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is terminated either upon convergence, or after a fixed number of iterations and yields the
approximate marginal distribution p(6y,|y) o< fin—u(0n) I1;7 17— (0n). The complexity of
this algorithm is exponential in the number of nodes in C; and S,, (denoted respectively by
|C;| and |S,n|), because (5.10b) and (5.10f) have Q!%3!=1 and Q!¥I~1 summands respectively.
However, the number of summations and multiplications in (5.10a)—(5.10f) required at each
iteration are only linear in N.

With loopy factor graphs, the sum-product algorithm does not—in general—provide any
guarantees on the quality of the approximation. Related results from the coding literature
suggest that short cycles typically result in poor approximations [100]. Cycles of length four
may occur for instance if two sets S1 and Sy (or clusters C and Cs) overlap in two or more
nodes. Four-cycles between the clusters C; can be avoided by using a pairwise factorization
for p(@) as in (5.8). An approximate algorithm to choose the sets {S,,} so as to minimize
the communication cost and allow no cycles among themselves is provided in Appendix 5.A.
However, cycles of length eight may still occur as cluster C; and a set .S,,, may share two
or more nodes. The next subsection describes a scheme that allows cycles to be completely

eliminated from the factor graph.

5.2.2 Acyclic Factor Graphs

As discussed earlier, for acyclic factor graphs, the sum-product algorithm is guaranteed to
converge in a finite number of iterations, and finds the exact per-entry marginals p(z,|y) [16].
Further, some network topologies may be well-suited to an acyclic factorization of p(€). For
instance, the graph of a chain of sensors {1,2,3,..., N} admits a cycle-free factor graph
representation with clusters of the form C; = {1, 2,3}, Cy = {3,4,5}, and so on.

Once the clusters C; can be chosen to avoid cycles within themselves, other cycles can be
eliminated as follows. First, let M = J, and set S; = C} forall 1 < j < M. Next, observe
that the factor graph can be “folded” along the factor nodes p(z,|0,) [cf. Fig. 5.1]. More

precisely, it is always possible to combine the two variables z,, and 6,, into a single variable
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Figure 5.2: Acyclic factor graph for Section 5.2.2.

Wy, € FQQ and express the marginal pmf as

N M
pOnaly) < > I[ 9(wn) T M(we,) (5.11)
XGIFg n/=1 m=1

eeJFg \On
where we,, = {wili € Cn}, g(wp) = p(@p|0r), and h(we,,) = p(ym|xc,,) fc..(0c,,)-
The resulting factor graph is now acyclic, and an example is shown in Fig. 5.2.
The sum-product algorithm is also simpler to describe in this case, and involves passing
messages [in—sm (wy,) from variable node n to factor node m, and pi,,—, (wy,) from the factor

node m to variable node n. These messages take the form

finosm(wn) = g(wn) [T tnr—n(wn) (5.12a)
m/#m
i (wn) = Y h(we,,) [] trmm(wn). (5.12b)
{w;EF2feCn\n}  n'#n

The algorithm starts by setting fi,,—sm(wy,) = 1 (forall1 <m < M,1 <n < N, and w, €
IF%), runs until convergence, and yields the approximate marginal distribution p(w,|y) o
g(wy) I1,,, m—sn(wy). The variables xz,, and #,, may then be recovered by maximizing the

individual marginals as described earlier. Before concluding the section, a remark is due

Remark 5.2. It is also possible for each S,, to send L(m) > 1 linear combinations to the sink.
The availability of more than )", L(m) > M linear combinations at the sink can provide a
better MAP estimate, though at the cost of higher communication requirement of ), . |Sy,|—1+
L(m)mingeg, hy. Further in the factor graph, only the expression for p(y.,|xs,,) changes,

while the structure of (5.9), and consequently the complexity of the sum-product algorithm
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remains the same. Varying the values of L(m) across clusters thus provides a low-complexity

method of exploring the cost-performance tradeoff.

5.3 Error Exponents

In this section, bounds on the probability of error are evaluated for the block MAP estima-
tor (5.2). For simplicity, bounds are first derived in Section 5.3.1 for the factor graph repre-
sentation of 5.2.2 in which the resulting factor graph is acyclic and thus easier to handle. The
bounds in Section 5.3.2 on the other hand, require a pairwise correlation model, but are valid
even if the resulting factor graph is cyclic. Both subsections assume that the observation noise

is zero, i.e., p(x|0) = 1,—p.

5.3.1 Acyclic Factor Graphs with General Correlation Model

As discussed in Section 5.2.2, nodes are divided into overlapping clusters {C,,}*_,. Cor-
related observations of each cluster are sent to the sink after being linearly combined into a
single symbol in Fg. The clusters are constructed in such a way that the resulting factor graph
is acyclic.

The sink node can tolerate a limited amount of distortion in the reconstructed X (:= 9).
Define the cluster-Hamming distortion metric Dy (x,x’) between two vectors x and x’ as the
fraction of clusters over which the two vectors differ, i.e.,

{mlxc,, # %¢, )
i :

Dy (x,x') = (5.13)

The probability of error P, is the average probability that the distortion between the observed

vector x and the decoded vector X is greater than a tolerable level d, i.e.,

P.= > Pr(Dy(%x,x) > d|x)p(x). (5.14)
xng

The conditional error probability Pr(Dy (%, x) > d|x) can be bounded as shown in the follow-

ing lemma; see Appendix 5.B for the proof.
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Lemma 5.1. The conditional probability that the distortion Dy (X,%) exceeds a tolerable
threshold d, can be bounded as
Pr(Dg(%,x) > d|x) < > Q™M (5.15)
z€F Dy (z,x)>d
p(z)2p(x)

The intuition behind Lemma 5.1 comes from the observation that if two vectors x and z
differ over a single cluster, the probability that a random A satisfies Ax = Az is exactly
1/@Q. Thus, when the two vectors differ over dM clusters (corresponding to a distortion d), A
satisfies Ax = Az with probability Q%M

Interestingly, it is possible to obtain a compact form of the bound in (5.15) when p(x)
has an acyclic factor graph representation. Define the cluster graph Go = (V¢,E¢) as the
undirected graph formed by the set of M nodes V¢, representing the clusters {C,,}M_,, and
the set of edges £¢, connecting pairs of overlapping clusters. For the pmf p(x) to be an acyclic
factor graph, it is necessary that the cluster graph is also acyclic, or equivalently tree-shaped.
In this case, it is always possible to factor p(x) in terms of the individual and pairwise cluster

pmfs as follows [163]
Pmm/ Xy, X!
px) = I[ pmxm) ]I ( ) (5.16)

meVe (mm/)eEc Pm (Xm)pm’ (Xm/)

where node m represents cluster Cy,, X, represents set Xc,,,, and pr, (X, ) and pp, s (X, X/)
represent, respectively, the joint pmfs over x¢,, and x¢,,uc, ,- Supposing identical clusters,
the subscripts m and m’ can be removed from the pmfs. Since G¢ is a tree, it is possible to
choose any cluster C' as its root, reorder pairs (m, m’) appropriately, and express (5.16) as

p(x)=px1) ] pGmlxm). (5.17)

(m,m/)eEc

Because of the Markov property, the variables x,,, depend on the variables x,,, only through
the variables common to both Cy, and Cyy, i.e., p(Xm|Xm/) = p(Xm|Xc,.nc,,). Further,
as discussed in Section 5.2.1, for the factor graph to be acyclic, two clusters can overlap
in at most one variable, meaning that |C,,, N C,,y| = 1. With 1 € Cy, and p(x1) =
p(z1)p(Xcy\(13]71), (5.17) can be rearranged as

p(x) =plz1) [] pxcoimlTin) (5.18)

meVo
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where j,, is some node in the set C,,.
With these assumptions, it is possible to manipulate p(x) using the method of types [38],
as detailed next. If each cluster has exactly K nodes, the pmf p(xc,\;,,|7;,,) takes at most

Q¥ values, also referred to as types. Defining p,; := P(Xc,\jm = 8Tj,, = q), and Ly ; =

|{m € VC’XCTIL\j"L = IL” x]m =

H 11 »; (5.19)

q 1€,

where the set Z, := {i|py; # 0}, and |Z,| < Q. Pmf p(x) now depends on x through its type
{€,:(x)}4.4» compactly denoted by the QX! x @ type matrix L(x), with entries

4 (X i 0
L(x)], = i) Pei 0 (5.20)

0 otherwise
Conversely, given a type matrix A, define 7(A) := {x|L(x) = A} as the set of vectors x
that have the same type. In order to state the next result, a few definitions are needed. Let
pq be the pmf induced by p, ; for fixed ¢, and ¢, (x) be the pmf induced by ¢, ;(x)/{,(x),
where (4(x) = >, £,i(x). Also define H (p4(x)) as the entropy of the pmf ¢4(x), and
D(pq(x)||pg) as the Kullback-Leibler (KL) divergence between pmfs ¢, (x) and p, [36]. Then

the following lemma holds; see Appendix 5.B for the proof.

Lemma 5.2. The pmf p(x) in (5.18) can be written as

p(x) = l2_M(HL(x)+DL(x),p) (5.21)
Q
where Hry,(x) Z H (pq4(x)) and Dy, x) Z Zq]\(/f) D(pq4(x)||pqg) are the aver-

age entropy and dzvergence operators.

Let £ denote the set of all possible types. Then, summing over all possible values of x is

equivalent to summing over all types A € £, and summing over all vectors x € A [38]. Using
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Lemma 5.2 in (5.14), it can be seen that

1
P=g Y T Rt 5220
ACLxeT(A)
1
= = 3" PalT(A)[27 MUHATDAL) (5.22b)
Q AeLl
1
< = Z pe|A2*MDA,p (5.22¢)
Q Aet
1
< a(M +1)9" P a2 MPaw (5.22d)

where P, |5 :=Pr(Dp(%,x) > d|x € T(A)); the inequality in (5.22c) makes use of the bound
|T(A)| < Q2MHa (see Appendix 5.B); and (5.22d) considers the fact that the total number of
types can be bounded as [£] < (M + 1)9" .

The bound in (5.22d) thus depends on whether or not D j, is zero. Indeed, if [A] gi = Dqg,i
for all ¢ and %, it holds that DA , = 0. Such a type will be henceforth denoted as A*, and any
x € T(A*) will be referred to as typical. It can be seen that except for typical vectors x, P,
goes to zero as M increases because the first term in (5.22d) grows only polynomially in M.

The following proposition summarizes this result.

Proposition 5.1. For large M, the error probability P, in (5.22d) goes to zero for non-typical
X, L.e, x ¢ T(A"), and goes to %(M + 1)QKP6|A* Sor typical x, i.e., x € T (A¥).

In other words, the exponent of the conditional probability P 5+ for the typical x dom-
inates the overall error probability. In order to derive bounds on P+, note again that the
summation in Lemma 5.1 (over z) can be expressed as summation over types {2 € L and

vectors in each type z € T (£2), yielding

Pr(Dp(%,x) > dx e T(A )< > > Q™ (5.23)
QeLl zeT(Q)
p(z)>p(x)

Given that x € T (A™), the condition p(z) > p(x) can simply be expressed as Ho + D) <
Hp+ + Dpx, = Ha+. Replacing the summation over z € 7 (£2) by the bound |7 (€2)| <
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Q2MHa [cf. (5.22b) and (5.22¢)] it follows that

Pr(Dpy(%,x) > d|x € T(A*)) < Q? Z 9—M(dlog Q—Hg)
QeLl
HQJFDQJ)SHA*

Qel

< Q|Lj2~M(dlog Q—Hax) (5.24)

As observed earlier, since |£| is only polynomial in M, so that the overall P, is dominated
only by the exponential term. Finally, the conditional probability is always less than or equal
to one, so the exponent should always be negative. The following proposition summarizes the

result.

Proposition 5.2. For sufficiently large M, the error exponent of the probability of error P, is
bounded as E > [dlog Q — Ha+]", where [A*|gi=Dpgiforallt €T, 1<q<Q.

It can thus be observed that larger values of () yield smaller probabilities of error. In-
tuitively, log ) is the number of observed bits at each sensor, dlog @ is the number of bits
per-sensor that need to be reconstructed correctly at the sink, and H~ represents the total
number of (uncorrelated) information bits observed by the sensor network as a whole. If the
entropy H p« is small, it means that sensor observations are highly correlated. This happens for
instance, when the transition probability p, ; is close to 1 if all entries of ¢ are equal to g. In this

case, a smaller () can also be used to recover information with smaller allowable distortion.

5.3.2 Cyeclic Factor Graphs with Pairwise Correlation Model

This subsection derives bounds on the probability of error for cyclic graphs assuming the pair-
wise correlation model in (5.8). Define the graph G = (N, £) with the set of nodes N repre-
senting the sensors, and the edges £ connecting neighboring nodes. In this case, the pmf of x
can be expressed as a product of factors along a spanning tree Er, and the rest of the edges Er
[cf. (5.16)]

e I Pow(Tv, Tw) I Po,w(Tv, Tw) (525)

1
v (v,w)EET DPu ($v)pw ($w) (v,w)eé_'T pv(xv)pw (xw)
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where W = 37 T, po(20) (v, w)ee z% and & = Er U Ep, with Er N Er = () is
the set of all edges representing the graphical model. Notice that if £ = @) then W = 1 and
the model in (5.25) boils down to the one in (5.16). Assuming identical joint probabilities so

that p(xy, Zw) = Puw(Ty, Tw), and uniform prior probabilities p,(z,) = 1/Q, p(x) can be

compactly written in terms of conditional edge transition probabilities

1
px) = Il »pleles) I plolze) (5.26)
(v,w)EET (y’w)egT
where now Z := [](, w)ee P(@v|@w) [y w)es, P(@o|zw) replaces W in (5.25). Note that in
this model p(x1) is not explicitly shown since the normalization constant Z is needed anyway.

The types can now be defined as the (Q? values the conditional pmf p(z,|x,,) takes. Defining

Pq,i and {4 ;(x) in a similar manner as in Section 5.3.1, it holds that
lai(%) = Lgi (%) + £4;(x) (527)

where Egi (x) counts the number of transitions of (g, i)-th type for edges in &7, whereas 57; (%)

counts the transitions for edges in &r. Proceeding as in Lemma 5.2, p(x) in (5.26) can be

written as
p(x) = %Qflé’TI(HLT<x>+DLT(x),p)2*‘gT|(HET(xﬁDiT(x)m) (5.28)
where Hy, . (x), Dy, (x)ps HET(x) and DET(x),p are defined as in Lemma 5.2, normalizing

counts over || and |Er|. Using this representation for p(x), the next proposition connects the
conditional error probability of cyclic graphs with respect to acyclic ones; see Appendix 5.B

for the proof.

Proposition 5.3. For large |Er|, the error probability P, in (5.22d) with the prior p(x) as
in (5.28) goes to zero for non-typical x, i.e., x ¢ T (AY}), and goes to P Az, for the typical
x € T(A}).

The consequence of this proposition is that the error probability of cyclic p(x) is governed
by the error probability of any underlying tree. In fact, it will next be shown that for any x
(typical or not) the conditional error probability with acyclic p(x) can be bounded by the same

bound benchmarking the performance of any underlying tree in the graph. This is possible by
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appropriately bounding the conditional error probability Pr(Dg (X, x) > d|x) as shown next

Pr(Dp(%,x) = d[x) < > > Q™™
Qrel ZGT(QT)
HQT"‘DQT,pSHA;_‘ HQT+DQTaPSHAT+DAT»P
< >, [T@pe™ (5.29)
Qrel

Hap+Dapp<Hnx
where the first inequality holds because the constraint p(z) > p(x), which as per (5.28) is
equivalent to [Er|(Hay, + Doy p) +Er|(Hg, + Dq,. ) < |Er|Haz + |Er|(Ha, + D4, )
can be split into two constraints, one for the tree-types 27 and A% and another for the non-tree
types Q7 and Ar. Using again the bound |7 (27)| < Q2/¢r1Har (529) can be bounded as

Pr(Dp (%, x) > dlx) < Q > g |érl(les @~ Har) (5.30)

Qrel
Hap+Dap p<Hnx

coincides with the bound obtained for acyclic graphs [cf. (5.24)]. One remark is now in order.

Remark 5.3. Although error probability bounds are identical for cyclic and acyclic cases, this
holds true only for the exact MAP estimation. As the sum-product algorithm applied to a
cyclic factor graphs yields approximate probabilities, its performance may be worse than that

of acyclic graphs.

Remark 5.4. The error probability bounds derived in this section provide a useful quanitative
description of the interplay between different parameters in a sensor network. However, care
should be taken when applying them to a real sensor network, especially with regards to the

following assumptions.

1. The bounds derived here are tight only if M is sufficiently large. Their applicability for

predicting the performance of small or moderate-sized networks is therefore limited.

2. The present analysis ignores modeling error, which is otherwise a major issue in dis-
tributed compression implementations. For example, a simple correlation model, such

as the one postulated in (5.6) may not be sufficient for a large network.



5.4 Simulations 121

5.4 Simulations

5.4.1 Sum-Product on Acyclic Factor Graphs

In order to test the performance of the MAP estimator, the network-compression protocol for
acyclic factor graphs, developed in Section 5.2.2, was tested on two different topologies. First
in order to test the error exponents derived in Section 5.3.1, consider a simple sensor network
consisting of a chain graph of the form {1,2,3,4,..., N}. Sets C; and S, are both chosen
to be of the form {1,2,3}, {3,4,5}, {5,6,7} ..., and the factor graph of Figure 5.2 is used.
Given the value of ) (=4 in this case), sensors observe random integers between 1 and @,
which are then mapped to the () elements of F. The integer label of an element z € Fg is
henceforth denoted by I(x), and likewise for a vector x. Observation errors are ignored for

simplicity, and the sensor observations within each cluster are assumed to follow the pmf
p(XCJ) X eXp(_a(I(xjmaX) - I(wjmin))) (531)

where jmax := arg maxgec; I(zy) and jmin := argmingec, (7). Clearly this pmf encour-
ages observations within a cluster to be close to each other. Since the factorization of p(x)
includes no cycles, vectors x can be sampled in a sequential manner; see e.g., [16, Chap. 8].

Figure 5.3 plots error probability P, [cf. (5.14)] as a function of the tolerable distortion
level d for &« = 3 and different values of M. According to the error exponent derived in
Proposition 2, P, — 0 for M — oo, for all values of d > Hp~/log, Q. Observe that the
derived bound is loose, as P, becomes very small even for values of d below Hx+/logy @
(depicted by the vertical line) and for M > 50. Nevertheless, the exponent is a good indicator
of the distortion at which low P, can be obtained at a moderate value of M.

In the context of sensor networks, it is also interesting to quantify the ¢y3- and ¢;-norm
of the estimation error. In particular, ey := HI 0)—1 (9)“0 /N represents the fraction of
entries that are decoded incorrectly, and is upper bounded by D (0,00)MK/N [cf. Sec-
tion 5.3.1]. The per-entry difference between the observed and decoded vectors, given by
el = HI 0)—1 (é)H1 /N is also important since the sensor observations are derived from
continuous valued data, and errors with small magnitudes may be tolerable. Towards this end,

consider the topology depicted in Figure 5.4 where the clusters used to partition the sensor
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Figure 5.3: Probability of error when a distortion d can be tolerated at the sink, for different
values of M, and o« = 3. The vertical line shows the distortion above which P, — 0 whenever

M — oo.

nodes are also shown. Figure 5.5 shows the two measures of estimation error against o, which
signifies the level of intra-cluster correlation, for ) = 16. As expected, both error norms
decrease as « increases. Interestingly, the e; error is close to the ey error, suggesting that all
decoding errors have small magnitudes. Note that with () = 16, the per-entry error e; ~ 0.1 is
equivalent to having each entry of 6 incur an error of about 0.63%.

Next, the impact of varying communication cost [cf. Section 5.2.2] on the performance
of the proposed algorithm is studied. This is achieved by varying the values of L(m), which
changes both the communication cost as well as the compression ratio. Figure 5.6 shows this
compression-performance trade-off for ) = 16, and o = 2. The communication cost is
expressed as the percentage of the cost incurred when sending all observations through the
shortest path tree. Such graphs can be used by the network designer to efficiently find the

communication cost incurred for different levels of tolerable estimation errors.
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Figure 5.4: Sensors within the dotted circles are assumed correlated, with edges denoting
communication links. All nodes within each cluster collect data at one of the nodes, and send

it to the sink through the shortest path.

5.4.2 Performance Evaluation with the Sensorscope Dataset

The proposed network-compressive scheme is tested on the dataset available from the Sen-
sorscope LUCE Project [147]. The LUCE deployment consists of a sensor network, shown in
Figure 5.8, over a university campus measuring environmental quantities such as temperature,
humidity, wind speed, etc. Only a part of the deployed network is considered here, as not all
sensors were active at all times.

Temperature readings are quantized and mapped to integers between 1 and (), and then to

elements of Fg to form the vector 6. The pmf p(z,|60,,) modeling the observation error is

0.01 I(x,)=1(6,)£1,1(0,) #1,Q
p(xnlbn) =190.02  I(zn)=2,16,)=1or,I(z,)=Q—1,16,)=0Q (532
0.98 I(x,) = 1(6,)
which roughly translates to a probability of error of 0.01, except when the sensor observes

extreme values. The network is modeled using the factor graph of Figure 5.1, with hidden

variables following the pairwise correlation model (5.8). The factors are chosen as f (6, 0) :=
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Figure 5.5: Estimation error for different levels of cluster correlation evaluated for Q = 16.
For each cluster, Tmax = maxgec; [ () and Ty = mingec; [ (x), and the joint pmf

p(ecj ) X e_a(xmax_xmin).

exp(—2|1(0x) — 1(0y)|) for all the edges.

For this model, not all neighbors can be included in the edge set &, or it leads to a large
number of short cycles in the corresponding factor graph; see e.g., [23]. To avoid this situation,
the k-nearest neighbor (kNNG) graph is used. Cycles in the graph are minimized for smaller
values of £, so the smallest possible k that yields a connected kNNG is employed.

The sum-product algorithm as described in Section 5.2 is used. Towards this end, the sets
Sy are chosen using the algorithm in Appendix 5.A, with at most three nodes per cluster.
Node 1 is assumed to be the sink, and all sets \5,,, that contain node 1 send their data as
is to node 1. Figure 5.8 shows the estimation error (as described in Section 5.4.1) against
the communication cost. The different levels of communication costs arise from different
number of linear combinations sent by the clusters. As expected, even in the cyclic case, the
estimation error goes down as the communication cost is allowed to increase. However, the
estimation error is higher here compared to that in the synthetic data, because: (a) the sum-

product algorithm does not always converge, or converges to incorrect estimates; and (b) p(0)
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Figure 5.6: Estimation error for different levels of compression, plotted against the commu-
nication cost. As communication cost increases, more linear combinations can be sent to the

sink per cluster, yielding higher compression ratios but lower estimation errors.

and p(x|@) are no longer the true probabilities representative of the real data. Nevertheless,
with 75% communication cost, while about 15% entries are incorrectly estimated, the per-

entry error is only about 1.25%!.

5.5 Conclusions

A network-compressive coding scheme for sensor networks was developed. Probabilistic rela-
tionships among sensor observations were exploited to formulate the MAP estimation problem
within the Bayesian inference framework. The sum-product algorithm was then utilized to per-
form (approximate) low-complexity decoding, with reduced communication overhead. Error
exponents and simulation results were provided to delineate, quantify, and test the interplay

between the estimation error, tolerable distortion, alphabet size, and communication cost.

'At Q = 16, the error e; ~ 0.2 is equivalent to a per-entry error of about 1.25%.
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Figure 5.7: Sensor network used for the simulations. Node IDs correspond to those in the

Sensorscope dataset.

5.A Choosing the Sets {5,,} and {C,}

Consider first choosing the sets {5, } such that the factor sub-graph formed by them is cycle-
free, and the total communication cost [cf. Section 5.2] is minimized. Given the communi-
cation graph of the sensor network, the problem is combinatorial, and only an approximate
algorithm is provided here. To ensure that the sum-product algorithm runs efficiently, it is
assumed that 2 < |S],, < K.

Note first that the observations from all nodes in .S,,, are collected at a node ¢ € S,, and
then sent to the sink. This collection procedure requires all nodes k € Sy, \ {i} to at least
transmit once, and thus incur a total cost of at least |.S,,| — 1. If the subgraph formed by nodes
in S, is connected, it can be shown that the collection cost of |S,,| — 1 is also achievable.
Consider the collection tree rooted at node 7, and connected to other nodes in S,,. As shown
in Figure, each node requires only one transmission. Specifically, the leaf nodes transmit their

observations uncoded, while the intermediate nodes transmit the linear combination formed by
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Figure 5.8: Estimation error vs. the communication cost. More communication allows more

linear combinations to be sent to the sink per cluster, yielding lower estimation errors.

their own observation and the received symbol. Therefore, given set .S, that forms a connected
subgraph, a graph traversal algorithm (such as breadth-first or depth-first search) can be used
to find a collection tree that is rooted at the node closest to the sink.

Having recognized that the subgraph formed by nodes in each .S,,, must be connected, the
following algorithm adds a new .S, per iteration, while maintaining the acyclic nature of the

factor sub-graph F' formed by {5, }.

1. Let R be the set of nodes that have already been added, and initialize R < (). Also

initialize factor graph F’ with variables nodes \.
2. Unless R = N, repeat

(a) choose S, as any connected subgraph with at most K nodes, of which one is from

R and others from A\ R; and
(b) add the chosen factor node to F', and update R < R U S,.
Clearly, the key step here is (2a), where the chosen set S, ensures that the resulting factor

graph is acyclic. This is because at any iteration, for the added factor node to form a cycle, it

must connect at least two nodes in R. However the added set always contains only one node
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R and all others from A/ \ R. Define N(i) as the set of neighboring nodes of node i, i.e.,
N(i) ={j: (i,4) € £}. In order to construct the connected subgraph of step (2a), it suffices
to start at any node in the set {k : k € J;cr N(i),k ¢ R} and traverse the subgraph N \ R
for K — 1 steps. Overall, at most [NV possible graph-traversals may be required at each iteration,
so the overall algorithm runs in time O (N M).

The clusters Cj can also be constructed in a similar fashion, except that the nodes C; added

in step (2a) should be of the form {(¢,C},),i € R,Cj, C N(i) V(N \ R)}.

5.B Proofs Required for Section 5.3

Proof of Lemma 5.1

Given x, the estimate X depends on the mixing matrix A, whose non-zero entries are chosen
in an i.i.d. manner from [Fg. The conditional probability of error can therefore be bounded as

follows,

Pr(Di(%,%) > dfx) < Pr(A € {A : 3z, Dy(2,%) > d, Ax = Az,p(z) > p(x)}| x)

(5.332)
=Pr (A € U {A: Ax = Az} x> (5.33b)
zGIFg,DH(z,x)Zd
p(2)>p(x)
< Z Pr(A € {A : Ax = Az}| x) (5.33¢)
z€F ), Dy (z,x)>d
p(2)>p(x)
M
< Z H Pr(al, € {al :alx =alz}|x) (5.33d)
zEFg,DH(Lx)Zd m=1
p(2z)>p(x)

The first inequality arises since the set in right hand side of (5.33a) also counts the case p(z) =
p(x) (with Dg(z,x) > d) as an error. Such a situation may arise if X is not unique. The
inequality in (5.33c) is the union bound, while (5.33d) follows from the fact that the rows of A

(denoted by al) are independent.
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Next recall that for a’, only the entries corresponding to the nodes in C,,, are non-zero,

and are chosen i.i.d. from [Fy. Thus, given two vectors x and z, it holds that [48],

1 if x¢,, =z¢

m

Pr(al € {al :alx =alz}|x) = 1<m< M. (5.34)

m
1

o if x¢, # 2o,
Since there are M D (z, x) clusters such that x¢,, # z¢,,,,

Pr(Ax = Az|x) = Q~MPu(zx) < =dM (5.35)
where the last inequality follows from the fact that Dy (z,x) > d.

Proof of Lemma 5.2

Observe that the pmf p(x) in (5.18) can be expressed as

ploc) = 2% i) 0w (536)
Q
1
= —27MPre), (5.37)
Q
Here, the exponent Et,(, can be written as
1 Q
Erw) = =37 2_ D tai(x)10gpq (5.380)
q=1li€ly,
Q
Lo(x £, i(x
==, o) > g’(( )) 10g g, (5.38b)
g=1 iely ~4
Q Q
Lo (x Lo (x
=3 9,00 + - 9 Dy 0 ) (5,380
q=1 M q=1 M
=t Hi + Do p (5.384)

H(p(q) := ;q Egj(%) log ( é‘i&) : (5.39)
lqi(%) lqi(X)

D(¢(q)llpq) :== Z 0, (%) log (ﬁ(x)p) . (5.40)
icly "1 q q,t
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Bound on |7 (A)]

Given a type A, consider pa(z) which also factors according to (5.18), but with transition
probabilities specified by [A], ;. In this case, pa(z) = %2*M Ha since the term involving the

KL-divergence in (5.21) vanishes. Drawing vectors z from this pmf, it follows that

1> > pa(z) (5.41)
zET(A)
> 27 MHa (5.42)
QZET (A)

—IT(A) |2~ MHA
> Q\T( )[2

which yields the bound | T(A)| < Q2MHa,

Proof of Proposition 5.3

Start from the error expression in (5.14) and enumerate x using all possible tree-based types
as in (5.22)

Pe = Z Z P\ATZ2 Er|(HAp+DAag, P)2 ‘ST‘(HAT—FDAT P) (5.43)
AreLlr xeT(Ar)

Emulating the steps in Appendix 5.B, it can be shown that the number of vectors x of type A
is bounded as | T (Ar)| < Q2/€71HA7 It can be likewise shown that the number of vectors of

the overall type A := (A7, A7) is bounded as
IT(A)] < Zp271Har g7 A, (5.44)

where Zp = > 27 1€I(Hac)+Paw).A) - Since any set of edges £ containing £ allows for

more vectors x of the same type than Ep, then [T (A7) < |T(A)],

and the following bound

holds
LQ“ETW]\T < 1 olér|Hay (5.45)
ZA ~|T(A7)|
Substituting (5.45) into (5.43) yields
1 ZA . — & 1D~
Po< Y o > Paay 2 PRt (5.46)
areer 1T T>’ <eT(Ar)
Z \AT ~ A o= (I€r|Day, pHIErI DA, ) (5.47)

ATeﬁT
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Clearly, Z7A2_(|ST‘DAT,P+“§T \Dar.p) equals one when A = p, and decays exponentially when

A #p.
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Chapter 6

Dynamic Network Delay Cartography

Path delays in IP networks are important metrics, required by network operators for assess-
ment, planning, and fault diagnosis. Monitoring delays of all source-destination pairs in a
large network is however challenging and wasteful of resources. The present chapter advo-
cates a spatio-temporal Kalman filtering approach to construct network-wide delay maps using
measurements on only a few paths. The proposed network cartography framework allows ef-
ficient tracking and prediction of delays by relying on both topological as well as historical
data. Optimal paths for delay measurement are selected in an online fashion by leveraging the
notion of submodularity. The resulting predictor is optimal in the class of linear predictors, and
outperforms competing alternatives on real-world datasets.

This chapter is organized as follows. Section 3.1 introduces the model and the problem
statement. Section 6.2 deals with the Kriged Kalman Filter (KKF) approach, while Sec-
tion 6.2.1 describes techniques for estimating the relevant parameters. Finally, empirical vali-
dation of KKF and comparisons with the Kriging approach of [30] are provided in Section 6.4.

Notation. Lower case symbols with indices, such as y,,, represent scalar variables. These
variables, when stacked over their indices are denoted through their bold-faced versions y.
Bold-faced upper case symbols (S) represent matrices. Regular upper case symbols (.5) rep-
resent constant scalars, and typically stand for the cardinality of the set represented by corre-
sponding calligraphic upper case symbol (S). Identity matrix of size P x P is denoted by Ip,

, and its columns by ey, eo, .. ., ep. Matrix Cy, denotes the covariance matrix of the vector y.
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6.1 Modeling and Problem Statement

Consider an IP network modeled by a connected digraph G = (V, £), with V denoting the set
of nodes (devices, servers, or routers), and £, the communication links. The issue is to monitor
path delays on a set of multi-hop paths P that connect the P := |P| source-destination pairs.
Latency measured on path p € P at time ¢ is denoted by y,(¢), and all such network-wide
delays are collected in the vector y(¢). At any time ¢ however, delay can only be measured

on a subset of paths S(¢) C P, which is represented by y,(¢). Based on such partial current

t

and past measurements H(t) := {ys(7)}:_;, the goal is to predict the remaining path delays

ys(t) :== {yp(t) }per\s() for each t.

The per-path end-to-end delay ¥, () comprises of several independent components corre-
sponding to contributions from each intermediate link and router. Of these, the queuing delay
Xp(t) is the time spent by the packets waiting in the queues of intermediate buffers, and de-
pends on the traffic volumes in competing links. Network traffic is not only correlated spatio-
temporally, but also exhibits periodic behavior, random fluctuations, and occasional bursts [87].

These effects motivate the following random-walk model for the latent vector of queuing de-

lays x (%),
x(t) = x(t = 1)+ n(t) (6.1)

where 7)(t) denotes state noise with zero mean and covariance matrix C,, := E [n(t)nT(t)]

Other components of the path delay, combined in the term v,(t), include the propagation,
processing and transmission delays, which are temporally uncorrelated (see e.g., [18] for de-
tails). The delays v,(t) are still zero mean, spatially correlated across paths, and the covariance
matrix of the compacted vector v(t) is given by C,,. Finally, the measurement of path delays
using software tools such as ping itself introduces errors €, (), which are assumed zero mean,
uncorrelated over time and across paths, with covariance o2 := E [ep(t)eg(t)} .

The measured delays are expressed as

yp(t) = Xp(t) + vp(t) + (1) peS().

Letting S(¢) denote the |S(t)| x P selection matrix with 0-1 entries that contains the p-th row
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of Ip if p € S(t), the measurement equation can be compactly written as

Ys(t) = S(H)x(t) + vs(t) + €s(t) (6.2)

where the vector €5(t) collects the measurement errors on paths p € S(t), and v(t) :=
S(t)v(t).
The next section describes a KKF approach for tracking and predicting the end-to-end

delays ys(t), by utilizing the state-space model described by (6.1) and (6.2).

6.2 Dynamic Network Kriging

The spatio-temporal model in (6.1)—(6.2) is widely employed in geostatistics and environmen-
tal science, where x(t) is generally referred to as trend, and v/(t) captures random fluctuations
around x(t); see e.g., [141, Ch. 4], [104, 166]. Recently, a similar modeling approach was
employed by [82] to describe the dynamics of wireless propagation channels, and in [34] for
spatio-temporal random field estimation. Given only first- and second-order moments of 7(t),
€s(t), and v(t), this section derives the best linear predictor for y;(¢).

Suppose first that the queuing delay vector x(t) is known, and let S(¢) denote an |S(t)| x P
matrix containing the p-th row of Ip if p € S(¢); that is, S(t) is a path selection matrix which
returns quantities pertaining to paths in S(¢). Then, the linear minimum mean-square error

(LMMSE) estimator (denoted by E* [.]) for v5(¢) is given by (see, e.g. [5])
E* () ()] = S()C,S7 (1) (S()CLST (1) + 0?Ts) ' [yalt) — SOX(B)]  (63)

and is commonly referred to as kriging [37]. In practice however, the trend x/(¢) has to be
estimated from the data. In the so-termed universal kriging predictor [141], x(t) is estimated
using the generalized least-squares (GLS) criterion, where v4(t) is treated as noise (lumped
together with €5(¢)). The prediction for v5(t) is then obtained by replacing x(t) in (6.3) with
its estimate. This approach was proposed for network delay prediction in [30], and was referred
to as network kriging. However, since the trend is estimated independently using GLS per time
slot, its temporal dynamics present in (6.1) are not exploited.

From the spatio-temporal model set forth in Section 6.1, it is clear that estimating the trend

X (t) can benefit from processing both present and past measurements jointly. Towards this end,
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the Kalman filtering (KF) machinery offers a viable option for tracking the evolution of x(t)
from the set of historical data H(¢). At each time ¢, the KF finds the LMMSE estimate x () :=
E* [x(t)|H(t)], and its error covariance matrix M(t) = E [(X(t) —x(®)(x(t) — )A((t))T}

using the following set of recursions (see e.g., [5, Ch. 3])

X(t) = x(t = 1) + K@) (ys(t) = SH)x(t - 1)) (6.4a)

M(t) = (Ip — K(t)S(t))(M(t - 1) + Cy) (6.4b)
where the so-termed Kalman gain K(¢) is given by
K(1) := (M(t — 1) + C)ST(1) [S(1)(C, + Cy + M(t — 1)ST(1) +0°Is] . (6.5)

Once x(t) has been estimated via KF, v5(t) can be readily obtained via kriging as in (6.3),
yielding the predictor

$:(t) = %(0) + S(1)C, 8 (1) (S()C, S (1) + 0°Ts)

x [ys(t) = S(H)x(®)]- (6.6)

The predictor in (6.6) constitutes what is also referred to as the kriged Kalman filter [104,166].
The LMMSE framework employed here yields the best linear predictor even for non-Gaussian
distributed noise. The prediction error of the KKF is characterized in the following proposition,

whose proof is provided in Appendix 6.A.

Proposition 6.1. The prediction error covariance matrix at time t is given by

M (t) == E{(ys(t) — ¥s(t)) (ys(t) — ¥s(t))"} (6.7a)

=05 +S(t) [(M(t—1)+C, +Cy) "' + %ST(t)S(t) B ST(t).  (6.7b)

Having a closed-form expression for the prediction error will come handy for selecting the
matrix S(t), as shown later in Section 6.3.

The KF step also allows 7-step prediction for 7 > 1, which is given by y(t + 7) =
X (t), since the kriging term is temporally white. In the present context, this can be useful
in preemptive routing and congestion control algorithms, as well as for extrapolating missing
measurements. In the latter case, the covariance matrix is updated simply as M(¢) = M(t —

1) 4+ C,,. Before concluding the description of the KKF, the following remarks are due.
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Remark 6.1. The random walk model adopted in (6.1) may result in an unstable filter. Opera-
tionally, if the KKF is unstable, an incorrect initialization of M(0) or x(0) may result in poor
prediction performance even as t — oo. This can be remedied by adopting a damped model
x(t) = kx(t — 1) + n(t) with & < 1. The results presented in this chapter also generalize to
the damped case. The random walk model is nevertheless used here since no instability issues

were observed in the two data sets considered in Section 6.4.

Remark 6.2. A distributed implementation of the KKF may be desirable for enhancing the
robustness and scalability of delay monitoring. In large-scale networks, a distributed algorithm
also mitigates the message passing overhead required to collect all measurements at a fusion
center. If the model covariances C,, and C,, are globally known, and the selection matrix S(t)
is constant for all ¢, a distributed implementation of (6.4) can be derived along the lines of [43].
On the other hand, if each node of the network has partial knowledge of C,,, C,, and S(t), the

algorithm developed in [34] can be appropriately tailored to the problem at hand.

6.2.1 Estimating Model Parameters

The LMMSE-optimal dynamic kriging framework described in Section 6.2 requires knowledge
of model covariance matrices C,, 0215, and C,, to operate. Of these, o2 depends on the
precision offered by the measurement software, and can be safely assumed known a priori.
The structure of C,, is motivated by the modeling assumptions and utilizes topological
information. Intuitively, propagation, transmission, and processing delays over paths p, ¢ € P
should be highly correlated if these paths share many links. This relationship can be modeled
by utilizing the Gramian matrix G := RR7, where R is the P x |€| path-link routing matrix;
that is, the (p, [)th element of R is 1 if path p € P traverses link [ € £, and 0 otherwise. Each
off-diagonal entry (p, ¢) of G represents the number of links common to the paths p,q € P.
On the other hand, the elements on the main diagonal of G count the number of constituent
links per path. The covariance matrix of v(¢) can therefore be modeled as C, = 7G. A
similar model for C,, was adopted by [30], where it was motivated from the property that path
delays are sum of link delays, that is, v(t) = Rx(t), where vector x(¢) collects the link delays.

Under this assumption, it holds that C,, = G if the link delays are uncorrelated across links,
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and have covariance matrix I g|.

For the remaining parameters, namely v and C,,, an empirical approach is described
next. It entails a training phase, and a set of measurements {y,(t)}~, collected at time slots
t=1,...,tr. During the KKF operation, t;, — 1 time slots can be periodically devoted to up-
dating model covariances, while predicting the networks-wide delays y5(t) fort = 1,...,tL.
Let C,(t) := 4(¢)G and (A?n(t) denote the estimates of C,, and C,,, respectively, at time .
Estimating the covariance matrix of the state noise is well-known to be a challenging task,
primarily because x(¢) and x (¢ — 1) are not directly observable. Furthermore, methods such
as those in [107] are not applicable in the present context, as they require the KF to be time-
invariant and stationary. As shown in [111], a viable means of estimating C,, from {y(t) }ﬁil
relies on approximating the noise 7)(¢) as q(t) := x(t) — x(t — 1). Then, upon noticing that
the resultant process {g(7)} is temporally-white, the sample mean and covariance of g can be

obtained as

1

Tg(tr) > q(t) (6.8)

_th—lt:2
1

5 2 (a(t) = mg()(a(t) = (1) 69)

t=2

~

Cq(tL) =

Using (6.9), and exploiting the equality E{Cy} = (t7, —1)~1 S, (M(t — 1) — M(t)) + C,, it
follows that an unbiased estimate of C,, can be obtained as

tr

> (M) - M(t-1)). (6.10)

t=2

~ ~

Cn(tL) = Cq(tL) +

tr —1

Finally, in order to obtain 4, consider the innovations at time ¢ as ¢, (¢) := yp(t) —Xp(t—1),
and notice that if the model covariances are correct, then ¢, (¢) is temporally white and zero-
mean [107]. Indeed, it is possible to show that E [1,(¢)eq(t)] = [M(t — 1) + Cy + C, ] , + 02
for any p,q € S(t) [111]. Further, let 7,4 := {t|1 <t < tr,p,q € S(t)} be the set of time
slots for which paths p and ¢ are both measured. Then, the sample covariance between ¢, (t)
and ¢4 (t) is given by Cpy = [Tpg| ™! >teT,, tp(t)iq(t) for all pairs p, g € P. Given M(t — 1)

and o2, this observation yields the following estimate

RO ’7} Y ) =t MU= 1)+ Gyl 611
PaT t€Tpq
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Indeed, entries of éy(t) can be updated recursively using éy(t —1)in (6.11). At each time,
only a few entries are updated, depending on which paths are observed.
Finally, 4(t) can be obtained by fitting C,, () to yG in the least-squares sense, which yields

Zp,qep [G]pq [éu(tL)]pq '

A(tr) =
1G|%

(6.12)

6.3 Online Experiment Design

This section considers the problem of optimally choosing the set of paths S(¢) (equivalently,
the matrix S(¢)) so as to minimize the prediction error. To begin with, a simple case is con-
sidered where the set S(t) is allowed to contain any S paths. Operational requirements may
however impose further constraints on S(), and these are discussed later.

The prediction error can be characterized by using a scalar function of MY (¢); see e.g., [6].
To this end, the so called D-optimal design is considered, where the goal is to minimize the
function f(S(t)) := logdet(MY(¢)). The paths selected at time ¢ are therefore given by the

solution of the following optimization problem

S*(t) = argrsrgpl f(S) (6.13)
. t. S| = S. (6.14)

Clearly, tackling (6.13) incurs combinatorial complexity and is challenging to solve exactly,
even for moderate-size networks. Indeed, (6.13) is an example of the so called subset selection
problem, which is NP-complete in general; see e.g., [44] and references therein.

Interestingly, it is possible to solve (6.13) approximately by utilizing the notion of submod-
ularity. Consider a function g(S), which takes as input sets S C P. Given a set A € P and an
element p € P\ A, the increment function is defined as 6% (p) := g(AU{p}) —g(.A). Function
g(-) is submodular if its increments are monotonically decreasing, meaning 6% (p) > 6%(p) for
all A C B € P. Likewise, g(-) is supermodular iff 6% (p) < 6%(p) forall A C B € P. In the

present case, the following proposition holds.

Proposition 6.2. The function f(S) is monotonic and supermodular in S.
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The proof of Proposition 6.2 is provided in Appendix 6.B, and relies on related results
from [6].

An important implication of Proposition 6.2 is that a greedy forward selection algorithm
can be developed to solve (6.13) approximately [114]. Upon defining the shifted function
h(S) := f(S) —logdet(M(t — 1) + C,, + C,, + ¢%Ip), a result from [114] ensures that the
solution of the greedy algorithm SY(¢) satisfies the inequality

h(S9(t)) < (1 _ 1) h(S*(1)). 6.15)

(&

While performance of the greedy algorithm is usually much better in practice, this bound en-
sures that it does not break down for pathological inputs.

The greedy algorithm involves repeatedly performing the updates S <~ SUarg min, ¢ s § f; (p)
until |S| = S. This is useful in the present case, since the increments can be evaluated effi-

ciently using determinant update rules. Specifically, the updates are given by
5} (p) = —log <1 + [M(t —1)+Cy, + C,,] ) VpeP (6.16)
PP

L(p) = —log (1 + [((M(t —1)+Cy+GCy) 1t + sTs)_l} ) VpeP\S. (6.17)

Further, each iteration requires a rank-one update to the matrix inverse in (6.17), which can
also be performed efficiently. The full greedy approach is summarized in Algorithm 6.1, where
® := (M(t—1)+C, +C,)/o? Algorithm 6.1 involves only basic operations, and it is easy
to verify that its worst case complexity is O(P.S3). Further, the final value of the matrix V
evaluated in the last iteration (Algorithm 6.1, line 11) is exactly the inverse term required for
evaluating the Kalman gain in (6.5). It is remarked that the operational complexity can be
further reduced using lazy updates [109].

Next, consider a more practical scenario, where the software installed at each end-node
can measure delays on all paths originating at that node. At any time ¢ however, delays are
measured from only NV end-nodes. Let V. denote the set of all end-nodes, and P,, the set of
paths which have the node v € V, as their origin (likewise, Py := Uyepn Po for N' C Ve).

For any subset A/ (and its complement N =V \ N), define the selection matrix N (N)

T

consisting of canonical vectors e,

as rows, for all p € Py (p € Pyy). Defining the cost
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Algorithm 6.1: Greedy algorithm for solving (6.13)
Data: ®, S

Result: S

1 s« arg [max, (®@]).p

(5]

Ve |1/(@. + 1)
S« {s}
4 for k =2to .S do

w

5 | wp« ®Pg,forallpe P\S

6 s < arg 1?55( (®@]pp — W;;Fpr

7 S+ SuU{s}

8 | d+ [®]ss—wWlVw,+1

9 u <+ —Vwg

V +uul'/d u/d
u’'/d 1/d

10 V

11 end

function f,,(N) := f(Py), the online optimal design problem for this scenario is expressed as

N*(t) = argj\r/nci{)l fn(WNV) (6.18a)
st [N =N. (6.18b)

It follows from the properties of submodular functions that the cost function f,,(N) is also
monotonic and supermodular in V. In particular, observe that the increments 03 (v) = f,(N'U
{v}) = fu(N) = f(Py UPy) — f(Py) for v ¢ N satisfy the non-increasing property, i.e.,
0% (v) < 05(v) forall A C B C Ve and v ¢ B. A greedy algorithm similar to Algorithm 6.1
can therefore be developed to obtain an approximate solution with the same (1 — 1/e) guar-
antee as in (6.15). Complexity of the greedy algorithm in this case would be however higher,
since evaluating Jx/(v) now requires rank-|P, | updates in the determinant and inverses. Nev-
ertheless, the algorithm would still be efficient as long as |P,| < P for all v € V.. In the

special case when delay measurements are performed by only one node per time slot (N = 1),
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the solution of (6.18a) is simply given by

N*(t) = arg min log det <I|7>U| + {M(t -1)+C, + C,,} > (6.19)

’UEVe

where |M(t — 1) + C,, + CV} is the | P,| X | P,| submatrix containing the rows and columns
of M(t-1)+C, +C, corresvgonding to the paths in P,.

In some networks, it may be relatively straightforward to install delay measurement soft-
ware on every end-node, while allowing each end-node to measure delay on only one path per

time slot. This amounts to replacing the budget-constraint (6.14) in (6.13) with
ISNP,| =1 Vv e Ve. (6.20)

Interestingly, constraints of this form can also be handled using the greedy approach by simply
imposing (6.20) while searching for the best increment at every iteration. Specifically, the
search space of path p [cf. Algorithm 6.1, line 7] now becomes p € P \ Pys, where N' =
{v:8NP, # 0}. More general constraints of the form |S N P,| < S, can similarly be
incorporated. Constraints of this form are referred to as partition matroid constraints, under

which the greedy algorithm provides an approximation ratio of 1/2 [55].

6.4 Empirical Validation

Performance of the proposed network-wide latency prediction schemes is validated using two

different datasets, which include delays measured on:

(a) Internet2 backbone network!, a lightly loaded network that exhibits low delay variability;

and,

(b) New Zealand Active Measurement Project (NZ-AMP)?, a network deployed across several
universities and ISPs in New Zealand, characterized by comparatively higher variability

in delays.

'[Online] http://www.internet2.edu/network
2[Online] http://erg.cs.waikato.ac.nz/amp
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Using the aforementioned datasets, the performance of KKF is also compared against that of
competing alternatives in [30] and [31].

Before proceeding, a brief description of the nonlinear estimation technique in [31] is pro-
vided. The approach hinges on a sparse representation of the network-wide delays, and em-
ploys ¢1-norm minimization to recover the sparse basis coefficient vector. Specifically, the
path delays adhere to the postulated linear model y(¢) = H/3(t), where || 3(¢)||o < P, and the
matrix H € R”*? is constructed using diffusion wavelets [32]. The diffusion matrix used for
computing the wavelet basis is obtained by applying Sinkhorn balancing [154] to the matrix
W < RP*F whose (p, q)-th element is defined as

_ [Glpq
[W]p,q - [G]pp + [G]qq _ [G]pq (621)

where G is the Gramian defined in Section 6.2.1. The overall algorithm amounts to solving

the following minimization problem

B/(t) = arg I%l/n 1811 (6.22a)

s. . ys(t) =S(t)HLS' (6.22b)

where L is a diagonal matrix whose (n,n)-th entry is given by [L],, = 2F, with k € N
denoting the scale corresponding to the diffusion wavelet coefficient 3, [31]. Subsequently,
ys(t) is predicted as y5(t) = g(t)HLB,(t).

Under the premise that delays change slowly with time, the described algorithm can be used
to estimate y(¢) over a sequence of 7 > 1 contiguous time-steps jointly. In this case, prob-
lem (6.22) is solved by replacing y,(t) with y(t) := [y (t—7+1),yL (t—742),...,yL ()7,
and by computing the P7 x Pt diffusion wavelet matrix based on W and temporal correla-
tions as shown in [31]. Although this is a viable way to capture temporal correlations of delays,
observe that it requires solving £1-norm minimization problems with P variables every 7 time
slots. This increase in complexity prohibits the use of a large value of 7, and the simulations
here only report performance with 7 = 5. It is also worth mentioning that such a batch solution
also does not compare favorably to a real-time implementation, such as that provided by the

KKF where delay predictions become available every time new measurements arrive.
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Figure 6.1: Internet2 IP backbone network.

6.4.1 Internet2 Delay Data

The One Way Active Measurement Project (OWAMP) collects one way delays on the Internet2
backbone network®. The network has 9 end-nodes and 26 directional links as depicted in
Figure 6.1. Delays are measured on the 72 paths among the end-nodes every minute. The data
{y(t)} is collected over ¢t p = 4500 minutes (about three days) in July 2011.

The model KKF covariances C,, and C,, are estimated using data from the initial 1,000
time slots. In this phase, 50 paths are randomly selected per time slot. The KKF is initialized
by setting v = 1, C;; = C,,, and run for 500 time slots. Next, 4(t) and 677 (t) are updated in
an online fashion, as outlined in Section 6.2.1. The final values are obtained at the conclusion
of the training phase at ¢ = 1,000.

Pictorially, the performance of different algorithms can be assessed through delay maps
shown in 6.2. Such maps can succinctly represent the network health, and are especially useful
for networks which otherwise have low delay variability, such as the Internet2. The map in
Figure 6.2(a) corresponds to the true delays, where maps (b), (c), and (d) depict the predicted

values obtained from the network kriging, wavelet-based approach, and KKF respectively.

3[Online] http://ndbl.net.internet2.edu/cgi-bin/owamp.cgi
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Figure 6.2: True and predicted delay map for 62 paths in the Internet2 network over in interval

of 100 minutes.

Predictions are performed using measurements over an interval of 100 minutes on 10 random
paths (same paths are used throughout the considered interval), and the delays are predicted
on the remaining 62 paths are reported. In these maps, paths are arranged in increasing order
according to the true delay at time ¢ = 1. It can be seen that the map produced by the kriging
and compressive sensing approaches are very different from the true map. In contrast, the map
obtained when using the KKF is close to the true map. In particular, observe that the delays
of several paths change slightly around ¢ = 80 in Figure 6.2(a). However, of the three maps,
this change is only discernible in the KKF map in 6.2(d). The delay predictions provided
by the KKF are thus sufficiently accurate for human inspection at control centers, even when
monitoring a few paths.

For a more detailed analysis of the different delay prediction approaches, the normalized
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Figure 6.3: NMSPE as a function of .S, Internet2 network with random path selection.

mean-square prediction error (NMSPE) is considered. It is defined as

1 2

NMSPE := = (t) — ys(2)]2. 6.23
(tP —tL>(P— S) ttzL;_lHy ( ) y ( )”2 ( )

The prediction performance of the three algorithms is first assessed by using delay measure-
ments on randomly selected paths for each ¢. The (same) randomly selected paths are used
for all three approaches. Figure 6.3 depicts the NMSPE as a function of S, the number of
paths on which delays are measured. Clearly, the KKF markedly outperforms the other two
approaches across the entire range of S. As expected [31], the compressive sampling-based
approach provides a more accurate prediction than network kriging.

Next, the performance of the three algorithms is analyzed for the case when paths for
delay measurement are selected optimally. For the network kriging and the wavelet-based ap-
proaches, the optimal paths are obtained according to the selection procedures provided in [30]
and [31], respectively. As pointed out in [31], performance of the wavelet-based approach can
be improved by capitalizing on temporal correlations. This is done by solving (6.22) using
measurements from 7 = 5 consecutive time slots in a batch form. The temporal correlation is
set to 0.5 and the optimal paths are obtained again using the selection strategy outlined in [31].

For the KKF, optimal paths are selected in an online fashion using Algorithm 1. Again, a sig-
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Figure 6.4: NMSPE as a function of .S, Internet2 network with optimal path selection.

nificantly more accurate prediction of the path delays for the entire range of S' is obtained via

the KKF.

6.4.2 NZ-AMP Delay Data

The KKF algorithm is tested here using delay data from NZ-AMP. The project continuously
runs ICMP and scamper to determine the topology and delays between a set of nodes in New
Zealand. The data collected for this chapter consist of end-to-end delays measured every ten
minutes over the month of August 2011. The network has a total of 186 paths, whose delays
range from almost constant to highly variable, at times reaching up to 250ms.

In Figure 6.5, the NMSPE as a function of S is reported, for the case where paths that
are to be measured are chosen randomly. Again, same paths are used for the three considered
schemes. The KKF provides a markedly lower prediction error also for the NZ-AMP delay
data. On the other hand, Figure 6.6 shows the NMSPE on optimally selected paths for all
three schemes. The KKF performs relatively better than the competing schemes for this data
set as well. Observe though that the actual values of the NMSPE incurred for this dataset is
at least an order of magnitude higher than those in the Internet2 dataset. Indeed, given the

high variability in the data, it is possible to improve upon the prediction accuracy of KKF
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Figure 6.5: NMSPE as a function of .S, NZ-AMP network with random path selection.

by training it better. This is showcased by the considerably lower prediction error curve for
training interval ¢7,=2,000 shown in Figure 6.6.

While the NMSPE is useful for characterizing the average performance, network operators
are also interested in the prediction accuracy over the entire range of delay values. Towards
this end, Figure 6.7 shows the scatter plots of y5(¢) versus ys(¢) for all £ and S = 30 optimally
selected paths. The points cluster around the 45-degree line y5(t) = ys(¢), and the thinner the
“cloud” of points is, the more accurate the estimates are. Indeed, it can be seen that the points
generated from the KKF estimates are crammed in a very close area around the 45-degree line,
and accurate estimates are produced for the entire range of experienced delays. Furthermore,

the scatter plots corroborate the unbiasedness of the KKF predictor.

6.5 Conclusion

The present chapter develops a spatio-temporal prediction approach to track and predict network-
wide path delays using measurements on only a few paths. The proposed algorithm adapts a
kriged Kalman filter that exploits both topological as well as historical data. The framework

also allows for the use of submodular optimization in the selection of optimal delay measure-
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Figure 6.6: NMSPE as a function of .S, NZ-AMP network with optimal path selection.

ment locations. The problem of path selection is formulated for different types of constraints
on the set of selected paths, and solved in an online fashion to near-optimality. The resulting
predictor is validated on two datasets with different delay profiles, and is shown to substantially

outperform competing alternatives.

6.A Error Covariance Matrix

Towards deriving an expression for MY (¢), observe that the prediction error can be written as
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Using (6.4a), the term x (¢) — X () can be written as

x(t) = x(t) = x(t) = x(t = 1) = K@) [SE)(x(t) + v(t)) + €s(t) = S()x(t = 1)]
= x(t) = x(t —1) + K($)S(t)(x(t) — x(t = 1) + v(t)) + K(t)es(t)
= (Ip = K()S(1))x(t) — K(£)S()v(t) — K(t)es(t) (6.26)

where x(t) := x/(t) — x(t — 1). Substituting (6.26) in (6.25), it follows that

ys(t) = ¥s(t) = St)(Ip — K(1)S(1)) (x(t) + v(t)) — S(t)K(t)es(t) + es(t)
~8()C,ST (1) (S(C,ST (1) + 07I5)
x [S()(Ip — K(#)S(1)) (x(t) + v(t) — S(HK(t)es(t) + €s(t)]
(6.27)
=S(1)Ip — K(t)S(t))(x(t) + v(t))
~S(t)C.8T(1) (S()C ST (1) + 0215)’1 S(1)(Ip — K(1)S() (% (t) + v(1))
= S(OK(1)e(t) - SIIC,ST(1) (SMIC,8T(1) + 0°Ls)  (Is — S(OK(D)es (1

+ €5(t) (6.28)
which, after some manipulations, can be expressed as

ys(t) = §5(t) = S(t)(Ip — Q(1)S(1) (x(t) + v(t)) + Q(t)es(t) + €5(t) (6.29)
where

Q(t) := K(t) + C,S(t)(S(t)CuS™ (t) + 0°Ls) ™"
— C,S(t)(S(t)C,ST(t) + 0?15) " IS(HK(2). (6.30)

Next, substituting for K(¢) from (6.5), the expression for Q(¢) simplifies to

Q(t) = (M(t 1) + Cy)S” (1) [S()(M(t ~ 1) + Cy + C)S (1) + 0°1s]

+ C,ST(t)(S(t)C,ST(t) + 0?15) !
— C,ST(1)(S(t)C, ST (t) + o?Ts) 'S(t)(M(t — 1) + C,,)ST (1)
< [S(OM(t — 1)+ Cy +C)ST(1) +0°Ts] 6.31)

= (M(t = 1) + Cy + C,)S” (1) [SE)(M(t — 1) + Cy + C,)S” (1) + 0I5 6.32)
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Utilizing the fact that x(¢), v(t), €5(t), and €5(t) are mutually uncorrelated, with E {X(t)iT(t)] =

M(t — 1) + C,, the error covariance matrix MY (¢) becomes

MY (t) = E [(vs(t) — 95(8) (vs(t) — 95(6) ] (633)
= S(t)(Tp - QU)S(1)(M(t — 1) + C, + Cy)(Ip — ST(H)QT (1))ST (1)
*S(H)QMQT (H)S™ (1) + 0’Ip_s (6.34)

=S(t)(M(t — 1) + C, + C,)ST(t) — 2S()Q(1)S(t)(M(t — 1) + C,, + C,,)ST(2)
S(HQ)S(H)(M(t — 1) + Cy + Cu)ST()QT (1)S™ (1) + o?S(1)Q(HQT (1)ST (1)
oTp_g (6.35)
=S(t)(M(t — 1) + C,, + C,,)ST(t) — S()Q(1)S(t)(M(t — 1) + C, + C,)ST (1)
+0%Ip_g. (6.36)

Substituting for Q(¢) [cf. (6.32)] in (6.36), and using the Woodbury matrix identity [67], the

final expression for MY (¢) becomes

S

MY (1) =X Ip_g+S(t) |[M(t—1)+C, + C,)) " + JiST(t)S(t) ST(t). (6.37)

6.B Proof of Monotonicity and Supermodularity of f
Let ® := L (M(t — 1) + C,, + Cy), and observe that f can be written as

f(S) = log(c?) + log det {IP_S +S(@! + STS)AST} (6.38a)
= log(0?) + log det [Ip + STS(®! + 878) 7] (6.38b)
= log(0?) + log det {‘Ifl + 878 + QTS} + log det {(@_1 + STS)_l} (6.38¢)

where (6.38b) follows from Sylvester’s theorem for determinants [67].

Observing that STS + ST'S = Ip, it is possible to write f(S) as

f(S) =log(c?) + logdet(® ' +1Ip) — log det (<I>71 + STS> . (6.39)
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Next, consider the decomposition ® = UUT, and define the shifted function

h(S) := f(S) — log(c?) — log det (® + Ip) (6.40a)
— —logdet(Ip + STS®) (6.40b)
= —logdet [Is + (SU)(SU)’| (6.40¢)

where Sylvester’s theorem has again been used in (6.40c). Finally, it is well known that a func-
tion of the form log det(Ip + (SU)?(SU)) is non-decreasing and submodular (see e.g., [6]),
which allows one to deduce that f(S) is non-increasing and supermodular. Note further that

the greedy approach from [114] can be used on i(S) by defining h(0) = 0.
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Chapter 7

Summary and Future Work

This thesis touched upon several key monitoring and resource allocation problems present in
communication networks. Chapters 2—5 leveraged the idea of network coding to design wire-
less network protocols for information collection and dissemination in resource-constrained ad
hoc networks. Towards achieving this goal, a cross-layer design approach was pursued, and
network codes were optimized jointly with protocols operating at application, medium access
control (MAC), and physical (PHY) layers.

Chapter 2 considered wireless fading networks, where network coding can be optimally
integrated into the protocol stack using a dual decomposition method. Leveraging this result,
an adaptation of the subgradient method suitable for network control was also developed. The
method is asynchronous, because the physical layer is allowed to return its contribution to the
subgradient vector with some delay.

In Chapter 3, network coding was introduced for use with Aloha-based MAC and PHY
layers, which are attractive in their simplicity. Although the overall optimization problem is
still non-convex, successive approximation is adopted to realize efficient network coding algo-
rithms. The idea was also extended to create a separable structure in the problem, enabling the
dual decomposition technique to yield a distributed solution. The algorithm is thus applicable
for large networks, and amenable to online implementation.

Benefits of network coding also extend to QoS-constrained scenarios, such as in real-time

and streaming media applications. Modeling constraints on packet deadlines is the key chal-



7.1 Dictionary Learning for Traffic Maps with Missing Data 154

lenge here, and Chapter 4 puts forth constant-factor approximations to this end. The setup was
also analyzed from an integer programming perspective, and a set of valid inequalities was
developed and used to obtain a linear programming based upper bound on the throughput.

Chapter 5 dealt with sensor networks where the observed data is correlated across nodes,
and network coding can both compress and communicate the data to a collection agent. An ef-
ficient decoding scheme for this network-compressive coding scheme was developed, yielding
network-wide energy savings and increase in the network lifetime. Error exponents and simu-
lation results were provided to delineate, quantify, and test the interplay between the estimation
error, tolerable distortion, alphabet size, and communication cost.

The second part of this thesis advocated dynamic network cartography as tool for mon-
itoring and prediction of the evolving network state. Chapter 6 developed a spatio-temporal
prediction approach to track and predict network-wide path delays using measurements on
only a few paths. The proposed framework not only exploits both topological and historical
data, but also allows for the use of submodular optimization in the selection of optimal delay
measurement locations.

Before concluding this thesis, the remainder of this chapter describes future research direc-

tions which build on the framework and tools developed hitherto.

7.1 Dictionary Learning for Traffic Maps with Missing Data

An interesting extension of the network cartography framework involves inference and predic-
tion of traffic volumes on links (also referred to as link counts) in IP networks. Link counts
are one of the primary indicators of instantaneous network health, and serve as the basic ingre-
dient for more complex management tasks such as intrusion detection, capacity provisioning,
and network planning. Information about link utilization is typically available to network op-
erators through off-the-shelf tools such as the SNMP. Missing entries in the link counts may
however skew the network operator’s perspective. Packets may be dropped in SNMP for in-
stance, if some links become congested, rendering link count information for those links more
important, as well as less available [99, 155].

Let the L x 1 vector y(t) collect the link counts on L network links at a given time ¢.
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Typically, only an M x 1 sub-vector y°(¢) with M < L entries is observed at any time, and
the goal is to predict the unobserved (L — M) x 1 sub-vector y"(¢) using historical data and
topological information. In principle, missing link loads could be estimated if the matrix of
flow volumes between all origin-destination (OD) pairs X (¢) were known. Upon defining the

F x 1 vector x(t) := vec(X(t)) as the vectorized traffic matrix, it readily follows that
yi(t) =R"x(t), t=1,...,T (7.1)

where the routing matrix entry [R"], r equals one if flow f passes through link ¢, and zero oth-
erwise, and L < F'. However, measuring flow volumes is even more difficult, and in practice,
x(t) is itself estimated from y°(¢) and R°. Since traffic matrix estimation is an underdeter-
mined problem, most proposed approaches use specific priors or regularization techniques, and
tacitly rely on the stationarity of x(t) ; see e.g., [155,176, 177] and references therein.

As future work, a more direct approach to predicting link counts is feasible by postulat-
ing the over-complete representation y = B s over a basis matrix B, with columns {bp}gz1
constrained to have unit norm (which avoids scaling ambiguity), and a sparse coefficient vec-
tor s. Given 3 and the M X 1 vector of observed link counts y°, contemporary compressive
sampling tools [7,69, 157, 158] can be adopted to estimate the missing L — M link counts y*.
Consider partitioning the basis matrix as B := [(B°)" (B“)']’, where B° corresponds to rows of
measured link counts, B* to rows of missing ones, and (-)’ stands for transposition. During the
operational phase, the sparse representation for y := [(y°)’ (y*)’]’ can be estimated using the

least-absolute shrinkage and selection operator (Lasso) [157], as
§ := argmin ||y° — Bs||3 + \|s||1 (7.2)
S

where the tuning parameter A > 0 controls the sparsity of §, and can be chosen using standard
cross-validation techniques [68]. Once § is available, the missing link counts are predicted as
y* = B"8. It is evident that for a given sparsity level dictated by A||s||;, the quality of the
predicted " depends on 5. Bases comprising columns {b;} that explain well the link counts
across the network will lead to improved predictions of y*“. Thus, the selection of B must be

data-driven thereby shaping the columns {b, }5:1 to the link-count prediction task at hand.
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Choosing an over-complete basis on which a signal admits a sparse representation has
led to exciting advancements in the area of dictionary learning [102, 103,116, 158]. In its
canonical form, dictionary learning seeks a basis B so that training data 7 := {y(¢)}]_,
is well approximated as y(t) ~ Bs(t), Vt = 1,...,T, where s(t) is a sparse coefficient
vector. Given historical link counts 7, it is possible to apply results from dictionary learning
to construct B. However, this would require 7" measurements of the link counts at all network
links. Gathering 7 quickly becomes infeasible as the network size grows, thereby rendering
canonical dictionary learning impractical. To circumvent this challenge, the idea is to capitalize
on semi-supervised learning and manifold regularization [10, 125].

Consider the historical data set Tpy := {y°(t)}{_; formed by observed link counts at
M < L links. Each M x 1 measurement vector is y§ := J.y(t), where J; is an M x L binary
matrix choosing the M measured link counts for the ¢-th measurement. To enable learning B
from 7Tjs instead of T, it is assumed that the L x () network routing matrix R is available,
where ) denotes the number of OD pairs in the network. Each column of R contains the
routing path for a given OD pair of nodes. Using R, it is possible to construct an auxiliary
weighted graph G with L nodes, one corresponding to each network link. The edge weights for
all links in the graph are subsumed by the off-diagonal entries of the Gram matrix G := RR/.
The data-driven basis B is obtained during a training phase as

T

T T
({8(t)}H=1,B) = argmin > [ly? —I:Bsll3 + A D lIsell1 +Ag Y _siB'LBs;  (7.3)
{se}y,  t=1 t=1 t=1
Bibp|2<1

where L is the Laplacian matrix of G, and A, Ay > 0 are tuning parameters. The regularization
terms in (7.3) control both sparsity in the expansion coefficients through the ¢;-norm, but
also smoothness of the link-count predictions via L. The optimization problem is nonconvex;
however, with B fixed, the problem is convex w.r.t. {s;}, and vice versa, allowing one to
employ coordinate descent solvers. Future research directions include convergence analysis of
the coordinate descent algorithm, development of online prediction and learning approaches
along the lines of recursive least-squares, and incorporation of temporal correlations in the

formulation (7.3).
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7.2 Joint Rate and Power Control for Coded CR Networks

Cognitive radio (CR) has recently been recognized as an emerging disruptive technology that
holds great potential to enhance spectrum utilization [70, 120]. A major component of the CR
technology has been dynamic spectrum access, in which network users opportunistically gain
wireless access to licensed frequency bands without causing harmful interference to incumbent
primary users (PUs) [1]. When designing CR networks however, pertinent approaches can
not rely on the accumulated knowledge in conventional ad hoc networks, but rather have to
account for the peculiarities of hierarchical access schemes [179], and autonomous interference
management.

This motivates the development of resource allocation schemes that rely on the sensing
result [165] and facilitate the inclusion of capacity achieving protocols such as network cod-
ing [97]. A fruitful direction to this end is a cross-layer design framework in order to jointly op-
timize power and rate allocations in coded CR networks in the presence of channel uncertainty
induced by both shadowing and small-scale fading. Channel uncertainty-aware CR-specific
constraints can be incorporated directly into the optimization formulation, so as to yield a re-
source allocation algorithm rooted at the PHY layer. Of particular interest is delay-limited
CR traffic, where QoS requirements are severe, and channel outages are common. The idea is
to formulate a joint coding/routing rate and power allocation problem, which maximizes the
network-wide utility while constraining the outage probabilities and average interference to the
PU networks.

The primary challenge encountered when designing systems with outage probability con-
straints is that the resulting problem formulations are too complex for realistic channel dis-
tributions [54]. Related work in this context includes [81], where only small-scale fading is
considered. Future work can also include examination of these outage probability distributions
with the aim of obtaining an approximate convex problem, amenable to efficient solution. The
research issue here is to properly utilize the result that allows approximating a sum of log-
normal random variables with a single log-normal random variable; see e.g., [42,53, 54, 108].
Such a scheme should then be able to adapt the network and PHY layer parameters to the

propagation environment.
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