
Senate Committee on Information Technology 
Meeting Minutes 

Tuesday, February 2, 2010 
11:15 ~ 12:45 p.m., Morrill Hall, 238A 

 
Present:  Lee Anderson (chair), David Arendale, Ted Higman, Michael Korth, Craig 
Gjerdingen, Bernie Gulachek, Danielle Tisinger, John Butler, Steve Cawley, Sue Van Voorhis, 
Bonnie Westra, Judd Dudgeon, Yuk Sham, Ken Hanna, Brandy Lehto, Simin Hickman, Mark 
Sanders, Dan Garon 
 
Regrets:  Brent Larson, Ann Hill Duin, Linda Jorn, Mary Vavrus, Paul Rubenis 
 
Absent:  James MacDonald, Billie Wahlstrom, Aaron Doering, Myron Lowe, John Miller 
 
Guest:  Gary Balas, Aerospace Engineering and Mechanics 
 
Enhancements to Securing Data Privacy ~ Ken Hanna & Steve Cawley 
 
Ken Hanna, manager, Information Technology, introduced the Securing Private Data, 
Computers, and Other Electronic Devices policy proposal to members, which has yet to be 
approved by administration. Hanna explained that the strategic alignment goals of OIT are to 
simplify the complex technology environment for staff, faculty and students.  They want to 
improve the technological structure for more solid communication.   
 
University computers and devices must be installed and actively maintained on an ongoing basis 
so that they protect the data stored or accessed through them and meet external compliance 
requirements. All University computers must meet a basic level of security to protect the 
integrity of the data and network. Some computers and devices may require additional enhanced 
protection measures.  Basic security provides a baseline level of protection for all devices.  
Included are requirements for training, authentication, configuration and firewall, anti-virus 
protection and security patches.  Enhanced security covers computers storing or accessing legally 
or contractually private data and those designated as “critical servers” require an enhanced level 
of security and support. The enhanced security requirements include all the basic requirements 
plus several additional required protections.    
 
Hanna stated that there will be many levels of security options for individual units at the 
University but all University computers must be managed by the University’s active directory to 
meet the basic level of security.  The active directory offers configuration options that affects 
security of University data, software patches and fixes that are provided from a central directory 
based system that also helps automate storage provisioning, access control, policy auditing, and 
compliance reporting.  He said that 70% to 80% of University employees are already on the 
active directory but there are still thousands of computers that need patching right away.  He said 
it will take approximately 10 days for high risk computers and 30 days for the rest.  Hanna stated 
that the increase in security would require enhanced employee background checks, limited 
access to administrative accounts and restricted data on computers going outside the United 
States.  He said there should also be an immediate revocation of access from employees who 



have left the University. 
 
Professor Gary Balas said that active directories are not the current standard in his unit and that 
there are not enough IT staff to manage the new system.  Vice President Cawley, Information 
Technology, said that once the overhaul on the computers is complete, the stability of the 
environment and labor to maintain it lessons considerably.  Balas said his IT staff has expressed 
concern about the transition and its suggested simplicity.  Professor Sham asked if every unit 
would have the same access.  Cawley said no and that there are two levels of security.  Mr. 
Gulachek said that security management responsibility would go to unit supervisors.   
 
Mr. Hanna exampled the Academic Health Center (AHC) stating that every computer has been 
transitioned to the heightened security requirements.  Because the data circulated throughout the 
AHC is so pervasive, it has been decided to enhance the security for all of the AHC.  The AHC 
must meet many compliance requirements, including the Health Insurance Portability and 
Accountability Act (HIPAA), the Family Educational Rights and Privacy Act (FERPA), and the 
Minnesota Data Practices Act. 
 
Hanna said the main focus is to secure the University’s private data from the all-to-common 
internet criminals.  He said that they needed to figure out how to keep up with the ever-changing 
computer scams and infections to protect University information.  He said they hope to secure all 
technology devices but that computers are first.  Windows is currently being managed and Mac 
is next to be on the directory.  There is a program for student computer safety but it is not yet 
available University wide.  Hickman said the program is being introduced to students who have 
computers supported by the University and they will need to work on the marketing aspect to 
expand that security coverage.   
 
Professor Sham asked about the cost of this change.  Mr. Gulachek said most units have 
centralized IT staff to take care of their IT support needs and the new system will cost less than 
the one going out.  Sham said his unit is self-supported and raised concerns in regard to the 
financial support for the new system and in addition to maintain local support.  Chair Anderson 
asked everyone to review the policy proposal at http://www1.umn.edu/oit/security and they will 
discuss endorsing it at March’ meeting.  Other items for March include a discussion on the OIT 
compact review along with reviewing budgets and planning.   
 
Future Business 
 
Anderson discussed a future agenda possibility list.  He said they would not be able to address all 
of the items they would like to this year but encouraged members to review the list and send a 
priority list back to him and he will compose a suggested list for the rest of the meetings this 
year.  
 
Hearing no further business, the meeting was adjourned at 12:30 p.m. 
 
Lisa Towry 
University Senate Office 


