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OIT Strategic Initiatives
Components of the Office of Information Technology planning life-cycle are: strategic
plans; annual operation plans; critical measures; benchmarks; and annual reports. Strate-
gic initiatives were proposed by the OIT Directors for the OIT FY1998 Budget Re-
quest. The advancement of parts or all of these initiatives depends upon funding
allocations. In the next issue of the newsletter we will update our plans based on our
allocations.

■ Network Infrastructure

Rationale
An upgraded, high-capacity network is a critical prerequisite for the use of new tech-
nologies to support academic program initiatives, research and discovery, and outreach
and services.

1. Academic Program Initiatives
Modern Learning Environments using instructional technology, multimedia, and
interactive courseware; with the connectivity that enables faculty and students to
interact, anywhere, anytime; and flexibility for faculty and students in the delivery
of teaching and learning, both in the classroom and at a distance.

2. Research and Discovery
Connections to supercomputer centers; high performance networks; computing and
visualization; on-line data and resources; and collaboration.

3. Outreach and Service
An infrastructure which enables the University to expand and enhance partnerships
in Public Service and Distance Education and provide access for global citizens to
Life Long Learning.
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Plans
1. Modem Expansion

The modem pool (for dial-in access) continues
to expand to meet demands but remains un-
funded. To promote good citizenship and good
stewardship in using these resources, time limits
and usage rates are now in place. When demand
again exceeds supply, we must establish recur-
ring life-cycle funding for modems.

2. Network Upgrades
2a. Routers: The network routers in place today

have insufficient memory to support the
growing traffic on our backbone. In addi-
tion, the December 1996 Network Audit
calls for a response to security and capacity
planning issues. Upgrading the network
router plant will address both of these
issues.

2b. ATM switching: Asynchronous Transfer
Mode technologies support future voice,
video, and data integration (multimedia) on
the network with higher speed and wider
bandwidth. Our current (but limited) ATM
switching has attracted research dollars for
high performance computing; and multime-
dia is a strategic component of Academic
Program Initiatives.

2c. Fiber: As technology continues to be de-
ployed across the University, we must
provide reliable connections to all who now
rely on access to critical research and
business functions. Upgrades will focus on
fiber between buildings and campuses (TC),
providing redundancy to ensure service
delivery and to comply with enterprise-wide
disaster recovery.

3. Next Generation Internet
(Internet 2, vBNS, and Gigapop): World-wide
planning has begun for the next generation of the
Internet. The vBNS (Very High Speed Backbone
Network Service) provides the connectivity to
high performance computing. A Gigapop pro-
vides the gateway for research universities to
connect to vBNS sites. Internet 2 focuses on
speed, bandwidth, and the quality of service
needed to support high performance computing.

Some Highlights

Network Infrastructure
A critical prerequisite for using
new technologies is an upgraded,
high capacity network.

Everyone who relies on access to
critical research and business
functions must have reliable
connections.

Modern Learning
Environments

This plan emphasizes equipping
students, training faculty, and
developing facilities and systems
to support the instructional
process.

Administrative Process
Re-Design
To reduce costs and improve
administrative systems, we’re
redesigning administrative
processes.

External Partnerships
One partnership gives us exposure
to security and electronic com-
merce.

The trade point partnership
provides Minnesota small and
medium sized businesses access to
global markets.
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Funding for this initiative will give the Univer-
sity the ability to leverage existing NSF grants,
build national and state relationships, and
maintain a leadership role in high performance
computing.

■ Modern Learning Environments

Rationale
This is a collaborative effort that places an empha-
sis on equipping students, training faculty, and
developing facilities and systems to support the
instructional process. The plan will manage the
change process necessary to infuse technology
across the curriculum.

Plans
1. Maintain the Digital Media Center (DMC)

with recurring funds. The DMC provides col-
laborative development that places an emphasis
on equipping students, training faculty, and
developing facilities and systems to support the
instructional process in a modern learning
environment.

2. Maintain and increase support structures for the
new environment by expanding Helpline Ser-
vices to meet demand.

3. Expand the campus-wide e-mail system to meet
demand.

4. Upgrade and expand desktop systems (hardware,
software) and support in the student computer
labs.

5. Partner with colleges to add new computer labs.
6. Promote modern learning environments using

technology based course development and by
collaborating on Distance Education projects.

■ Administrative Process Re-Design

Rationale
The University of Minnesota has committed to
replacing, or significantly improving, all central
administrative systems over the next four years. The
purpose for replacing systems is to improve our
administrative processes; simplify policy and
procedures; apply best practices; streamline under-
lying work-flows; reduce process cycle times;
reduce staff workload; and ultimately reduce cost.

Plans
1. OIT senior management is playing a leadership

role for cross-project oversight. This will
require a major contribution of their time,
effort, and attention over several years. Their
focus will be: tracking progress compared to
plans; assessing risks; and controlling costs.

2. OIT staff will play a major support role working
on these projects and subprojects. One new and
particularly important focus will be to develop
and document the architecture and standards for
the new client-server systems environment.
Initiatives to develop and maintain University-
wide information technology guidelines and
standards are currently underway.

(“The FormsNirvana POT” Grants Management
Project article in this issue is an example of a
process redesign project.)

■ External Partnership

Rationale
United Nations trade point sites serve as a global
strategic tool for traders. Through Internet web-
based servers and electronic data interchange, trade
points offer access to the latest technology in
global trading. In this partnership the University
will address security and electronic commerce to
support U2000. The United Nations trade points
also provide Minnesota small and medium-sized
businesses access to global markets.

Plans
1. The University has partnered with the United

Nations to establish a Secure Electronic Au-
thentication Link (SEAL) Lab. This is a new
venture involving highly secure electronic
commerce transactions. Our experience will be
useful to University-wide security and personal
electronic commerce.

2. The University has been selected to serve North
America and the United Nations as the gateway
hub for trade point sites on the Global Trade
Point Network. SEAL Labs will support the
next phase of Global Trade Point Network.

■ Jodie Berg-Combs, OIT Planning, Architecture, and
Communications
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Grants Management Projects
The Grants Management Project, one of eight redesign efforts at the University of Minnesota, was
initiated to enhance management of millions of dollars in federal grants as well as improve to overall
business management.

General objectives include improving internal control for departments, improving compliance with
federal regulations, and providing more accxurate and timely management information to Principal
Investigators and their staffs.

■ FormsNirvana POT Offers Enhanced Capabilities 
One system developed by the Grants Management
Project is FormsNirvana, which provides a “front
end” for the CUFS financial system. It uses the
World-Wide Web as the channel for routing forms
and documenting electronic signatures and approv-
als with e-mail notifications. FormsNirvana was
developed here at the University of Minnesota to
serve as a routing and approval system for a variety
of documents and purposes.

The first electronic form to be developed was the
“POT-Departmental Purchase Order” (purchase
order with text). This on-line form, along with
system-authorized approvals, is used to purchase
supplies and services from vendors. It is also used
to establish encumbrances in the financial system.

Following the existing paper format POT design,
the on-line version offers user-friendly field defaults
and CUFS table validations. The CUFS Front End
POT is less labor intensive, less duplicative of
effort, and is less reliant on manual processes than
the current paper process.

Routing Features
Approval routing is possible with the electronic
POT system. Sponsored purchases over $500 are
electronically routed to an ORTTA grant adminis-
trator for approval. In the paper system, the initiator
must send this form to ORTTA via campus mail.

With automatic routing, approvers will receive an
e-mail notice. The approver electronically approves
the purchase in FormsNirvana with a user identifica-
tion code, which is considered a legal signature.

Timely
Once all approvals have been applied, the CUFS
Front End POT information is validated and pur-

chase orders go through the financial system auto-
matically that night to establish an encumbrance.

Contrast this with the paper POT. It takes a longer
time to be posted into CUFS as an encumbrance.
Once approved, Purchasing Services enters the POT
several days after the completed document is re-
ceived. If the document is routed to ORTTA, it is
processed after the grant administrator has reviewed
and approved it.

Accessible information
Pilot-testing departments say they like the editing
capability and the option of saving commonly used
forms as templates. They also like the ability to
look at work in progress. Supervisors and accoun-
tants can check on a POT at any time from their own
computers.

While in progress, the paper POT can be on a
variety of staff members’ desks. Sometimes it is
difficult to know where to begin to look for it.

Users of the electronic system also found the data
entry process to be user friendly. Testers are excited
about broadening the use of CUFS Front End by
adding more financial documents to the system.

Now available are the:
• POT Purchase Order (with Text)
• Institutional Location Code (ILOC) request form
• Vendor request form
• IX Expense Transfer (nonsponsored use only, until

University-wide rollout)
• IV Intra-institutional Voucher
• Journal Voucher forms for sponsored transactions



May 1997 5

■ Introducing PAYACCT, a New Payroll Database
In May 1997 PAYACCT, a new database, will be
available. The new database will contain, by person
for each pay period, this data:
• detail payroll expense
• encumbrance information
• fringe expense and encumbrance information

This new database will allow detail monthly payroll
and fringe benefit reports for principal investigators
to be developed on the World-Wide Web in the
near future.

CUFS Transaction Number
The CUFS transaction number for all payroll and
fringe related transactions will be available in the
new database. This will make reconciliation to
CUFS much easier. The information will be current
as of May 1, 1997.

HERDB
The current payroll related database, HERDB
(Historical Earnings Reporting Data Base, which
currently provides only detailed payroll expense
information for the current year and one prior year),
will also be in operation.

PAYACCT will eventually replace HERDB. The
timing of the closing down of HERDB has not been
determined. Both HERDB and PAYACCT will run
in parallel for awhile until users are moved over to
PAYACCT.

PAYACCT Refresh Schedule
The refresh schedule for PAYACCT will coincide
with the payroll update—or actual processing of
payroll on the mainframe, instead of waiting until
CUFS (the general ledger) is updated—which
currently is the night of pay day.

For biweekly payroll, the update is every other
Friday, with PAYACCT refreshed the following
Monday. For regular payroll, the refresh takes place
approximately three business days before the pay
day. There are a few days where PAYACCT will not
match CUFSRDB (CUFS Reporting Data Base).
However, if you start with CUFSRDB and go to
PAYACCT, there should be no problems.

New Data Dictionary
A new data dictionary has been developed and is
similar in format to the current CUFSRDB data
dictionary.

More to Come
More specific information about tables and queries
will be available in the next issue.

■ Linda Lorenz, Accounting Services, Data Ware-
house

Plans are to roll out these forms University-wide
later this year. Payment vouchers are being analyzed
for departmental on-line entry. A September 30,
1997 rollout date is targeted.

Tasks remaining in order to roll out CUFS Front
End University-wide include: fine tuning security
and operations; ensuring internal controls are met;
and enhancing how it operates administratively.

See For Yourself
You can check out the FormsNirvana test system on
the World Wide Web at < http://nirvana.tc
.umn.edu:8000/ >.
• Click on: Enter FormsNirvana
• User ID: heckle

• Password: demo
• Select type: Internal (select from pop-up list)

Resources
Over the past few months a user group comprised of
15 representatives from 12 departments, including
Purchasing Services, has been testing the entry
system. They provided valuable feedback to the
development team for improvements to allow
purchase order entry through FormsNirvana to
CUFS. Nine pilot departments are entering POTs,
IVs, JVs and nonsponsored IXs into FormsNirvana.

■ CUFS Front End Project Team; Grants Manage-
ment Project contact: Barbara Thoemke
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Digital Signatures and
Public Key Cryptosystems
Why You Might Need It
Confidentiality. To most folks, encryption and
cryptosystems imply ways to “encode” or
“scramble” a message or communication between
two correspondents to make sure that eavesdroppers
or other untrusted interceptors of the message
cannot recover the content of the message.

Secret and Public Keys
In what is called “Conventional” or “Symmetric
Key” cryptography, both correspondents know a
secret key (typically a string of text) that is used by
the sender’s software to scramble the message.
When the message gets to its destination, the
recipient uses the same key (hence symmetric key)
to reconstitute the message.

Another more powerful form of cryptography,
“Public Key Cryptography” (or “Asymmetric Key
Cryptography”) allows users to electronically
“sign” messages or transactions. In
addition to confidentiality, this
provides lesser known, but perhaps
more widely useful services: Data
Integrity, Source Authentication,
and Non-Repudiation. Also, distri-
bution of the cryptographic “keys”
is easier.

Data Integrity
Data Integrity guarantees that the
content of a signed message has not been
altered in transit. It is like the tamper-
resistant seal on a medicine bottle: if the
seal is broken, you will know. For example,
if you sent a contract via e-mail to a customer
agreeing to sell five pounds of vaporware for
$50.00, and the customer changed the $50.00
to $5.00, digital signature software would be
able to detect that the content of your original
message had been altered. You would have
proof that the message had been altered.

Source Authentication
Source Authentication allows the recipient to verify
that a signed message actually came from the sender
and was not forged. As another example, if your
competitor pretended to be you and sent your
customer a message saying that your vaporware had
run into cost overruns, the customer would be able
to verify that the message was not genuine; it did
not come from you.

Non-Repudiation
Finally, Non-Repudiation extends authentication so
that if the veracity of an electronic transaction or
missive is in dispute, the verified sender cannot
deny having signed the message. Following the first
example, suppose you deny having offered to sell
five pounds of vaporware for $50 and now say the
real price is $500. Your denial would not hold up in
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a court of law because your original message was
digitally signed, and this is considered as valid as a
conventional pen-and-ink signature.

How Things Work
In public key cryptosystems each person has two
complementary keys: a publicly available key and a
private key. The public key may be published on a
server or any other electronic or printed media. The
private key is kept a secret by its owner.

Complementary Keys
Each key decodes encrypted messages made by its
complementary key. Even though you know
someone’s public key, this does not help you to find
or compute the corresponding private key. Each key
can only “unlock” what the other key “locks.”

So, to send a private message to Jill, Joe looks up
her public key and encrypts his message using that
key. Now only Jill can read the message, since the
only way to decrypt it is with Jill’s private key.
Anyone can send an encrypted message to Jill, but
only Jill can read it. This, of course, provides basic
confidentiality.

Sample Scenario
To send an authenticated or “signed” message, Joe
encrypts the message using his private key before
sending it to Jill. Upon receiving the message
(purportedly from Joe), Jill looks up Joe’s freely
available public key and uses it to decrypt the
message. The only way the decryption can succeed
is if Joe indeed “signed” the message using his
public key. In addition to authenticating the sender
of the message, this also provides non-repudiation;
Joe cannot deny having sent the message.

Fingerprint or Digest
In electronically signing a message it is also com-
mon to leave the message unencrypted, but encrypt a
“fingerprint” of the message and send this along
with the message. A “fingerprint” or “digest” of a
message is a unique number generated by a special
algorithm that scans each character of the text; it is
unique in that the smallest change in the text will
change the digest.

The receiver then computes the digest in two ways:
first by directly scanning the message content, and
second by using the sender’s public key to decrypt
the encrypted digest. If the two digests match, the
recipient knows the message came from the sender,
and it has not been altered. If the digests don’t
match, then either the message was forged or the
content was altered. In either case, the message is
bogus in some way.

The advantage of just signing the digest and leaving
the text unencoded is that a recipient who does not
have the decryption software handy can still read the
message, albeit without the benefits of the signa-
ture.

Joe and Jill Again
In both the above cases the “signed message” can,
essentially, be read by anyone. In the second case,
the message content is unaltered. In the first case, to
decrypt the message all anyone would have to do is
retrieve Joe’s public key. If “For Jill’s Eyes Only”
confidentiality was needed, Joe could take the
“signed” message and encrypt it using Jill’s public
key before sending it. Then, only Jill, using her
private key, would be able to remove this outermost
wrapping.

Automate the Process
All the steps of key retrieval, signing, or encrypting
may be done automatically by software. In other
words, all the sender might have to do is click on a
“Sign and Send Message” button. When the message
arrives at the recipient’s computer, it can be auto-
matically decrypted and its veracity reported to the
user: “Here is a valid digitally signed message from
Joe.”

Not Limited to E-mail Messages
Of course, while we refer to text “messages” sent
via e-mail in the above examples, everything applies
equally well if you send a picture or a program as an
enclosure, since the “raw binary” is converted to
text at one end and restored to its original form at
the other. In fact, the communication between a web
client and server can also use public key cryptogra-
phy and realize the benefits of data integrity,
authentication, and non-repudiation.
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Keys and Certificates
Public and private keys are typically long numbers,
displayed as long strings of text. The bigger the
numbers are, the longer they take to compute and
use; longer numbers are considered to be more
secure.

Guarding Private Keys
While public keys may be stored anywhere for easy
retrieval by computers, your private key should be
carefully guarded. Since it is not convenient (or
possible) for most folks to commit these keys to
memory, they are stored on your personal computer’s
hard disk, encrypted using conventional cryptogra-
phy, and a password that you select. Thus, anyone in
possession of your computer would still not be able
to use your private key since it is scrambled with
your password.

Hello, Who Are You?
Some loose ends still remain. Suppose Joe receives
a signed message from Jane, whom he does not
know and whose public key he does not possess.
Certainly Joe (or his software) can look in some
well known places (a server perhaps?) for Jane’s
public key. Indeed, Jane may have sent her public
key along with the message! But how does Joe know
that the public key he finds belongs to Jane and is
not altered, substituted, or bogus in some way? Joe
needs someone to vouch for this key.

Certificates, Trusted Authorities
Joe needs Jane or someone else whom he trusts and
who knows that this is Jane’s public key. Assuming
Joe knows the trusted person’s public key, the
trusted person can “digitally sign” Jane’s public
key, making what is called a “Certificate.”

A certificate is a digital document that binds a
public key to an owning individual or entity.
Because of the properties of digital signatures,
the integrity and source of the certificate can be
guaranteed. Thus, Joe can be confident of the
authenticity of Jane’s public key, which is
contained in the certificate.

One way to accomplish all this is to have one
“well-known” source that your organization or
institution trusts. Such a trusted source is called a
Certificate Authority or CA for short. The CA

“vouches for” a population of users by issuing
certificates for them.

If, for example, the University of Minnesota had a
Certificate Authority that made certificates for the
University community, then anybody could send
signed and/or encrypted communications to any-
body else without ever having met them. The certifi-
cates could be stored anywhere, retrieved, and used
with full confidence.

Expiry, Revocation, Odds and Ends
The techniques discussed above are not unbreakable;
they are merely more or less strong. Given sufficient
time and computer resources, public key and conven-
tional cryptosystems can be broken; messages can be
recovered; keys can be retrieved. As the size of the
keys increases, the time and resources needed for a
successful brute-force attack go up as well.

No key is good forever, since given sufficient time
anything can be compromised. Huge keys take
prohibitively long to compute and use on today’s
computers. Small keys may easily be broken given
the right software and know-how. So we must use
keys of sizes that provide a balance between usabil-
ity and unbreakability. Since we assume a key can be
broken given enough time, all keys are given an

Private keys are kept secret
by their owners. The keys are
typically encrypted and pass-
word protected and stored on
their owner’s hard disk.

Public keys may be stored
anywhere for easy
retrieval by those
who need access
to them.

A certificate is a digital
document that binds a
public key to an owning
individual or entity.
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expiry date beyond which they
are considered invalid.

It is also possible for a key to
become compromised. For
example, a key may be stolen or
an employee who had a key may
leave the organization. In either
case such a key should no longer
be trusted. Such keys may be
revoked or placed on a “Certifi-
cate Revocation List” (CRL),
much the same way stolen credit
card numbers are placed on a
“black-list.”

The CA at an institution typi-
cally sends out periodic CRL
messages to users. These CRLs
may be automatically accepted
and tracked by software when
they are received.

Current and Future
Software and Standards
The most widely used public key cryptosystems
today are based on the algorithms whose patents are
held by a company called RSA Laboratories. While
the algorithms are well known and implemented on
computers from desktop systems to mainframes,
actual working software must still write the mes-
sages, certificates, etc. in a standard form so that
different software can interoperate. Some standards
are accepted and fairly widely used, such as the
X.509 standard describing how to lay out certifi-
cates. Unfortunately, since there are multiple
standards in other areas, software from one vendor
may not be able to deal with messages produced by
another’s.

The acronyms mentioned here are spelled out in the
Acronyms  section at the end of this article.

X.509 and PKCS
At the lowest level there are two standards. ITU-T
Recommendation X.509 (most often just called
X.509) contains the description of a now widely
accepted certificate syntax. Most of the higher level
standards understand X.509 certificates. The second
standard was developed by RSA Labs and is called
the Public-Key Cryptography Standard (PKCS).

PKCS is actually a whole family
of standards dealing with public
key cryptography; it is compat-
ible with X.509 as well as the
Privacy Enhanced Mail standard,
but goes farther.

PEM: Privacy Enhanced Mail
PEM is a standard proposed to
the Internet Activities Board; the
IAB is part of the Internet Engi-
neering Task Force. PEM is
designed to operate over SMTP
(the standard for e-mail sent on
the Internet) and work with RFC
822 style e-mail formats. PEM
allows conventional and public
key techniques, along with a
choice of more than one algo-
rithm, digest function, etc.

The specifics of what was used to
encode the message is contained
in the message header. Many
commercial and non-commercial
implementations of PEM are

available. At the University of Minnesota we
adapted RIPEM (a non-commercial implementation
of PEM) to provide seamless digital signature
services for POPmail on Macintosh and Windows
systems. (POPmail is client/server e-mail soft-
ware.) We also have a written a RIPEM based
package to perform the functions of a Certificate
Authority for the FormsNirvana project.

The structure of PEM has been criticized as too
rigid; for whatever reason, PEM has not yet gained
popularity or a wide following.

Competing Standards
Competing standards are MOSS and S/MIME; both
are build on top of MIME. MIME is a proposed
standard for extended (not just plain text) Internet
electronic mail sent over SMTP.

With MOSS, different parts of a MIME message
can have different kinds of cryptography (or none at
all) applied to them. Criticisms of MOSS center
around the extreme flexibility in its format. It is
thus possible for two independent MOSS compliant
implementations not to be able to exchange mes-
sages correctly.

The Certificate Authority
“vouches for” a population of users

by issuing certificates for them.
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S/MIME supposedly treads the middle ground: not
too rigid and not too flexible. The standard is
promoted by RSA Labs, and there is a growing
number of commercial software implementations of
S/MIME. If you’re looking for the front contender
for a standards-based system, this probably is the
one to watch.

PGP: Pretty Good Privacy
Finally, standing by itself and paying little atten-
tion to published standards but, surprisingly, having
the largest presently installed base is PGP.

Phil Zimmerman’s PGP has been a renegade, grass-
roots system. Back when any serious entry into
cryptography was made difficult by RSA Labs and
the U.S. Government, Zimmerman assembled a
cryptographic system for e-mail and disk files, using
a patchwork of existing parts and personal code.
(RSA Labs claimed public key patents and had
sharp legal teeth; the U.S. Government’s paranoia
made it unpleasant, if not impossible, for anyone to
do work in cryptosystems.)

PGP is based on a “web of trust” model for their
key distribution (many trusted friends who vouch for
others) rather than the trust being concentrated in
one (or very few) central Certificate Authorities.
This seemed a natural fit for many in the hacker
community who shared the “cowboy” world-view
and were distrustful of central authority.

The PGP work has now been taken up by MIT, and
free or low cost implementations are available for
almost every computer. Of course, all the PGP
implementations interoperate completely.

University of Minnesota
We have been evaluating digital signatures for use
with FormsNirvana (an on-line document approval
system). Clearly, being able to trust that e-mail has
not been forged or altered is a valuable addition to
an on-line forms processing system. To enable
widespread deployment of digital signature technol-
ogy at the University, the Office of Information
Technology is actively looking into developing a
public key infrastructure at the University.

There will be more information about this as we
progress toward a scalable public key issuing

system and incorporate public key cryptosystems
into more of our applications.

Wrap-up
Public-key cryptosystems may be used in client-
server applications (such as web clients and servers)
in addition to e-mail messages. S-HTTP and SSL are
two standards describing ways to implement this.
While S-HTTP is tightly linked to HTTP, SSL is
essentially higher-level-protocol independent; so it
is possible to use SSL over protocols such as Telnet
or FTP. In either case, after a negotiation process
using public key certificates, the stream between
client and server is encrypted.

So, summing up the quick tour of digital signatures
and public-key cryptography:
• digital signatures have very important applica-

tions in electronic commerce
• public key cryptography is achieving critical mass
• it is possible to find public key software of

various flavors now
• public key software is part of many web clients
• interoperability should get better as standards

take hold

Acronyms
CA: Certificate Authority
CRL: Certificate Revocation List
FTP: File Transfer Protocol
HTTP: HyperText Transport Protocol
IAB: Internet Activities Board
MIME: Multipurpose Internet Mail Extension

(RFC 1521)
MIT: Massachusetts Institute of Technology
MOSS: MIME Object Security Standard
PEM: Privacy Enhanced Mail

(RFC 1421-1424)
RFC: Request for Comments
PGP: Pretty Good Privacy
PKCS: Public-Key Cryptography Standard
RIPEM: Riordan’s PEM
S-HTTP: Secure HyperText Transport Protocol
S/MIME: Secure/Multipurpose Internet Mail

Extensions
SMTP: Simple Mail Transfer Protocol
SSL: Secure Socket Layer

■ An Overview from Integrated System Services
and Academic and Distributed Computing Services:
MPM, FXA, MMK
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Web-Based PowerBuilder System
for Public Health Researchers
Alice de la Cova, Integrated Systems Solutions

In addition to building client/
server applications for Windows,
Macintosh, or Unix desktop
platforms, we can now develop
PowerBuilder applications to be
accessed over the web!

For the past two months, we have
been developing a web-based
application for the School of
Public Health to use in their
upcoming Research Data Assis-
tance Center (ResDAC).
ResDAC’s purpose is to assist
academic researchers at colleges
and universities across the U.S.
and Canada in working with
Medicare and Medicaid data
from the U.S. Health Care Fi-
nancing Administration (HCFA).

Working with Professor Marshall
McBean and his colleagues Patty
Homyak and Jim Labenberg from
Public Health, we designed and
developed the ResDAC Request
Response and Transmission

System, which will capture and
process information on ResDAC
assistance activities and on three
types of HCFA data requests. The
system will be used by individual
researchers, by the ResDAC Help
Desk staff and faculty, and by
HCFA staff.

The World-Wide Web provides
us with the ideal environment for
deploying an application to a
wide public audience. Using a 3-
tier distributed architecture for
the application, we don’t have to
worry about what kind of operat-
ing system a user has, as long as
he/she has access to one of the
common web browsers. To reach
the maximum audience among
researchers, the application was
designed to run on most common
web browsers without requiring
the user’s browser to support
downloaded plug-in components.

We’re very excited about our
ability to create this kind of

Extended Hours for St. Paul HelpLine: 9-4
In response to your feedback, we’re extending the St.
Paul ADCS Computer HelpLine hours.

May 1
Beginning May 1st the St. Paul Computer HelpLine
will be open 9 AM to 4 PM, Monday–Friday. The
HelpLine in 50 Coffey Hall offers these services:
• Internet Kit Distribution and Internet Support
• Walk-in and Phone-in HelpLine
• Pre-sale and Post-sale Support for Minnesota

Bookcenter’s Computer Store
• Software Consulting
• Self-paced Training Center
• Computer Showroom

application using PowerBuilder!
It combines the advantages of
using a Rapid Application Devel-
opment technique and reusable
object-oriented components with
the ability to deploy the applica-
tion to web users. Deploying on
the web will accommodate the
diversity of the platforms in the
application’s user environment, as
well as avoiding the problems of
application upgrades to each
user’s desktop.

We plan to be able to show a
demo of the ResDAC application
soon. We believe this kind of
application architecture will be
very useful to business units and
departments who want to make an
application widely available to
users throughout the University.

Please call Shanthi Kannan at
624-8236 or Alice de la Cova at
624-9365 for more information
about PowerBuilder web applica-
tions. ■

PowerBuilder

Update

Show Room and Training Center
The Coffey Hall showroom has computers from
Dell, Micron, and Apple as well as printers. The
self-paced training center is equipped with a VCR,
TV, and two kinds of computers: a Macintosh and
an IBM-type personal computer. To reserve the
Coffey Hall self-paced training center, call the
Academic and Distributed Computing Services
office at 625-1300. To learn more about our library
of self-paced training materials, visit our web site
at <http://training.micro.umn.edu
/training/self-paced.html >.

■ News from Academic and Distributed Comput-
ing Services
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Advanced MNCAT Searching: Part II
Nancy K. Herther, University Libraries

Last month’s column covered some
tips and techniques for ‘power’
searching MNCAT to make your
research faster and, hopefully, more
complete. This month we will com-
plete our look at the Keyword search-

ing option in MNCAT and how this can be used for
a variety of research purposes.

EXP=K: EXPlain Feature
MNCAT is menu-based; each screen gives you a
listing of some of the options you have as you go
through your search. Help is available at any point.
To learn more about Keyword searching, you can
type  EXP=K at any point to bring up the EXPlain
feature in special help screens with complete infor-
mation and search tips.

Why use Keyword? Whenever you have incomplete
information keyword can be essential. If you have
only a partial title and author, you can be successful
using the keyword method. You put in all of the
information that you know, and the computer will
pull together a listing from that information.

Keyword searching is also the most flexible search-
ing option in MNCAT; and, since you are able to
search for authors, subjects and titles at the same
time, it offers the most comprehensive searching
capabilities available in the database.

Below we’ll look at some more examples of how
Keyword searching can help you in your research.
Figure 1 lists keyword commands for searching in
MNCAT. Figure 2 is a recap of the keyword op-
tions, such as edit and near, for searching the data-
base.

Truncation
Remember to use truncation when you aren’t sure of
the exact wording or when you need to retrieve
anything on some topic and want to be sure you are
being comprehensive. For example, typing
comput? will search for computer, computers,
computing, computation, etc.

Order of Terms
When you search in MNCAT, the database assumes
that if you type in two terms, you want these NEAR
each other or next to each other, in either order. For
example  k=peanut butter results in seven hits,
with no real false hits. Had I searched for
k=peanut and butter the database would have
searched for any record with these two words
appearing anywhere in the record – author’s name,
title, subjects, etc.

Boolean Search Operators
In MNCAT you are able to use AND, OR as well as
the NOT operators. AND allows you to narrow
searches by requiring that both or all terms appear
in the resulting set of records. OR allows you to
expand by using like terms to increase the number of
hits or records. NOT must be used carefully because
the database will follow your request without any
assumptions of what you mean. For example, if you
want information on only laser printers, you are
better off typing in exactly this phrase, rather than
to enter printers but not inkjet or dot-matrix, etc.
You may be NOTing out some important report that
happens to cover both lasers and other types of
printers. A better way to phrase this would be
k=printer? near laser? or k=laser
printer?

Positional Operators: ADJ and WITH
We already looked briefly at the NEAR operator.
The two other options in MNCAT are ADJ, or
adjacent—meaning that the terms must be next to
each other in the specified order, and WITH—
meaning that the terms must be in the same sentence
or phrase, but not necessarily next to each other. For
example, if you wanted some information on recent
Nobel Prize winning researchers you might type in
k=(nobel.ti. adj prize?.ti.) with
winner?.ti.    This resulted in 31 hits, including
the book Who’s Who of Nobel Prize Winners 1901-
1995 .

Qualifying Search Terms
In the last example, I used qualifiers to indicate
which fields I wanted the terms to be located in.
The qualifying search terms allow you to search for

University
Libraries
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terms only in the author (.AU.), title (.TI.) or
subject (.SU.) fields. These qualifiers  must be
entered with the periods or the database will not be
able to perform the search. For example, I want
information on the government’s internal investiga-
tions of the Waco tragedy. Without knowing exactly
which unit within the Justice Department was
involved, or the exact name of the religious group, I
could still develop a strategy k=justice.au.
and waco.ti. This resulted in eight entries, all
published in 1993 by units of the Justice Depart-
ment; and all were internal studies/recommenda-
tions of this event.

Searching for information on Senate hearings on
alternative medicine? Try k=alternative adj
medicine and senate.au.   and bring up a
report of the 1993 Senate hearings on this subject.
Want to read Bill Gates’ recent book but cannot
remember the title? Try the subject headings option
as a way to get at content   k=computer.su. and
gates.au.  and get five hits, including the 1995
book by Bill Gates titled  The Road Ahead. Want to
check out a dictionary which would cover Taoism?
Try k=taoism.ti. and dictionary.su. to
find one book, published in 1996 (which was
checked out when I checked the database). Be sure
to look over the entire record for  any material
before going to the Libraries to check it!

Nested Searches
Nesting like terms or portions of your search strat-
egy together can allow you to do very complex

searches in a flash. The nesting, or combining of
terms within parentheses, allow you to tell the
search engine the relationship of the various terms
that you are entering. This allows you much greater
specificity in your searching; it also allows string-
ing together variant spellings (e.g., labor and
labour), various tenses or singulars/plurals (e.g.,
woman and women), or different terms for the same
concept. For example, you might try k=(drug or
chemical or substance or alcohol or
cocaine).ti. adj (abuse or
addiction).ti. Even though you will get a
larger set of records, these will, hopefully, be more
comprehensive and representative of the true collec-
tion available on that topic.

Edit and Review
At any screen you can type edit  and the computer
will bring up your last search statement for you to
see, rewrite in case of misspellings, etc. This is
especially useful if you had a long search statement
and want to add something to the end that you
forgot.

You may also type r at any time and get a screen
which includes the last ten search statements that
you typed into MNCAT, with the number of hits for
each. The screen will allow you combine, re-run, or
add to the search itself.

■ Nancy K. Herther, University Librarties
<n-hert@tc.umn.edu >, 624-2020.

No More Library Card Catalogs
This news item comes from The Atlantic Monthly, February 1997, p. 16:

“February 28: today is the last day that libraries can place orders for catalogue cards with the Library of
Congress, which is halting production of the cards. Libraries wishing to maintain card catalogues will have
to turn to commercial suppliers. The Library of Congress has since 1902 sold duplicates of its three-by-five-
inch cards to libraries around the world. However, card sales have declined since 1968, when cataloguing
information became available in an automated format; they fell to 579,879 last year, from a peak of 78
million in 1968. Critics of automated systems point out that errors in conversion have led to books being
lost and have limited cross-referencing options, and that the cards themselves—many of which are being
discarded—have inherent historical value.”

Thanks to Bernie Karon, University Libraries Team Leader for Materials Acquisition and Control for the Physical
Sciences for helping us all note the apparent passing of the library card catalog.
■ Nancy K. Herther, University Libraries

News
Item
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Figure 1:  Keyword Commands for Searching in MNCAT

Types of Government Publications Example

 .gp. Government Publications (general) k=smoking.gp.
f.gp. Federal U.S. Publications k=handgun? and f.gp.
i.gp. International Governmental Publications k=drug? and i.gp.
s.gp. State Government Publications k=daycare and s.gp.

Format Options in MNCAT

Searching using .fmt.

s.fmt. Serials k=time and s.fmt.
p.fmt. Maps k=bosnia and p.fmt.
f.fmt. Visual Materials k=dermatology and f.fmt.
u.fmt. Archival Information k=architecture and u.fmt.

Searching using .gmd.

a.gmd. Maps k=europe and a.gmd.
h.gmd. Microforms k=newsweek and h.gmd.
g.gmd. Projected Graphics (slides and filmstrips) k=education and g.gmd.
m.gmd. Motion Pictures k=(john berryman) and m.gmd.
s.gmd. Sound Recordings k=beatles and s.gmd.
v.gmd. Video Recordings k=beekeeping and v.gmd.

Searching by date of publication

xxxx.dt1. k=tobacco and 1997.dt1.

Qualifying Search Terms

.AU. To search only the author field. k=einstein.au.

.TI. Title field searching only. k=faust.ti.

.SU. For searching only in the subject headings. k=internet.su.

Figure 2: Keyword Options for Searching the Database

Review
Allows you to review and revise any of the last ten
search statements you made into MNCAT.

Edit
Allows you to edit the last search statement that
you made to MNCAT.

Boolean Operators
• AND ➜  Requires that all of the terms be in the

records.
• OR ➜  Allows you to string a variety of terms, of

which any may appear in the set of records.

• NOT ➜  Use with caution, since any record with
the terms indicated will be excluded from your set
of records.

Positional Operators
• NEAR ➜  The default operator in MNCAT, re-

quires that terms be next to each other in either
order.

• ADJ ➜  Adjacent, requires that terms be next to
each other in the specified order.

• WITH ➜  Requires the terms to be in the sen-
tence or phrase.
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MNCAT Tip: Use at Your Own Risk

Setting the Database for Serials Only
MNCAT allows you set the catalog to search
either the full database or only for serial records
(such as periodicals).

Why search for serials only? If you are searching
for a series of periodicals with general titles, such
as Time or Health , you will be creating massive
lists of records, even limiting to the  .ti. field.
If you instead, begin by typing in  set cat ser
you will be able to  only search through the serials
subset of MNCAT. This searching method may be
slower, but the retrieval sets would likely be more
manageable.

This will result in many fewer hits and be more
specific to your needs. However, you mustn’t
forget to reset the system back to the full catalog,
by typing in  set cat all or you will continue
to search only the subset. If you log off, you will
again be using the full database when you reenter
it.

Note: Many people forget that they set the
catalog, and then they get frustrated with subse-
quent search results. Please use this when you
need it, but use it with caution. ■



▼ Dial-in Computer Access
Internet/SLIP: up to 28,800 bps (V.34) .............. 627-4250
Internet/SLIP: ADI and ITE (with MKO) ..................... 3-0291
SecurID Access High Speed (V.32) 19200-N81 ....... 6-1061

2400-N81 (no parity/8 data bits/1 stop bit) ........ 6-7770

▼ General Phone
Computer Store, Williamson Hall ........................ 625-3854
CUFS ....................................................................... 4-1617
Digital Media Center ................................................ 5-5055
Disability & Computing Services voice/tty ............... 6-0365
Engineering Services ............................................... 7-4525
Data Custodians • Data Warehouse Databases

IDEA web: http://notes.ais.umn.edu
Facilities Mgmt, Kris Boike • SPAM ..................... 6-7896
Financial Sys Support, CUFS Help • CUFSRDB ..... 4-1617
Grad School, Genny Rosing • GSRDB................... 5-9839
Human Res Info Ser, Gary Ogren • APSO ............. 7-4341
Inventory Ser, Luke Madsen • INVENRDB ............ 6-8217
Ofc of the Bursar, Sandy Pearson • STARS .......... 6-8698
Ofc of Human Res, Nancy Highsmith • SDRDB..... 4-8374
Ofc of Planning & Analysis, John Kellogg .............. 5-3387
• AARDB/MARDB • CLRDB • FARDB • RETDB • RRDB
Ofc Scholarships&FinAid, PhilMorgan • SCHOL .... 4-6586
Payroll, Ann Beattie • HERDB .............................. 4-3869

NTS (Networking & Telecom Services) Helpline ....... 6-7800
Statistical Support, SAS .......................................... 4-3330

SPSS, BMDP, Minitab (VX/EPX) ............................ 6-8366

Associate Vice President for Academic Affairs and
Acting Director of Information Technology,
Donald R. Riley, Professor .............................. 626-9816

▼ Help Monday–Friday
CCO (BASIS/AIS/CCS), 7 am–4:30 pm ............... 624-0555

central systems: IBM, EPX, NVE, UZ, VX, VZ
web: http://www.umn.edu/ccs

Internet/E-mail, 8 am–5 pm ............................... 626-4276
by e-mail for U of M: help@tc.umn.edu

Password: Forgot it? Call the ADCS helpline ....... 626-4276
Students go, in person, to any Microcomputer helpline.

Microcomputers, Distributed Systems
9 am–4 pm, 152 Shepherd Labs ..................... 626-4276
1-4 pm, 93 Blegen and 50 Coffey Hall
web: http://www.umn.edu/adcs/

NTS: 24-hour Repair Desk .................................. 625-0006
web: http://www.nts.umn.edu

Training Library, ADCS Short Courses ................. 625-1300
web: http://training.micro.umn.edu/

▼ Internet Addresses Quick Guide
LUMINA (Library) – web: http://www.lib.umn.edu

Telnet/TN3270: admin.ais.umn.edu
News Server: news.tc.umn.edu
Internet/E-mail account management

web: http://www.umn.edu/validate/
Gopher (public can log in as  gopher ):

consultant.micro.umn.edu
OIT web: http://www.umn.edu/oit
UofM Twin Cities web: http://www.umn.edu/tc
Information Technology Newsletter

web: http://www.umn.edu/oit/newsletter
University of Minnesota Bookstores

web: http://www.bookstore.umn.edu
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