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ABSTRACT 

 
 
A useful information infrastructure can be created from various types of data by modeling 

the set of data objects as a set of nodes, and the relationship (e.g. transition or interaction) 

between them as a set of links. Such a representation is commonly referred to as a link 

graph, and the analytical techniques associated with such representations are called link 

analysis techniques. These techniques have played a crucial role in improving 

applications such as Web searches, Web-based social networks, and cyber security. Link 

analysis techniques have been successfully applied to derive popular measurements such 

as PageRank, TrustRank, and SpamRank, which belong to a class of first-order Markov 

measures. A first-order Markov measure for a node is a measure that depends only on the 

set of nodes with direct links to it. A key characteristic of the representation of data as 

link graphs is that these graphs evolve as the corresponding real world phenomena change 

over time. Understanding such phenomena requires a study of the evolution of their 

representative graphs and the measures associated with them. However, the large size of 

these graphs and their evolution over time pose challenges in the computation of 

measures such as PageRank. 

This dissertation presents techniques for efficient computation for First-Order Markov 

Measures (FOMM) on large graphs that evolve over time.  PageRank is used as a 

representative of the class of first-order Markov measures. The objective is to develop 
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work reduction techniques to reduce the computation time for graphs representing 

relationships between nodes at a single point in time (static graphs) and graphs that evolve 

over time (evolving graphs). A “divide and conquer” strategy is proposed for the efficient 

computation of PageRank. This can be achieved by using a novel graph-partitioning 

technique to divide the graph into a set of subgraphs, the measure for each of which can 

be computed independently. This strategy differs from existing approaches in that it can 

be combined with any existing enhancements to PageRank. This approach also leads 

naturally into the development of an incremental approach for the computation of such 

ranking metrics, given that these large graphs evolve over a period of time. Finally, I/O 

efficient methods are proposed to compute first-order Markov measures on large static 

and evolving graphs. The experimental results for a static single graph (graph at a single 

time instance) as well as for the incremental computations in evolving graphs, illustrate 

the usefulness of the presented approach. This dissertation opens new directions for 

research such as (a) exploration of efficient computational techniques for other classes of 

measures (b) incremental maintenance of evolving graphs, and (c) analysis of graph 

growth models and dynamically changing change graphs. 
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C h a p t e r  1   

INTRODUCTION 

1.1 Motivation 

The science of networks and its applicability across various domains—such as the study 

of the human brain’s neurological network, computer networks, social networks, and the 

World Wide Web (hereafter, Web)—is well known [B2002]. The behavior and nature of 

networks and the various phenomena they represent can be understood by applying the 

underlying theory of networks and network evolution. A network is essentially comprised 

of a set of entities and the interactions or relations among them, which represent an 

underlying phenomenon. Typical examples include social networks (relations or 

interactions among people), computer networks (connections among computers), 

chemical networks (interactions among chemical compounds), and the World Wide Web 

(hyperlinks connections among Webpages). Networks are mathematically modeled as 

graphs, with the sets of vertices representing the entities and the set of edges the 

interactions/relations among them. The study of the nature and properties of such 

networks is commonly referred to as network analysis or link analysis. Typical examples 

of link analysis techniques include hyperlink analysis for the Web [SDK04], social 

network analysis [Kre02], and link analysis for computer security [SHJ+02]. 
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The large scale of these representative graphs, and their evolution in conjunction with the 

evolution of the underlying phenomena that they represent, pose computational 

challenges. The focus of this dissertation is to address the computational challenges 

involved in computing a certain class of relevant measures derived from the application of 

link analysis techniques. This dissertation will focus primarily on the Web as an 

application domain for link analysis, since the Web-graph has similar properties to most 

other real networks and also is large enough to encounter scalability issues. The 

contributions of this dissertation, however, are not domain-specific and are applicable to 

networks from other domains.  

The rest of this chapter is organized as follows. The following section first describes basic 

terminology used in link analysis techniques to help familiarize the reader with these 

standard terms, and then provides a brief overview of Web mining and how link analysis 

techniques play a significant role in this process. Section 1.3 describes the knowledge 

models used in link analysis. Section 1.4 introduces the first-order Markov measure, 

which is the main focus of this dissertation. Section 1.5 concludes with a definition of the 

problem and an overview of the approach taken by this dissertation to solve the problem. 

1.2 Terminology: Properties and Models of Graph Evolution 

The study of evolving graphs up to this point has focused on two dimensions—properties 

of the graphs across time, and growth models that simulate an evolution. Below is a brief 
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overview of the most popularly studied properties and growth models, with a definition of 

common terminology. 

The most basic set of properties for any graph are its order (the number of vertices in the 

graph) and size (number of edges in the graph). Some of the other key properties of 

interest are discussed below. 

Average connected distance: This is defined as the average of the length of the shortest 

paths from vertex p to vertex q, for all pairs of vertices p and q. This property assumes 

significance to describe the small-world effect, which suggests that most pairs of vertices 

in a graph representing real-world interactions are connected by a short path through the 

graph. The most well-known experiment using this model was conducted by Stanley 

Milgram [M1967]; his results suggested that any two persons in this world are at most a 

path length of six away from each other.  

Clustering Coefficient: This is defined as the mean probability that two vertices that share 

a neighbor will themselves be neighbors. This property has been referred to in the domain 

of sociology as network density. It is related to small-world effect and has been studied by 

Watts and Strogatz [WS1998]. 

Degree Distribution: The degree of a vertex in a graph is the number of incident edges on 

the vertex. If a graph is directed, then a vertex will have an in-degree (number of edges 
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pointing to the vertex) and an out-degree (number of vertices to which the vertex points). 

Let pk of a graph be defined as the fraction of vertices in the whole graph with degree k. A 

histogram of all vertices of degree k will reveal a distribution of degrees of vertices in the 

whole graph. This distribution is commonly referred to as degree distribution. 

Researchers who studied complex networks were motivated by necessity to model them 

as random graphs. Early work in modeling random graphs was carried out by Erdős and 

Rényi, who proposed the Erdős-Rényi model for random graphs [ER1960, ER1961]. 

According to this model, given a graph G of order n, every pair of vertices is connected 

by an edge with a probability p. The average degree of a vertex in such a graph is np and 

the average number of edges is ( ) 21 pnn ⋅− . Such graphs have a binomial distribution of 

degrees. In a random graph, since the edges are distributed randomly, the clustering 

coefficient equals the probability that a pair of nodes connect to each other. It is suggested 

by Watts and Strogatz [WS1998] that in real networks, the clustering coefficient is 

typically much larger than it is in a random network of equal numbers of nodes and edges. 

Albert and Barabasi [AB2002] demonstrate how scale-free networks differ from the 

random graph models proposed earlier, based on two criteria. In a random graph, the 

starting point was a graph of n vertices, and an edge was added between a pair of vertices 

chosen uniformly at random. Barabasi suggested a model of growth and preferential 

attachment. The scale-free graphs always start with a single vertex, and vertices and 
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edges were added to the graph to facilitate its growth. Moreover, when a new vertex was 

added, the edge was added not to a vertex chosen uniformly at random, but had a 

“preference” to be connected to a node with a higher degree. In other words, the 

probability that a vertex attaches to another vertex depends on the degree of the vertex. 

This implies that the probability that a vertex has a degree i proportional to 1/iα, for some 

α > 1. Such a degree distribution follows the power-law distribution. This is different 

from the Poisson distribution that results from the Erdős-Rényi model. 

It was empirically proved by Leskovec et al. [LKF05] that in most real networks, the 

average out-degrees grow over time (referred to as densification power law) while the 

diameter shrinks over time. This was contrary to the assumptions of earlier models, such 

as the small-world model, in which the average out-degree remains constant and the 

diameter increases slowly as the network grows over time. They proposed two models to 

capture such behavior. The community guided attachment model covered the 

densification power law. The basic idea of this model is that given a particular community 

structure, the probability that a new edge forms within that community is higher than the 

probability that an edge forms across communities. The forest-fire model captured the 

behavior of the densification power law and the shrinking diameter observed in real 

networks. This model suggests that a newly arrived vertex randomly chooses a vertex 

from the existing nodes. It then follows the edges of that vertex and randomly chooses a 
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subset of these edges to identify a new set of vertices, to which the new vertex will add an 

edge. This process essentially continues, simulating the behavior of a forest fire.  

1.3 Web Mining: Analysis of Evolving Graphs 

Most network evolution models focus primarily on modeling the growth of graphs. 

However, the necessity to study temporally evolving graphs, and to mine information 

from this evolution, has gained popularity—as discussed by Desikan et al. [DS2004A]. 

Some of the key issues that arose in this study are discussed below. 

Properties of Interest: One of the key challenges in graph evolution has been to identify 

the key properties whose change is of interest. The basic properties that are most 

frequently studied are order (number of vertices) and size (number of edges), as well as 

diameter and degree distributions. For example, it has been revealed that a large number 

of real networks, such as the Web, follow a power law distribution, and have a similar 

distribution even as the graph evolves, even though other properties such as diameter may 

shrink. Properties of interest also depend on the scope of analysis. Once the change has 

been defined, efficient ways to detect the change need to be developed, especially for 

large graphs. The analysis of the temporal behavior can be classified at three levels that 

are discussed below in detail. 
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Single Node Analysis: The behavior of the graph data can be modeled at the level of a 

single node, by monitoring the behavior of each node in the graph. For each single node 

that is labeled, properties based on its content, structure, and usage can be computed. For 

example, in the World Wide Web, over a period of time the content of the page 

represented as a node can change, indicating a change in the topic addressed by the 

Webpage. In addition, the structural significance of the node can be derived by computing 

properties that are purely structure based, such as in-degree, out-degree, or relevance 

ranking scores like authority score, hub score, or PageRank score. Usage data pertaining 

to a single node during a given time period is a reflection of its popularity. Such 

popularity tends to portray a trend that can help predict popular topics.  

Sub-graph Analysis: The changing sub-graph patterns also evoke interest. These sub-

graphs may represent different communities and abstract concepts that evolve over time. 

The idea of mining frequent sub-graphs has been applied with either a large graph or a set 

of small graphs as input [16]. However, the study of evolving graphs adds a temporal 

dimension to the study of sets of sub-graphs at different time instances. 

It can be seen that the mining of sequential patterns of sub-graphs might provide useful 

information in profiling the change behavior and could help to predict an upcoming trend 

or an abnormal behavior. These changes may occur due to a shift in the strategy of an 

organization or to the launch of a new product by an e-commerce site. Mining such 
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patterns poses interesting challenges to the research community, because of the need to 

develop algorithms that work efficiently despite the graphs’ large size and the number of 

such graphs that are needed to model the temporal behavior. 

Whole Graph Analysis: While single node analysis and sub-graph analysis tend to 

reveal specific information, analysis at the level of the whole graph reveals higher level 

concepts. The primary properties that have evoked interest in the research community are 

based on the average degree of the node, the diameter of the graph, and the degree 

distribution. 

The basic assumption is that the network is “growing,” and hence the nodes and edges are 

incremental in nature. The properties that are of interest may thus depend on the 

phenomenon being modeled and the analysis that needs to be performed. For some 

networks, such as email connections, the concept of connections within a given time 

frame will be the most appropriate model for understanding the behavior of traffic within 

the network. In such cases, the graphs may not be completely connected and can contain 

multiple components in a given time period. Also, certain properties, such as the number 

of components, the distribution of frequent sub-graphs, and so forth, may provide 

valuable information apart from properties such as order, size, and average degree. 

Desikan et al. [DS2004A] studied the behavior of Web-graphs over time. They observed 

that by clustering vertices of Web usage graphed over time it is possible to identify a 
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“concept” that is “popular” during a time period. Such trends are not evident either from 

pure Web structure–based or Web usage–based techniques. The interesting patterns were 

revealed when the graph was analyzed across time. Secondly, they proposed a time-aware 

relevance-ranking metric Page-Usage-Popularity, and showed that it was effective in 

detecting topics that were “recently popular” versus those that were “historically 

significant.”  

 

 

Figure 1. Clustering of Vertices of Web Usage Graphed Over Time. 
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Computational Issues: Given that this study deals with large graphs, computation of 

certain measures and properties can be done efficiently by partitioning the graph into 

smaller sub-graphs. Such partitioning may not only help to speed up computations due to 

the smaller size of the graph, but also to handle memory more efficiently. The key issues 

lie in finding an optimal way to partition a given graph. It may depend on the class of 

properties that are being measured. A related issue for evolving graphs is that of 

incremental computation in order to avoid re-computation on the whole graph when only 

a part of it has changed. There are two kinds of incremental computation: those that result 

in an approximate measure, and those that compute the exact measure. 

Storage Issues: Given that this study deals with large graphs, storage of such graphs also 

becomes an issue. It is imperative to devise optimal ways of partitioning the graph and 

storing it in different files so that the reading and computation of various properties are 

more efficient. For incremental computation, as discussed above, other challenges include 

the devising of optimal partitioning for incremental computation, and the development of 

optimal maintenance strategies for such partitions. 

Visualization: Visualization of large graphs that evolve over time is a challenge. The key 

issues are how to depict the change, and how changes at different levels (such as node, 

sub-graph, and whole graph) can be viewed. 
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1.4 First-Order Markov Measure 

Markov measures can be described as measures that are derived out of Markov models. 

The previous sub-section discusses in detail the various measures that have resulted from 

Markov models. Markov measures depend on the order of the Markov chain, since the 

order determines the number of past states that the system in its current state depends on 

to transition to a future state. Among the different kinds of measures that depend on 

Markov models, the measures that depend on the first-order Markov chain are popular 

due to their simplicity, ease of computation, stability, and better predictability.  

 

Figure 2. First-Order Markov Measure. 

Let Xi represent a state of a node x at time instance i. A first-order Markov measure can 

thus be defined as: 

Pr(Xn+1= B | Xn=x)Pr(Xn+1= B | Xn=x)

Pr(Xn+1= C | Xn=x)Pr(Xn+1= C | Xn=x)

Pr(Xn+1= D | Xn=x)Pr(Xn+1= D | Xn=x)

Pr(Xn+1= E | Xn=x)Pr(Xn+1= E | Xn=x)

Pr(Xn+1= B | Xn=A)Pr(Xn+1= B | Xn=A)

Pr(Xn+1= B | Xn=Y)Pr(Xn+1= B | Xn=Y)
B

C

D

A

E

Y

X

Pr(Xn+1=B) = Pr(Xn+1=B|Xn=A)*Pr(Xn=A) + 
Pr(Xn+1=B|Xn=Y)*Pr(Xn=Y) +
Pr(Xn+1=B|Xn=X)* Pr(Xn=X);
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Figure 2 illustrates the same for node B, where the probability that a node is in state B 

depends on the probability that the node was in state A, state X, state Y, and on the 

respective transition probabilities. 

1.5 Thesis Overview 

This section provides an overview of the thesis in three parts: the hypothesis, the scope, 

and the contributions. Each of these parts is discussed below in more detail. 

Hypothesis: “Computational efficiency of First-Order Markov Measures (FOMM) on 

large evolving graphs can be improved using work reduction techniques such as graph 

partitioning and incremental computation.” 

Scope: The scope of the thesis can be defined in terms of the class of computational 

techniques for efficiency and the measure of interest. Computational efficiency refers to a 

reduction in the overall time required to compute first-order Markov measures. This time 

reduction can be achieved in two ways: through parallel computing techniques and 

through work reduction techniques. This thesis focuses on work reduction techniques.  

 

)|Pr(),...,,|Pr( 111001 nnnnnn
xXxXxXxXxXxX ======= ++
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Figure 3. Roadmap of Thesis 
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While this dissertation addresses the class of first-order Markov measures, it focuses on 

PageRank as an example of such a measure.  This is because the benefits and applicability 

of PageRank are well understood, since it has been successful as a relevance measure for 

the popularity or importance of Webpages. The value of PageRank as a measure is that it 

reveals the authority of a vertex in a graph. In addition, PageRank is a relatively stable 

measure, because control of it is not in hands of a creator of a state in the Markov chain. 

While collaborative spamming of this measure, for example a “Google Bomb,” can be 

achieved, it is far more stable than degree-based measures such as out-degree, or other 

measures such as hubs and authorities, where the creator of a Webpage has control over 

the number of outgoing links and hence is able to influence any measure based on that 

number. Finally, the key reason for choosing an existing measure such as PageRank 

whose utility is well accepted is that it is computationally expensive to compute such 

measures in large graphs such as the Web.  

Contributions: The contributions of this dissertation are the development of models and 

techniques for the efficient computation of first-order Markov measures. The 

contributions can be summarized as follows: 

• Methodology for link analysis techniques: In this survey, a taxonomy for classifying 

the research on hyperlink analysis is introduced. Key dimensions, namely knowledge 

models, measures and algorithms, and analysis scope are identified. Each of these 
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dimensions is described in detail, and it is shown how they form the core components 

of any application of hyperlink analysis. Existing literature is classified in terms of 

this taxonomy, thereby illustrating where they are similar and where they complement 

each other. A rather pleasing consequence of the taxonomy is that it leads naturally to 

a methodology for applying hyperlink analysis to an application that has been 

described. 

• Theoretical model for partitioning graphs: The second contribution of this 

dissertation is to identify patterns of graph partitions for which any first-order Markov 

measure can be computed independently without having to compute the measure for 

the whole graph at once. A key challenge in identifying this model is that the measure 

of a particular state (or vertex) is dependent on the set of possible previous states 

(vertices pointing to the given vertex). Traditional graph partition algorithms aim to 

find an optimal partition that gives a minimum cut partition. However, a min-cut does 

not help when computing measures such as first-order Markov measures. 

• Divide and conquer computation: This dissertation proposes a divide and conquer 

strategy for the efficient computation of PageRank. This strategy is different from 

contemporary improvements to traditional graph partition algorithms in that it can be 

combined with any existing enhancements to PageRank, giving way to an entire class 
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of more efficient algorithms. The proposed approach outlines a method for identifying 

partitions in a given graph that adheres to the conceptual model mentioned above. 

• Incremental computation: This dissertation also proposes a method to incrementally 

compute PageRank for a large graph that is evolving. It should be noted that the rate 

of change for the Web-graph is rather slow compared to its size. This approach once 

again exploits the underlying principle of the partitioning mentioned earlier to 

incrementally compute PageRank for the evolving Web-graph. The approach has 

shown a significant increase in the speed of computational cost, as the computation 

involves only the (small) portion of the Web-graph that has undergone change. The 

approach is quite general, and can be used to incrementally compute (on evolving 

graphs) any metric that satisfies the first-order Markov property. 

• I/O efficient computation: Finally, this dissertation proposes I/O efficient techniques 

to compute first-order Markov measures on large graphs. The techniques proposed 

address computation for a large graph at a given time instance, and computation for 

an evolved graph. The techniques use the approaches of divide and conquer and 

incremental computation, in conjunction with a binning strategy, to handle I/O 

efficiency. The proposed approaches are generic and can be applied to any generic 

graph without the requirement of knowledge of the domain it represents.  
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Chapter No. Chapter Title  Key Associated Research Paper  

Proceedings: WebKDD 2004 1 Introduction 

Paper Title: Mining Temporally Evolving Graphs 

Proceedings: Semantic Computing Chapter 2008 2 Background and Related Work 

Paper Title: Link Analysis in Web Mining: Techniques and 
Applications 

Proceedings: ICWE 2006 3 Work Reduction Technique for Large Static 
Graph Paper Title: Divide and Conquer Approach for Efficient 

PageRank Computation 

Proceedings: WWW 2005 4 Incremental Computation on Large Evolving 
Graphs Paper Title: Incremental PageRank Computation 

Proceedings: WebKDD 2008 5 Improving I/O Efficiency 

Paper Title: I/O Efficient Computation for First-Order Markov 
Measures 

Proceedings: ICDM 2004 6 Case Study: Analyzing Network for Email 
Spam Detection Paper Title: Analyzing Network Traffic to Detect Email 

Spamming Machines  

Figure 4. Thesis Organization 



 
 

 

1.6 Thesis Organization 

The dissertation is organized as follows. This chapter primarily discusses the motivation 

behind this research. It provides an introduction from a graph-theoretic perspective to the 

study of evolving graphs, various properties of interest, and to growth models. It 

continues the discussion on evolving graphs by presenting various scopes of analysis and 

domain-specific scenarios, highlighting the importance of studying evolving graphs from 

an application perspective. The first-order Markov model is described, and the related 

first-order Markov measure is defined. The defined measure is the focus of the study of 

this dissertation. The hypothesis, scope, and contributions of the dissertation are 

summarized in Section 1.6. 

Chapter 2 provides a background on state-of-the-art link analysis techniques, a 

classification of such techniques, and a methodology to develop future techniques. In 

addition, the discussion points to the future directions that remain, leading to the focus on 

the challenges addressed in this dissertation. Chapter 3 presents the theoretical model for 

work reduction techniques and an approach to leverage the model and divide the graph 

into partitions for which computation can be carried out independently. Chapter 4 

addresses incremental computation on evolving graphs based on the principle discussed in 

Chapter 3.  Chapter 5 presents an algorithm to efficiently identify a partition from a given 

changed portion of a graph, and provides a detailed description of I/O efficient techniques 

that combine binning strategies for vertices with the divide and conquer approach and the 

incremental computational technique. A case study that highlights why the evolving 
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graphs and the measurement of first-order Markov measures on evolving graphs are 

useful is presented in Chapter 6. The final chapter presents the conclusions of this study 

and future directions for computational techniques, evolving graphs, and link analysis. 
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C h a p t e r  2   

LINK ANALYSIS FOR THE WEB: TECHNIQUES AND APPLICATIONS 

2.1 Introduction 

Link analysis is part of a broader research area in data mining known as Web mining, 

which is the process of applying data mining techniques to extract useful information 

from Web data. The types of data collected and utilized in Web mining include content 

data, structure data, and usage data [SCD+00]. The field of Web mining can therefore be 

divided according to these data types into three interrelated categories [SCD+00, 

KB2000]: 

• Web content mining is the process of extracting useful information from the contents 

of Web documents. The information may consist of text, images, audio, video, or 

structured records such as lists and tables. Closely related research areas that make 

use of Web content include Information Retrieval (IR) and Natural Language 

Processing (NLP). 

• Web structure mining is concerned with mining two types of structural data found in 

Web documents—anchor tag data, which define the links (or edges) in a Web-graph 
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between one or more Webpages (or nodes), and the tree-based HTML/XML tag data 

defining the layout of Webpages.  

• Web usage mining is the application of data mining techniques to discover 

interesting usage patterns from server logs (e.g., Apache, IIS). Usage data typically 

captures the identity or origin of Web users along with their browsing behavior at a 

Web site. Examples of usage data include IP addresses, URL references, and 

Webpage access times of the Web site visitors. 

The primary interest in link analysis is the sub-area of Web structure mining that utilizes 

anchor tag data, and hence the Web-graph created by a set of interlinked Web documents. 

However, link analysis can be further enriched by leveraging data from all the categories 

of Web mining. Some examples of how link analysis can be used—both with and without 

additional Web mining data—follow: 

• Assigning authority to a collection of Webpages. When combined with Web content 

data, authority can be subdivided according to content topics. 

• Understanding Web-graph structure through the examination of various graph 

patterns, such as co-citations, co-references, bipartite graphs, and so forth. 
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• Improving the efficiency of crawling—the process of indexing a collection of 

Webpages—by scheduling pages that need to be crawled before others, according to 

various link analysis–generated metrics. 

• Predicting user-browsing behavior and creating improved recommendation systems 

by combining link analysis with Web usage data. 

2.1.1 Web Structure Terminologies 

In general, the Web can be modeled as a directed graph containing a set of nodes 

connected by directed edges. A basic overview of terminology used in modeling a Web-

graph, as described by Broder et al. [B2000], follows: 

• Web-graph: A directed graph that represents the Web. 

• Node: Each Webpage is a node of the Web-graph. 

• Link: Each hyperlink on the Web is a directed edge of the Web-graph. 

• In-degree: The in-degree of a node, p, is the number of distinct links that point to p. 

• Out-degree: The out-degree of a node, p, is the number of distinct links originating at 

p that point to other nodes. 
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• Directed Path: A sequence of links, starting from a page p that can be followed to 

reach a page q.
1  

• Shortest Path: Of all the paths between nodes p and q, one containing fewest links. 

• Diameter: The maximum of all the shortest paths between a pair of nodes p and q, for 

all pairs of nodes p and q in the Web-graph.  

• Average Connected Distance: Average of the lengths of the shortest paths from node 

p to node q, for all pairs of nodes p and q [AJB99]. Broder et al. [B2000] observed 

that this definition could result in an infinite average connected distance if there is at 

least one pair of nodes p and q that have no existing path between them. They thus 

proposed a revised definition: “the average connected distance is the expected length 

of the shortest path, where expectation is uniform choices from a set of all ordered 

pairs, (p,q) such that there exists a path from p to q.” 

2.1.2 Related Work 

The past decade has seen a growing interest in the research on Web mining, and on link 

analysis in particular. Etzioni [E1996] first classified the area of Web mining using a 

process-centric view into three phases, namely resource discovery, information 

                                                
1 A link can be traversed in only one direction, i.e., from its source to its destination 
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extraction, and generalization. Cooley et al. [CMS97] took a data-centric approach to 

define and categorize Web mining based on the type of data, namely content, structure, 

and usage. This approach has gained in popularity and is widely accepted [SCD+00, 

KB2000]. Various overviews addressing different angles, such as the comparison of 

different data mining and statistical techniques [C2000], the importance of links and the 

interesting graph patterns that they form [ERC+00], and key link-based metrics [H2000], 

have been published.  

Each Webpage is associated with keywords that are found in in-links to that page. In 

existing methodologies, a Webpage is assumed to be equally knowledgeable of all such 

keywords. Thus, a major limitation of these (and similar) ranking algorithms is that they 

assume that a Webpage with high authoritative weight is very knowledgeable of all terms 

related to it. (This is known as topic drift [RD2002].) Philosophically speaking, a 

Webpage may not be equally informative about all related topics. Initial approaches to 

address this limitation include heuristic methods for differentially weighting links 

(Chakrabarati et al. [CDG+98]; Bharat and Henzinger [BH1998]). Haveliwala [H2002] 

proposed a modified PageRank algorithm, called topic-sensitive PageRank. In this 

approach, ranks are computed separately for each topic, thus each page has a vector of 

authoritative weights for all topics found in it. The main disadvantage of this approach is 

that it assumes independence of topics; i.e., a particular topic is uncorrelated to every 
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other topic, therefore separate ranking is assumed to be sufficient. In addition, the issue of 

topic identification from the Web-graph was not addressed in their approach and instead 

topics manually selected from Open Directory Project (http://www.dmoz.org/) were used. 

Richardson and Domingos [RD2002] proposed a query-dependent PageRank approach 

that removed the assumption of the random surfer from the PageRank algorithm. 

However, for scalability, their query-dependent PageRank is computed separately for 

each term, thus assuming the terms are independent As a side note, Richardson and 

Domingos' approach was the PageRank analog of Cohn and Hoffman's [CH2001] 

probabilistic variation for the HITS algorithm.  

Rafiei and Mendelzon [RM2000] proposed a process to determine the topics on which a 

Webpage is considered to be authoritative. Their approach was based on modifying the 

HITS algorithm to simultaneously rank Webpages as well as identify topics based on link 

information. Xue et al. [XCM+03] showed how implicit relationships between Webpages 

can be captured by using user access patterns and then using ranking algorithms. Other 

approaches to PageRank computing are related to personalizing search results using user 

behavior (profile), such as a scaled personalization that utilizes users’ bookmarks (Jeh and 

Widom [JW2002]); a user-feedback based authorities list (Chang et al. [CCM00]); and 

query chains based on the sequence of users’ search queries (Radlinski and Joachims 

[RJ2005]). Similar issues related to link analysis can also be found in [DDS2009]. 
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2.2 Knowledge Models 

Most research in link analysis starts with a basic model upon which different measures 

are applied, and the targeted application objective is achieved by a more specific 

computation technique or algorithm. These models either relate to the basic information 

unit or the Web property that is the focus of the application. 

2.2.1 Graph Models 

In this section, the discussion revolves around the fundamental graph patterns that 

represent different fundamental concepts and serve as information units while mining the 

Web. These patterns can be classified based on whether a single node is involved or 

multiple nodes participate in the pattern. Link analysis literature points to the following 

fundamental patterns that form the basis for most further analysis: 

Single Node Models: Single Node Models are graph structures consisting of a single 

node and the links pointing to or away from it.  

 

 

Figure 5. Single Node Models. (a) represents a pure authority page. (b) represents a 
pure hub page. (c) represents more a typical Webpage that will have both a hub score 
and an authority score associated with it. 
 

(a) (b) (c) 
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Authority: An authority page is a Webpage that is pointed to by a set of other related 

Webpages.  

Hub: A hub page is a Webpage that points to a set of other related Webpages. A good hub 

is a one that points to many good authorities, while a good authority is one that is pointed 

to by many good hubs. The notion of hubs and authorities was first introduced by 

Kleinberg  [K1998]. Knowledge models for a single page are often used to determine the 

quality of a Webpage [PBM+98, LM2000, RM2000]. 

 

 

Figure 6. Multiple Node Models with simple structures. They have also been discussed in 
[ERC+00] as graph patterns. 
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Multiple Node Models: Multiple Node Models deal with graph structures that contain a 

set of nodes and the links that connect them. Some of these graph structures or patterns 

have also been discussed by Efe et al. [ERC+00]. Examples of these models are given in 

Figure 6. 

Direct Reference: A direct reference refers to a situation where a node A is pointed to 

directly by an adjacent node B. In Figure 2(a), “B” is directly referred by “A,” indicating 

that “A” and “B” may address a common topic and may be related. 

Indirect Reference: An indirect reference refers to a concept whereby node A is pointed to 

or referred directly by an adjacent node B and node B is pointed to or referred directly by 

another adjacent node C. In this scenario, node A is said to be indirectly referred by node 

C. In Figure 2(b), “A” directly refers “B” and “B” directly refers “C.” Thus, “A” 

indirectly refers “C,” indicating that “A” and “C” could be related.  

Mutual Reference: When two nodes A and B point to each other directly, then they are 

said to mutually reference each other. This also indicates a strong relevance between the 

two pages. In Figure 2(c), “A” and “B” mutually reference each other.  

 Co-citation: When a node A points to two other nodes B and C, then node A is said to be 

co-citing node B and node C. On the Web, such co-citation intuitively could indicate a 



 

29 
 
 
 
 
 
 

similarity between page B and page C. In Figure 2(d), “A” is co-citing “B” and “C.” 

Thus, it is possible that “B” and “C” have some similarity. 

Co-reference: When two nodes B and C point to a node A, then node A is said to be co-

referenced by node B and node C. On the Web, such co-citation intuitively indicates a 

possible similarity between page B and page C. In Figure 2(e), “C” is co-referenced by 

“A” and “B,” suggesting possible relatedness between “A” and “B.” 

Directed Bipartite Graph: A graph whose node set can be partitioned into two disjointed 

sets F and C, where every directed edge in the graph is from a node u in F to a node v in 

C. 

Complete Bipartite Graph: A bipartite graph that contains all possible edges between a 

vertex of F and a vertex of C. 

Bipartite Core: A core (i, j) is a complete directed bipartite sub-graph with at least i nodes 

from F and at least j nodes from C. With reference to the Web-graph, the i pages that 

contain the links are referred to as fans and the j pages that are referenced are the centers. 

Fans and centers in a bipartite core are viewed as hubs and authorities in the Web-graph. 

For a set of pages related to a topic, a bipartite core can be found that represents the hubs 

and authorities for the topic. Hubs and authorities are important since they serve as good 

sources of information for the topic in question. 
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(c) 

Figure 7. Multiple Node Models with more complex structures. (a) fans (F) or hubs (left 
nodes) and the centers (C) or authorities (right nodes). (b) Bipartite graph. In (c), Web 
Communities as defined by Flake et al. [FLG00] 

 

 

F 
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Community: The community is a core of central authoritative pages linked together by hub 

pages [GKR98]. It has also been defined as a collection of Webpages such that each 

member node has more hyperlinks (in either direction) within the community than outside 

the community [FLG00].  

Markov Models: The Web-graph is viewed with nodes as a set of states, and edges as 

state transitions. The set of states and transitions can be modeled using a Markov Model. 

The underlying principle of an “m” order Markov chain is that given the current state of a 

system, the evolution of the system in the future depends only on the present state and the 

past “m-1” states of the system. First-order Markov models have been used to model the 

browsing behavior of a typical user on the Web. PageRank [PBM+98] and Randomized 

HITS [NZJ01] use the random walk process based on the Markov model. The user 

randomly chooses to either jump to a new page or to follow a link—out-link in the case of 

PageRank, and in-link or out-link depending on the time-step in the case of the 

Randomized HITS approach. Other approaches, e.g., SALSA [LM2000], have also 

incorporated the Markovian random walk. Zhu et al. [ZHH02] use Markov chains to 

predict links for adaptive Web sites. The modeling of a Web surfer’s activity based on 

Markov models, which essentially involves traversing links, has been used significantly in 

link analysis. 
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2.3 Measures and Algorithms 

This section discusses some of the more popular and interesting link analysis techniques 

in the Web domain, where hyperlink information has been useful in describing everything 

from the properties of a single Webpage to the entire Web-graph of the Internet.  

2.3.1  HITS: Hubs and Authorities in Web Search 

Hubs and authorities, as mentioned earlier, together constitute a bipartite graph that has 

directed edges linking hubs to authorities. The computed hub and authority scores for 

each Webpage indicate the extent to which that page serves as an authority on a topic, or 

as a hub which can reference good authority pages. These scores are computed using the 

HITS algorithm [K1998], described in more detail below. This procedure is done after 

retrieving a set of candidate Webpages, however. Prior to that, a query is first issued to a 

search engine and a set of relevant documents is retrieved, called the root set. The root set 

is then grown to include the in-link and out-link Webpages of the Webpages in the root 

set. This expanded set is called the base set. An adjacency matrix, A, is formed such that 

if there exists at least one hyperlink from page i to page j, then Ai, j = 1, else Ai, j = 0. The 

HITS algorithm is then used to determine the hubs and authorities scores. 
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Algorithm 1. HITS Algorithm 

The HITS algorithm is shown above, and can be described as follows: let A be an 

adjacency matrix such that if there exists at least one hyperlink from page i to page j, then 

Ai, j = 1, else Ai, j = 0. The vectors a*
 and h

* correspond to the principal eigenvectors of AT
 

A and A A
T. The stability of the HITS algorithm in response to small perturbations 

[NZJ01, PBM+98] is determined by the eigengap of S, which is defined as the difference 

between the largest and second largest eigenvalues. The authors found the HITS 

algorithm to be less stable than that of Google’s PageRank, and [NZJ01, PBM+98] 

propose two modifications to HITS to address this issue. 

The first modification, an algorithm called Randomized HITS, introduces a bias factor 

based on time-steps (odd or even) to determine authority and hub scores. It can be viewed 

HITS Algorithm 
 
Let a be the vector of authority scores and h be the vector of hub 
scores 
A = [1,1,….1], h = [1,1,…..1] ; 
do 
 a=A

T
h; 

 h=Aa; 
 Normalize a and h; 
while a and h do not converge (reach a convergence threshold) 
a

* = a; 
h

* = h; 
return a*, h* 
 

The vectors a* and h*represent the authority and hub weights 
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as a random surfer tossing a coin with a bias, ∈. This bias is the probability that, at any 

point in time, the surfer will jump to a new page chosen uniformly at random. With a 

probability 1-∈, the surfer will follow an out-link if it is an odd time-step, and will 

traverse an in-link if it is an even time-step. The authority weight of the page is the chance 

that a surfer visits that page at an odd time-step t. The second algorithm is called 

Subspace HITS, and it asserts that hub and authority scores are determined by the 

subspace spanned by the eigenvectors, rather than the individual eigenvectors themselves. 

The bias factor (or subspace) generated by the eigenvectors is considered more stable in 

response to perturbation than the original HITS algorithm. 

In general, HITS has been found to be successful for queries regarding topics that are 

well-represented in the Web in terms of linkage density. Often, when a query regarding a 

more focused topic is issued, HITS returns results for a more general topic. As a result, 

topic drift becomes a problem since the user issuing the query “drifts” away from the 

specific topic described in the query.  

HITS has also been researched and extended by other researchers. Chakrabarti et al.. 

[CDG+98] modified Kleinberg’s hub and authority scores by using text-based weights in 

the adjacency matrix while calculating the scores. Bharat and Henzinger [BH1998] 

suggested that edge weights should be modified such that if k edges on a document on the 
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first host point to a single document on the second host, each edge is given an authority 

weight of 1/k. Similarly, if a document on a host is pointing to l documents on another 

host, then each edge is given a weight of 1/l. This addresses the problem of “mutually 

reinforcing relationships” between hosts. The CLEVER project at IBM [CLEVER] has 

enhanced the original HITS-based measures and used this enhancement for link-driven 

applications, such as Web crawling, Webpage categorization, and the identification of 

Web communities.  

2.3.2 PageRank 

PageRank is a well-known algorithm for ranking hyperlinked documents, and was 

developed by Larry Page and Sergey Brin [PBM+98] as the backbone of their then-

fledgling search engine, Google [GOOG, BP1998]. The key idea behind PageRank is that 

a page’s rank is proportional to the sum of the ranks of its in-linking pages. Put another 

way, the most highly-ranked Webpages will have a large number of highly-ranked 

Webpages linking to them. More formally, the rank of a page p can be written as follows: 

( ) ( ) ( )
( )( )
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∈∀ pInlinksq qOutDegree

qPR
d

N

d
pPR

1
 (1) 

Here, N is the number of nodes in the Web-graph, q is a Webpage corresponding to an in-

link of p, and Out-degree(q) is the number of outgoing links from page q.  
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Intuitively, this approach can be understood as a stochastic analysis of a random walk on 

the Web-graph. In this model, a surfer browses Webpages by clicking on links until he or 

she becomes bored and chooses a different Webpage at random from bookmarked pages, 

or by typing in a URL. The first term in the right hand side of the equation, (1 – d)/n, 

corresponds to this event—that the Web surfers stops clicking links and chooses another 

page at random. Naturally, the second term pertains to the former behavior—that the 

surfer continues to browse by clicking links. Additionally, the second term formalizes the 

prior statement that highly-ranked Webpages will be linked to by other highly-ranked 

Webpages, and for such Webpages, this term essentially corresponds to the probability 

that a random surfer will arrive at page p from any source (as the first term is constant). In 

both terms, d, the dampening factor, is present and is the probability that any random 

surfer at page p will continue to traverse links on that page instead of choosing another 

URL at random.  

The popularity and utility of PageRank has inspired research, which has led to several 

interesting studies and/or modifications. Haveliwala [H1999] discussed efficient methods 

to scale the implementation of PageRank using large graphs on machines with limited 

memory. The stability of PageRank and other ranking metrics was discussed in a number 

of studies [NZJ01, BRR+01, PBM+98]. The authors found that as long as Webpages with 

high PageRank scores are not modified or perturbed (i.e., either more links are added or 
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certain links removed), the PageRank scores resulting from such 

perturbation/modification will not be significantly different from the original scores. This 

stability under perturbation is due to the modeling of a surfer arriving at a page “out of the 

blue” (i.e., typing in a URL, or choosing a bookmark, of a page chosen at random from a 

uniform distribution). 

As mentioned previously, the PageRank algorithm is based on the random surfer model, 

which is implemented as a Markov chain (or random walk). To do this, the PageRank 

measure is computed iteratively for a given Web document corpus. This can also be done 

using matrix computations similar to the HITS algorithm. However, the difference lies in 

the entries of the matrix A, which, in PageRank, contains transition probabilities. An (i, j) 

element in the matrix represents the probability that the link from page i to page j will be 

chosen. As such, for the initial values, the element (i, j) = 0 if there is no link from page i 

to page j, else it is 1/Out-degree(i), where Out-degree(i) is the out-degree of page i as 

defined in the PageRank equation above.  
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Algorithm 2. Basic PageRank Algorithm 

2.4 Applications of Link Analysis 

Link analysis has been used in a wide variety of applications, including Webpage ranking, 

Web crawling, Web community identification, recommendation systems, and browsing 

personalization. Here several applications of link analysis will be described, as well as 

some potential applications made possible by Web 2.0. 

2.4.1 Webpage Ranking 

Perhaps the most well known of all link analysis applications is that of Webpage ranking. 

To do this, Markovian techniques such as PageRank or HITS are applied to a Web-graph 

until the probability distribution over the set of all Webpages in the corpus stabilizes. 

The PageRank Algorithm 

Set PR ← [r1, r2, …..rN], where ri is some initial rank of page I, and N the number 
of webpages in the graph; 

 d ← 0.15; D ← [1/N…….1/N]T; 
 A is the adjacency matrix as described above; 
 do 

  PRi+1 ← AT
*PRi ; 

  PRi+1 ← d* PRi+1 + (1-d)*D; 

  δ ← || PRi+1 - PRi||1  

 while δ < ε, where ε is a small number indicating the convergence threshold 

 return PR. 
 
The vector PR represents the global ranking of all the N webpages in the Web-
graph. 
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Each Webpage’s probability corresponds to its PageRank. During a search, Webpages 

containing the search query terms are returned in descending order of these probabilities. 

2.4.2  Fraud Analysis 

Fraudulent attempts to unjustly obtain property on Web sites have been increasing. 

Although a great deal of effort has been expended in investigating and preventing Internet 

fraud, criminals have shown they are also capable of quickly adapting to existing 

defensive methods and they continue to create more sophisticated ways of perpetrating 

fraud. Much Internet-based fraud is carried out cooperatively with multiple associates. 

For example, in online auction shilling, fake customers (who are associates of a 

fraudulent seller, also known as “shills”) pretend not to have any connection with the 

seller and raise the bid price so that the seller's item is sold at a higher price than its real 

value. Alternatively, a seller can replicate this process alone by using multiple accounts, 

each associated with a different computer with its own IP address, and pretend to be 

different bidders.  

In order to detect such fraudulent activity, link analysis can be used to uncover latent 

relationships between associates by finding sub-graphs of similar topology. Since a 

number of frauds may be perpetrated by the same group of associates, identifying similar 

fraudulent activity is possible using these techniques. 
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2.4.3 Knowledge Modeling 

Compact structures for capturing information entities, such as topics and the relationships 

between them, can be efficiently represented as directed or undirected graphs. 

Additionally, in the Web domain, it is possible to use link analysis to combine this graph-

based topic information with the traditional Web-graph by assigning a node to each 

unique Webpage/topic combination existing in a document corpus. This is accomplished 

by applying the rule retention/deletion principles from association rule analysis for graph 

pruning. Ranking methods such as PageRank or HITS can be run on the resulting graph, 

which can be used for Web search and recommendation systems. Thus, it is inherently 

well-suited to the problem of finding topical authorities given a particular topical context. 

2.4.4 Semantic Web and Social Networks  

Semantic Web is an enabling technology for capturing the knowledge models of social 

networks. They complement each other to provide a very useful tool to manage the social 

information and beliefs of people and their interactions. Hope et al. [HNT06] discuss a 

mechanism to integrate data from various sources on the Web, such as using Web mining 

to extract social network information, or using communication logs and actor profiles 

from social network sites such as Orkut or Friendster. 
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Figure 8. Integration of Data Sources for Social Networks. 

Two of the key prominent projects in this field are the Friend-of-a-Friend (FOAF) project 
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standard mode of knowledge representation and sharing. The missing links between RDF 

documents do not provide an efficient way to summarize and understand the social 

models. Semantic Web also has a lot of noise that needs to be cleaned before any rigorous 

analysis can provide a high utility value. Another key challenge is the integration of the 

trust networks and knowledge authority of topics. Mika [M2005] discusses the Flink 
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2.4.5 Criminal Network Analysis  

Knowledge gained by applying Social Network Analysis (SNA) to criminal networks aids 

law enforcement agencies in fighting crime proactively. Xu and Chen [XC2005] provide 

a good overview of the challenges and the current state-of-the-art technology in criminal 

network analysis from a data mining and a social networks perspective. Although 

criminal networks are large and dynamic, they are characterized by uncertainty. There is 

often a need to integrate information from multiple sources (criminal incidents) to 

discover regular patterns of structure, operation, and information flow. The covert nature 

of criminal networks leads to insufficient, inconsistent, and sometimes conflicting data. 

This leads to challenges in data pre-processing. Data mining helps to identify the 

existence of communities and patterns of communication within these communities. 

Social networks provide complementary information to determine the importance of the 

interactions and the relevance of individual persons in the network, using measures such 

as betweeness and centrality. However, computing SNA measures like centrality is NP-

hard, and various approximation techniques have been developed [CKS02]. A key 

challenge in this area is the visualization of networks. Xu and Chen [XC2005] discuss 

some of the existing tools. It is also believed that some of the visualization tools, such as 

Naviz [PPT+02], that have been developed for the Web can be used in this domain to 

analyze large scale data. 
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2.5 Methodology for Hyperlink Analysis 

The methodology for using hyperlink analysis for a particular application can be 

described as the following sequence of steps: 

• First, the needs of the application need to be analyzed to determine the type of 

information it needs from hyperlink analysis. For example, the Web search 

application requires that pages that are relevant to a user query be ranked in some 

order of importance. The information model here is a ranked list of URLs. In some 

cases, a process model may be required in addition to the information model. 

• Next, the metric(s) that need to be calculated to quantify various aspects of the 

information model must be determined. For example, for Google, the metric is 

PageRank, while in the HITS approach, it is HubScore and AuthorityScore. As newer 

applications of hyperlink analysis are discovered, new metrics will have to be 

developed to suit their needs. 

• Then algorithms to compute the selected metrics need to be selected/designed. The 

Google approach uses a (bounded scope) graph traversal algorithm to compute the 

PageRank metrics of pages relevant to a user query. The HITS approach has 

developed a new algorithm called Hypertext Indexing and Topic Selection (HITS), 

which primarily uses the algorithm to compute eigen values of large sparse matrices. 
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Hyperlink analysis metrics and algorithms for computing them are intimately tied 

together, and each time a metric is designed, there will usually be a need to design an 

algorithm for it. 

• Next, the analysis scope relevant to the application must be determined. The choices 

are single page level, groups of pages and links, or an entire graph. Similar analysis 

can be done with varying scopes for different applications. 

• Finally, it must be decided if hyperlink analysis is to be done by itself, or in 

conjunction with Web content and Web usage analyses. If the latter, then the results 

must be integrated. 

Following such an approach can help to better leverage the growing body of techniques 

and experiences with hyperlink analysis. The survey “Hyperlink Analysis,” by Desikan et 

al. [DSK+02], presents a detailed classification of literature using such a methodology.  
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C h a p t e r  3   

WORK REDUCTION TECHNIQUE FOR A LARGE STATIC GRAPH.  

3.1 Introduction 

As evident from the discussions in previous chapters, graphs are a common way to 

represent interactions and relationships between various objects. The growth of the 

technology sector, especially the Internet, has enabled users to collect huge amounts of 

data with relative ease. This is largely because of the World Wide Web. Webpage 

creation, crawling mechanisms, and cheap disk space have enabled the generation of large 

graphs. While the sizes of these graphs grow, the key properties of interest of such graphs, 

such as node relevance, remain the same for applications such as search engines.  

Problem Definition: Given a large graph G<V, E>, to develop a work reduction 

technique for efficient computation of first-order Markov measures such as PageRank. 

Principal idea: Partition the graph into subgraphs such that computation on each such 

partition can be done separately to save on the overall computation cost.



 
 

 

 

This chapter is organized as follows. Graph partitioning techniques are reviewed in 

section 3.2 and highlight the drawbacks of current techniques in order to address the 

problem under consideration. Section 3.3 talks in detail about how the graphs were 

partitioned based on the criteria. Section 3.4 presents the experimental results.  

3.2 Traditional graph partitioning techniques 

Graph partitioning has been used traditionally to leverage parallel-computing techniques. 

This is so that a given large graph can be partitioned in a way to minimize the 

dependencies between the vertices of different partitions with a goal of optimizing 

parallel computation. Various kinds of balancing constraints are applied while 

determining the partitions [GGK+03, SKK02]. Given a graph G =<V, E>, where V is the 

set of vertices and E the set of edges, this determines the connectivity between the nodes. 

Both vertices and edges can be weighted, where |v| is the weight of a vertex v, and |e| is 

the weight of edge e. Then, the graph partitioning problem consists on dividing G into k 

disjointed partitions. The goal is to minimize the number of cuts in the edges of the 

partition, and also to reduce the imbalance of the weight of the subdomains. The weight 

of a subdomain is the sum of the weights of the vertices allocated in it.  

Optimal graph partitioning problem is NP-hard [GJS74]. Hence, research in this area has 

resulted in heuristic based approximate algorithms that can be applied to large graphs. 

Graph partitioning algorithms can be classified into Sequential and Parallel Algorithms 
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[Fjä98]. While some sequential algorithms tend to give high-quality partitions, they also 

tend to be too slow for large graphs. This has led to the development of a number of 

parallel algorithms for graph partitioning. Most early graph partitioning techniques 

focused on graphs that represent finite element meshes. Such graphs tend to have a 

uniform degree distribution and do not represent the scale free nature of networks such as 

social networks, Web-graph, citations, and so forth. Abourjeli and Karypis [AG2005] 

addressed the issue of partitioning power-law graphs using a multi-level partitioning 

technique.  

However, most of the research in graph partitioning algorithms has either addressed 

graphs with uniform degree distribution or with undirected graphs. The constraints of the 

computation of first-order Markov measures for graph partitioning have not been 

particularly addressed by any of the existing literature. The goals of partitioning for 

computing first-order Markov measures are different than the goals of the minimum cut 

approach. The key goal is to identify a partition (which is referred to as a “red” patch) 

such that there are no incoming links to that partition from any other partition. The 

optimization criteria would be to obtain as many such partitions (red patches) and 

minimize the partitions (which are referred as “yellow patches”) that have incoming 

edges but no outgoing edges to other partitions. This dissertation provides a partitioning 

approach that results in a set of red patches and yellow patches. While this approach does 
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not necessarily guarantee an optimal partition, it provides a mechanism to improve the 

computational cost significantly. 

3.3 Divide and Conquer Approach 

The proposed approach makes use of the fact that the PageRank is based on a first-order 

Markov model. To summarize the model presented in Chapter 3: If a vertex belonging to 

one set cannot be reached from a vertex belonging to any other set, then the score on this 

vertex would depend only on the vertices of the set to which it belongs. This is because in 

a first-order Markov model, the present state depends upon one previous state, and to 

arrive at the present state, it is imperative to have an incoming link from a previous 

vertex. This leads to the idea that the PageRank of the vertices belonging to a set A does 

not depend on the PageRank of the vertices from another set B if there is no incoming 

links from vertices in set B to vertices in set A. In such a scenario, the PageRank of 

vertices in set A (referred to as a “red patch”) could be computed independently of the 

PageRank of vertices in set B (referred to as a “yellow patch”).  



 
 

 

 

Figure 9. Overview of Work-Reduction for First-order Markov Model Measure.
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The above criteria is used to divide the graphs into partitions of “red patches” and “yellow 

patches.” Once graph is partitioned into sets of “red patches” and “yellow patches,” one 

can then compute the PageRank of vertices in the “red patches” independently and follow 

it with the computation of the PageRank for vertices in the “yellow” patch. Such an 

approach has two advantages. First, it reduces the size of the problem by reducing the size 

of the graph into smaller subgraphs of “red patches” and “yellow patches.” Such a 

reduced problem size helps in fitting the graph in the main memory without requiring a 

machine of high RAM capacity. Second, since the computation of “red patches” can be 

carried out independently, this process can be parallelized, leading to further optimization 

and saving on computation time. However, parallelization issues are not dealt with in this 

dissertation.  

3.4 Theoretical Concepts 

Let us consider a graph, EVG ,= . The idea is to partition graph G into components, 

G1, G2,……., Gk , such that: 
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For PageRank, which is based on a first-order Markov model, further constraints apply 

that prevent the cyclic flow of information, such as for a given partition, Gi: 
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Such a partition, Gi corresponds to the definition of a “red patch” described earlier. In 

Figure 9, the graph G is partitioned into four partitions such that GR1, GR2, GR3 correspond 

to the “red patches” discussed earlier. GY corresponds to the “yellow” patch.  

The discussion will now describe the scheme to compute PageRank on such a partitioned 

graph. Let a graph be partitioned into k “red patches,” GR1 to GRK, and a single yellow 

patch GY. The edges from the “red patches” to the “yellow patch” (represented as dotted 

edges in the figure) form the set Epartition. In a given “red patch,” GRI , let the vertices 

(represented by annular circles in the figure) that are the source end of an edge belonging 

to Epartition be denoted as Vborder,RI.  

Let us define a graph, G’ such that: 
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Figure 10. Activity Diagram for Divide and Conquer Approach. 
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This G’ corresponds to the yellow patch. The PageRank for the whole graph G can now 

be computed by computing PageRanks independently for all individual “red patches” GR1 

to GRK and then computing for the graph, G’ as defined above. 

3.5 Methodology 

Figure 2 presents the overall methodology for computing PageRank on single large static 

graph. The first key step is to partition the graph and extract patches that have the 

properties described in the previous sections. Ideally, the user is free to design and use 

any patch extraction algorithm, provided the patches extracted have the desired 

properties. A key point to be noted about patch extraction is that it can be pipelined along 

with the crawling or with a pre-processing step.  However, there is an approach that 

would have a minimal cost to extract patches, though we do not guarantee that the 

extracted patches represent the optimum patch extraction for PageRank computation as a 

whole. The steps of the algorithm are illustrated in the figure.  

Consider that there are three sets of vertices colored red, yellow, and black. Red colored 

vertices are those which belong to a red patch. Yellow colored vertices belong to a yellow 

patch. The black colored vertices are the unexplored vertices. I will now describe in steps 

how to extract red patches and yellow patches.  



 
 

 

 

Figure 11. Red Patch Identification. 
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• Step 0: Initially, since all the vertices are unexplored, there are no red and yellow 

colored vertices, and all the vertices in the graph are colored black.  

• Step 1: Randomly pick a black colored vertex. 

• Step 2: Perform a reverse BFS on this vertex—i.e. explore all the ancestors of this 

vertex by traversing along the incoming links. Color all the black vertices that 

encounter red. The reverse BFS does not stop until no further traversal is possible 

or a red vertex is encountered. 

• Step 3: Label this set of red vertices as a red patch. Select all “peripheral” 

vertices—i.e. vertices in this red patch that have edges crossing over to any 

vertex(s) outside this red patch.  

• Step 4: Perform a normal BFS on each of the peripheral vertices, coloring all the 

black vertices encountered as yellow. Each of the BFSs continue until no further 

traversal is possible or a yellow vertex is encountered. It is not possible for any of 

the BFSs to encounter a red vertex. Thus, one colors all the descendents of each of 

the peripheral vertices yellow.  

• Step 5: At this point, there is a red patch surrounded by a yellow patch region. 

Repeat the entire procedure from Step 1–4 (Steps 1–4 are illustrated in Figure 3), 



 

56 
 
 
 
 
 

each time extracting a different red patch, until all the black vertices are exhausted. 

Note that in step 2 it is neither possible to encounter a red vertex from a previously 

extracted red patch nor a yellow colored vertex. Also in step 4, it is not possible to 

encounter a red colored vertex from a previously extracted red patch; however, one 

may encounter a yellow vertex. It is observed that the red patches extracted in steps 

1–5 contain a small fraction of the vertices in the graph. An ideal situation would be 

one where the entire graphic partitioned into equal sized red patches—i.e. no 

yellow patch. This is because PageRank is computed for the red patches in parallel, 

and the more the vertices in the red patches, the more will be the gain in efficiency. 

Even though the ideal situation may not be realized, it is still desirable to include as 

much possible of the graph as red patches. Therefore, the second part of the 

algorithm expands the size—i.e. includes as many vertices as possible in the above 

obtained red patches. 

• Step 6: Pick a red patch, call it R. 

• Step 7: Perform a reverse BFS on each of the yellow colored children of the 

peripheral vertices of this red patch. If during the process of traversal, a red vertex 

belonging to red patch R is encountered, then all the vertices encountered so far are 

colored red and included in the red patch R. If a red colored vertex from some other 

red patch is encountered, then the red patch R cannot be expanded along this path 
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and the reverse BFS is abandoned, leaving all vertices as they were. If one 

encounters a dead end—i.e. a yellow vertex with no incoming links—then again all 

vertices encountered so far are colored red and included in the red patch R. 

 

Figure 12. Red Patch Expansion. 

• Step 8: Perform Steps 6 and 7 for each red patch (Steps 6–7 are illustrated in figure 

4).  
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• Step 10: Return the list of red patches and the yellow colored vertices. These are 

then used for parallel PageRank computation as explained earlier. 

After patch extraction, the graph can be treated for dangling vertices by adding a self-loop 

to each dangling vertex, or one may also choose to delete these vertices. The first option 

will have no effect on the patches extracted. The second option may result in certain 

vertices being deleted; however, it will not result in a situation where the properties of the 

patches extracted are violated. One may also choose to perform these operations before 

the patch extraction process. Adding edges from a dangling vertex to every other vertex 

has an adverse effect on the partitioning scheme. In such a case, every vertex will have an 

incoming link from a dangling vertex. Therefore, every red patch will have to contain 

these dangling vertices. Since all red patches are disjointed, it is not possible to have more 

than one red patch. Therefore, in spite of its popularity, this technique for handling 

dangling vertices will not work with the partitioning scheme. 

A good partitioning scheme would be one with patches of a good profile. A good profile 

is a set of patches that maximize the total number of vertices included in red patches, 

minimize the size of the largest red patch, and minimize the skew in the red patch sizes. 

Note that the patch extraction algorithm presented does not necessarily result in an 

optimal patch extraction for PageRank computation. For instance, no steps are taken to 

prevent skew in the red patches sizes. Also note that the profile of the patches (i.e. 
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properties such as number of patches, sizes of patches, and skew in patch size) that are 

extracted from a graph depends on the black colored vertices that are picked in step 1. In 

this case, it was chosen to pick a vertex randomly. This is because there may be a more 

optimal or “intelligent” picking scheme to come up with better patch profile when 

compared to a random one such as the one presented in this paper. 

3.6 Experiments and Results 

In this section, the results for the graph partitioning scheme for a static single graph are 

presented. The experiments were conducted in a machine with an i686 processor running 

Linux, with 1 GB RAM. These experiments were conducted on synthetic and real 

datasets. The synthetic data was generated using GTGraph generator [BM2006]. Two 

kinds of graphs were generated: Power law graphs and Random graphs. Input Parameters 

varied for the data including the Order (V) and Size (E) of the graph. The real dataset 

consisted of the link graph for the http://www.cs.umn.edu website. The graph contained a 

total of 52,183 edges and 12,209 vertices. Prior to partitioning, dangling vertices were 

taken care of by adding self-loops to each of them. 

A convergence threshold of 10–8 and a dampening factor of 0.1 for all PageRank 

computations were used. To examine the experimental accuracy, the L1-norm was 

computed for the PageRank score vectors returned by the two methods, which was found 

to be an average less than 10–4. The small error may have been the result of numerical 
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computing issues, and may also depend on the number of iterations and the convergence 

rate when computed as a whole graph versus a computation for convergence as a small 

subgraph. 

The experiments on the synthetic datasets reveal that the time required by the work 

reduction technique is more pronounced when the graph is small. In addition, as the size 

of the graph increases, the percentage reduction increases, even though there is a 

reduction in computational time. This is due to the formation of small red patches and a 

large red patch. It was noticed that as the edge size was increased in the generator and 

specified the number of nodes, the density of the power-law graph increased, and hence 

the size of the yellow-patch remained large and dominated the computational cost. 
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Figure 14. Performance Comparison with Increasing Order for Random Graphs. 
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The parallel PageRank computations for a Static Single Graph were again run on the link 

graph for http://cs.umn. The results were simulated for a parallel execution by using the 

maximum of the runtimes of the PageRank computations of all red patches in place of the 

runtime of computing PageRank of all red patches in parallel. This is a valid assumption, 

as there was no process intercommunication.  

 

Figure 15.  Performance Comparison with Increasing Size for Power Law Graphs. 
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The results on the real dataset that represents the computer science website confirm the 

findings from the experiments on the synthetic dataset that the work reduction technique 

is faster, but the effect of time-reduction gradually reduces as the size of the graph 

increases and the size of the yellow patch dominates the computation cost. 

3.7 Conclusions 

In this chapter, a “divide and conquer” approach was provided for the purpose of 

partitioning a graph in order to enable efficient computation for measures and metrics 

based on the first-order Markov model. In addition, a theoretical framework to 

demonstrate how such a partitioning scheme can be used to divide the problem into 

smaller problems was presented. The experimental results show that such an approach 

improves the computation over using naive algorithms by a significant amount. 
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C h a p t e r  4   

INCREMENTAL COMPUTATION ON LARGE EVOLVING GRAPHS 

4.1 Introduction 

An important dimension of Web mining is the evolution of the Web-graph. The Web is 

changing over time, and so are the interaction of users on (and with) the Web, suggesting 

the need to study and develop models for the evolving Web Content, Web Structure and 

Web Usage. The study of this evolution of the Web requires computing the various 

existing measures for the Web-graph at different time instances. A straightforward 

approach would be to compute these measures for the whole Web-graph at each time 

instance. However, given the size of the Web-graph, this is becoming increasingly 

unfeasible. Furthermore, if the percent of nodes that change during a typical time interval 

when the Web is crawled by search engines is not high, a large portion of the computation 

cost may be wasted on re-computing the scores for the unchanged portion. Hence, there is 

a need for computing metrics incrementally in order to save on the computation costs. 

To study changes in graph structure over time, techniques for incremental computations 

depend on the underlying knowledge model that defines a metric [DSK+02]. For 

example, the computation of hub and authority scores is based on mutual reinforcement 
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of nodes, and hence a change in the in-degree or out-degree of a node may affect its score. 

Mutual reinforcement makes hub and authority scores a second order model. However, 

for PageRank, whose random surfer model is based on the first-order Markov property, 

the change in out-degree of the node does not affect the score of the node. Hence, the 

level of penetration of change in scores due to a change in the degree of a node is not as 

high in PageRank as it is in hub and authority scores. The focus of this chapter is on 

incremental computation of first-order Markov measures such as PageRank. 

Problem Definition: Given snapshots of evolving graphs at two consecutive time 

instances— G1,G2 —to compute a first-order Markov measure of the graph at the second 

time instance, G2, in a cost effective manner. 

This chapter is organized as follows. The overview of the approach for incremental 

computation is presented in Section 4.2. The theory is discussed in Section 4.3, and 

Section 4.4 provides the methodology for the computing. The experiments and results are 

presented and analyzed in Section 4.5. Section 4.6 discusses the conclusions. 
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Figure 16. Partitioning Technique. 
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4.2 Overview of Approach  

The principle idea of this approach is to find a partition, P, of the graph EVG ,  such 

that there are no incoming links from a partition, Q (includes all changed nodes), to P. In 

such a case, the PageRank of the partition, Q, is computed separately and later scaled and 

merged with the rest of the graph to get the actual PageRanks of vertices in Q. The scaling 

is done with respect to the number of vertices in the partition, P ( )(Pn ), to the total 

number of nodes in the whole graph ( ( ) VQPn =U ). The PageRank of the partition Q is 

computed, taking the border vertices that belong to the partition P and have edges 

pointing to the vertices in partition Q. The PageRank values of partition P are obtained by 

simple scaling. 

This basic idea of partitioning the Web-graph, and computing the PageRanks for 

individual partitions and merging, works extremely well when incrementally computing 

PageRank for a Web-graph that has evolved over time. Given the Web-graphs at two 

consecutive time instances, one must first determine the portion of the graph that has 

changed. Figure 16 illustrates the approach for partitioning the graph such that 

computation of PageRank for only one partition is necessary. 
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Figure 17. Steps to Identify Partitions for Computation.  
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4.3 Theoretical Concepts  

The whole concept is illustrated in Figure 2. Let the graph at the new time be EVG ,2
 

and 

Let, 

 =
rc

v  Vertex on the right partition which has changed, or has been a new addition.  

Therefore, the set of changed vertices can be represented as, 

 { }V
rc

v
rc

v
rc

V ∈∀= ,  

Let luV represent the set of vertices on the left, which have not changed. 

rclu VVV −=  

 =
ra

v  Vertex on the right partition which remains unchanged, but whose PageRank is 

affected by vertices in the changed component.  

These set of vertices can be denoted by the set, 

{ }V
ra

v
ra

v
ra

V ∈∀= ,  

In order to identify a partition for which PageRank has to be re-computed, one must 

identify all vertices that are not already in 
rc

V . In order to do so, for every vertex in 
rc

V , 

it was essential to perform a BFS to find out all vertices, 
ra

V  (defined below) reachable 

from 
rc

V . A union of these sets of vertices, 
r

V , is the set of all vertices for which 

PageRank has to be recomputed. Hence, 

ra
V

rc
V

r
V U=  
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{ }
rryxr VyandVxeE ∈∈= ,  

Let the graph containing the set of vertices, Vr and the edges among them, Er be denoted 

as Gr . Hence, 

rrR EVG ,=  

Let the set of vertices that remains unaffected, which form the left side of the partition, be 

denoted by 
U

V . By construction there is, 

rU VVV −=   

Let 
l

E  be the set of edges between all vertices that belong to lV . Hence, 

{ }llyxU VyVxeE ∈∈= &,
 

The graph for which re-computation is not necessary can thus be defined as, 

 
UU EVG ,2 =′  

Let bV  be the set of vertices in 2G′  that have outgoing edges to vertices belonging to rV . 

{ }rlyxbb VyandVxevV ∈∈∋∃= ,  

The set of partitioning edges can be defined as, 
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{ }
r

Vy
b

Vx
yx

e
Part

E ∈∈= ,|
,

, 

Hence the set of vertices whose PageRank has to be computed in the incremental 

approach corresponds to the partition 2G ′′ , and can be denoted as, 

brA VVV U=   

rPartA
EEE U=  

The graph for which PageRank is recomputed can thus be defined as, 

 
AA EVG ,2 =′′  

Now, we know that the graph 2G′  has remained unchanged from the previous time 

instance and that the PageRank of vertices in this partition is not affected by the partition, 

RG . The distribution of PageRank values for the nodes in partition 2G′  is going to be the 

same as it was for the corresponding nodes in the previous time instance 1G . Thus, the 

PageRank of the vertices in partition 2G′  could be calculated by simply scaling the scores 

from the previous time instance. The scaling factor will be ( ) ( )21 GVGV . The 

PageRank for the partition 2G ′′  can be computed using the regular PageRank Algorithm 

and scaled for the size of the graph, G . Since the percentage change within the structure 
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of the Web is not high, the computation of the changed portion will be a smaller graph 

compared to the whole Web. Moreover, the existence of such partitions is also suggested 

by the bow-tie model of the Web [KRR+00], where about 27 percent of Web contributes 

to the influx. It should also be noted that when computing PageRanks for the changed 

portion, in order to maintain the stochastic property of the incremental matrix, one must 

scale the PageRanks of nodes in bV such that they correspond to the number of nodes for 

which the PageRank is actually computed. Additionally, the out-degree of these border 

nodes that have edges in partition 2G′  are also taken into account, since the way they 

distribute their PageRanks to nodes in partition 2G ′′  will depend on their out-degree. 

4.4 Methodology 

This section desciribes the incremental algorithm to compute PageRank. The initial step is 

to read the graph at a new instance and determine the vertices that have changed. This 

does not require additional time, as it can be computed as one reads the new graph. Thus, 

after reading the graph, one can assume that there are two sets of vertices—one 

containing the vertices which have changed from a previous time instance, and the other 

containing vertices that have remain unchanged. 
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Figure 18. Activity Diagram for Incremental Computation 

Step 1: Initialize a list L  that represents a list of vertices for which PageRank has to be 

re-computed. 

Step 2: A change in a vertex induces a change in the PageRank distribution of all its 

children. All such changed vertices, rcV , are in the queue, cQ . In this step, the set of 

Input ( 2G ) 

Partition( 2G ) to obtain 

2G′  and 2G ′′  

Compute ( )2GPR ′′  Scale ( )2GPR ′  

Merge 
Ranks 
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“changed vertices” is extended to a partition to include the set of vertices, raV , whose 

PageRanks are affected by vertices in rcV . The set of vertices, raV is pushed into the list L . 

Step 3: For the remaining vertices, lV , there is no change in their PageRank distribution. 

The PageRank is simply obtained by scaling the previous PageRank scores. The scaling 

factor is ( ) ( )21 GVGV . In addition, all the border vertices, bV , from this set of 

unchanged vertices that point to a changed vertex, will influence the PageRank value of 

that changed vertex. Thus, these too must be included in the list L , as their PageRank 

scores will be required for computing the PageRank scores for the changed vertices. 

Step 4: Now the original PageRank computation algorithm along on the vertices that are 

in list L , and colored violet (i.e. vertices which have changed) to get the new PageRank 

values for these changed vertices. Thus, one ends up localizing the changed partition to a 

certain sub-graph of the web, which consists of all changed vertices, and then the basic 

PageRank algorithm is performed only on this changed sub-graph. The PageRank value 

for the rest of the vertices is simply a matter of scaling the previous values. It is important 

to take steps to ensure that the stochastic property of transition matrix is performed. 

It should be noted that this sub-graph thus obtained also contains border vertices whose 

PageRank would not have changed with the graph evolution except for the scaling factor. 

Including these border nodes along with their scaled PageRank for the new graph is 
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important for correctness of the PageRank of vertices in the changed portion. In addition, 

since the PageRanks of these nodes are known and can be used for the starting vector, it 

helps in faster convergence.  

 

Algorithm 3. Incremental PageRank Algorithm. 

4.5 Experiments and Results 

In this section the results for the incremental computation on large evolving graphs is 

presented. The experiments were conducted in a machine i686 processor running Linux 

with 1 GB RAM. The experiments were conducted on synthetic and real datasets. The 
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synthetic data was generated using GTGraph Generator [BM2006]. Two kinds of graphs 

were generated: power law graphs and random graphs. It should be noted that the model 

for partition or the algorithm for partitioning does not rely on the nature of the graph. 

Hence, the approach is applicable to any class of graphs. The experiments are aimed at 

validating this claim by applying the approach to both random graphs as well as power-

law graphs. The goal is to identify at what point it is beneficial to use the incremental 

approach, given the growth models of such graphs are different. Based on the chosen 

synthetic graph generator, the input parameters varied for the data include the Order (V), 

Size (E) of the graph.  

Another important issue in the computation of PageRank is the handling of dangling 

nodes. Dangling nodes are nodes with no outgoing edges. These nodes tend to act as rank 

sink, as there is no way for rank to be distributed among the other nodes. The suggestion 

made initially to address this problem was to iteratively remove all the nodes that have an 

out-degree of zero, and compute the PageRank on the remaining nodes [PBM+98]. The 

reasoning here was that dangling nodes do not affect the PageRank of other nodes. 

Another suggested approach was to remove the dangling nodes during the initial 

computation and add them back during the final iterations of the computation [KHM+03]. 

Other popular approaches to handling dangling nodes are to add self loops to dangling 

nodes[JW2003, EMT04] and to add links to all nodes in the graph, G from each of the 
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dangling node to distribute the PageRank of the dangling node uniformly among all 

nodes[PBM+98]. 

For the power-law graphs, the initial graph 
0t

G at time instance 0t  had an order of 27557 

( V ) and a size of 50000 ( E ). Subsequent graphs that modeled the evolution were 

constructed by varying percentage increases in size as the parameter. Since the power-law 

graphs follow a certain distribution, it is not possible to specify the exact desired order 

and size and retain the power-law properties. Hence, the variation considered was on the 

size, since it is the size which influences the computation of PageRank more than the 

order of the graph. IPR performs better with an increase in the size of power-law graphs. 

Percentage improvement varies little with percentage change in size, and an average 40 

percent improvement can be seen in this case. 

For random graphs, the starting graph had an order of 8,585 and a size of 9,993. The 

percentage change in the size varied from 100 percent to 1,000 percent, and the 

computation time for the naïve approach versus the incremental approach was measured. 

It was observed that IPR performs better with an increase in the size of random graphs 

until there is a change of around 200 percent increase in size. After that, the percentage 

improvement decreases with the percentage change in size. This is due to the expansion to 

large patch equivalent to graph at new instance. 
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The real dataset consisted of the link graph for the http://www.cs.umn.edu website. The 

graph contained a total of 52,183 edges and 12,209 vertices. Prior to partitioning, 

dangling vertices were taken care of by adding self-loops to each of them. 

These results are from actual experiments conducted on the Computer Science and 

Institute of Technology websites. For the Computer Science website, in the first time 

interval of eight days, there seemed to be a significant change in the structure of the 

website—about 60 percent of the pages had changed their link structure. It was 

discovered that such a sea change occurred because a whole subgraph that contained the 

documentation for Matlab help was removed. The incremental approach still, however, 

performed 1.86 times faster than the naïve PageRank. Similarly, for a period of ten days, 

the incremental approach performed around 1.75 times faster. For a period of two days, 

the improvement was 8.65 times faster.  
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Figure 19. Performance Variation of Power-law Graphs. 
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Figure 20.  Performance Variation of Random Graphs. 
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Figure 21. Performance of IPR on real datasets 
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4.6 Conclusions 

This chapter has provided an approach to compute PageRank incrementally for evolving 

graphs. The key observation is that the evolution of the Web-graph is slow, with large 

parts of it remaining unchanged. By carefully delineating the changed and unchanged 

portions, as well as the dependence across them, it is possible to develop efficient 

algorithms for computing the PageRank metric incrementally. This generic approach can 

be applied to any algorithm that has been developed for efficient computation of the 

PageRank metric. Experimental results show significant speedup in computation of 

PageRank using the approach as compared to naive approach. Moreover, in the 

incremental approach, if the partitioned sub-graph that has changed is small, the whole 

PageRank computation might perhaps be performed in the main memory. 
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C h a p t e r  5   

IMPROVING I/O EFFICENCY 

In this chapter the focus is on algorithms to improve the I/O efficiency of computation of 

first-order Markov Models 

5.1 Deeper inside PageRank computation 

The key idea of PageRank is that a page has high rank if it is pointed to by many highly 

ranked pages. PageRank computation is carried out using the iterative power method 

where the graph is represented as an adjacency matrix. The existence of a stationary 

vector of PageRank in the iterative power method is guaranteed only if the Web-graph is 

strongly connected and is aperiodic. To ensure the condition of strong connectedness, the 

dampening factor is introduced, which assigns a uniform probability to jumping to any 

page. In a graph theoretic sense it is equivalent of adding an edge between every pair of 

nodes with a transition probability of d/n. This transition probability vector can also be 

used for personalization. The aperiodic property is also guaranteed for the Web-graph by 

proper handling of the dangling nodes and ensuring they do not act as rank sinks. 

Different approaches have been taken to handle dangling nodes, which act as a rank sink, 

such as to iteratively remove all the nodes that have an out-degree of zero, to remove the 
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dangling nodes while computation initially and add them back during the final iterations 

of the computation [H1999], to add self loops to dangling nodes [JW2003, EMT04] and 

to add links to all nodes in the graph, G from each of the dangling node. Dangling nodes 

are handled by adding self loops to all nodes. Once these issues are taken care of the 

convergence of the PageRank vector using power method is guaranteed. 

Figure 22 illustrates the cost of a PageRank computation using the basic algorithm. The 

destination vector resides in the memory. During a single iteration, each line read from 

the link file representing the adjacency matrix, the source node and the list of nodes in its 

adjacency list is read. The contribution of source node to these lists of nodes is then 

computed using the PageRank score of the source node (stored in the source vector file) 

from the previous iteration and its out-degree. The next line is then read and the process 

repeats till all the lines of the link files are read. At the end of this iteration PageRank 

scores of all the nodes are computed and stored in destination vector in the memory. This 

destination vector now has to be written to disk so that it can be used as the source vector 

for the next iteration. Hence the total I/O cost would be: |VS| + |L| + |VD |. 
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Figure 22. Basic PageRank Computation Approach 

Haveliwala [H1999] proposed a memory efficient approach of computing PageRank 

when the destination vector entirely does not fit in the memory. The key idea behind this 
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into the fact that for a given set of nodes the PageRank contribution from all its incoming 

neighbors are captured. And if the size of these nodes can fit in the memory, regular 

PageRank algorithm could be applied to compute the PageRank scores of these nodes. 

And this process has to be repeated for each partition thus ensuring the complete 

computation of PageRank scores of all partitions. In this approach, a given node’s 

children are split so that each set in the split belongs to one of the partitions which are 

designated for a set of destination nodes to which these children belong to. For example 

from Figure 23 it is observed that 3→4, 5, 9 is split as 3→4, 5 of partition B and 3→ 9 of 

partition C This split results in increased storage in terms of the Adjacency matrix and 

hence the number of I/Os required for reading the graph increases. Also the source vector 

has to be read for computation in every partition. If there are ‘n’ number of partitions the 

total I/O cost is : n.|VS| + |VD| + |L|.(1 + δ) where δ account for the number of additional 

lines in the graph file due to splitting the adjacency list of a node according to the 

partitions. 
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Figure 23. Block PageRank Computation Approach (also called as Block PageRank 
(BPR)) 
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5.2 The Approach 

In the approach to improve the efficiency of I/O based computation of PageRank one 

firstly categorizes the problem based on the two scenarios:  

• Single Large Graph  

• Evolving Graphs 

PageRank computation can be made efficient by parallelizing computations or reducing 

the work to compute. The proposed approach to both classes of problems mentioned 

above is to reduce the amount of work to compute. In order to do so, one should consider 

reducing the key bottleneck of PageRank computation - number of iterations required to 

converge. For a single iteration all the edges of the graph have to be traversed, and hence 

the cost of a single iteration cannot be improved. However, the overall number of 

iterations can be reduced by leveraging the fact certain portions of the graph converge 

faster and that there are faster approaches to compute PageRank when the graph fits in the 

memory. In the following subsections, it will be discussed how each class of problem to 

make the computation more efficient is approached. It should be noted that while the 

proposed approach for a single graph is similar to the approach proposed by using the 

block-structure of the web [KHM+03], it differs in the fact that it is more generic not 

restricted to a graphs from the Web where blocks can be approximated us doing the 

directory structure of the Website. Secondly, this approach relies on earlier work of using 

a divide-and-conquer approach [DPS+06] and incremental pagerank computation 
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[DPS+05] to expedite PageRank computation of the local partitions. The approach is also 

described in a related paper by the author [DS2008]. Also the related work mentioned 

[KHM+03] does not address the issue of evolving graphs. 

5.2.1 Single Large Graph 

Once the memory configuration is known, the graph can be partitioned according to either 

the number of entries from the destination vector or according to the size of a subgraph 

that will fit in the memory. Different graph clustering and graph partitioning can be 

applied to find a partitioning that eventually minimizes the δ factor. However, one should 

also consider the cost of partitioning the graph with respect to the cost of PageRank 

computation. Most graph partitioning and clustering algorithms assume the graph to fit in 

the memory, which is not true for large graphs such as the Web. It is assumed that the 

nodes to be binned as the graph is being crawled depending on the predetermined number 

of nodes the bin can hold. While this may not be the optimal binning strategy this ensures 

virtually no additional binning or partitioning cost for PageRank computation. The next 

step is to compute the PageRank of nodes belonging to a bin (or the subgraph formed due 

to the binning) using the divide and conquer approach [DPS+06].  

The divide and conquer approach relies on the fact that certain portions of the graph can 

be identified such that the PageRank of those portions can be computed independently. 

This overview is illustrated in Figure 24. 
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Figure 24. . Overview of approach for PR computing for a Single Large Graph 
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links from a randomly picked node. For further details, refer to the original paper 

[DPS+06] or Chapter 3 of this dissertation. The computation of PageRank for each 

partition has to be completed to obtain the approximate PageRank Vector which can be 

used as starting point for the global computation. 

A key strategy applied here is to limit the number of iterations for the computation of 

local PageRank by specifying a lower threshold for the L1 norm or setting a low threshold 

for the maximum number of iterations. Finally, the PageRank vector obtained by the 

above computations was retrieved and used as the starting vector and applied to the block 

PageRank to compute the PageRank. In doing so, the PageRank vector converges at a 

faster rate and reducing in the overall number of iterations that saves more time than the 

time spent on computing the PageRank for the individual partitions using the divide-and-

conquer approach. It is noteworthy that the approach is generic and it does not rely on 

grouping nodes by domain. However, at the same time the approach is open to any such 

grouping that can improve the performance additionally. 

5.2.2 Evolving graphs 

The next focus is on computation of PageRank for evolving graphs. The scope of the 

problem is kept to changing of graph from one time instance to the next time instance. 

The scope is not expanded to computing simultaneously the PageRank of series of graphs 

over a time period.  
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It is proposed that an incremental computation method be used for computing PageRank 

of graph G, which has evolved from a time instance t to t+∆t. Nodes and edges are 

referred to at time instance t as ‘old’ and nodes and edges that have surfaced in time 

instance t+∆t as ‘new’ in the discussions below. The first step is to identify the portions of 

the graphs that have changed, which can be pipelined with crawling. The changes can be 

broadly considered into three categories: 

• Changes exclusive to new nodes: For all the new nodes in the new time instance, this 

case involves only edges between the new nodes. This can be viewed as a new 

subgraph that is formed due to the evolving graph. This is depicted in Figure 25 by 

nodes ‘16’ to ‘23’ and the edges between them. These nodes are considered to belong 

to a new partition. The destination vector in this partition will consists only of these 

new nodes.  

• Changes exclusive to old nodes: These changes include change in the portion of the 

graph that existed at time instance. These can include addition of new edges within a 

partition or between partitions or deletion of existing edges. The only changes these 

will result is in the change in the link file size of memory efficient PageRank 

computation which will increase with new edges and decrease with deleted edges. 

The destination vector of a particular partition will still remain the same if only the 

edges change. New nodes are added into a new partition and if any nodes are deleted, 
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the size of the destination vector would decrease. However, none of this would impact 

the fact that the PageRank of these nodes can be computed independently to obtain a 

global approximation for a good starting vector. The key point to be noted is it is 

necessary to recompute local PageRank for all the partitions whose edge information 

have changed, such as partition where we have missing edge between node ‘13’ and 

‘15’ as illustrated in Figure 25. 

• Changes involving both old and new node: The third case involves new edges 

between the old nodes and new nodes. This can be split further into two cases: 

Outgoing edge from new node to old node: This case arises when a new directed edge 

exists between newly formed nodes to an already existing node. This case is 

illustrated by the edge between node ‘19’ and node ‘20’ in Figure 25. Such a scenario 

does results in the increase in the link file size of the both the new partition and the 

partition to which the old node belongs to. This would mean it is imperative to re-

compute the PageRank scores of the nodes in the partition in the previous time 

instance in addition to computing the PageRank scores of the new partition.  

Incoming edge from old node to new node: This case arises when there is a new edge 

from an old node to a new node. This is illustrated by the edge from nodes ‘9’, ‘10’, 

‘11’, ‘13’ and ‘15’ in Figure 25. This would mean that it is necessary to compute only 

the PageRank of the new partition to accommodate this change. 
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Figure 25.  Capturing graph evolution as changes across old partitions and new partition 
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The above paragraphs discussed approaches to bin the new nodes into a new partition and 

how to accommodate all other changes with existing partitions. How these changes are 

going to affect the partitions and as a result identify the partitions that would need re-

computing, was also taken into account. As a final step, the incremental PageRank 

algorithm proposed in earlier work [DPS+05] is used to re-compute the local PageRanks 

of the partitions that have undergone a change. And basic or memory-efficient approach 

was used to compute the local PageRank of the new nodes. These results are used to start 

as a good approximation to Global PageRank vector. Also, if there are partitions which 

remain totally unaffected because there has been no changes within the partition and also 

there is no incoming edge to the partition, one can skip those partitions use the ideas of 

incremental page rank to compute only for the remaining partitions and scale the values 

accordingly to obtain the PageRank. 

5.3 Experiments and Results 

The experimental set up is briefly discussed in this section,  as well as results and the 

findings. A GT Graph generator was used to generate graphs of various sizes for the 

experiments. The number of edges in a graph is a key parameter, as the GTGraph 

generates a graph with as specified edges there are only certain numbers that can be the 

order of the graph to satisfy power-law requirements.  
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Table 1. Computation time of PR using different approaches for Single Static Graphs 

V E Num 

Bins

BPR- 

Iter

BPR-Time DAC -

Time

DAC-

BPR-

Iter

DAC-BPR-

Time

Total Time % Time 

Saved

5572643 2E+07 10 50 5293.33 1042.67 30 3128.00 4170.67 21.21

6336079 3E+07 10 51 8098.80 1407.60 30 4692.00 6099.60 24.69

6810171 4E+07 10 55 11645.33 2085.33 31 6464.53 8549.87 26.58

7132733 5E+07 10 59 15615.33 3128.00 32 8341.33 11469.33 26.55

7363573 6E+07 10 62 19691.20 4379.20 33 10322.40 14701.60 25.34  
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Figure 26. Plot of computation of PageRank using Memory Efficient Approach
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In the first set of experiments, graphs of size 20 million to 60 million were generated and 

partitioned and the nodes were binned into 10 partitions. It should be noted that the size of 

each partition is not necessarily equal since the binning criteria is based on the number of 

nodes in the local destination vector. 

Table 1 reflects the actual order and size of the graphs and the various run times. Figure 6 

shows the perspective of how much one saves and what the trend of saving is as the size 

of the graph increases. The experiments reveal that the block Page Rank (‘BPR’) requires 

more time for PageRank computation than using the divide and conquer approach (DAC) 

to individual partitions. To arrive at an approximate global PageRank, the threshold of 

DAC approach was set to be 10-6 or maximum of 30 iterations. This enables saving time 

on computing local partitions but at the same time arrive at a good approximation. The 

threshold for convergence of actual PageRank is set to be 10-8. Using the approach, one 

saves around 25% of the time required to compute the PageRank using the block 

PageRank method. This percentage of time saved using the approach (DAC-BPR Total 

Time) grows slightly with increase in the size of the graphs and seems to stabilize 

thereafter. This is due to the fact that the total time is dominated by the computation of the 

PageRank after determining the approximate global PageRank Vector. However, it is 

suspected that two factors might affect the performance variation is the size of the bin and 

the number of partitions. 
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For the experiments on evolving graphs, experiments were conducted along essentially 

three data points. Graph changing size from 20 million to 30 million, graph changing size 

from 30 million to 40 million and graph changing from 40 million to 50 million (see 

Table 2). The results shown in Table 3 indicate that the computation with respect to basic 

computation of PageRank is significantly lesser—saving from 30 percent to 40 percent of 

the time. However, the time saved from performing a PageRank computation on the new 

instance using the approach proposed for single static graph discussed in the previous 

section is not that high – with savings of approximately 10%. However, it was assumed a 

huge change in the percentage of the size of the graph, and the number of partition being 

small, the changes affected all partitions in some way. This resulted in computation of 

PageRank of all partitions. If the percentage of change is less and the graph is initially 

divided not many more partitions, one could reduce the number of partitions that need to 

be recomputed drastically and save much more time. Hopefully more experimentation 

might shed more light on this issue in the next couple of months. 

Table 2. Experimental set up for incremental computation 

Graph (t) V (First) E (First) Graph 

(t+1)

V (Second) E (Second) Bins 

Affected

G1 5572643 20000000 G2 6336079 30000000 10

G2 6336079 30000000 G3 6810171 40000000 10

G3 6810171 40000000 G4 7132733 50000000 10
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Table 3. Computation of PR using various approaches 
 

Graph 

Evolution

BPR BPR-DAC IPR %Save 

from BPR

%Save from 

BPR-DAC

G1->G2 8098.80 6099.60 5489.64 32.22 10.00

G2->G3 11645.33 8549.87 6912.88 40.64 19.15

G3->G4 15615.33 11469.33 9556.05 38.80 16.68
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Figure 27. Incremental computation of evolving graphs 

 

Table 4. Performance variation with graph percent change – 10 bins 
Percent 

Change

Partitions 

Affected

BPR BPR-DAC IPR %Save from 

BPR

%Save from 

BPR-DAC

1 1 5366.36 4209.88 1417.05 73.59 66.34

2 2 5446.13 4247.81 2247.65 58.73 47.09

4 3 5645.39 4324.97 2842.65 49.65 34.27

8 3 5959.81 4479.51 3401.56 42.93 24.06

16 5 6208.69 4787.92 3629.72 41.54 24.19  
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Table 5. Performance variation with graph percent change – 20 bins 

 
Percent 

Change

Partitions 

Affected

BPR BPR-DAC IPR %Save from 

BPR

%Save from 

BPR-DAC

1 2 5417.13 4252.38 1500.45 72.30 64.72

2 3 5496.59 4299.62 2331.38 57.59 45.78

4 5 5676.34 4367.97 2979.07 47.52 31.80

8 8 6003.62 4523.21 3508.59 41.56 22.43

16 11 6263.87 4847.13 3775.57 39.72 22.11  
 
 

Table 6.Performance variation with graph percent change – 40 bins 
 

Percent 

Change

Partitions 

Affected

BPR BPR-DAC IPR %Save from 

BPR

%Save from 

BPR-DAC

1 3 5466.43 4317.53 1545.46 71.73 64.20

2 5 5543.75 4345.67 2375.61 57.15 45.33

4 11 5749.56 4428.59 3009.05 47.66 32.05

8 17 6105.38 4586.82 3653.52 40.16 20.35

16 22 6314.22 4937.94 3950.94 37.43 19.99  
 
 

Table 7. Performance variation with graph percent change – 40 bins 
 

Percent 

Change

Partitions 

Affected

BPR BPR-DAC IPR %Save from 

BPR

%Save from 

BPR-DAC

1 5 5576.47 4417.53 1564.01 71.95 64.60

2 11 5645.13 4435.67 2412.33 57.27 45.62

4 22 5865.37 4538.59 3186.64 45.67 29.79

8 34 6159.48 4675.7 3711.20 39.75 20.63

16 45 6417.93 5007.9 4064.81 36.66 18.83  
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Tables 4 to 7 indicate the variation of performance as the percentage of graph changes 

and the number of partitions that the graph is split into changes. Figure 28 illustrates the 

fact that as the percentage change in the graph increases, the proposed measures still have 

a significant improvement in the computational cost. However, this improvement in the 

cost decreases non-linearly with increase in percentage change in the graph. This is due to 

the fact that the number of partitions needed to recomputed increases. 

Figure 30 below illustrates variation of the computational cost as the number of bins or 

partitions increases. It can be seen for given percentage of change – which is 1% change 

for Figure 30 – as we increase the number of bins the computational costs also increase 

almost linearly. This is due the number of redundant edges as the number of bins increase. 
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Figure 28. Performance variation with graph percent change 
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Figure 29. Percentage improvement with percent change in graph. 
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Figure 30. Performance variation with Number of Bins 
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5.4 Conclusions  

This chapter has addressed the problem of efficient computation of PageRank for which 

the entire graph cannot fit in the memory. In this respect, two classes of problems have 

been addressed: computation for a large single graph and computation for large graphs 

that evolve. The approaches are based on the criteria that reducing the number of 

iterations by starting with a PageRank vector close to the final PageRank vector can save 

time. While this idea of saving on iterations is itself not new, the way one approaches the 

problem using the novel divide and conquer approach for individual partitions and 

proposing schemes that are independent of the nature of the graph (power-law or random) 

and independent of the domain the graph represents (such as the Web) are key 

contributions for efficient computing of single large static graph. The approach for 

efficient computation of evolving graphs is a key contribution that shows the 

effectiveness of the scheme to bin the changed portion and use the earlier incremental 

page rank version for computing local PageRank on individual partitions that have 

changed. The experiments show that one saves on computation even though the current 

experiments are not designed to show the best effects of the approach by presenting a 

more realistic scenario of change. However, further improvement can be achieved by 

parallelizing the computation of individual partitions instead of sequentially computing as 

done so in current experiments. It has been demonstrated that one can save time without 

having to explicitly use any binning strategy such as grouping by domains and computing 
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block ranks. However, domain specific low-cost binning strategies, such as grouping 

nodes by website domain in the Web domain, can help improve the overall performance 

as revealed by earlier work [DPS+06]. 

An important area of future research is on an ideal partitioning or binning strategy that 

helps in improving the computation time. For example, it is possible to find clusters of 

graphs using graph partitioning approaches it would reduce the number of inter-partition 

edges and hence the cost of PageRank computation by reducing the δ factor mentioned in 

section 3. There exists many graph partitioning algorithms that assume the graph to fit in 

the memory. In this case, if one can fit the graph in the memory, one could use the basic 

divide and conquer approach to compute the PageRank. Hence, it would be interesting to 

explore I/O based graph partitioning techniques that can help in saving the overall 

computation of PageRank like measures. Another key area of future work is to see how 

some of these techniques can be extended for other link based relevance measures, such 

as hubs and authorities. 
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C h a p t e r  6   

CASE STUDY:ANALYZING NETWORK TRAFFIC TO DETECT E-MAIL 
SPAMMING MACHINES 

 

6.1 Introduction 

Cyber Security has emerged as one of the key areas of research interest with increase in 

information stored online and the vulnerability to attacks of such an information 

infrastructure. Over the years, the dependency on information infrastructure has 

increased, and so has their sophistication and potency. There have been intelligent and 

automated tools that exploit vulnerabilities in the infrastructure that arise due to flaws in 

protocol design and implementation, complex software code, mis-configured systems, 

and inattentiveness in system operations and management. The most common exploit 

seen is the buffer-overflow attack [CWP+00]. 

Technological advancements on the Internet have contributed very significantly in 

making information exchange very easy across the globe. E-Mail is the most popular 

medium for individuals to communicate with each other. However, such an effective 

communication medium is being increasingly abused. According to a recent survey, the 

number of spam mails has increased from 8% in 2001 and 50% in 2004 [GH2004]. This 
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alarming increase in the rate of spam mails is of concern for operational as well as 

security reasons. The total estimated cost incurred due to spamming was around $10B/yr 

in US (2002) [GH2004]. To the cyber-security community, this is of concern, especially 

when machines inside a sensitive network are sending spam or huge amounts of 

information to the outside. Also, of interest are machines from outside the network that 

try to scan to use the exploits in the machines inside the network. It is very critical to 

differentiate such machines from those that are sending mail normally.  

In this chapter, the issue of identifying the machines that are sending spam, or machines 

that have been compromised and are being used as a spam relay is addressed. Note that 

the focus is not on identifying individual users who send spam, or filtering an e-mail as 

spam based on its content. There has been work in such areas which is not directly related 

to the work discussed in this paper [K2003, SDH+98, SHW+03]. Recent work on 

detection of spam Trojans suggests the use of signature and behavior based techniques 

[San2004]. However, using signatures will fail to detect novel attacks at an early stage 

and require looking into message content. Dealing with such problems would require 

availability of data that would be sensitive with respect to security and privacy which 

limits the applicability of these techniques. The techniques have been implemented as a 

part of the MINDS project [EEL+04] and initial work was published in a research paper[ 

DS2004b]. 
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In section 6.2, various kinds of data that can be analyzed from e-mail traffic, and the 

levels of privacy involved will be discussed. Section 6.3 gives a brief overview of link 

analysis techniques that can be applied for network security. The approaches are 

explained in detail in Sections 6.4 and 6.5. Results of experimental evaluation of the 

approaches are presented in Section 6.6. Section 6.7 discusses other works that are related 

to this topic. Finally, Section 6.8 will point to future directions.  

6.2 E-Mail Architecture and Privacy Issues  

Electronic Mail is technically a file transfer from one machine to another and is initiated 

by the sender. The architecture of this service is illustrated in Figure 31. The Mail Client 

is responsible for creating the message files and sending and receiving them at the host 

level.  

 The Mail Client handles the part of transferring a file to or from a mail server. The Mail 

Server handles the message files received from various mail clients within its network, 

and transfers them to the Internet where other mail transfer agents transfer the files to the 

mail servers of respective destinations. A receiving Mail Server is responsible for putting 

the received message files in mailboxes of the respective users. The Mail Client at the 

recipient end can retrieve the message files from the Mail Server. The transfer of 

messages between a mail server and other mail transfer agents within the Internet takes 
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place via a TCP connection using the SMTP protocol. The transfer between a client and 

the local mail server uses protocols such as POP or IMAP. It should be noted that all 

emails do not necessarily pass through the mail server and a client can open a connection 

on a different port and communicate directly to another machine. The border router 

collects all information about the network connections made in and out of the network.  

It can be seen that with this architecture, data can be collected at different points. Data 

collected at such point reveals different kinds of information and with different 

granularity and privacy levels. The kinds of information that can be extracted will now be 

discussed, as well as the respective levels of privacy intrusion. The darkness of the shaded 

boxes indicates the level of privacy intrusion in Figure 31. 

Mail Client Data: The data that can be collected at this level is primarily the files that 

have been transferred and received. These files contain information about all the people 

the user sent mail to or received mail from, the date and time of such transfer. Mail clients 

also contain meta data such as the folders in which these files are stored, the mails that 

been replied to, forwarding, and more recently introduced concept of ‘conversations’. 

Other interesting information that can be obtained at a meta level is the contact 

information from the address book. Such data has high level of privacy intrusiveness. 
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Figure 31. Architecture of electronic mail 
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Mail Server Data: The data that can be obtained at this level is the set of all files that have 

been transferred. These files can reveal who communicated with whom, when and about 

what topic. The level of granularity is fine, as everything that has been exchanged 

between the sender and receiver of email is known. The main difference between the data 

at the Mail Server level versus the Mail Client Level is the meta-data for each user 

discussed earlier. The level of privacy intrusion still remains high, as all information 

about the content of the file exchanged is available. 

Network Level Data: These include data that can be collected at the network interface 

levels. The two main kinds of such data are the Tcpdump data and Netflow data. 

Tcpdump data contains a log of all the packets that passed the network sensor, including 

the packet content. Thus, the data provides a fine level of information granularity, which 

can lead to high level of privacy intrusiveness, though analyst may not be able to figure 

out the exact conversation if secure protocols such as SSL are used. Netflow data on the 

other hand is collected from routers (e.g. Cisco, Juniper). Each flow is a summary of 

traffic traveling in one direction in a session. When the router tears down a flow, a flow 

record is created. This flow record contains basic information about the connection, such 

as source/destination IP/ports, number of packets/bytes transferred, protocol used, and 

cumulative OR of TCP flags. However, flow records do not contain payload information. 

An email service connection that uses the SMTP protocol typically has the destination 
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port as 25. The Netflow data has medium granularity of information and the privacy 

intrusiveness is at a much lower level as compared to the data obtained at the client level 

or the server level.  

6.3 Link analysis techniques for network intrusion detection 

Link analysis can be viewed as primarily used for two purposes namely, integration of 

different data sources, and profiling the system or user interactions. For example, Netflow 

data gives traffic flowing in one direction and hence a directed graph can be built at the 

level of an IP address or port. If one uses TCP dump data, additional information about 

the content will be available and one can weigh the nodes and links accordingly to get a 

better picture of actual traffic. The traffic data will help in building graphs that reflect 

system interactions. Link analysis can then be used to find ‘communities’ of systems that 

have similar interactive behavior patterns. At the host level, syslogs can be used to model 

the sequence of commands (or the applications executed one after other can be connected 

by a link) as a graph and profile the host based on the command-command graphs. A 

mapping between the user (or a machine) and the list of commands issued (executed) will 

enable the profiling of users (machines) that execute these commands (run the 

applications) frequently. For example, analysis of a bipartite structure, with users 

(machines) as one set and the commands (applications) as the other set, would identify a 

group of users (machines) with similar behavior patterns. Information from server logs 
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such as the web server or the database server can also be integrated. Link analysis 

techniques can be applied BGP router information to identify communities of networks 

that have similar usage pattern, and also key router locations that need to be monitored. 

The trade-off in privacy for the various kind of data was discussed in the earlier section. 

Most techniques in link analysis have so far concentrated on identifying prominent 

normal behavior. Other techniques such as attack graphs [SHJ+02] have modeled possible 

plans based on a formal logic approach and have an underlying assumption that all events 

are observable. This makes them incapable of detecting novel attacks. Hence, there is a 

need to define measures for anomalous behavior in the link graph terminology to help 

detect attacks. Furthermore, most techniques developed so far have been related to static 

graphs. However, the network topology keeps changing and so do user patterns, and 

hence there is a need to develop robust techniques for evolving graphs. For long-term 

analysis, historical data of attacks or anomalous behavior can be collected and used to 

identify nodes that have been prominent ‘perpetrators’ and nodes that have been most 

‘vulnerable’. In summary Link Analysis Techniques for Network Security can be used to: 

• Identify nodes (machines) and edges (connections) that are anomalous in behavior.  

• Identify nodes highly likely to be possible sources of attack or are vulnerable over a 

period of time.  
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• Identify ‘communities’ of machines involved in ‘normal’ as well as ‘anomalous’ 

connections. 

• Study the changing behavior of connections by analyzing temporal behavior of 

graphs. 

6.4 Proposed approach 

E-mail servers traditionally send and receive mails from other e-mail servers. Thus, e-

mail servers among themselves form a community due to interactions with each other. 

More precisely, they form among themselves a dense bipartite graph. One may utilize this 

behavior of e-mail servers to profile normal versus anomalous behavior. In the following 

sub-section, an existing approach to identify such bipartite graphs that have been used in 

other domains such as the web will be discussed. It will then be described how one may 

utilize this to detect anomalous behavior of e-mail servers. 

Existing link analysis techniques fail to detect machines that send spam or are used to 

relay spam. Most techniques are used to mine for behavior that is normal and dense 

within a community, as opposed to anomalous or rare behavior. To detect e-mail 

spamming machines one must differentiate their behavior from those of the e-mail 

servers. Both of them will tend to have high outgoing traffic. However, an e-mail server 

tends to send e-mails to only other e-mail servers whereas a spamming machine sends 
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mail to all machines. This behavioral aspect to detect the potential perpetrators will be 

made use of. 

The following sequence of steps is followed:  

1. Pre-process the netflow data and construct the graph for e-mail connections. 

• Graphs can be constructed for patterns that represent other kind of services 

like ftp. 

• Node can be an IP or AS or port or any combination depending on the 

problem. Analysis is done at an IP Level. 

2. Perform the HITS Algorithm on the generated graph. 
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Figure 32. Identifying spamming machines 
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• The nodes with top hub and authority scores represent typical e-mail 

servers  

3. Remove edges between top k% of hubs to top k% authorities.  

• These top k % connections correspond to normal e-mail traffic between 

regular mail servers that have high hub and authority score. 

4. Perform the HITS algorithm on the resultant graph. 

• A simple out-degree also works fine on the resultant graph. 

5. The new scores are the Perpetrator Scores. 

• Spamming machines obtain high rank compared to other e-mail servers. 

It can be seen that the approach is two-fold. Firstly, it identifies connections between 

regular mail servers. Such connections form a dense bipartite graph between servers, 

assigning them high hub and authority scores. All such connections that contribute to 

normal e-mail traffic are then removed. Note, only the edges are deleted and not the 

nodes. This eliminates normal e-mail server behavior. The second step identifies 

machines that behave like servers and have high traffic that does not correspond to regular 

e-mail connections. These machines are most likely spamming, since they send mails to a 

lot of other machines that do not take part in regular e-mail connections. Since no node is 

deleted, such an approach also helps to identify e-mail servers that are affected and 

sending spam. Figure 32 illustrates this concept clearly. 
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6.5 Rank evolution 

The evolution of the network graph is analyzed at a single node level. For each node, its 

rank is determined based on its Perpetrator Score(PScore) and call it Perpetrator Rank. 

Then another metric is defined based on its Perpetrator Rank(PR) called Perpetrator 

Height. The height is a measure of ‘how far’ a node is from an infinitely low ranked node. 

For a node i at a time t, its Perpetrator Height can be expressed as: 

PHeightit=log2(1+1/PR)  

Note that for a top ranked node, PR=1 and its PHeight=1. For a node with almost infinite 

rank, PR=∞  , and its PHeight would be zero. Then study the rate of change in the rank of 

a node over time. The change for a time period ∆ t can be defined as: 

v = ∆ PHeight/∆ t 

Since the interest of this study is in the change and not in a negative or a positive change 

in the rank (for the present work), take the square of v for the analysis of how the node 

behaves. It is then essential to weigh the node according to the perpetrator score, PScore. 

This is done because a small change in a highly ranked node or a big change in a low 

ranked node is more interesting than a small or moderate change in a low ranked node. 

Now it is possible to define a quantity Rank Energy of a node as: 
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Rank Energy = Weight* v2 

This measure would be a good indicator of any rapid changes in the network behavior of 

machines. Such a rapid change would be of particular interest to the security analyst as it 

may indicate machines suddenly spamming or a mail server going down. Also, though 

PScore is presently used to weigh the node, the node can be weighed on other factors 

such as inside the network versus outside the network. The weight factor can be a vector 

of properties inherent to the node. The strength of the approach lies in its ability to detect 

anomalous behavior at an early stage. 

6.6 Experimental evaluation 

Experiments were performed to evaluate two kinds of analyses. Firstly, the focus is on 

identifying potential perpetrators given netflow data for a 10 minute time window. 

Second, we observed at a 3 hour time period and analyzed the rank evolution of each 

node. Details are discussed in the following sections. 

6.6.1 Analysis at a single time instance 

The first dataset was netflow data for the University for a 10 minute window from 07:10 

to 07:20 hrs on June 17th, 2004. The total number of flows during this time period was 

856470, with 228276 distinct IPs. Of these the number of connections that used SMTP 

protocol for E-Mail was 10368, with 1633 distinct IPs.  
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Using the approach described in section 6.4, the nodes are ranked according to their 

perpetrator scores. It was found that all main email servers were ranked low. Among 

those that were ranked on the top were, small e-mail servers that did not have traffic to the 

scale of the main e-mail servers. Most importantly, it was possible to detect a machine, at 

address 134.84.S.44, that was known to be sending spam during that time period. This 

particular machine was ranked 2nd when ordered according to Perpetrator Score. It was 

also noticed that once the edges between the top hub and top authorities were removed, a 

simple out-degree of the resultant graph also gave a fair measure of anomalous behavior. 

The rank of this machine according to authority scores was 1563, indicating that it was 

sending mails and not receiving them. The results are shown in Figure 33. 
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Figure 33. Identifying perpetrators

IP Address Authority 

Score

Hub Score IP  Address Indegree Outdegree

128.101.X.109 0 0.728289 128.101.X.109 0 363

134.84.S.44 0 0.033964 160.94.X.36 1 176

160.94.X.36 0 0.02685 134.84.S.44 0 147

160.94.X.35 0 0.02016 160.94.X.35 1 112

160.94.X.35 0 0.016173 160.94.X.36 1 106

160.94.X.36 0 0.014935 160.94.X.36 1 103

160.94.X.36 0 0.014778 128.101.X.119 0 99

128.101.X.119 0 0.013571 160.94.X.35 1 92

160.94.X.67 0 0.011118 160.94.X.35 1 60

160.94.X.33 0 0.010552 160.94.X.33 0 45

160.94.X.35 0 0.007896 160.94.X.33 0 45

160.94.X.33 0 0.006688 160.94.X.33 0 36

134.84.X.117 0 0.006529 128.101.X.10 0 33

128.101.X.10 0 0.005942 134.84.X.4 0 28

134.84.X.172 0 0.005282 134.84.X.2 0 26

134.84.X.4 0 0.005127 128.101.X.2 0 26

128.101.X.21 0 0.005016 134.84.X.172 0 25

128.101.X.1 0 0.004601 160.94.X.11 0 24

160.94.X.33 0 0.004492 160.94.X.34 0 22

160.94.X.100 0 0.004374 128.101.X.104 0 21

Sorted by Hub Score

At this tim e, 134.84.S.44 was known to be sending spam . All 
of the other hosts were known, good em ail servers that were 

sending em ail

Total Flows: 856470
Em ail Flows: 10368

Distinct IPs (Total): 228276
Distinct IPs (Email): 1633

Sorted by Outdegree
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6.6.2 Analysis of rank evolution 

The second dataset was netflow data for the University for a three hour time period from 

7am to 10am on July 21st. Graphs were constructed for each ten minute period, to obtain 

a set of eighteen graphs for this time period. The results are depicted in Figure 34. 

 Perpetrator Scores using PageRank as measure were generated for each time instance 

and determined the rank of each node for that time period. The shading is a reflection of 

node rank. The top ranked node has a darker shade. Each column indicates one time 

period, and each row is an IP. For an IP not present in a time period, a default score of 

zero was assigned. Thus, the picture on the left indicates the variation of rank of the 

nodes. The last column is ranking of the node for the aggregated time period.  

It can be seen that the sudden changes in the node ranks, for certain machines, can be 

eclipsed by high change in one node, when computed for an aggregated time period. For 

example, the ranking order computed studying the evolution reveals ranked node “4” in 

Figure 34, which did not show up when ranking was performed on an aggregated graph. 

The security analyst at computer science department confirmed that the ranked nodes 

using the evolution approach during that time period were of interest, asserting the value 

of such a ranking method. 
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Figure 34. Variation of PageRank Distance of IPs across time 

 

Figure 35(a) Variation percent change in graph across time period. (b) Number of 
components in the graph instances across time. 
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Figure 35 illustrates how the graph properties over different time instances vary. It can be 

seen that there percentage change in the graph is really high across time period. Also of 

interest is the graph is not well connected. At any time instance there are a number of 

components for a given graph. This seems typical behavior of very dynamic connections 

such as usage graphs or network connections. PageRanks were computed using BPR-

DAC approach for these set of graphs.  

6.7 Related Work 

E-Mail Spamming has been a prominent area of research and different approaches have 

been taken to solve this problem. The two main class of problems studied have been 

‘spam email filtering’ and ‘detection and prevention of virus/worm intrusion and 

spreading’. Spam analysis can be broadly classified into content based techniques and 

flow statistics based techniques. There are commercial products that use signatures 

developed by analyzing the content [Bri2008]. Collaborative filtering approaches have 

also been developed by analyzing the content [Clo2008]. Classification based approaches 

that use heuristics or rules such as SpamAssasin [Spa2008] are also popular. 

MSN8[SDH+98] uses Bayesian based approaches to classify e-mails as spam. However, 
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all these techniques have high privacy intrusiveness as they analyze the e-mail content.  

Behavior based techniques such as the E-Mail Mining Toolkit [SHW+03] use user 

profiles to construct user cliques and analyze the e-mail attachment statistics for detection 

of e-mail worms or viruses. However, such techniques also need to obtain data at least at 

the mail server level and have a medium level of privacy intrusiveness. Sandvine 

Incorporated [San2004] suggests the use of behavior based techniques coupled with 

signature based techniques for detection of spam Trojans. However, signature based 

methods fail to detect novel attacks at an early stage and such an approach would require 

looking into message content, raising privacy concerns. Also, the technical details of 

behavior based approach in the work are not clearly described. 

The goal in this work is not to identify individual users sending spam or classifying an 

individual email as a spam. Instead, the focus is on detecting machines that are sending 

spam and capturing e-mail traffic that does not necessarily pass through an e-mail server 

or use a particular user id or a mail client. Compared to ‘receiver based’ approaches such 

as content filtering, and ‘sender based’ approaches such as IP blocking; the approach is in 

the complementary area of ‘transport based’ approaches where the e-mail is suppressed 

by stopping the misbehaving mail system machine. In addition to being less privacy 

intensive, it is believed that this is also a new and complementary approach to spam 
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reduction. 

6.8 Conclusions 

This chapter has presented a case study for studying evolving graphs and utility of 

computing PageRank like measures for such graphs over time. It has been proposed that 

an approach to detect anomalous behavior in E-Mail traffic at the network level, with low 

privacy intrusiveness. Finally, a framework for studying evolving graphs has been 

presented, along with an explanation of how it can be applied to network traffic for early 

detection suspicious behavior. The work was restricted to that of a single node.  
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C h a p t e r  7   

CONCLUSIONS AND FUTURE DIRECTIONS 

The final chapter of this dissertation provides a summary of what can be learned from this 

dissertation. The study of evolving graphs helps in understanding and profiling the 

behavior of the phenomenon it models. A key basic step in this study involves identifying 

properties of interest in a given graph. For a given graph, there are certain basic properties 

such as order and size, derived properties such as degree distributions, and certain 

conceptual properties which are based on certain knowledge models. The study of such 

properties is discussed extensively in Chapter 2, which provides a generic approach to 

developing link analysis techniques. This dissertation addresses challenges involved in 

the study of large evolving graphs with a particular focus on the computation of first-

order Markov measures, which have gained huge popularity because of their utility in a 

variety of domains.  

The key challenges necessary to handle the problem mentioned above were: developing 

efficient work-reduction techniques, handling large graphs, and handling large graphs as 

they evolve. The initial challenge was to identify a theoretical framework to partition 



 

 

127 
 
 
 
 
 
 
 
 

 

graphs for the computation of first-order Markov measures. Based on this framework, 

work reduction techniques for handling large graphs at a given time instance and large 

evolving graphs were proposed. An extension of this work to handle i/o based 

computation for large graphs was developed. Experimental results of the proposed 

approaches show significant improvements for power-law graphs. For random graphs, the 

benefits of the proposed approach wanes as the percentage change in the evolved graph 

increases. This is due to the fact that a certain percentage of change affects the whole 

graph, and hence the measure needs to be computed for the whole graph irrespective of 

the fact that certain portions of the graph have not changed. 

7.1 Contributions and benefits 

• The definition of first-order Markov measures is introduced in chapter 1. 

• A survey of link analysis techniques and classification of the literature on link 

analysis for Web is presented. Key benefit: Identification of key dimensions that span 

the design space for Hyperlink Analysis. Illustrates where existing approaches  are 

similar and where they complement each other. Points to a methodology for applying 

hyperlink analysis techniques. 
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• A theoretical framework for graph partitioning for first-order Markov measures is 

defined. Key benefit: Model assures accuracy of measure computed using such a 

partition. 

• A divide and conquer approach to use the above framework to improve computational 

efficiency is proposed. Key benefit: This approach reduces computational cost. 

• An incremental computational approach using the defined theoretical framework is 

proposed. Key benefit: Accuracy of the resulting computed measure and 

computational efficiency. 

• I/O based techniques for large single graphs or large evolving graphs. Key benefit: 

Scalability of computation. 

7.2 Future Directions 

The work and study involved in this dissertation provide certain areas that need to be 

explored further, with definite scope of interest and benefits from such explorations. 

These directions are broadly discussed below.  
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• Medium term goals 

Computational methods for relevance measures, such as Hubs and Authorities remains to 

be explored. While this dissertation examines efficient computation techniques of first 

order Markov measures, other relevance measures applicable to Web domain and 

measures used on other networking domains, such as social networks, computer 

networks. Also, current link analysis techniques have focused on measures for a single 

graph. Most link analysis techniques for evolving graphs have focused on studying the 

behavior of these measures over a period of time. However, there is a clear lack of 

measures that model time as an integrated part of the model. The study of evolving graphs 

requires new models and measures that are time-aware. Once such models are identified, 

there is a scope for exploring algorithms for computing such time aware measures. 

• Long term goals 

Graph evolution models have primarily focused on how networks grow or evolve over a 

period of time. However, all real networks involve growth. The concepts of birth, decay 

and rate of change has not been entirely explored. While citation networks, the World 

Wide Web, and certain biological networks can be modeled as growing networks, not all 

modes of interactions between objects are about growth. Usage based graphs, contrary to 
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creator based structural graphs, depend on the time interval in which they are captured, 

reflecting the usage behavior in the particular time interval. Typical examples include 

traffic on transportation network, Web usage graphs, or telephone calls. Patterns of 

behavior of such networks across time are not captured by graph-based models. 

The issue of graph storage has captured the attention of researchers for a long time. 

However, with enabling technologies to collect and store large graphs over a period of 

time, there are multiple challenges. The challenges are not just about how to store a large 

graph, but how to store the graph as it evolves. Incremental maintenance of such graphs 

as they evolve is a challenge. More specifically, it becomes a challenge when an 

application requires computing a class of measures. When this occurs, the storage models 

need to not only provide appropriate access for computation of such measures, but also 

provide efficient maintenance and access for computing such measures over time. 
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