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INFORMATION TECHNOLOGIES COMMITTEE
MINUTES OF MEETING
OCTOBER 3, 2006
 
[In these minutes: 
ADCS/NTS/OIT Services and Resources Update, Managing Legally Protected Electronic Private
Information, Committee Charge, Guidelines for Members and Chairs of University, Faculty, and Student
Senate Committee, Brainstorm Agenda Items for 2006 – 2007]
 
[These minutes reflect discussion and debate at a meeting of a committee of the University of Minnesota
Senate; none of the comments, conclusions or actions reported in these minutes represent the views of, nor
are they binding on, the Senate, the Administration or the Board of Regents.]
 
PRESENT: 
Nancy Herther, chair, Mark Sanders, Dale Swanson, Sue Van Voorhis, Deanette Schmidt, Stephen Cawley,
Eric Celeste, Linda Jorn, Alan Ek, Douglas Ernie, Joan Hughes, Stuart Speedie, Jim Waddell, Bonnie Westra,
Mahmoud Sadrai
 
ABSENT:  Greg Laden, Andy Lopez
 
GUEST:  Simin Hickman
 
OTHERS:  Bernard Gulachek, Ken Hanna, Scott Ruud, David Imdieke
 
I). 
Nancy Herther called the meeting to order, welcomed those present and requested individuals go around the
room and introduce themselves.
 
II).  Members unanimously approved the May 2, 2006 minutes.
 
III). 
Nancy Herther welcomed Simin Hickman from the Office of Academic and Distributed Computing Services
(ADCS). 
Ms. Hickman distributed folders containing information on the wide variety of services and resources offered
by ADCS/NTS/OIT. 
After quickly walking members through these materials, Ms. Hickman answered member’s specific
questions.
 
IV). 
Chief Information Officer Steve Cawley introduced the next agenda item; the importance of properly
managing legally protected electronic private information.  He noted that the Office of Information
Technology continues to work hard to secure the University’s computing environment.  Despite the fact that 
progress has been made, clearly more work needs to be done.
 
Ken Hanna distributed a handout outlining important information relative to managing legally protected
private information.  He noted that the number of laws for securing private data is continually increasing.  A
relatively new Minnesota breach law requires that individuals whose data security has been breached must be
notified.
 
The University adopted its Acceptable Use of Information Technology Resources
(http://www.fpd.finop.umn.edu/groups/ppd/documents/policy/Acceptable_Use.cfm) policy in 1996.  Then, in 
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2004 a standard was incorporated into this policy, Securing Private Data Standard
(http://www1.umn.edu/oit/security/privatedata.html). This standard provides the University community with
directions for protecting legally and contractually private University electronic data stored on or accessed by
its computers and other electronic devices. This standard requires conformity.  Mr. Hanna turned members
attention to several of the requirements outlined in the standard:

Encryption of private data on laptops is required.  Mr. Hanna stressed the importance of not storing
passwords with laptop computers.
Laptops must be physically restrained (e.g. anchoring device) at work stations.
QuickStart security settings are required for University systems that store or access private data and are
highly recommended for all other Windows XP/2000 computers. ??For Mac OS X desktop systems, the
Mac OS X Security Guidelines are required initial steps.
Contractual rules apply for computers that handle credit card transactions.

 
Mr. Hanna shared practical tips and suggestions for handling private data:

Use Spider (http://www.cit.cornell.edu/computer/security/tools/) to locate social security numbers on
your computer.  (False positive results should be expected).
Private data should generally not be stored on a server that serves as a web server.
If possible, Microsoft computer users should be run on as a “limited user” type of account rather than
an “administrator” type of account when using email and browsing the web.
Back-up and then remove private data from your computer unless you use it often; in which case, it
should be encrypted.  Once the data has been backed up, lock up the back-up media.
Use R-Wipe & Clean (http://www.r-wipe.com/) or Window Washer
(http://www.webroot.com/consumer/products/windowwasher/?rc=4929&ac=5190515) to remove
deleted files, etc. from your computer.
Use TrueCrypt (http://www.truecrypt.org/) encryption software, if possible, rather than the encryption
linked to your operating system.
Properly dispose of private data (http://www.rohnind.com/shredrightnow.htm).

 
Questions/comments following Mr. Hanna’s presentation:

What is the status of the security training program that was mentioned last year?  Mr. Cawley reported
that the University and the Minnesota State Colleges and Universities System developed an on-line data
security training program for all faculty and staff, which is mandatory. This training program is made
up of three short modules, which will take on average 10 – 15 minutes to complete.  The modules will
be released over an extended period so as not to overburden workloads.  This training is being rolled 
out first to the AHC and to the rest of the University thereafter.
Does this security training replace the HIPPA training?  Yes.
If students were required to take HIPPA training, will they be required to take this security training? 
Yes.
A communication piece should be released to the intellectual leaders on campus, to help them
understand and be able to explain the training as this initiative is rolled out.  Bernie Gulachek noted that
the institution is preparing press releases to broadly communicate this initiative both inside and outside
the institution.
Is OIT looking into purchasing a campus-wide license for cross-platform technology like PGP to do not
only the encryption, but to allow users to collaborate and share information in an encrypted
environment. 
OIT has looked at PGP, which is an excellent product, but the question is will users be able to use it.
While Netfiles presents the University with some exciting opportunities, it is important for the
University to be proactive in terms of other technology e.g. use of encrypted email.
A Chronicle For Higher Education article, E-Mail is for Old People
(http://chronicle.com/weekly/v53/i07/07a02701.htm, emphasizes the fact that there are a plethora of
communication venues. 
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With this said, it will be important for the University to be proactive in exploring different ways of
communicating with students in the future.
When sharing information outside the state, do other states’ breach laws create any liability for the
institution?
Is Xythos the same as Netfiles?  Yes.
When will Netfiles be rolled out to the University community?  Initially there were plans to rollout 
Netfiles at the end of September but some problems were encountered.  It should be rolled out in the not 
too distant future.
Will Netfiles be rolled out to students too? 
Netfiles will be rolled out to faculty and staff, with availability to students at a later date.
How will faculty and staff be assured that the data they store on Netfiles is secure?  Mr. Cawley stated 
that Netfiles is being treated as any other enterprise system on campus.  It will use the same storage area
network that stores PeopleSoft data.

 
V).  New business:
 
a).  Copies of the committee’s charge were distributed for member’s information.
 
b).  Copies of Guidelines for Members and Chairs of University, Faculty, and Student Senate Committees
were distributed to members. 
Ms. Herther asked members to take time following the meeting to review these guidelines in order to
understand their responsibilities as members of the committee.
 
c).  Ms. Herther asked for member’s suggestions regarding future agenda items.  Attached to the agenda were
ideas that she collected from Senate committee chairs and SCIT members.  Ms. Herther agreed to follow-up
on some of the items listed to get a better understanding of whether the topics would actually fall under the
committee’s purview.  Members identified the following agenda items for future meetings:

Consultation with SCIT regarding OIT compact – November 6th.
Netfiles – November 6th.
Two factor authentication – December 5th.
Learn about the multiple file sharing options on campus (Active Directory, Netfiles, Hotel) – what is
the role of each of these options.
Digital video services on campus e.g. Gopher TV, introduction to CLA’s MediaMill.
GopherMail.
Explore whether SCIT should recommend that “Standards” For Responsible Computing for Faculty and
Staff be developed.  Discuss minimum levels of support for faculty, which should be standard.
Discuss technology in classrooms. 
Receive an update from the Office of Classroom Management or hold a joint meeting with the
Classroom Advisory Subcommittee, which likely deals with the technology in classroom issue.

 
VI).  Hearing no further business, Ms. Herther adjourned the meeting.
 
                                                                                                            Renee Dempsey
                                                                                                            University Senate
 
 
 
 
 


