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INFORMATION TECHNOLOGIES COMMITTEE
MINUTES OF MEETING
MAY 2, 2006
 
[In these minutes: 
Wireless Standard, Reporting and Notifying Individuals of Security Breaches Policy, On-Line Employment
System]
 
[These minutes reflect discussion and debate at a meeting of a committee of the University of Minnesota
Senate; none of the comments, conclusions or actions reported in these minutes represent the views of, nor
are they binding on, the Senate, the Administration or the Board of Regents.]
 
PRESENT: 
Andy Lopez, chair, Nancy Herther, Mark Sanders, Dale Swanson, Deanette Schmidt, Stephen Cawley, Eric
Celeste, Linda Jorn, Douglas Ernie, Joan Hughes, Eli Mayfield, Mahmoud Sadrai
 
REGRETS:  John See, Jim Waddell, 
 
ABSENT:  Christine Blue, Alan Ek, Greg Laden, Stuart Speedie, David Moretz
 
GUEST:  Miriam Ward
 
OTHERS:  Bernard Gulachek, Ken Hanna, Myron Lowe
 
I).  Professor Lopez called the meeting to order.
 
II).  Members unanimously approved the April 4, 2006 minutes.
 
III). 
Associate Vice President and Chief Information Officer Steve Cawley reported that he met with the IT
directors from the coordinate campuses (including Rochester) to discuss, among other things, the need for a
common wireless experiences across all the campuses. 
The goal is for employees to be able to use their X.500 identification and password on all four campuses to
access each campus’ wireless network.
 
The Duluth campus will need to make only a slight modification to its software in order to allow all X.500
users access to its wireless network. 
The Morris campus intends to adopt the finished code of either the Duluth campus or the Twin Cities
campus. 
The Crookston campus has also agreed to adopt either the Duluth or Twin Cities’ solutions, but their timeline
was unclear as they have more modifications to make.  Because each campus voluntarily agreed to the notion
of a common wireless experience across all the campuses, it was decided that there was no need to write this
agreement into the Wireless Standard.
 
Mr. Cawley noted that the Duluth campus is also utilizing the new credit card wireless option, which, while
available on the Twin Cities campus, has not been widely publicized.  Professor Lopez asked who collects
the money generated by this service, and if a coordinate campus generates a visitor account, would it receive
the revenue from this transaction. 
Mr. Cawley replied that ADCS collects the money for this service, and arrangements can be made for
coordinate campuses to get their apportionment, but that the logistics of this would require further discussion.
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Professor Lopez asked whether there were any security concerns the committee should be aware of as it
relates to the wireless network. 
Mr. Cawley stated that potential problems still exist around wireless devices that are installed outside of the
knowledge of the security officer/OIT. 
This is not a technology issue, however, but rather an education/service issue.  The better OIT can centrally 
provide wireless service, the more likely units will use the central service, and not set up their own servers. 
Next generation wireless capabilities will facilitate OIT’s ability to block rogue wireless hubs.
 
A member asked for clarification regarding wireless account access that departments set up for their guests
(https://www.umn.edu/dirtools/sponsor-wireless) versus the credit card account mentioned earlier 
(https://www.umn.edu/dirtools/wireless-cc). 
Bernie Gulachek noted that departments can grant access to their guests, at no cost to the guest.  In this
situation the department accepts responsibility for the guest’s behavior on the network.  Whereas the credit 
card service allows individuals who do not have an affiliate on campus to grant them access, to purchase
access on the network using a credit card.
 
Will there be information on the University’s login page concerning the credit card account option?  Mr. 
Cawley stated that to access this site a user currently must know the specific URL.  Eventually, once the site 
is refined, it will be publicized, and made more easily accessible.
 
Will visitors be able to access the URL without wireless access?  Will the University’s wirewall let visitors
through to the site in order to gain wireless access?  It was recommended the University’s visitor credit card
account be set up similar to how many airports or Internet cafes have theirs set up.
 
IV). 
Mr. Cawley reported that in August 2005 a state law went into effect requiring public institutions to notify
individuals if their private data has been acquired in an unauthorized manner.  In response to this law, the
Office of Information Technology has crafted a policy, Reporting and Notifying Individuals of Security
Breaches, which was distributed to members for their review.
 
This draft policy outlines the responsibility of individual members of the University community in reporting
security breaches involving private data, and the procedures for doing so.  The University’s Chief
Information Officer is the responsible University officer for the policy.  At the next Board of Regents
meeting there will be some discussion around this draft policy.
 
Currently, a representative of the Office of the General Counsel, an OIT security representative, and the
University’s HIPPA and FERPA officers meet to address reported security breaches.  This group, in turn,
advises Mr. Cawley of investigations that are underway, and informs him of whether a particular breach will
trigger a notification to the individuals involved. 
Educating the campus community of its responsibility for reporting security breaches to abuse@umn.edu, so
that investigations can be conducted, is a priority for OIT.
 
Questions/comments from members in response to this information included:

What should an employee expect from the campus help-line when reporting a possible security
breach? 
According to Mr. Cawley, Ken Hanna’s office would be notified and an investigation would be
conducted. 
Mr. Hanna added that security breaches should not be thought of in terms of electronic content only
because data stored on paper and other formats can also be breached.  In addition he mentioned that
members of the University community are hesitant to email abuse@umn.edu when reporting security
breaches. 



DRAFT http://www1.umn.edu/usenate/scit/06-05-02.html

3 of 6 6/18/2008 11:10 AM

However, he wanted to make members aware that the name of this email address is an Internet
standard.
A suggestion was made to create a semantically more appealing address such as ‘secure@umn.edu’ or
‘privacy@umn.edu’ for reporting security concerns.  For some emailing abuse@umn.edu feels too
jarring.
How does this draft policy for reporting breaches interface with departmental procedures that are
already in place? 
Mr. Cawley noted that having weak security around private data is a violation of the existing
Acceptable Use of Information Technology Resources policy 
(http://www.fpd.finop.umn.edu/groups/ppd/documents/policy/Acceptable_Use.cfm).  Mr. Hanna noted 
that consideration should be given to incorporating language into the Reporting and Notifying
Individuals of Security Breaches policy that would suggest employees bring possible security breaches
to the attention of their supervisor before reporting them to OIT Security, assuming they are
comfortable doing so.
College or administrative unit’s HR professionals as well as Human Resources Consultants should be
made aware of this policy and security breach reporting procedures so they can knowledgably inform
the constituents that contact them for advise.
Is there a plan for sharing this policy with the general public?  It was suggested that there be a link on
the University’s privacy page on where to send security concerns.
What kinds of training, or resources are made available to members of the University community who
are operating their own servers, which contain private data?  OIT, assuming it is aware of these servers,
offers to manage them.  Additionally, OIT offers training courses on the proper management of
servers. 
It was further noted that some deans are mandating centralization of server management within their
colleges.
Does OIT have something equivalent to RCR
(http://www.research.umn.edu/first/NewFacultyEdReqs.htm) for providing new system administrators
with information on the University’s requirements for responsible administration of private data? 
While this resource would not be a training tool per se, it would nonetheless make new system
administrators aware of their responsibilities around the proper management of private data.  In 
response, Ken Hanna noted that one of his staff teaches a course on information policy as it relates to
server administration.
Concern was raised around students who are hired to work on servers containing private data because
most are unfamiliar with the University’s policies related to acceptable use, security breaches, etc.  Mr.
Cawley reminded members that at the April SCIT meeting the committee endorsed the mandatory
security training, which OIT will rollout this summer.  Students employed at the University will be
required to take this training, which will educate them about security issues, University policies, etc.
Are there a significant number of rogue servers on campus?  Mr. Hanna noted there are thousands of
rogue servers on campus. 
He reminded members that the University is an educational institution, and, with this said, running
these servers is in line with the institution’s educational mission.  Problems arise, however, when
private data is stored on these servers. 
It was also noted that all desktop computers can be converted to a server with a simple click of the
mouse. 
It is the hope of OIT that Xythos will facilitate the secure storage of private data by members of the
University community.
If the University wants to ensure there are no rogue servers, ADCS should run all University servers at
no cost to departments.  It all comes down to a matter of money for departments.  Mr. Gulachek noted, 
however, that a huge educational effort would still be needed because any desktop computer can
become a server and any person can put private data on that desktop.  Educating the University 
community on what data is private, and how that data should be managed is critical.  Mr. Cawley noted
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that there are active discussions around establishing financial incentives as it relates to centralizing
server management. 
Another member added, however, that aside from the money issue, there is an element of control for
some members of the University community, which they do not want to relinquish.
What is the timeline for adopting this policy?  Mr. Cawley reported that OIT is acting under this policy
today in response to the new law that went into effect in August 2005.  It will probably take about six 
weeks or so for this draft policy to go through the proper channels in order to be officially adopted.

 
V).  Miriam Ward, director,
Office of Human Resources, thanked the committee for inviting her to share information on the new on-line
employment system. 
She began by providing background information, and emphasized the University’s very paper intensive
hiring process. 
The Office of Human Resources (OHR) had been wanting to change this process for years, but, due to
conflicting priorities, was unable to do so. 
Then, about a year ago, OHR identified an application service provider that had developed an on-line
employment system designed exclusively for use by higher education.  This vendor, PeopleAdmin, has been 
in business for approximately 4 ½ years and works with over 200 colleges and universities as clients,
including a number of Big 10 schools.
 
OHR decided to issue an RFP, which looked at a variety of different on-line employment products.  After 
thorough exploration of several products on the market, a decision was made to contract with PeopleAdmin. 
The contract with PeopleAdmin is as an application server provider, which means the University does not
need to bring the software in-house; rather it runs on PeopleAdmin’s server.
 
Initially OHR planned to use the product strictly for Civil Service, Bargaining Unit and Student employment,
while continuing the current process for faculty and P&A employment.  In taking into consideration the
PeopleSoft upgrade to version 8.9, and the need for customization in order to post academic positions and
track summary pool data in PeopleSoft, it soon became apparent that there would be several advantages to
discontinue using PeopleSoft for this purpose. 
After much consultation, Vice President of Human Resources Carol Carrier made a decision to include
academic hiring in the on-line employment project.
 
The new system will handle the posting of jobs, and the applications for all categories of employment at the
University.  This system will be implemented on June 12, 2006.  Prior to this date, Human Resources will be 
manually converting open positions. 
Student positions will not be converted, however, student positions submitted beginning May 15th will be 
entered into the system and will be available on-line when the system goes live on June 12th.
 
System features include:

X.500 verification will allow pre-approved users to link directly into the new system.  Granting of 
X.500 access rights will be done at the local college or administrative unit level.  The system is
roles-based, therefore, an individual’s position will dictate their level of access.
Templates for all University job codes will be readily available.  The templates will contain some 
pre-populated information such as job codes, salary ranges, etc.
The ability to copy previous requisitions, which can then be modified.
Only one requisition form for all positions, however, different fields will need to be completed
depending on the position category.
The ability to put search plans in the database, thus eliminating a lot of paper previously held by
departments.
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A position (working) title field. 
Many outside applicants are unfamiliar with the University’s generic internal job titles.
Electronic approval routing of job requisitions.  The system keeps an electronic record of who has
given approval on a particular requisition.
Immediate posting on the OHR website following final approval.  Posting requisitions will no longer 
be batch processed like they currently are in PeopleSoft.
There is a field on the requisition, ‘position number’, which will initially be left blank, but as
departments rollout Position Management this field will be populated.  Eventually once this data is in
the data warehouse it will be possible to connect requisition information with PeopleSoft information.

 
On the application side of the system, Ms. Ward shared the following information:

Applicants will be encouraged to search for positions before creating an application, however, they can
create an application first if they so choose.
The current system segregates positions by job classifications, which makes it difficult for external
applicants to find job postings. 
Therefore, the verbiage relative to the different job classifications has been reworked for clarity.
There are six different search options available to applicants, including a key word search against the
job duties.
The system knows, which of the three different applications (Staff, Faculty/Academic or Student) is the
appropriate application for a particular requisition.
Depending on how the hiring department or search committee sets up the requisition will determine
what, if any, information can be attached e.g. CV, cover letter, etc.
The system is designed to accept MicroSoft attachments, pdf documents, and allow for applicants to
cut and paste from other document types into this system.

 
Questions/comments from members:

When departments advertise a position, will they be able to reference a short URL that is unique to
their posting? 
Ms. Ward stated that each requisition generates a unique URL, however, this URL is “not short”. 
Alternatively, departments can reference the requisition number when advertising.
When applicants are searching University job vacancies, are they on a site that looks like it belongs to
the University of Minnesota? 
According to Ms. Ward, the average applicant will think the application is running on a University of
Minnesota server.
This system seems to make it easier to recruit applicants.  Ms. Ward believes the system creates
advertising opportunities for many job vacancies, and makes it easier for applicants to apply for these
vacancies.
How does this new system handle applicants who apply for multiple jobs?  The system allows 
applicants to store their information, thus making it easy to apply for multiple vacancies.  Ms. Ward 
also noted that the system automatically generates an email to applicants in the event a requisition is
filled or cancelled.
Can search committee members look on-line for applicant information, or would someone need to be
responsible for printing and distributing this information to search committee members?  The system
utilizes a feature called a ‘guest user account’, which allows guest users the ability to go on-line to
view all applicants for a particular posting. 
Guest users, by way of special sign-in requirements, are allowed to login and view applicant’s data. 
Guest users have view only access to the applications.
How will the system handle blanket postings?  Blanket postings are for a fiscal year only and the new
system will be implemented only two weeks before the end of the current fiscal year.  Therefore, 2005
– 2006 blanket postings will not be converted onto the new system.  For this year only, the end of the 
fiscal year for blanket postings will be June 11th.  This means that when a blanket posting is closed at 
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the end of the fiscal year, interested candidates would need to apply to a subsequent blanket posting for
future consideration. 
This is no different than the current process because applicant pools are not to be carried over on
blanket postings from one fiscal year to the next.
What are the estimated cost savings for implementing this system?  Ms. Ward stated there will be a 
significant amount of customer service savings.  Three positions are being eliminated in the Job
Center.  The savings from these positions will pay the annual cost for this service, and there will still be
money left over. 
This left over money will be used to help fund one of two new positions in the Compensation area. 
These new positions are being created to help expedite the review of job classifications when
requisitions are received.  There also exists real potential for units to recognize savings, but this is very
difficult to estimate centrally since it is up to individual units.

 
Ms. Ward distributed a handout referencing the project’s website (http://www1.umn.edu/ohr/hrpros/oep/). 
Prior to closing, she highlighted the fact that this project is being implemented independent from the
PeopleSoft upgrade that is currently underway.
 
Professor Lopez thanked Ms. Ward for her very informative presentation.
 
VI). 
Next year’s chair, Nancy Herther, on behalf of the committee, thanked Professor Lopez for his leadership this
past year.  Hearing no further business, Professor Lopez adjourned the meeting.
 
                                                                                                Renee Dempsey
                                                                                                University Senate


