
DRAFT http://www1.umn.edu/usenate/scit/05-11-01.html

1 of 3 6/18/2008 11:12 AM

INFORMATION TECHNOLOGIES COMMITTEE
MINUTES OF MEETING
NOVEMBER 1, 2005
 
[In these minutes: 
Draft OIT Wireless Networking Standard, Inter-Campus Conversations on Innovative Teaching, Tour of
UMM]
 
[These minutes reflect discussion and debate at a meeting of a committee of the University of Minnesota
Senate; none of the comments, conclusions or actions reported in these minutes represent the views of, nor
are they binding on, the Senate, the Administration or the Board of Regents.]
 
PRESENT: 
Andy Lopez, chair, Mark Sanders, John See, Dale Swanson, Deanette Schmidt, Stephen Cawley, Eric
Celeste, Linda Jorn, Douglas Ernie, Joan Hughes, Jim Waddell, David Moretz, Mahmoud Sadrai
 
REGRETS: 
Nancy Herther, Christine Blue, Alan Ek, Greg Laden, Stuart Speedie, Bernard Gulachek, Ken Hanna,
Shih-Pau Yen
 
ABSENT:  David Hauser
 
OTHERS:  Michael Korth, David Loewi, Myron Lowe, Paul Myers, Scott Ruud
 
I).  Professor Lopez called the meeting to order and welcomed members to the Morris campus.
 
II). 
Professor Lopez introduced the first agenda item, a discussion of the draft OIT Wireless Networking
Standard, which members had before them. 
He then asked Steve Cawley to launch today’s discussion around this item.
 
Mr. Cawley began by noting that OIT is in the process of reviewing several of its policies that have security
implications. 
In terms of today’s discussion he asked members to provide feedback on this draft policy, which seeks to
require all University wireless clients to be centrally authenticated before being permitted access to the
campus network. 
He added that one of the goals of this policy is to create a common experience across all the campuses.
 
In order to fully implement this policy, certain challenges would need to be overcome e.g. rogue wireless
networks, capable of hijacking legitimate network connections, thus making the network vulnerable; Medium
Access Control (MAC) issues, etc.
 
Comments/questions from members included:

As drafted this policy is too technical for the common user of the network to understand.
It is not clear that this policy seeks to prohibit rogue networks.
Many computers come with built-in rogue networks.  Users may be unaware they are creating a
wireless network that is in conflict with the University’s official network.
The policy is unclear about who is responsible for the access point/base stations.  A suggestion was 
made to add language that OIT is the sole party responsible for the deployment and management of the
IEEE 802.11 communication networks. 
Mr. Cawley agreed that in order to manage this policy effectively, there should be a single point of
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management.
Is OIT planning to significantly expand the number of wireless access points on the Twin Cities
campus? 
Yes, systemwide next generation wireless discussions are occurring, however, it is likely that this
undertaking will require more than one budget cycle.  Eventually radios on all campuses will be
upgraded in order to:

Meet security requirements.
Centrally manage the system.
Address CALEA regulations as necessary.

The draft policy should be more specific relative to the IEEE 802.11 standard because this is a very
broad standard.
The draft policy states, “Wireless Access Points (Base Stations) must pass client DHCP requests to the
wired network”, but fails to mention the wirewall.  If it is OIT’s intent that the University community
work through virtual networks that go to the wirewall this should be clarified.
In the section on Private and Sensitive Data, loopholes that allow access to applications without an
X.500 identity and password should be closed.
How will OIT enforce this policy? 
What is the consequence for University departments/employees that use backdoor solutions when the
University’s infrastructure is not operational?  Also, if there is a wireless problem, who should be
contacted? 
According to Mr. Cawley, the penalty for violating the Acceptable Use of Information Technology
Resources Policy -http://www.fpd.finop.umn.edu/groups/ppd/documents/policy/acceptable_use.cfm –
is access privileges to the University's information technology resources are denied.  Unfortunately, 
from a practical standpoint, OIT is not in a position to enforce this policy until it moves to the next
generation design.  He noted that the intent of this policy is to:

Provide for uniform centralized support of the wireless network.
Establish a common wireless experience across the campuses.
Facilitate discussions around the next generation wireless design.

 
In light of time, Professor Lopez stated that this discussion will be taken up again at the committee’s next
meeting on December 6th. 
He also solicited member’s suggestions for additional agenda items at this meeting.  The following items
were mentioned:

Introduce CALEA, Communications Assistance for Law Enforcement Act, and discuss the implications
for the University in terms of managing its network.
Receive a Webmail update.

 
III).  Next, members received a presentation entitled ‘Inter-Campus Conversations on Innovative Teaching’. 
This event, which was broadcast via Breeze LIVE to the Crookston, Duluth and Twin Cities campuses,
provided an opportunity for the campuses working on this Bush Foundation Grant to share their experiences
on innovative teaching using technology.
 
Presenters included:

Engin Sungur, director of the Faculty Center for Learning and Teaching, UMM.  Professor Sungur 
provided participants with an introduction to the event and information on event logistics.
Linda Jorn, director of the Digital Media Center, UMTC.  Ms. Jorn shared general information relative
to the Bush Foundation Grant: 
Innovative Teaching and Technology Strategies to Enhance Student Learning.
Pamela Gades, instructional technology specialist, Computing Services, UMM.  Ms. Gades introduced 
the presenters.
Tammy Berberi, assistant professor of French, and grant participant, UMM.  Professor Berberi shared 
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her experience around the use of technology to facilitate teaching disabled students a foreign language.
Kevin Smith, associate professor of Agronomy and Plant Genetics, and grant participant, UMTC. 
Professor Smith provided information on his use of technology to enhance student’s learning of biology
of plant food systems, and the environment.
James Allert, assistant professor of Computer Science, and grant participant, UMD.  Professor Allert 
shared information on learning style awareness, and the reflective process for improving large
enrollment classes.

 
IV). 
Before departing for the Twin Cities campus, UMM Associate Vice Chancellor for Physical Plant and Master
Planning Lowell Rasmussen, guided members on a tour of the campus, which focused on UMM’s energy
initiatives, and partnership projects with West Central Research and Outreach Center, City of Morris, Stevens
County and the Morris Area public schools.
 
                                                                                                Renee Dempsey
                                                                                                University Senate


