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INFORMATION TECHNOLOGIES COMMITTEE
MINUTES OF MEETING
OCTOBER 4, 2005
 
[In these minutes: 
Approval of the September 13, 2005 Minutes, Authentication and Guest Accounts, Web Mail Update]
 
[These minutes reflect discussion and debate at a meeting of a committee of the University of Minnesota
Senate; none of the comments, conclusions or actions reported in these minutes represent the views of, nor
are they binding on, the Senate, the Administration or the Board of Regents.]
 
PRESENT: 
Andy Lopez, chair, Nancy Herther, John See, Dale Swanson, Deanette Schmidt, Stephen Cawley, Eric
Celeste, Linda Jorn, Douglas Ernie, Joan Hughes, Stuart Speedie, Jim Waddell, David Moretz, Mahmoud
Sadrai
 
REGRETS:  Mark Sanders, Christine Blue, Alan Ek, Greg Laden
 
OTHER(S):  Bernard Gulachek, Myron Lowe, John H. Miller, Scott Ruud, Shih-Pau Yen
 
I).  Professor Lopez called the meeting to order.
 
II).  Members unanimously approved the September 13, 2005 minutes.
 
III).  Authentication and Guest Accounts: 
Scott Ruud began by sharing information on what OIT is doing in terms of authentication and guest
accounts. 
He stated that, once the process is finalized, departments interested in setting up guest or sponsored accounts
will be able to contact Internet Services, managed by Kevin O’Rourke, or place their request on-line.  Guest
accounts will be set up free of charge to departments, and provide guests with limited access to the
University’s wireless infrastructure. 
Sponsored accounts, on the other hand, provide infrastructure and computing services, which parallel the type
of services conferred to employees. A sponsored account will cost the sponsoring department approximately
$8/month.
 
Mr. Ruud noted that recently there had been an interest in extending on-line guest account privileges to
students. 
After much discussion, OIT came to the conclusion that if students were allowed to set up guest accounts it
would be too difficult for OIT to control the number of accounts that were set-up, as well as the activities
associated with these accounts. 
Currently, sponsoring departments take responsibility for ensuring that individuals with guest/sponsored
accounts adhere to the University’s Acceptable Use Policy standards.  At this point, only faculty and staff can
set up guest/sponsored accounts. 
Mr. Ruud reported, however, that as of fall 2005, OIT offers eProxy accounts, which allow students the
ability to grant access to their parents or relatives to view their student information.  This service is being 
very well received and utilized.
 
Mr. Ruud solicited members input regarding:

·      Features members would like to see offered as it relates to guest account services.
·      Concerns related to providing guest account services.
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Member questions/comments included:
Do guest accounts have calendaring privileges?  Currently, guest accounts do not have calendaring
privileges, but sponsored accounts do, stated Mr. Ruud.
Are guest accounts and sponsored accounts the same thing?  No, stated Mr. Cawley.  A major difference
is that that guest accounts are set up for short periods of time e.g. 3 days, and sponsored accounts are set
up for longer periods of time. 
Sponsored accounts provide infrastructure and computing services, which parallel the type of services
conferred to employees.
There exists an element of ambiguity around the different types of accounts that can be set up for
guests. 
Clear-cut definitions should be drafted so departments are aware of the different types of accounts.
Unlike an OIT sponsored account, a Library sponsored account does not give individuals access to
many of the Libraries third party resources.
The ability to create a ‘guest account’ exists on the MyU Portal page, which makes the ADCS ‘guest
account’ term confusing. 
Instead, maybe ADCS guest accounts could be renamed to ‘temporary network access accounts’, or
something similar.
For individuals who move between campuses, can there be universal access across the campuses?  This 
is currently not possible because the network infrastructure varies from campus to campus, with each
campus having their own domain name.
Mr. Cawley requested that time be allotted on an upcoming agenda to discuss a wireless standard. 
Ideally it would be good to have a common experience across the campuses.  Security standards should 
also be reviewed in conjunction with this discussion.
In the Medical School there are individuals that do not have a direct affiliation with the University, but
need access to University resources to deal with the students they are working with e.g. WebCT, course
evaluation systems. 
In these instances, neither short-term guest accounts nor sponsored accounts are appropriate.  Shih-Pau 
Yen acknowledged that this is an issue for ADCS because many groups have their own unique
requirements.  As a result, ADCS is faced with how best to handle its wide variety of clients’ needs.
Often the term “account” is used imprecisely/interchangeably to mean both identity and access.  In 
reality authentication is identity and authorization is access.  A guest account (temporary network 
access) is access without much concern for identity.  However, in other instances, there is a need to
know an individual’s identity, e.g  access to WebCT, while other access points are not as important. 
This causes confusion because both identity and access are dealt with in the X.500 directory.  In some 
cases authorization is flagged in the X.500 directory and other times it is not.  To help clarify the
difference between authorization and identity, it may be helpful to clarify the terminology.  There needs
to be a distinction between the issue of identity and access.  While access decisions can be made
independently of one another (e.g. Library access versus WebCT access), the identity issue must be
resolved as a campus issue.
Will the University’s wireless access issues be addressed in conjunction with the City of Minneapolis’
wireless initiative? 
Mr. Cawley stated that in his opinion whatever Minneapolis and St. Paul choose to do in terms of
wireless would not solve the University’s problem.  It is unlikely that their vendor would be interested
in investing in wireless on the University campus.  However, the University is at the table as their
wireless discussions move forward. 
It may be possible that the University negotiate a deal with the winning vendor to make the University’s
wireless network seamless with the Minneapolis network.  This would mean that anyone with a
Minneapolis account would be able to come on campus and login using their Minneapolis account.
Where is OIT in terms of a website for requesting guest accounts?  OIT could implement this process 
within a few weeks.  Much of the process and code necessary to make this happen already exists.  It is 
simply a matter of re-utilizing this information to allow for free access.  The delay in making this a
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reality stems from questions around whether this is the right thing to do.
Assuming on-line account requests become a reality, how would the process work?  University 
employees would login to a website using their X.500 identification.  Then, once logged in, employees 
would be asked to complete a form and provide information about the person being sponsored.  The 
requestor, within minutes, would receive an id and password information for the person being
sponsored.
Mr. Cawley stated in instances where the University has public wired space e.g. the Libraries and
conference rooms, OIT may want to consider putting these connections behind the wirewall to force
authentication. 
Also, consideration needs to be given to putting wired access on a VLAN similar to a wireless access
authentication.
Is there a way to avoid having to repeatedly complete a request form for individuals that come to the
University on a regular basis?  At this point, this functionality has not been built into the system, but it
could be if there was a demand.
In setting up an account, what is the responsibility of a sponsor?  If a support person is delegated 
responsibility for setting up an account, is he/she taking on an added level of responsibility?  What kind 
of risks are people taking on if they are sponsoring someone, and how should these risks be
communicated to sponsors? 
Steve Cawley stated that at the November meeting there needs to be a discussion around security issues
as they relate to wireless. 
In Mr. Cawley’s opinion, to avoid these concerns, the wireless network should be segregated from the
campus network (put on the other side of the firewall).
Based on the X.500 authentication going through the wirewall, is it possible to allow a guest account
into one VLAN using one authentication, and if the individual is a staff or faculty member this
individual get into another VLAN that sits on the campus network?   This would be possible if there
was a flag back from the authentication system.  This would require some coding.
What level of access do prospective student accounts provide?  To the best of Mr. Cawley’s knowledge,
prospective student accounts are full sponsored accounts.  These accounts, however, do not get a
student flag until they are admitted.
A couple Medical School programs have encountered access problems where students are physically
located on two different campuses (Twin Cities and Duluth), but are part of the same educational
program. 
Professor Lopez stated that in order for SCIT to take this up as a policy matter, the parameters/ideal
model would need to be identified. 
A member stated that this is an example of the identity dilemma mentioned earlier, and it reinforces the
notion that the University should strive for one identity across the entire University system.  Mr. 
Cawley noted that the committee may want to consider bringing this issue up through the strategic
planning process because it directly deals with the notion of one enterprise.  On a related noted, he 
added that the committee could also recommend to the administration that it look into licensing
educational software solutions across all campuses.

 
Steve Cawley stated that OIT would bring forward, at the November meeting, a draft wireless standard policy
for the committee’s consideration. 
Then, at another meeting, once data has been collected, there should be a discussion around the ‘common
experience’ issue.
 
IV).  Other business:
 
Professor Lopez requested a web mail update. 
Shih-Pau Yen reported that the new web mail software, which had been rolled out on the first day of classes
on the Twin Cities campus, has been retracted. 
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He apologized for any inconvenience this premature, unsuccessful roll-out may have caused anyone.  He
noted that the problems associated with the unsuccessful launch were primarily attributable to the software’s
incompatibility with numerous browsers.
 
From many perspectives, performance under the new program was much improved.   Mr. Cawley stated that 
with IMAP it may not be possible to satisfy all users with a single web client.  The solution may be to have
two different types of web clients, one for users with multiple folders and the other for users with no/minimal
folders. 
At issue is whether the difference between these two options could be clearly communicated to the University
community. 
A member stated that undoubtedly there would be some confusion, but what would help is that if users are
not forced to make an either/or choice, but allowed to see which option works best for them.
 
V).  Professor Lopez reminded members that the November 1st meeting would be held on the Morris 
campus.  Hearing no further business, Professor Lopez adjourned the meeting.
 
                                                                                                Renee Dempsey
                                                                                                University Senate   


