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INFORMATION TECHNOLOGIES COMMITTEE
MINUTES OF MEETING
OCTOBER 7, 2003

[In these minutes: Welcome, Illegal File Sharing, Gramm Leach Bliley Act, Review of
Committee Charge, Update on Computer Worms & Viruses]

[These minutes reflect discussion and debate at a meeting of a committee of the University
of Minnesota Senate or Twin Cities Assembly; none of the comments, conclusions or actions
reported in these minutes represent the views of, nor are they binding on, the Senate or
Assembly, the Administration or the Board of Regents.]

PRESENT: April Schwartz, Chair, Mark Bellcourt, Jeff Johnson, Stephen Cawley, Eric
Celeste, David DeMuth, Lynda Ellis, Stuart Speedie, Michael Varian

REGRETS: Josephine Crawford, Linda Jorn, Alan Ek, Douglas Ernie, Greg Laden, Jim Waddell,
Shih-Pau Yen

ABSENT: Nancy Herther, Yosef Cohen

GUEST(S): Mark Rotenberg and Heidi Noonan from the Office of the General Counsel

OTHER(S): Bernard Gulachek, Ken Hanna

I). April Schwartz welcomed all those present and called the meeting to order. Next, Ms.
Schwartz asked those present to introduce themselves.

II). The Senate Committee on Information Technology (SCIT) was asked by the FCC to
receive information from the Office of the General Counsel regarding the University’s
position on downloading copyrighted materials from the web. Ms. Schwartz thanked Mark
Rotenberg for attending today’s meeting.

The University, to the best of Mr. Rotenberg’s knowledge, has not yet received any subpoenas
regarding the downloading of copyrighted materials. Examples of copyrighted materials
include music, movies, software, video games, photographs, etc.

Besides impacting students, this is an issue that also impacts faculty and staff. Currently,
over 1,000 subpoenas have been issued by the Recording Industry Association of America
(RIAA) to internet-service providers across the United States, including many universities. In
addition to these subpoenas, over 260 lawsuits have resulted from the information gleaned
from the subpoenas. The subpoenas seek the names and addresses of those that have
allegedly downloaded the copyrighted material. There is no doubt that these subpoenas are
enforceable as the law now reads. Initiatives are currently pending in the United States
Senate to cut back on the power of the RIAA as well as other copyright holders as they
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attempt to obtain information using a subpoena. Minnesota Senator Norm Coleman is very
active in this area.

The law states that peer-to-peer file sharing on university networks is not illegal per se.
Nevertheless, oftentimes peer-to-peer software, e.g. KaZaA, Morpheus, etc., is being used to
engage in extensive infringements of copyrighted material. The recording industry, in
response, is taking action because they have lost billions of dollars as a result of illegal file
sharing activities. The copyright act gives substantial rights of reproduction and distribution
to the copyright holder. Furthermore, Mr. Rotenberg noted that the copyright act it is a
strict liability statute, which means that the victim of a copyright infringement does not have
to show intent to harm or infringe in order to find liability. Or, in other words, those that
infringe are liable.

Some examples of defenses to copyright infringement include:

Fair use doctrine. Areas of privilege under the fair use doctrine include criticism,
comment, news reporting, teaching, scholarship and research.
First sale doctrine, which states that once an individual legally purchases a copy of
something then that copy can be distributed.

According to Mr. Rotenberg, colleges and universities are under no legal obligation to defend
copyright infringement cases because they are not doing the infringing. Possession of
file-to-file technology and the fact that it happens on college and university equipment is not
at issue. The problem stems from the actual downloading of copyrighted materials.

Copyright infringement applies in its incipient form to faculty and administrators as well.
Approximately 30% - 35% of faculty and administrators at research universities admit to
unlawfully downloading software. Copyright holders view this behavior as a serious illegal
activity. While most software copyright holders have not taken action by issuing subpoenas to
major universities like the recording industry, this may indeed be the next horizon. Mr.
Rotenberg believes that this issue should be raised as a point of interest for the University
Senate. Defense indemnification for faculty and administrators is a very delicate issue.

Next, Mr. Rotenberg shared with members information concerning a joint initiative sponsored
by the higher education community and the entertainment industry. He noted that Penn State
University president Graham B. Spanier invited President Bruininks as well as many other
university presidents to participate in an initiative to:

Develop campus education programs concerning copyright responsibilities and rights and
their implications.
Discuss the use of university network technologies to control inappropriate and illegal
copyright activity.
Develop campus-based, on-line subscription services allowing students to legally
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download and share information.

Mr. Rotenberg anticipates that President Bruininks will seek the Senate’s advice on this
initiative.

In closing, Mr. Rotenberg noted that if a subpoena were lawfully served on the University of
Minnesota and issued by a federal judge, it would comply with the request. In the end, the
internet protocol (IP) address would be converted into a name and address and turned over to
the plaintiff.

Questions and comments from members to Mr. Rotenberg are highlighted below:

In light of the fact that the University provides networks and computing facilities for
students to use, does this increase the University’s risk? The Office of the General
Counsel does not believe that providing equipment and facilities for students to use
increases its risk.
Mr. Rotenberg was asked to comment further regarding the initiative to look into
developing campus-based, on-line subscription services that will allow students to legally
download and share information. This member believes this is an odd business for the
University to get involved in. Mr. Rotenberg stated he really has no further information
to share with the Committee other than what he has already noted. He added that some
or all of the initiatives noted above may be better off left to the private sector. More
than likely the entertainment industry is reaching out to the American Council on
Education (ACE) and large research universities to get cooperation as they attempt to
reduce the amount of illegal copyright theft.
Will selling rather than leasing laptops to students reduce the University‘s risk? Again,
Mr. Rotenberg stated that while the sale of laptops by the University to students may
add another barrier to litigation against the University, he believes that the University
has enough legal protections and practical shields in place to protect it. Mr. Rotenberg
sees no legal reason to convert from lease to sale of its hardware unless there are other
reasons to do it that are not apparent.
If a student uses a University server to store illegally copyrighted materials does this
increase the University’s risk? The closer the University gets to knowingly abetting this
type of illegal behavior and facilitating it through its equipment then the University runs
a much greater legal risk. The University has, however, configured its systems in order
to protect itself. Mr. Rotenberg added that the University is mindful of faculty, staff
and students’ privacy rights and, therefore, does not do content-based searches of
computer data without seeking legal advice. He went on to say that the University is
careful in its notices to faculty, students and staff to remind them that the University
of Minnesota is a public institution and its equipment and facilities are state property,
not private property.
A member recommended SCIT and the Senate proactively work to prevent copyright
infringement activity.
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What happens if a faculty, staff or student is found with illegally copyrighted material?
Is this handled internally or is it reported to the RIAA? Steve Cawley stated when the
University receives a notice of copyright violation it notifies the offender telling them
to stop this behavior. When a second notice is received against an offender, this
triggers the student judiciary process and the violator’s network connection is downed
until the judiciary process is completed.

April Schwartz suggested continuing discussion of this topic at the Committee’s next meeting
on November 4th. In the meantime, members were encouraged to think about whether SCIT
would like to put forth a recommendation to the Senate to deal with this issue in a more
proactive way.

A member suggested the University proceed with caution in terms of being cooperative with
the RIAA and other relevant industries. In addition, careful consideration needs to be given
to how the University uses its infrastructure to monitor and control its resources and this
needs to remain a University decision. To conclude, this member would like SCIT to
recommend that the University be wary about the moves the entertainment industry is taking
as they court colleges and universities in their battle to reduce the amount of illegal
copyright theft.

It was also noted that it would be useful for the University to establish more clear-cut
guidelines for administrators (e.g. MIS IT Directors) so they know what is an appropriate
response to inappropriate use of University technology. It was recommended that Ken Hanna,
Director of Security and Assurance for the University of Minnesota's Office of Information
Technology, be contacted whenever there is doubt on how to handle a situation involving the
inappropriate use of University technology. Mr. Hanna plans to work with the University
Police, the Office of the General Counsel and Human Resources to streamline procedures on
where to seek out advice for different situations.

April Schwartz volunteered to pass the results of today’s presentation and discussion on to
Judith Martin, chair, FCC.

III). Steve Cawley and Ken Hanna provided the Committee with an overview of the
Gramm-Leach-Bliley Act. The Gramm-Leach-Bliley Act also known as the GLB Act, includes
provisions to protect consumers’ personal financial information held by financial institutions.
The largest system at the University impacted by the GLB Act is the student financial aid
system although other systems at the University are impacted as well. However, several
unanswered questions remain concerning which transactions are actually covered by the act
and which are not.

Other common financial transactions across the University are credit card transactions.
While it is unclear if all credit card transactions are covered by the GLB Act, some likely are.
Regardless, all credit card transactions at the University are protected by other safeguards.
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A member asked about the security of the X500 system. Mr. Cawley noted that discussions
are taking place on campus to decide whether passwords on the X500 system should be made
‘stronger’. Another member suggested the University think about having different grades of
password security and added that it is critical that individuals understand the importance of
keeping their password secure. So, the issue is less how strong does the technology make the
password but rather how can people be educated to not share their password. The question
currently before the University is whether more stringent passwords should be required on
the X500 system, similar to those required by the Enterprise system.

The University has filed the necessary documentation and is in compliance with the
requirements of the GLB Act. For more information on the GLB Act members were referred
to the following URL: http://www.educause.edu/issues/issue.asp?issue=glb

April Schwartz suggested inviting Associate Vice President Mike Volna from the Controller’s
Office to further discuss this issue. Mr. Cawley noted that Mark Rotenberg of the Office of
the General Counsel always advises having someone from OGC attend meetings when issues of
law are discussed. 

Also, at a future meeting, Ms. Schwartz asked Mr. Cawley to update the Committee on
technology-related initiatives that are taking place at the University.

Ms. Schwartz added that she welcomes ideas from members concerning future agenda items.
Any ideas should be forwarded to April Schwartz at schwa084@umn.edu.

IV). April Schwartz noted that in conjunction with the reorganization of the Senate
structure, Professor Judith Martin, chair of the SCC, requested that all Senate committees
review their charge and make suggestions for changes. Copies of the charge were distributed
to the members for their review. Members debated whether verbiage should be added to
more clearly outline the scope of the issues that the Committee tends to deal with. Another
member suggested by leaving the language somewhat vague it allows the Committee to deal
with broad as well as more local issues.

Under ‘Duties and Responsibilities’ a member questioned whether “a. To make
recommendations to the Senate on matters concerned with policies and administration of
information technologies” and “d. To recommend to the Senate Consultative Committee such
actions or policies as it deems appropriate” were redundant. April Schwartz will check into
whether one of these can be eliminated and report back to the Committee.

V). April Schwartz asked Ken Hanna to update the Committee on the rash of computer worms
and viruses that have been going around. Mr. Hanna began by stating the primary cause behind
the recent worm epidemic stems back to the failure by individuals to patch their computer
systems. He also added that most of the recent viruses and worms have affected Windows
users.
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To deal with the problem on an emergency basis several campus Ethernet ports had to be shut
off for infected computers. In addition, dialup modem access was disabled for accounts
distributing these worms via the modem pool. The University had no choice but to take this
action and prevent infected machines from spreading the worms until they could be properly
patched. The Office of Information Technology website provides removal, repair, and patch
information at the following URL: http://www1.umn.edu/adcs/help/virus/fixes/.

Efforts are currently underway to deal with the dial-up lines and make sure home machines
are patched. Another OIT initiative is to educate users on the importance of running
Microsoft Windows updates on a regular basis.

Ken Hanna noted he is not particularly optimistic about the future in terms of the elimination
of worms and viruses because this appears to be a cottage industry. Mr. Hanna advised
members to regularly run the Microsoft Windows update, which patches computer systems.

Prior to the start of classes in September, OIT worked feverishly to put together
procedures on what students needed to do before they plugged their computers in at the
residence halls. While there were some problems, overall it could have been much worse. OIT
is already gearing up for next year and trying to think about automated procedures in order
to avoid as many problems as possible.

Mr. Hanna in response to a question noted that while all operating systems have bugs, it is
inevitable that Microsoft Windows which has 90% of the market share, will have more than
its share of worms and viruses. Mr. Hanna noted that very few problems are found on the
Macintosh platform. A member noted that Apple Computer is very effective at disseminating
patches and making them easy to install. Additionally, Mr. Hanna stated that Apple Computer
has a philosophy of turning off dangerous services when a computer is shipped from their
factory.

A member pointed out that dealing with these worms and viruses it is very expensive in terms
of staff time.

Concern was voiced over instances where wireless access points were turned off when an
infected computer was using one of these access points. Such actions have led to confusion as
well as a significant amount of time spent trying to debug a computer when in fact only to
later realize the access point was purposefully turned off. Similarly, public access network
drops also face this same problem. Therefore, it was suggested that OIT strategize about
other remedies that are not network jack-based. Mr. Hanna acknowledged this concern, but
noted with the limited resources that were available in the midst of the infection, OIT had no
other course of action available at the time to remedy the problem. OIT, according to Mr.
Hanna, needs to know who is on each jack because right now a jack is just a jack. A member
believes the focus needs to be less on the jack and more on the machine. OIT needs to be
working on technology that will identify infected machines and keep them off the network
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until they are healthy. Bernard Gulachek stated that the new network will afford OIT
additional management capabilities that may be able to help in these instances. Mr. Gulachek
added that this is a huge behavioral/educational issue that can be remedied by applying the
patches as soon as they are available. People need to be proactive and inoculate their
machines as soon as possible.

A member asked how widespread is DHCP at the University. DHCP (Dynamic Host
Configuration Protocol), an Internet protocol for automating the configuration of computers
that use TCP/IP, is available on all networks that are managed by the Office of Information
Technology. The number of addresses on each of these networks that are available varies,
however.

V). Hearing no further business, April Schwartz adjourned the meeting.

Renee Dempsey
University Senate


