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INFORMATION TECHNOLOGIES COMMITTEE
MINUTES OF MEETING
FEBRUARY 5, 2008
 
[In these minutes: 
Utilization of Technology in Emergency Preparedness, IT Director's and their Relationship to
OIT/Governance]
 
[These minutes reflect discussion and debate at a meeting of a committee of the University of Minnesota
Senate; none of the comments, conclusions or actions reported in these minutes represent the views of, nor
are they binding on, the Senate, the Administration or the Board of Regents.]
 
PRESENT: 
Mark Sanders, chair, John Crow, Sue Van Voorhis, John Butler, Billie Wahlstrom, Alan Ek, Michael Korth,
Stuart Speedie, Bonnie Westra, Briana Clark
 
REGRETS: 
Dale Swanson, Deanette Schmidt, Brent Larson, Danielle Tisinger, Jim Waddell, Mahmoud Sadrai, Parker
Schultz, Linda Jorn
 
ABSENT:  Stephen Cawley, Greg Laden
 
OTHERS ATTENDING:  Bernard Gulachek, Ann Hill Duin, Simin Hickman, Myron Lowe, John H. Miller
 
GUESTS: 
Terry Cook, director, Emergency Management, Greg Hestness, police chief, Kathleen O'Brien, vice president
for University Services
 
I).  Mark Sanders called the meeting to order.
 
II).  Members unanimously approved the December 4, 2007 minutes.
 
III).  Announcements:
 
a). 
As follow-up from the December meeting, Mark Sanders requested that John Miller periodically provide the
committee with updates on OIT's Video Commons efforts.  He suggested that a future SCIT meeting use this 
technology to enhance participation for members that participate remotely.
 
b).  Mr. Sanders once again asked the committee for nominations for a SCIT chair for next year.  He
requested that nominations be forwarded to him or Renee Dempsey, Senate staff.
 
IV). 
Mr. Sanders welcomed Chief Greg Hestness and Terry Cook, director, Emergency Management to today's
meeting. 
He stated that they were invited to provide the committee with information on the use of technology in the
University's emergency preparedness efforts.
 
Chief Hestness introduced himself and Terry Cook, director, Emergency Management.  He briefly shared 
information concerning their backgrounds, and explained how the University's Department of Public Safety is
organized.  The Department of Public Safety has 159 FTEs, which includes 65 student positions.  Public 
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Safety is made up of three departments:
Police1.
Emergency Management2.
Central Security3.

 
The budget for this fiscal year is approximately $13.3 million.  Budget funding sources include:

O & M – 72%
Fees for services – 19%
Fines – 6%
Other – 3%

 
Emergency Management has 4 FTEs, all of who are certified by the State of Minnesota.  Currently, the 
University has 45 police officers, but Chief Hestness noted that he has been authorized to have 50 officers
this year, and three additional officers next year.
 
The University's current Department of Public Safety was established in 2002 subsequent to 9/11 in order to
provide a better-integrated, less fragmented approach to public safety.  Public Safety falls under the auspices
of University Services, which Vice President Kathleen O'Brien oversees.  University Services has over 2,200
employees, but when student employees are added in, this number jumps to roughly 3,000 employees.  The 
five departments that make up University Services include:

Auxiliary Services1.
Capital Planning and Project Management2.
Facilities Management3.
Public Safety4.
University Health and Safety5.

 
University Services has both Twin Cities and system-wide responsibilities.  UMPD serves not only the Twin 
Cities campus, but occasionally provides support to the UMM and UMD police departments.  Emergency 
Management and Central Security, on the other hand, serve the entire system on a regular basis.
 
Examples of strategies and initiatives used to strengthen public safety include:

Increasing partnerships and communication
Increasing training opportunities
Pursuing technology advancements
Enhancing the University's security infrastructure
Strengthening the University's emergency preparedness efforts

 
With respect to strengthening the University's emergency preparedness efforts, the Board of Regents has
formally adopted NIMS (National Incident Management System) as the University's emergency management
system.  The State of Minnesota has also adopted this system.  NIMS certification by the state has allowed
the University to pursue emergency plan preparedness grants.  Emergency Management has been very active
in securing grant money for various emergency preparedness initiatives.  For example, Emergency
Management in conjunction with the Academic Health Center (AHC) has been working on plans for health
emergencies such as the pandemic flu.
 
In addition, following the Virginia Tech incident last year, the University has evaluated its emergency
communication system.  A new resource that came out of this review was TXT-U Emergency Notification
(http://www1.umn.edu/prepared/txtu/). 
 
The Emergency Management Department has a mobile command post.  This was the University's operations 
base at the scene of the 35W bridge collapse. 
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This mobile command post is equipped with inter-operable 800 MHz radios and wireless IT.  Chief Hestness 
noted that the University acquired this re-purposed State of Minnesota HazMat response vehicle for free.
 
Major Department of Emergency Management accomplishments include, but are not limited to:

Homeland Security approval for the University's Emergency Operations Plan.
Receiving almost $1 million in federal and state public safety and Homeland Security grants since 2002
for various emergency preparedness initiatives:

800 MHz conversion.
Acquisition of a HazMat Identification System.
A deep tunnel surveillance system (9 miles of tunnels equipped with roughly 30 cameras).
Acquisition of metal detectors and 1st Responder equipment.

Creation of the Emergency Management Policy Committee.
Development of an Emergency Management Training plan.

 
Emergency Management has systemwide responsibility for preparedness, emergency response and
continuity/recovery. In addition, Emergency Management directed a post-Virginia Tech review of its
Emergency Notification System. 
This review uncovered that there are four essential components to a good emergency notification system:

Email and voice mail
Weather Alert Radios
Text message capability
Public address systems

 
Strategies to enhance the University's security infrastructure include, but are not limited to:

Since 2002, the University has dedicated over $8 million system-wide to enhance its security
infrastructure.
Annual review of risk-based security assessments.
Examples of projects focused on protecting people, research, and physical assets:

System-wide digital surveillance camera conversion.
Inclusion of biometrics security (e.g. hand geometry, retinal scan) for high security research labs.
Migration to "smart card" readers.
Piloting of "intelligent video."  (Programmable to observe certain behaviors).

 
The University's Department of Central Security evaluates, designs, installs, monitors and maintains a variety
of critical infrastructure systems.  For example:

Monitoring services, e.g. surveillance services on the Twin Cities, Duluth, Crookston and Morris
campuses; over 100 intercoms and call boxes located throughout the garages, ramps, etc.
Access control services, e.g. programming of automated building unlocks and lock-ups.
Consultation services, e.g. facility and site security assessments.
Security services, e.g. security system installation and support.

 
As a fully licensed police department, the University offers the following services:

Patrol and 911 response
Community policing
Investigations
Traffic safety and enforcement
911 dispatch
Student monitor program

The University's Police Department was established in 1939.  Its primary jurisdiction is any property owned, 
leased or operated by the University, which is not contiguous and not few, CUHCC Clinic.  The Police 
Department has had as many as 70 officers in 1970 and as few as 35.  In fiscal year 2009, the department has 
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been authorized to have 53 officers.
 
Increasingly, the Police Department relies on technology to be effective.  Examples of technology, data and
partnerships that serve to maximize the safety of the University community include:

Participation in and upgrades to Minneapolis Police records management and reporting system –
CAPRS - Computer Assisted Police Records System.
Computer Aided Dispatch (CAD) – leasing from the Minneapolis Police Department allows for
interoperability.
Emergency communications interoperability – regional 800 MHz system.
Weekly crime analysis data from Minneapolis Police CODEFOR (Computer Optimized DEployment –
Focus On Results) unit.
Digital audio/visual cameras in all marked vehicles.

 
Before concluding the presentation, Chief Hestness turned member's attention to various diagrams and charts
containing statistics on 911 citizen calls for service dating back to 2003, campus crime trends, robberies near
the University, etc.  He noted that 85% of the offenses on campus are larceny or theft.  Last year, there were 
619 of thefts on campus, which is down from 715 from the previous year and 1263 thefts in 1995.  In terms of 
crimes against people, the University does not have many, and last year this number was down slightly from
the previous year, which is good.
 
Once the Police Department reaches its goal of 50 officers, Chief Hestness indicated that he intends to
establish a Community Response Team, which is a small group of officers that can be relieved of 911
responsibilities to work on emerging crime patterns by giving them closer attention and to form a stronger
liaison with the University and surrounding communities.
 
Lastly, in terms of robberies, while there were 190 incidents in 2006, there were 129 in 2007, which
represents about a 30% decrease.
 
Mark Sanders thanked Chief Hestness and Mr. Cook for taking time out of their busy schedule to attend
today's meeting. 
Additionally, he commended them and the entire Department of Public Safety for their extraordinary efforts
at the University.  Next, the meeting was opened up for questions and comments:

How does the Department of Public Safety interface with the University Fairview University Hospital? 
There are Hospital and University employees sitting adjacent to one another receiving different
information. 
Chief Hestness noted that any 911 call placed on campus goes to the University Police 911 Center. 
University Police respond to Hospital calls.  Emergency Management also responds to environmental 
emergency calls from the Hospital.
Is vandalism tracked by the Police Department?  Yes, the University has this information stated Chief
Hestness; however, the Minneapolis Police are unable to map these trends for the University.  It is for 
this reason that the University is working to establish its own Community Response Team.  Vice 
President O'Brien added that the amount of vandalism the University experiences relates to its decisions
about hours of operation, building accessibility, etc.  Discussions are taking place about the University's
hours of operations, who should have access to buildings after hours and such.  University Services has 
a close relationship with the Office of Classroom Management, and, therefore, is well aware of the
investments that have been made in classroom technology and the need to protect these investments.
Does the Department of Public Safety staff receive special bio-terrorism training?  Yes, this is a 
component of the NIMS training stated Chief Hestness.  Mr. Cook added that officers must take a
weapons of mass destruction course that covers chemical, biological and radiological incidences.  The 
Department of Environmental Health and Safety at the University has primary responsibility for
bio-terrorism events. 
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The University partners with the county and the state in terms of response capabilities for these types of
episodes.
Would the Police Department be willing to do podcasts on the disappearance of laptop computers and
other topics?  Definitely, stated Chief Hestness.
Are there any areas of campus that are more dangerous than others?  Is the West Bank less safe than the
East Bank? 
Based on the University's crime reports, a majority of crime incidents occur on the East Bank, but this is
to be expected given the fact it is the most populated campus.  While some perceive the West Bank to
be less safe, noted Vice President O'Brien, this can be attributed to, in part, to the fact that the West
Bank is less defined than the East Bank or St. Paul campuses.  Chief Hestness stated that the University
community as a whole is quite safe.
How and what do the police do to keep people off the campus that have been banned from University
property?  Officers tend to be familiar with these individuals noted Chief Hestness.  The Police 
Department maintains a trespass list, which officers can check if they are unfamiliar with an individual. 
Chief Hestness reminded the committee that the University is a public institution, and any decision to
refuse access to certain individuals is strictly behavior-based.
Please provide more information regarding the use of "smart cards" and biometric security measures. 
Chief Hestness noted that there are only a handful of biometric installations in high-risk labs on
campus.  With regard to "smart cards," the University intends to gradually rollout this technology.  Vice
President O'Brien reported that as people get new U Cards, they will be issued with this new
technology.
The Access Control System does not work well in humid conditions.  This poses a problem when 
employees come in after hours to work, and they are unable to access their building.  Is anything being 
done to correct this problem? 
Chief Hestness stated he was unaware of this problem and suggested that members experiencing this
problem should contact Bob Janoski, director, Central Security Office.  Vice President O'Brien stated
that if employees are unable to access their building after hours, they can call 911 and a University
police officer would help them gain access.
What new types of technologies is the Department of Public Safety interested in acquiring? 
Increasingly there is an interest in all aspects of wireless technologies.  Additionally, technology exists 
that allows responding squad officers to be fed images as they are unfolding, e.g. robbery alarm at the
Bursar's Office. 
Public Safety is also looking at high-tech communication/PA systems and exploring technology that
will help them implement the recommendations that have come forward in the wake of the Virginia
Tech tragedy.

 
In closing, Vice President O'Brien thanked SCIT for their interest in technology as it relates to the
University's emergency preparedness plans. 
The University is very fortunate to have highly skilled individuals leading its public safety efforts.  Over the 
past 6 years, great strides have been made in this arena.  In addition to making internal enhancements, the
University has strengthened its relationships with its neighboring jurisdictions.  In Vice President O'Brien's
opinion, the University should take great pride in its public safety efforts.  She added that it is important to
remember that public safety is not just the University's police force, but each and everyone of us.  She asked 
that members carry this message back to the University community.
 
Mr. Sanders reiterated his earlier comments and thanked today's guests for their presentation and service to
the University community.
 
V). 
Mr. Sanders called on Bernie Gulachek to update the committee on OIT's relationship with IT directors
across campus in terms of governance. 



DRAFT http://www1.umn.edu/usenate/scit/08-02-05.html

6 of 6 6/18/2008 11:16 AM

Mr. Gulachek stated that the Office of Information Technology looks to a number of different constituencies
to understand the technology needs of the institution.
 
OIT meets with the IT managers from the various academic units on a monthly basis to understand collegiate
technology needs and to use this information to shape the direction, implementation and adoption of new
technologies on campus. 
He added that there is also a coordinate campus group that meets to discuss similar issues related to
inter-campus connectivity and leveraging state resources.
 
OIT takes the input it receives from the various constituencies it consults with to develop a cohesive and
comprehensive plan that ultimately results in an institutional investment strategy, which supports the
University's goal to become one of the top three public research universities in the world.
 
Mr. Sanders asked whether it would be possible for the IT manager group to interface with SCIT.  Mr. 
Gulachek and Ann Hill Duin volunteered to take this message back to the IT managers at their monthly
meeting, and identify a small subset of these managers who would be interested in attending a future SCIT
meeting to tee up some of their key issues.
 
Mr. Sanders reminded the committee that the Senate Consultative Committee asked that SCIT explore the
creation of technology support guidelines for faculty.  He noted that IT managers would likely be able to
provide valuable input to this discussion.
 
VI).  Hearing no further business, Mr. Sanders adjourned the meeting.
 
                                                                                                Renee Dempsey
                                                                                                University Senate
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


