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Executive Summary 

This paper analyzes the Islamic State’s governance and bureaucracy by using 

the organization’s own administrative documents. It is the first research project to 

examine the role of street-level bureaucrats within the Islamic State’s governance 

apparatus: the teachers of the Education Department and the religious police of the al-

Hisba Department.  

Street-level bureaucrats are crucial tools in the Islamic State’s desire to 

shorten the ideological distance between itself and its civilian population. The use of 

extensive monitoring practices in addition to a culture that breads fear of subversion, 

allows the organization to rely on street-level bureaucrats to execute policies and 

initiatives, with seemingly little deviation from their original intentions.  

The focus on the Education and al-Hisba Departments brings unique insight 

into Islamic State bureaucracy. The Education Department is reconstructed from 

previously existing administrative infrastructures. Consequently, the Islamic State is 

not assured of the true ideological beliefs of its teachers and therefore expends 

extensive resources in monitoring and oversight. This surveillance allows Islamic 

State schools – and particularly its youth education initiatives – to begin to form a 

state social identity that focuses on loyalty and erases any references to the existence 

of an outside world.  

Conversely, the al-Hisba Department is a newly constructed institution. 

Subsequently, the Islamic State grants the department freedom to operate beyond its 

official mission. However, this does not mean that the religious police within the 

department receive the same liberty. Islamic State policies are methodically 

constructed. This requires the religious police to be responsible bureaucrats that 

uphold given departmental work practices, regulations, and objectives.   

An analysis of Islamic State governance remains overlooked in spite of 

governance being the organization’s greatest strength and largest weakness. To the 

detriment of international security, this failure prevents policymakers from 

understanding the Islamic State as it understands itself. To date, the Islamic State has 

been able to govern the territory ceded by the withdrawal of the Syrian and Iraqi 

states. Without a governance contingency plan ready for immediate implementation, a 

military defeat of the Islamic State will not lead to more regional stability, but rather, 

a new governance void will arise in the organization’s defeat.  
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Introduction 

  

On September 10, 2014, President Obama declared the United States would 

degrade and ultimately destroy the organization that calls itself the Islamic State (aka 

ISIL, ISIS, Da’esh, here on out referenced as IS). Eighteen months later, the President 

and his administration are now showing signs of confidence that their mission is on a 

path to success. Yet, questions remain if IS will in fact be degraded and destroyed. 

These doubts arise from the diverse components that make IS a complicated policy 

dilemma. At times, 30,000 rebel fighters have fought under its banner. IS holds vast 

territory in Iraq and Syria in addition to its regional cells, while governing millions 

through a functioning bureaucracy. IS can self-finance through taxation, extortion and 

by collecting oil revenues that alone amount to $1-3 million USD per day. (Cronin, 

2015) It utilizes a global network of Internet supporters that perpetuate its ideology 

and lure in 1,000 recruits a month. (Robinson, 2016) Finally, lest we forget, cities 

from Baghdad to Paris bare scares from its terror.  

To counter IS, the United States has used multiple lines of effort that largely 

revolve around counterterrorism and offensive containment policies. Only recently 

are these efforts showing effects. Containment has curtailed IS’s territorial and 

financial resources. While counterterrorism can boast the gradual elimination of IS’s 

executive leadership. However, will eliminating executive leadership degrade and 

destroy IS? Will a military defeat bring its degradation and destruction? There is a 

chance they may. However, both of these strategies overlook what sustains IS – the 

organization’s ability to govern.  

The purpose of this paper is to show that IS has filled the governance void left 

by the withdrawal of the Syrian and Iraqi states. Consequently, defeating IS cannot be 

an end policy goal. Rather, U.S. policymakers and regional allies must focus on a 

regional governance strategy to manage the millions of people currently living under 

IS rule. Without a governance plan ready for immediate implementation, a military 

defeat of IS will not lead to a more stable region, because of the new governance void 

will arise in the organization’s defeat. 
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Literature Review 
 

Counter-Islamic State Policy 

To combat non-state actors, United States policy relies on established 

mindsets and prevailing theoretical paradigms that have little relevance for today’s 

changes in international security. (Cronin, 2002) This framing attempts to view 21st 

century non-state actors as familiar threats, when they are anything but familiar. The 

framing is particularly troubling, because non-state actors transcend disciplines and 

require insight from multiple scholarly perspectives. However, instead of adapting to 

their unique qualities, the prevailing notion suggests that a policy solution will be 

found by looking backwards, not forwards. An undifferentiated reading of non-state 

actors through a lens of prefixed historical reasoning commits American 

policymakers to a cardinal sin: not understanding an opponent as it understands itself. 

(Boyle, 2008) 

A superficial understanding of 21st century non-state actors led the United 

States to begin using counterterrorism policies to combat IS that were originally 

formulated to defeat Al-Qaeda. (Wechsler et al., 2015; Cronin, 2015) These 

counterterrorism policies include a combination of targeted killings, security 

assistance to military and intelligence forces in partner and allied countries, and 

intensive electronic surveillance. (Byman, 2015) Although they are argued as 

necessary to defeat IS, the strategies are insufficient and the logic remains flawed. IS 

and Al-Qaeda are two organizations that contrast in both structure and function. Thus, 

using one policy template for IS and Al-Qaeda exhibits a lack of appreciation for their 

fundamental differences.  

A proper review of the two organizations reveals more distinction than 

similarity. Al-Qaeda is a traditional terrorist organization. It emphasizes civilian 

attacks, employs only hundreds of affiliates, is incapable of directly confronting 

military forces, requires funding from external donors, and does not necessitate 

holding land as an ideological requirement. (Cronin, 2015) Conversely, IS defines 

itself by its caliphate and the ability to hold territory. It possesses extensive military 

capabilities and operations, employs thousands of fighters in addition to large 

numbers of administrative employees. It commands infrastructure and controls lines 

of communication, and self-finances through oil revenue, donations, extortion and 
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taxation. If IS is purely and simply anything, it is a pseudo-state led by a conventional 

army. (Cronin, 2015)  

Even with these fundamental differences, the United States relies on an 

undifferentiated set of counterterrorism polices to achieve its Middle East objectives. 

Adopting a singular policy to combat both IS and Al-Qaeda assumes that if a group 

employs terrorist tactics, everything the group does should be labeled terrorism. Even 

if its other actions include more traditional military operations or governance. 

(Byman, 2015) IS, with its emphasis on governing territory, is a non-state actor that 

views terrorism not as an end in itself but as part of a broader strategy of war. Still, 

IS’s relationship to Al Qaeda, international terrorist attacks, and a medieval form of 

justice are sufficient to classify it as a terrorist organization. (Byman, 2015) 

Counter-IS policy accelerated in the aftermath of Paris and Brussels terrorist 

attacks. Today, the actions taken by the U.S. and its allies are consistent with an 

offensive containment policy in addition to counterterrorism. Offensive containment 

involves airstrikes and cutting off supply lines in order to gradually take back 

territory. (Wechsler et al., 2016) The advantage to containment is that it is cost-

effective and limits direct U.S. engagement. (Juneau, 2015) However, it brings its 

own tradeoffs. It is regarded as a passive approach in addition to not addressing the 

underlying causes of IS’s emergence. Nonetheless, the U.S. has contained and pushed 

back IS’s territorial advancement with a military strategy of over 10,000 strikes from 

combat aircrafts, sea-launched cruise missiles, and armed unmanned aerial vehicles. 

(Blanchard & Humud, 2016) Although IS has proven remarkably resilient, these 

strikes have begun to weaken its ability to support its operations, while 

simultaneously supporting defensive and offensive military actions by the Iraqi 

military and Kurdish regional forces. (Blanchard & Humud, 2016; Robinson, 2016)  

Particularly with respect to IS’s territory, the policy has been successful. In the 

past year, the organization lost roughly 40 percent of its territory in Iraq and 20 

percent of its territory in Syria (See Figure 1 for a map of IS’s territory). (Blanchard 

& Humud, 2016; Robinson, 2016) However, success is not merely limited to 

geography. It also means a loss of oil financing, which hampers IS’s ability to 

financially sustain itself. Another benefit of equal importance is that the territorial 

pushback contradicts IS’s slogan of lasting and expanding. This is the best direct 

counter to a rallying cry that until now has been challenging to contradict.  
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However, even though the early months of 2016 have given more wins to the 

U.S. and its allies than to IS, pessimistic views still prevail. Audrey Cronin argues 

that there are still no good potential outcomes for the Middle East region. (Wechsler 

et al., 2016) She asserts that all current policy options lead to differing degrees of bad 

outcomes for the foreseeable future. A primary reason being that military victories 

only temporarily mask the deep structural issues that sustain IS. (Juneau, 2015) But, it 

must also not be forgotten that bureaucracies take a long time to turn around. 

(Wechsler et al. 2016) 

 

Islamic State Governance 

Little attention is paid to the governance practices of non-state actors. 

(Mampilly, 2011) Consequently, IS governance has been largely overlooked within 

the policy arena. (Al-Tamimi, 2015) This oversight prevails even though IS’s 

sweeping yet exclusionary method of governance is potentially its greatest strength, 

but also its greatest weakness. (Caris & Reynolds, 2014) Understanding IS 

governance is crucial to construct competent counter-IS policy, because it can inform 

policymakers on the long-term viability of the organization. (Al-Tamimi, 2015) An 

evaluation of governance by non-state actors requires an assessment of the ability of a 

rebel political authority to regulate life within a defined territory. (Mampilly, 2011) 

Thus, a “governance system” refers to not only the structure that provides security, 

goods, or social control, but also the rules and practices that the insurgents adopt. 

(Mampilly, 2011)  

To date, IS has filled the governance void formed by the withdrawal of the 

Syrian and Iraqi states. (Poirson & Oprisko, 2014) IS has achieved this by 

constructing or reconstructing almost all elements required to govern. (Neriah, 2014) 

This results in IS’s ability to offer civilians much of what nation-state systems 

provide, but with more intense oversight. (Lister, 2014) IS sees itself as creating a 

distinctive and authentic legal order for the here and now, one that is based not only 

on a literal (if selective) reading of early Islamic texts, but also on a long-standing 

theory of statecraft and legal authority. (March & Revkin, 2015) 
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IS expends significant resources and finances to build the institutions and 

infrastructure required to govern.1 Its governance efforts have also benefited from 

exploiting widespread Sunni discontent from Shia-led governments perceived as 

repressing Sunni rights. (Lister, 2014) Nevertheless, IS has exhibited the capacity to 

govern both rural and urban areas. (Caris & Reynolds, 2014; Lister, 2014) Part of IS’s 

success comes with its ability to coopt existing bureaucratic structures. For example, 

its departments of Public Services, Education, and Health Care have been able to 

utilize already existing infrastructures and their employees. (Al-Tamimi, 2015) 

Conversely, departments like Mosques & Islamic Outreach (Da’wa), the al-Hisba 

religious police,2 and the courts system are brought in as new institutions.   

IS’s strength in matters of governance consists in doing marginally better than 

previous regimes. (Cordall, 2014)  However, IS governance is not uniform. It varies 

in both sophistication and by geography. In general, where IS’s grip is stronger, its 

governance becomes more sophisticated. (Caris & Reynolds, 2014) This involves 

making substantial investments in governance institutions and asserting law and 

order. Geographically, IS administers more developed governance practices in urban 

areas than rural areas. (Lister, 2014) Furthermore, newly acquired territories with high 

non-Sunni Muslim populations, like northwest Iraq’s Yazidi region, see complete 

overhauls through coercion, violence, and genocide. Conversely, in a city like Mosul, 

daily life is less interrupted. (Amos, 2014)  

When IS takes over a city, the immediate days that follow are the most crucial 

to establish governance. IS quickly works to embed its version of law and order, and 

provide a modicum of services and basic security. (Lister, 2014; Revkin & Mccants, 

2015) Departments that correspond to religious outreach and enforcement – like 

Da’Wa, al-Hisba, and the Courts – are the first to arrive, while departments that 

restore public services and security quickly follow. (Revkin & McCants, 2015; Lister, 

2014; Caris & Reynolds, 2014) As Aymen Al-Tamimi, a researcher who has gained 

                                                
1 See Figure 2 for an IS Administrative Organization Chart and Figure 3 for a 
description of the following departments: Courts, Finances, Local Police, Tribal 
Outreach, Health Care, Public Services, Mosques & Islamic Outreach (Da’wa), 
Media, Precious Resources, and Agriculture.  
2 The al-Hisba are a religious police department responsible for monitoring civilians 
and businesses to ensure they are fulfilling IS’s religious laws and societal 
regulations. A similar organization known as al-mutawa currently exists in Saudi 
Arabia.  
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notoriety for his extensive work on IS administration says, “[IS] entrenches itself and 

becomes very difficult to get rid of.” (Hubbard, 2015) This is because when IS 

arrives, it brings services from policing to city maintenance, that were largely absent 

before its arrival. It should be clear that this does not mean all services are executed 

equally or effectively. For example, IS’s Health Care system has been notoriously 

under-resourced, while many cities also struggle to maintain any form of reliable 

electricity. (Al-Tamimi, January, 2015)  

Nonetheless, IS has been able to provide a level of security and stability that 

was not present before its arrival. IS looks to appeal to locals exhausted by chaos and 

insecurity. Thus, early on, its institutions are perceived as protection from the chaos. 

(Poirson & Oprisko, 2015) In its first days of rule, IS builds goodwill by cracking 

down on crime from thievery to murder. One Mosul resident is on record as saying, 

“Do you know how it was in Mosul before [IS] came? We had bombings and 

assassinations almost every day. Now we have security.” (Revkin & McCants, 2015)  

However over time, IS governance tends to change from strength to weakness. 

On-the-ground information outlets, such as Raqqa is Being Slaughtered Silently,3 

document the oppression of life under IS. Amongst many realities, they show IS does 

not hesitate to use brutal force to maintain its control. Although some respect IS’s 

governance capabilities, many cities like Mosul suffer significant out-migration from 

individuals and families fleeing IS rule. This can skew public opinion in a pro-IS 

direction. (Revkin & McCants, 2015) However, even amongst the individuals who 

stay, public opinion is now growing more negative. A Brookings publication from 

November 2015, asserts if public opinion is turning against IS, it is not necessarily an 

indictment on the quality of services. Rather, civilians are unhappy that the costs of 

these services have steadily and significantly increased. (Revkin & McCants, 2015) 

After IS initially provides some free services, over time it imposes heavy taxes and 

fees in order to sustain its governance and military objectives. Meanwhile, the al-

Hisba religious police further reduce civilian liberties with harsher enforcement of 

IS’s social standards and laws. (Revkin & McCants, 2015)  

IS is fully aware that its brutal governance practices will continue to limit its 

legitimacy. (Poirson & Oprisko, 2014) However, rather than changing their practices, 
                                                
3 Raqqa is Being Slaughtered Silently is a citizen journalism effort exposing human 
rights abuses by IS in Raqqa, Syria. The group was named by Foreign Policy in its list 
of the top 100 leading global thinkers of 2015.  
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they intend to increase legitimacy by changing local ideologies towards their own. To 

minimize this distance, IS has heavily invested in justifying its ideology. IS makes 

religious, military, and political arguments to market itself as being legitimate and 

fulfilling its slogan of lasting and expanding. It supports these arguments with 

political institutions and a sound public relations strategy. (Poirson & Oprisko, 2015) 

In sum, IS sees the key to its governance as bridging the distance between its ideology 

and the preferences of the citizens, rather than changing its own ideology. (Poirson & 

Oprisko, 2015) For the IS organization to bridge this distance it employs a robust, 

decentralized bureaucracy to reach its civilian population.  

 

Islamic State Bureaucracy 

To administer the territory it controls, IS has constructed a decentralized, 

bureaucratic system of governance. The choice of bureaucracy should be considered 

an existential requirement more so than a preferred method of governance. IS’s 

bureaucratic design was partially influenced by its Ba’athist roots. (Reuter, 2015; 

Weiss & Hassan, 2015) However, it was also inspired by the influential online 

manifesto, The Management of Savagery, written by former Al-Qaeda affiliate, Abu 

Bakr Naji. (Atwan, 2015) In the manifesto, Naji states “The most important skill of 

the art of administration that we must use is learning how to establish committees and 

specializations and dividing labor so that all the activities do not fall on the shoulders 

of a single person… that if one manager disappears another will rise.” (Naji, 2004) 

The Management of Savagery is thought to have certainly influenced Abu Musab al-

Zarqawi, a founding father of IS. (Atwan, 2015)  

Provided IS maintains control of strongholds, its current bureaucratic structure 

has reached a level of complexity and professionalism that likely will make it 

sustainable, even under containment policies. (Al-Tamimi, 2015) To begin, IS 

geographically divides its territory into provinces, or Wilayats. Provinces vary from 

bounded territory fully controlled by IS, to terrains where it is simply active. (Caris & 

Reynolds, 2014) Depending on the level of control within a province, the hierarchy 

can then break down further into Qitás, or city and village levels of administration. 
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(Caris & Reynolds, 2014) Figure 2,4 constructed from multiple sources, is my 

interpretation of the organizational structure of IS. This chart uses the Raqqa province 

as an example of how the administrative hierarchy breaks down. As the chart shows, 

there are three levels of administration: executive leadership, provincial leadership, 

and city leadership.  

 

Executive leadership:  

The caliph is the ultimate authority of the state. The caliph has two deputies – 

the Iraqi and Syrian governors – who combine to set the overall aims and objectives 

of the organization. (Atwan, 2015) To complete the executive leadership level, there 

is a separate advisory cabinet in addition to two respective councils – the Sharia and 

Shura Councils. The Sharia Council, headed by the caliph focuses on all religious and 

judicial affairs and is charged with selecting future caliphs. (March & Revkin, 2015; 

Atwan, 2015) The Sharia Council ensures the whole administrative apparatus 

complies with Sharia law and is responsible for maintaining discipline within the 

body politic and setting punishments for infringements. (Atwan, 2015) According to 

uncovered IS administrative files, the Sharia Council works closely with the Security 

and Intelligence cabinet members to act as a quasi domestic intelligence agency. 

(Reuter, 2015)  

The Shura Council is the most powerful advisory body. (Atwan, 2015) It 

oversees affairs of the state and communicates decisions and orders down the chain of 

command and ensures their implementation. (Atwan, 2015) It is comprised of up to a 

dozen members all selected by the caliph. (Atwan, 2015) The Advisory Cabinet is 

comprised of leaders from specific departments who set the objectives for their 

respective departments. (Atwan, 2015; Al-Tamimi, 2015) Both councils and cabinets 

can ensure the execution of their goals down the administrative hierarchy through 

tight oversight and a fear of facing harsh punishments for subversion. As an example, 

IS is known to discipline and execute its own judges when they refuse to support the 

caliph’s official position on legal questions. (March & Revkin, 2015) 

 

 
                                                
4 Figure 2 was constructed from information found in the following six sources:  
Al-Tamimi, A. (2015); Atwan, A. (2015); Birke, S. (2015); Caris & Reynolds (2014); 
March & Revkin (2015) and Raqqawi, I. A. (2015).  
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Provincial leadership:  

Figure 2 uses Raqqa to depict the administrative hierarchy within a province.5 

Provincial leaders, or emirs, are responsible for overseeing their Wilayat and directly 

manage deputies responsible for military and civilian administration and the 

provincial Sharia Council (Birke, 2014; March & Revkin, 2015) As Figure 2 shows, 

the Civilian Deputy and the provincial Sharia Council manage their own respective 

branches. The Civilian Deputy oversees the administrative deputies from Finances to 

Agriculture, while the provincial Sharia Council manages Islamic law (Courts), 

Islamic outreach (Da’wa), and religious enforcement (al-Hisba).  

All department deputies are responsible for autonomously, but loyally, 

fulfilling the objectives from their executive leadership counterparts. (Atwan, 2015) 

However, deputies also possess their own decision-making powers. For example, 

within the Education Department, big-picture decisions like school curriculum are 

decided at the executive leadership level, while the provincial deputy would be in 

charge of setting registration fees for its area schools. (Al-Tamimi, 2015)  

 

City-level leadership:  

Depending on the level of control IS has within a province, the administrative 

structure further decentralizes down to cities, with each having their own emir. 

(Raqqawi, 2015) The documentary evidence used for this research indicates that 

various departments also break down to the city-level and are comprised with their 

own sets of administrators. The research shows that these departments are primarily 

from the Education, al-Hisba, Courts, Local Police, Health Care, Da’wa and Public 

Services. However, others departments can also have representatives. Again, this 

would depend on the level of control IS has within the broader territory.  

 

Summary: 

 IS has created a robust bureaucratic structure that decentralizes down to city-

levels depending on its level of control. This level of decentralization and 

                                                
5 Raqqa province is the de facto capital of the IS caliphate and thus contains all 
departments used in the chart. However, due to variation in IS governance, not all 
provinces contain the full spectrum of departments and deputies. For example, IS’s 
recent loss of the Palmyra province would mean that most if not all of the 
administrative structure that was in place is no longer present. 
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specialization fulfills The Management of Savagery’s desire to construct an 

administrative system that mitigates the importance of any one individual. 

Decentralization allows IS’s governance to be adaptable over a large landmass of 

territory. This versatility lets IS execute its policies and initiatives throughout both 

Syria and Iraq. Subsequently, this places particular importance on the role of street-

level bureaucrats within IS’s governance system.  

 

Islamic State Street-Level Bureaucrats  

 Given that IS governs down to the street level, the bureaucracies’ interactions 

with civilians becomes crucial. Street-level bureaucrats are administrative workers 

who directly interact with citizens in the course of their jobs and are normally 

considered to have substantial discretion in the execution of their work. (Lipsky, 

2010) Interactions with street-level bureaucrats represent the direct experiences a 

civilian population has with a governing body. (Lipsky, 2010) In this sense, it is 

street-level bureaucrats, and not necessarily executive leadership, who hold the key to 

the dimensions of citizenship within a state.  

 It is challenging to evaluate civilian’s value judgments of IS governance based 

off of interactions with street-level bureaucrats. Unsurprisingly, overwhelming 

majorities discuss severe oppression. However, some civilians have at least expressed 

a basic level of satisfaction with public service provisions and a lack of corruption 

amongst bureaucrats. (Birke, 2014; Arango, 2015) Still, even amongst neutral or 

positive interpretations, it should be questioned if these civilians are genuinely 

expressing their thoughts, or are simply trying to avoid conflict with IS. This shows 

the challenge of finding a representative public opinion of IS governance and street-

level bureaucrats. This being said, Mara Revkin puts forth a convincing explanation 

of civilian opinions of IS. She states that attitudes towards IS do not necessarily 

reflect objective assessments of the quality of IS governance, but are largely 

determined by changing reference points with respect to what is considered “normal” 

in a war zone, as well as relative comparisons between IS and the available 

alternatives. (March & Revkin, 2015) 

Compared to alternative regimes, the ability for IS street-level bureaucrats to 

both administer a modicum of public services and enforce rule and order is less in 

doubt. Civilians have described IS’s local administration as fast and efficient with 
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high levels of departmental coordination. (Birke, 2014) For some, IS has been 

described as the most capable and efficient group in the provision of key services to 

locals. (Poirson & Oprisko, 2015) Similarly, IS uses its al-Hisba religious police and 

courts system to ensure that its civilian population adheres to its oppressive social 

rules and legal order.  

IS has been able to rely on the execution of its administrative goals because 

they work to make their street-level bureaucrats policy conservers, rather than policy 

rogues. Autonomy and discretion is central to the work of a street-level bureaucrat. 

(Lipsky, 2010) Consequently, street-level bureaucrats can become policy conservers 

by internalizing the rules and practices of an organization, or they can become policy 

rogues by using agency decision making to modify given work practices. (Maynard-

Moody & Musheno, 2012) IS has been able to mold its street-level bureaucrats in the 

form of policy conservers through discipline as extreme as corporal punishment and 

by expending extensive administrative resources on oversight and monitoring. This 

allows the stated governance objectives of IS leadership to be implemented down to 

the city-level, with seemingly little deviation from the policy’s intention.  

 

Methodology 

 
Research Questions  

This paper represents one of the first projects to research IS’s bureaucracy via 

a primary source analysis of its own administrative documents. Within this, it is the 

first known research to focus on street-level bureaucrats. To date, the largest 

contributor to the understanding of IS administration is Aymenn Jawad Al-Tamimi.6 

Mr. Al-Tamimi has used primary source administrative documents to examine the 

following IS aspects: the Sharia Department, the Education Department, and the 

Public Services Department within the Ninawa Province (Mosul), he has performed a 

critical analysis of the Health Care Department, and has archived a massive list of IS 

administrative documents, amongst many other research projects.7  

                                                
6 Aymenn Jawad Al-Tamimi is the Jihad-Intel Research Fellow at the Middle East 
Forum and a graduate from Brasenose College, Oxford University. His work has been 
published in Jihadology, Syria Comment, Syria Deeply, Foreign Policy & The Daily 
Beast. He has extensive experience translating written Arabic into English. 
7 See the Bibliography for the full list of published works used for this paper. 
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This project exclusively focuses on the Education and Al-Hisba Departments, 

because they were the main subjects within the archived administrative documents.8 

However, irrespective of resource restrictions, a comparison of the departments will 

bring unique insight into the differences between a reconstructed department focused 

on public services (Education) and a newly constructed department focused on 

religious enforcement (al-Hisba). Furthermore, teachers and police officers are street-

level bureaucrats with the most autonomy and discretion in an organization. (Lipsky, 

2010) This would imply that both departments would have comparable regulatory 

policies towards their street-level bureaucrats. Lastly, IS governance is largely 

dependent on the ability of both department’s street-level bureaucrats to execute given 

policies and objectives aimed at bridging the ideological gap between itself and the 

civilian population.  

The following research questions were used to guide this paper: 

1) How are the Education and al-Hisba Departments similar and/or different? 

2) What do the results reveal about IS governance and bureaucracy? 

3) How can these findings inform U.S. policy against IS? 

 

There are a number of important considerations when conducting a research 

project of this nature. The first is that these documents are only a small portion of the 

total IS administrative documents. It is unknown if the archives represent even 1 

percent of the total IS administrative documentation. Therefore, it is important to 

underscore that the documents are not necessarily a representative sample. The 

second consideration concerns the use of translated documents. The authenticity of 

the documents relies exclusively on the ability of the translator. Fortunately in this 

case, Mr. Al-Tamimi performed the translations, and has extensive experience 

translating written Arabic into English. This being said, a different individual of equal 

capability would have likely produced slightly different translations based on the 

subjective nature of translating.  

                                                
8 These archives include: The Archive of Administrative Documents; The Archive of 
Administrative Documents (Cont.); The Archivist: 26 Unseen Islamic State 
Administrative Documents; and the Aspects of Islamic State (IS) Administration in 
Ninawa Province Parts 1 & 3. The documents were obtained from his own personal 
contacts in Syria, and open-source channels of both pro- and anti-IS online and social 
media accounts. 
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Data 

Combined, the archives contain 436 pages of administrative documents from 

various IS departments. Within this, 72 documents (45 Education, 27 al-Hisba) 

fulfilled the below research design requirements and were used for analysis. From the 

72 documents, 27 show pictures of the original document itself with the direct 

translation below the photograph. The authenticity of translations not accompanied 

with a photograph have been confirmed based on corroboration from other 

administrative documents and lines of evidence that correlate with general IS 

document templates.  

 

Design 

To design the study, all administrative documents from the archives were:  

1) Officially labeled with a governmental department headline;  

2) Originate after the official declaration date of the caliphate; and 

3) Derive from IS governed territory only in Iraq or Syria.  

  

The purpose of the labeled government department is required in order to 

know from which department the document originated. Any documents that do not 

include the department heading will be excluded from analysis, but still used to build 

context to help achieve a clearer understanding of IS bureaucracy. The purpose of the 

caliphate date is to maintain an analyzable sample size of documents. It should be 

noted that not all documents include a date. However, these remain in order to 

maintain the sample size. The only documents excluded due to date are those 

explicitly written prior to the caliphate deceleration of June 2014. The purpose of the 

Iraq and Syria design point is to focus on areas of established governance. It can be 

legitimately argued that IS does not have fully established governance even within all 

of its Iraqi and Syrian territories. However, the territory of Iraq and Syria represents 

the caliphate land mass. Whereas IS territory in Libya, or other regional areas can be 

more considered as branches or geographically disconnected cells.  

The Education and Al-Hisba documentary evidence will only be one 

component of the research design. Constructing a contextual understanding of IS 

governance beyond these respective departments is equally important. Thus, other 
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departmental documents9 and Fatwas10 within the archives will be used for context 

purposes. Relatedly, published personal testimonies will help build context around 

how street-level bureaucrats interact with civilians. Since personal testimonies can 

originate from potentially biased sources, the research design will use testimonies 

only to consider the existence of events, actions or services attributed to street-level 

bureaucrats. Consequently, the analysis will not incorporate value judgments 

associated with bureaucrats or the quality of a departmental service.  

 

Analysis  

A content analysis was the chosen technique to examine the administrative 

documents. The methodology was modeled after James Paul Gee’s How to do 

Discourse Analysis. In it, twenty-seven tools are listed to guide a researcher when 

conducting a discourse analysis. From this list of tools, five were chosen based on the 

practicality of the tool and the limitations that present themselves when using 

translated documents (See Figure 4).  

Figure 5 describes how the administrative documents were coded. The 

majority of the codes derive from bureaucratic theory, such as employee regulation, 

employee authorities, autonomy, discretion, hiring qualifications, references to a 

hierarchical administrative structure, punishments for bureaucrats, rewards for 

bureaucrats, and if official employee duties are expressed. Additional codes derive 

from interactions of civilian, with IS bureaucracy. These codes are civilian liberties, 

civilian control by IS, services provided to civilians, and when IS enforces security 

within the state. The final code relates to if the Quran is quoted in the document, or if 

there is a reference to the documents message deriving from God.   

 

 

 

 

                                                
9 Departments include: Courts, Finance, Local Police, Tribal Outreach, Health Care, 
Public Services, Mosques & Islamic Outreach, Media, Precious Resources, and 
Agriculture. 
10 A Fatwa is a ruling on a point of Islamic law given by a recognized authority. In 
this case, the Fatwas derive from clerical leaders within the IS organization and are 
not attributed to a specific governmental department.  



 15 

Findings 

 
 An examination of the IS administrative documents reveals that the Education 

Department, being constructed from previously existing infrastructures, places high 

levels of regulation on its teachers and school employees. Conversely, although the 

al-Hisba Department is newly constructed, it expends much less resources on 

monitoring its religious police force. The al-Hisba Department as a whole shows 

evidence of operating outside its stated mission. This is unique to the al-Hisba 

Department, and is not seen with any other department within the archived 

documents.  

 

Education Department  
 An analysis of the Education Department documents reveals how the 

extensive oversight and regulations placed on the department’s street-level 

bureaucrats allows IS to use its schools as a means to build a state social identity, 

particularly for the civilian youth within the caliphate. See Figure 6 for a description 

of all the administrative documents from the Education Department.  

 
Bureaucratic Regulations and Oversight 

Teachers and school employees are the most regulated and monitored street-

level bureaucrats within the IS administrative apparatus. They undergo rigorous 

oversight that starts before they are hired and continues throughout the remainder of 

their employment. The process begins with repentance sessions, which must be 

completed before any teacher can work in the school system.11 A repentance session 

requires any individual who worked in the prior education systems of Iraq or Syria 

(grade school to university level) to repent their sins and commit themselves to IS. 

Any teacher who rejects a repentance session is immediately dismissed and barred 

from working in the field of education and is prohibited from entering schools.12 After 

repentance sessions are complete, IS continues the oversight process through 

respective teaching and Shari’a sessions.13 The purpose of these sessions are to ensure 

                                                
11 Archive of Administrative Documents: Z, 1V, 3B, 3C, 3D, 4U, 5N 
12 Archive of Administrative Documents: 4T 
13 Archive of Administrative Documents: L, 3A, 5D 
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that employees are proficient in the subject matter of IS and are maintaining 

allegiance to the state.  

Teachers also face extensive day-to-day regulations. This is seen through the 

complete absence of autonomy or any discretionary decision-making authority. For 

example, provincial officials or executive leaders designate all course subject matter 

and daily class schedules.14 Educational regulations extend further to who is even 

allowed within schools. For example in Mosul, only school employees, al-Hisba 

police, and individuals with written permission from the Education Department are 

allowed inside schools.15  

Many of these administrative documents include punishments for not adhering 

to regulations. For example, a document warns one Mosul school that IS authorities 

are aware that they are not following official schedules, and mandates the school to 

follow the specified regulations at the threat of punishment.16 Even though IS controls 

thousands of square miles of territory, its bureaucratic apparatus is competent enough 

to comprehensively monitor the actions of its street-level bureaucrats and quickly stop 

subversion if it arises. Given that any confirmed subversive practices are 

accompanied with harsh penalties, IS teachers operate in an environment that requires 

loyalty.  

Within the examined sample of documents, the combination of a 

comprehensive oversight process and extensive school regulations are not seen in any 

other department or set of street-level bureaucrats within the IS system. 

Administratively, this works to make teachers conservers, and not rogues of IS 

education policy. This is in stark contrast to the street-level bureaucrat literature that 

shows extensive agency decision-making power for teachers. (Lipsky, 2010) 

However, this should not be confused as an argument saying teachers have become 

internally loyal to IS. It simply means that teachers are unable to outwardly subvert 

education mandates. And further shows that IS succeeds in making people behave as 

if they are loyal to the state. This allows IS to rely on the implementation of its 

educational goals by forcing teachers into quasi on-the-ground extensions of central 

leadership.  

                                                
14 Archive of Administrative Documents: Y, 3F, 4D; The Archivist: J, H, K, L; Aspects 
of IS Administration: A, E 
15 Archive of Administrative Documents: V 
16 Archive of Administrative Documents: 11D 
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The State Identity Constructed in Schools 

IS considers establishing education as one of the most important aspects of a 

state.17 Within this, the purpose of an IS teacher is to “polish minds, refine souls, 

implant virtues and tear out vices, and to educate the generations with established, 

correct education.”18 IS uses its teachers to build a state identity centered on the 

importance of the caliphate, while erasing any references to the existence of the 

Syrian or Iraqi states.  

IS begins constructing a state identity by ensuring all of its schools, from 

kindergartens to universities, remove any seals, portraits or any references in general 

to the Syrian or Iraqi states.19 Furthermore, IS ensures that only maps of the caliphate 

are used20 and that the civilian population is aware of the geographical boundary of 

the caliphate.21 One administrative document states that the land of the caliphate 

encompasses all Muslims, except whoever rejects religion or does not believe in 

Allah.22 As this is a sweeping definition for what constitutes the caliphate’s territory, 

Figure 7 shows a map of IS’s envisioned caliphate landmass from March 2014, which 

expands outside of Iraq and Syria into the greater Middle East region. To date, it is 

unknown how IS deals with the changes and losses to its territorial boundaries. This is 

a challenging reality for IS, because its motto is lasting and expanding, but the recent 

territorial pushback directly contradicts this slogan. Nevertheless, IS is able to use 

schools as a means to emphasize that the only state that exists is the caliphate, and 

that anything outside of its territorial boundaries either do not exist, or serve little 

purpose.  

IS continues the state identity process with school curriculum. The 

documentary evidence shows that the principles of IS education are the study of 

Islamic Shari’a, the Arabic language, an emphasis on belonging and state loyalty, and 

the sins of state disloyalty.23 However, IS schools do at least cover their own versions 

of courses in mathematics, chemistry, physics, biology, business, agriculture, nursing, 

                                                
17 Archive of Administrative Documents: Z 
18 Archive of Administrative Documents: 4O 
19 Archive of Administrative Documents 3F, Y; The Archivist J 
20 Archive of Administrative Documents: H 
21 The Archivist: K 
22 The Archivist: K 
23 The Archivist: H 
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and engineering.24 This being said, IS places high emphasis on teaching its core 

subjects. Subverting this educational doctrine is not an option, because it is 

compulsory for all families to register their children to attend schools.25 Furthermore, 

highway checkpoint guards are instructed to prevent school-aged civilians from 

leaving the state, particularly during the time of end of year school exams.26 

  Given the extensive oversight and regulations for teachers, it can be said that 

at the very least teachers do fulfill the IS curriculum requirements. The questions then 

become how enthusiastically do teachers fulfill their duties, and how much do 

students actually believe the propaganda? Administrative documents cannot reveal 

these answers. What they can reveal, is that IS expends significant resources to ensure 

a consistent execution of its educational goals. This means that the longer IS stays in 

power, the more a generation of students will be solely taught a strict and narrow set 

of subject matter that places high importance on IS state loyalty and erases any 

references to life outside of the caliphate. 

 

An Emphasis on Youth Education 

 IS places particular importance on the development of youth education. 

Documentary evidence references an ongoing project of opening kindergarten centers 

within Raqqa province.27 A kindergarten initiative demonstrates that IS has long term 

plans to put youth through its education system beginning at the most rudimentary 

level. IS understands that if it is able to teach and enforce its doctrine at an early age, 

then it will have a greater chance of relying on a civilian populations to perpetuate its 

ideology in the future.  

However, schools are not solely an avenue for education, they also become 

jihadi training grounds. Through IS’s sweeping curriculum changes, physical 

education has been converted to jihadi training.28 Additionally, documentary evidence 

reveals that IS opens extra-curricular youth jihadi centers.29 Here, boys aged 10-15 

who are proficient in reading and writing are taught Shari’a sciences, the arts of 

                                                
24 Archive of Administrative Documents: 4O 
25 Archive of Administrative Documents: 9H, 2Y 
26 The Archive of Administrative Documents: 7R 
27 Archive of Administrative Documents: 2W 
28 Archive of Administrative Documents: 3F 
29 Archive of Administrative Documents: 3W, 3X 
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fighting, and military sciences. To IS, education is not only a means of promoting 

state virtue, but it can also be used to develop its new military recruits. 

  IS’s emphasis on youth education shows that even though the Education 

Department is reconstructed from previously existing infrastructures, the organization 

still expends significant resources on the department’s growth and development. This 

is counterintuitive, as it would be expected that an organization would spend more 

resources in a newly constructed department, rather than a reconstructed one. This 

reveals the importance of education, and the functionality of the Education 

Department for IS. Assuming that IS wants to bridge the ideological divide between 

itself and the civilian population, the execution of educational goals are fundamental 

to this process. As it stands, IS has the infrastructure in place to put civilians through 

an education system that begins at their youth.  

 

al-Hisba Department 
 An analysis of the al-Hisba documents reveals that department itself is granted 

more authoritative freedom than other administrative departments. However, the 

street-level bureaucrats within al-Hisba are regulated with procedural protocols. The 

documentary evidence confirms the department’s goal of enforcing IS’s religious 

doctrine, by heavily monitoring both businesses and the civilian population. See 

Figure 8 for a description of all the administrative documents from the al-Hisba 

Department. 

 

Departmental Freedom vs. Street-level Bureaucrat Regulation  

 The evidence within the administrative documents reveals that the al-Hisba 

Department as a whole has responsibilities outside of its stated mission to “promote 

virtue and prevent vice, to dry up sources of evil, prevent the manifestation of 

disobedience and urge Muslims towards well-being.” (Caris & Reynolds, 2014) Three 

documents within the archive begin to reveal an understanding of this departmental 

freedom.  

The first documents originate from the cities of Aleppo and Idlib, allowing al-

Hisba to prohibit vehicles that carry fuel from leaving IS territory.30 This would seem 

to fall under the jurisdiction of the local police force, which focuses on 

                                                
30 The Archivist: N 
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traffic/highway control, and maintaining order and security. Instead, this mandate 

derives from the religiously oriented al-Hisba Department. The second document 

involves al-Hisba notifying a civilian that it will be confiscating his land and property 

for not paying income taxes.31 The document is prefaced with a Quranic quote 

reprimanding individuals who hoard wealth, which would indicate that the action has 

some religious backing. However, many IS administrative documents reference the 

Quran regardless of the department or the message. Thus, it is a second instance 

where al-Hisba was given responsibilities that could have been allocated to another 

department. The third document discusses how currency exchange shops are no 

longer allowed to use Syrian banknotes.32 A document of this nature would be 

expected to originate from the Finance Department. However, it has been tasked to al-

Hisba, and in doing so helps illuminate the expanded scope of the department’s 

responsibilities. Combined, these three examples begin to reveal the unique 

departmental freedom of al-Hisba. However, an excavation of more administrative 

documents will be required in order to strengthen the analytical conclusions.   

 In comparison to the department as a whole, the street-level bureaucrats do not 

have equal operational freedoms and to an extent, follow protocols to fulfill their job 

responsibilities. The al-Hisba police receive basic levels of regulation and control 

when performing their duties. The documentary evidence shows that individual street-

level bureaucrats are not given the autonomy to create their own punishments. This is 

seen with documents from the Homs and Anbar provinces, which list potential 

violations and the standardized fines and punishments that accompany them.33 A 

document from Anbar province also reveals the specific job responsibilities of a 

newly formed women’s al-Hisba police force.34 Combined, these documents show 

that al-Hisba street-level bureaucrats are provided with standardized practices and 

regulations that should be followed while carrying out job responsibilities. This shows 

the al-Hisba police are bounded by the restrictions and discretion of a standard police 

                                                
31 The Archivist: I 
32 Archive of Administrative Documents: 9C 
33 Archive of Administrative Documents: 9P; The Archivist: Q (Examples of violations 
and punishments include: 1) Avoiding prayer – 39 lashes and a Shari’a session, 2) 
Fleeing from al-Hisba – 39 lashes, 500 Syrian pound fine, and 5 day imprisonment, 3) 
Not having an identification card – 1000 Syrian pound fine.) 
34 The Archivist: O 
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officer while they fulfill their primary responsibilities of monitoring businesses and 

civilians. 

 

Monitoring Business  

 The documentary evidence reveals that al-Hisba police monitor businesses in 

two main ways. They ensure that stores are closed during designated prayer times and 

they monitor what is allowed and sold inside stores. This oversight is based in IS’s 

strict religious doctrine, which is seen by the many Quranic references within the 

documents themselves.  

 A main businesses requirement is the complete shut down of any work-related 

aspects during daily prayers. This is achieved by explicitly stating the length of time 

that stores should be closed and requiring that all Wi-Fi networks be shut down.35 The 

second main form of business regulation is monitoring what is sold inside stores.36 

This overwhelmingly relates to clothing. Although most regulations relate to women’s 

apparel, men’s apparel is not exempt. Further documentation shows that al-Hisba 

police even monitor how shopkeepers interact with female patrons. Consequently, this 

reveals that storeowners are incapable of deciding not only how and when to close 

stores during prayer times, but also what is even permitted inside their stores. 

At the end of these documents, a threat of punishment is expressed for those 

that do not follow the business prayer time regulations. The punishment for most 

prayer related violations is the closure of the store for up to 48 hours and signing a 

document that pledges that the violation will not happen again.37 Other punishments 

are less specific and simply state that Shari’a consequences will be implemented. 

 

Monitoring Civilians   

The administrative documents reveal that al-Hisba monitors civilians to ensure 

they do not take part in perceived vices, and that they uphold religious practices, in 

addition to placing particular emphasis on regulating women’s dress and travel. 

Within this archive, the documents focused on monitoring civilian life reveal more 

specific and harsher punishments as compared to violating business regulations.   

                                                
35 Archive of Administrative Documents: 7U, 10G; The Archivist: Z; Aspects of IS 
Administration Part 3: A 
36 Archive of Administrative Documents: 2Z, 8L, 10R 
37 Archive of Administrative Documents: 10G  
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A document from this subset, originating from the Raqqa province, provides 

rare insight into the formation of some al-Hisba policies. The document reveals that 

multiple departments and bureaucrats throughout the administrative hierarchy 

coordinate before making and implementing a policy.38 In this case, to discuss a 

policy on restricting women’s travel, a meeting was called that included the local al-

Hisba supervisor, the al-Hisba province emir, the Shari’a supervisor, and the emir of 

the city. This shows how provincial and city-level leaders can be responsible for 

setting their own policies within the IS caliphate. However, it also shows that 

individual al-Hisba police do not necessarily act as rogue agents that wield 

autonomous power to create and enforce personal initiatives. Rather, IS and the al-

Hisba Department exhibit a high level of coordination and communication to 

construct policies for street-level bureaucrats to uphold.  

When al-Hisba police oversee daily life at large, they focus on enforcing 

religious practices, eliminating perceived vices, and monitoring women. With respect 

to enforcing religious practices, al-Hisba ensures that all civilians take part in Friday 

prayers,39 that obligations for religious holidays and Ramadan are fulfilled,40 and 

prohibit men from shaving their beards.41 With respect to eliminating vices, the al-

Hisba police place extra focus on cigarette smoking within this set of administrative 

documents.42 This includes the prohibition of smoking publicly, selling cigarettes, and 

punishing taxi drivers for transporting cigarettes in their vehicles.  

However, in general, al-Hisba police emphasize female regulations when 

monitoring the daily life of civilians. The common regulations are on travel and 

clothing.43 For clothing, the hijab is mandatory. Additional regulations focus on 

prohibiting and banning tight clothes, or clothes that reveal body types. With respect 

to travel, all women must be accompanied by a mahrim44 if they plan to travel 

between IS provinces. It should also be noted that it is not uncommon for al-Hisba to 

ask civilians to inform the department if they observe any wrongdoings. This can be 

                                                
38 Archive of Administrative Documents: M 
39 Archive of Administrative Documents: 2I 
40 Archive of Administrative Documents: 1G, 6A 
41 Archive of Administrative Documents: 6J 
42 The Archivist: Q; Archive of Administrative Documents: 9P 
43 Archive of Administrative Documents: M; The Archivist: M, R 
44 A blood-related male guardian or a male in-law. 
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seen in the ban on rooftop pigeon-keeping within one province.45 This ban, which 

requests civilian assistance, is in response to men who keep pigeons on their roofs as 

a means to look inside their neighbor’s houses to spy on unveiled women.  

 At least within this administrative archive, the threats of punishment to 

violators are more specific than those focused on business regulations. The 

punishments for civilians breaking al-Hisba rules gave consequences, such as being 

publicly flogged 30 times for repeatedly missing prayer,46 reprimanding mahrims with 

20 lashes if their women do not wear a hijab,47 and women attending seven day 

Shari’a sessions for violating dress codes.48 Conversely, al-Hisba punishments for 

business violations were vague and mainly refer to an “appropriate” level of Shari’a 

consequences.  

This in part reveals the level of importance IS places on monitoring civilians. 

This would be in line with the argument that IS wants to bridge the ideological divide 

between itself and the civilian population. In order to help achieve this mission, IS 

constructed the al-Hisba Department for monitoring and ideological enforcement. 

However, the department does not work solitarily. As the previous documentary 

evidence revealed, there are high levels of inter-departmental coordination and 

communication when constructing policies. Consequently, al-Hisba police are 

required to act as conservers of the methodically constructed policies. Due to this, IS 

can rely on its al-Hisba police to be an on-the-ground mechanism to aid in the desired 

ideological transformation of the civilian population.    

 

Discussion 
  

The analytical results of the Education and al-Hisba Departments are a product 

of the respective departmental origins. The Education Department is reconstructed out 

of existing infrastructures, whereas al-Hisba is newly constructed. Consequently, IS 

expends resources monitoring the operations of the Education Department, while it 

expends resources on the proliferation of the al-Hisba Department.  

 

                                                
45 Archive of Administrative Documents: 3T 
46 The Archivist: Z 
47 Archive of Administrative Documents: 6J 
48 The Archivist: M 
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Differences and Similarities Between the Education and al-Hisba Departments  

 The Education and al-Hisba Departments contrast in both departmental 

limitations and street-level bureaucrat regulations. The documentary evidence shows 

that the Education Department naturally limits its responsibilities to education and 

educational development. Conversely, al-Hisba has liberty to act beyond its stated 

departmental responsibilities.   

It seems obvious that IS would limit the Education Department’s 

responsibilities to education. So why does IS allow al-Hisba unique departmental 

freedoms? The reason may in part be that IS wants al-Hisba to be the eyes of the state. 

When IS controls a new territory, al-Hisba police are some of the first affiliates to 

evaluate the on-the-ground situation in a city, town or village. (Lister, 2014; Caris & 

Reynolds, 2014) Once IS governance becomes established, reports indicate that al-

Hisba police will patrol roughly 9-10 times per day in a given city. (Lister, 2014) 

When you combine this regularity with the freedom to patrol beyond its departmental 

mission, al-Hisba members have the most knowledge relative to other IS bureaucrats 

with what goes on in the city streets, inside businesses, and even inside households. 

They then have the power to set local policies to ensure that civilians are acting in 

accordance with IS laws and mandates.    

Street-level bureaucrat regulations between the two departments noticeably 

differ. This is an important point, because street-level bureaucrat literature establishes 

that police officers and teachers have similar degrees of autonomy, discretion, and 

restrictions. (Lister, 2010; Maynard-Moody & Musheno, 2012) However, individuals 

within the Education Department are subject to high levels of oversight and 

regulations, whereas their al-Hisba counterparts have moderate levels of regulation.  

A reason to explain this phenomenon may relate to how IS reconstructed the 

Education Department from existing infrastructures and emphasizes employing 

qualified teachers.49 Per the documentary evidence, IS teachers are predominantly 

civilians who worked in Syrian or Iraqi schools before IS’s takeover. Subsequently, 

they are not necessarily ardent ideological believers of the caliphate as compared to 

the employees of newly formed departments such as al-Hisba, Islamic Outreach, or 

the Courts. Therefore, IS’s executive leadership is required to expend more resources 

                                                
49 Archive of Administrative Documents: 3J, 4O 
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on teachers to ensure that they are strictly following their rules and regulations, 

because they cannot be assured of their true ideological allegiance.  

The administrative documentary evidence supports this. Compared to al-

Hisba, the Education Department contained twice as many administrative documents 

addressed specifically to department bureaucrats, whether they were required 

oversight sessions, or warnings for not following school regulations. This shows that 

IS does not worry about the loyalty of al-Hisba police to the extent of the concern for 

its teachers. This being said, the documentary evidence did not reveal any particular 

restrictions to becoming a member of the al-Hisba police. Furthermore, a first hand 

account from a female defector who was born and raised in Raqqa stated that IS 

affiliates merely asked her if she wanted to join the female al-Hisba police. (Moaveni, 

2015) Based on this research, it can be seen that IS is more concerned about the 

loyalty of bureaucrats deriving from coopted, reconstructed departments, rather than 

the departments they create and build themselves.   

 

Islamic State Governance and Bureaucracy 

 If a key to IS governance is to shorten the ideological distance between its 

ideology and the civilian populations’, then street-level bureaucrats become the key 

members within the administrative apparatus to achieve this objective. However, most 

organizations cannot whole-heartedly rely on street-level bureaucrats to complete 

organizational objectives. Why? Organizational superiors cannot assume that their 

street-level bureaucrat subordinates will simply internalize their expectations. 

(Gouldner, 1954) This results from street-level bureaucrats often operating without 

direct supervision, yet still being held responsible for policy implementation decisions 

upon which their organizational superiors rely. (Portillo & Rudes, 2014) This gives 

street-level bureaucrats the unique power of either being a rogue or a conserver of 

organizational policies. (Lipsky, 2010; Maynard-Moody & Musheno, 2012) 

 IS expends extensive administrative resources and precautions to ensure that 

its teachers and al-Hisba police are policy conservers. The full execution of IS’s 

educational objectives are vital in shortening the ideological distance between itself 

and the civilian population. Subsequently, this research shows that IS takes exhaustive 

measures and expends extensive administrative resources to make teachers internalize 

the organization’s policy objectives. Even if teachers do not fully internalize these 
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objectives, IS still monitors schools and teachers to at the very least ensure they are 

adhering to the given bureaucratic regulations.  

 The al-Hisba police are also a crucial organizational component to move 

society as a whole closer to IS’s ideology. To achieve this, IS provides al-Hisba 

street-level bureaucrats with moderate levels of regulations. This moderate level of 

regulation works to limit, rather than increase, discretionary decision-making power. 

The more rules and regulations in place give street-level bureaucrats greater discretion 

to determine which rule(s) to apply in a given situation. (Portillo & Rudes, 2014) The 

sample of administrative documents shows that in order to complete their 

responsibilities, al-Hisba police are provided with lists of violations and punishments, 

and general patrolling requirements, but not much more.  

 How do the regulations placed on the two respective departments impact IS 

governance? The research shows that IS leaders can rely on their street-level 

bureaucrats to be conservers, rather than rogues, of policy implementation. This 

means that if left uninterrupted, the longer IS remains in power, the closer its civilian 

population may come to its ideological beliefs. Thus making governance easier over 

time. However, this could also be achieved with the continuous emigration of 

civilians from IS territory. This would serve to make the only individuals still living 

in IS territory to be neutral or in favor of the organization, or those without the means 

to emigrate.  

 An additional key to IS governance is its decentralization. Although the 

majority of IS land is uninhabited desert, they are still required to govern extensive 

territory between Syria and Iraq. Giving provincial and city-level emirs certain 

authorities allows IS governance to be adaptable and not rigid. Decentralization 

allows IS flexibility to adjust to the realities of cities and provinces. This is important 

while this region is currently at war and IS’s territory is divided between Iraq and 

Syria. Without governance flexibility, IS’s executive leadership would be challenged 

to create policies that would adequately work throughout the entirety of its territory. 

With governance flexibility, IS’s executive leadership can focus on setting the general 

policy goals and objectives, and rely on subordinates to effectively implement them.  
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Policy Implications 
 

The examination of IS’s governance and bureaucracy shows that “mission 

accomplished” cannot be announced only if IS is defeated militarily. Without a 

governance plan ready for immediate implementation, a military defeat of IS will not 

lead to a more stable region, because of the new governance void will arise in the 

organization’s defeat. In this conflict, military aspects are intertwined with political 

aspects. (Robinson, 2016) Therefore, regional and international allies must prioritize a 

governance strategy for the millions of people that live under IS rule, to the level that 

they have already prioritized a military defeat of IS. Without this, the gains from the 

offensive containment policies will be lost to the chaos of ungoverned territory. This 

shows that strategizing how public services will be provided after IS is gone is as 

equally important as planning the next drone strike.  

A governance contingency plan is also necessary in order to prepare for what 

happens next for the civilians currently living under IS rule. Are they expected to go 

back and trustingly live under their respective Syrian or Iraqi governments after years 

of civil war and political persecution? If the United States and its regional allies do 

not have answers for these questions, then the international community should expect 

less stability, and not more from IS’s defeat.  

The examination of IS’s governance and bureaucracy should help quell the 

argument that the organization will inevitably self-destruct. Many regimes have 

survived while inflicting atrocities and severely limiting the rights of their civilian 

populations. IS’s own survival increases when its governance only needs to be 

relatively stronger than its opponents. (Robinson, 2016) At times, and to the right 

subjects, it appears that IS is even more than relatively better, that they are simply a 

superior and more effective governing body. (Revkin & McCants, 2015) Aside from 

this relative governance superiority, counterterrorism polices aimed at accelerating IS 

self-destruction are also ineffective. The argument that IS cannot function with a 

systematic elimination of its executive leadership, relies on an assumption that IS 

cannot replace its fallen executives. To date, IS’s use of a bureaucratic structure has 

proven capable of regenerating both organizational leaders and military commanders. 

(Robinson, 2016)  
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IS’s robust, decentralized, bureaucratic system of governance provides the 

organization long-term viability. The U.S. must respond by constructing policy with 

longevity in mind. Longevity cannot happen if current policy places focus on the 

immediate military defeat of IS. Instead, the U.S. and its regional allies must see that 

IS has filled a governance void, and that mission accomplished cannot be announced 

until policymakers find a way to fill the void that will be left in IS’s defeat.  

 

Conclusions 
 

This paper represents one of the first research projects to analyze the Islamic 

State’s governance by using its own administrative documents. Within this, it is the 

first known research to focus on street-level bureaucrats. Combined, these aspects 

provide unique insight into the organizational structure, administrative process, and 

governance capabilities of the Islamic State. Placing its medieval social policies and 

true motivations aside, the organization has been able to govern the territory ceded by 

the withdrawal of the Syrian and Iraqi states. IS’s robust, decentralized, bureaucratic 

structure can sustain its governance operations, even amongst military pressure. 

Consequently, U.S. policymakers and regional allies must prioritize a governance 

strategy for the millions of people that live under IS rule, to the level that they have 

already prioritized a military defeat of IS. If this remains unaddressed, a new 

governance void will arise if and when the organization is militarily defeated.  

 The development of this research paper confronted its own limitations. Since 

only the al-Hisba and Education departments were analyzed, the scope of bureaucratic 

understanding remains limited. An additional limitation concerns the researcher’s 

inability to create a complete picture of IS’s street-level bureaucrats. Analysis could 

only derive from what the administrative documents stated, however, there was no 

ability to follow through and see exactly how the respective street-level bureaucrats 

fulfilled their job responsibilities. The last limitation concerns the fact there was only 

one researcher for this project. A team-based approach would have been superior. 

Knowledge of IS’s governance, and specifically its bureaucracy, is minimal, therefore 

much of the research in this paper is new, and could have benefited from a team of 

authors. This is particularly pertinent when constructing Figure 2, IS’s organizational 

structure. To construct the chart, the author had to decide which sources were reliable 
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and if they could be corroborated. Although Figure 2 is a competent drawing of IS’s 

bureaucracy, it should primarily be considered a basic template that can still be 

improved. A team based approach would have also been beneficial to examine IS’s 

finances and taxation strategy, two components that remain unaddressed in this paper.   

 These limitations call for more research and analysis on not only IS’s 

governance and bureaucracy, but that of non-state actors in general. The governance 

practices and organizational components of non-state actors remain overlooked and 

deprioritized. To the detriment of international security, this absence prevents 

policymakers from understanding their opponents as they understand themselves. 

These failures allowed IS to proliferate beyond what the international community ever 

expected. Understanding the organizational makeup of non-state actors is required to 

create competent policy to counter them. Until this is prioritized, the United States 

and its allies will continue to be one step behind in both policy and security.   



Source: U.S. Department of Defense, “Operation Inherent Resolve: Targeted Operations Against ISIL 
Terrorists,” March 15, 2016.

V

Figure 1 - Islamic State Territorial Map, March 2016
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Figure 2 - Islamic State Organizational Chart, Raqqa Province Example



Figure 3 – Description of Islamic State Administrative Departments 
 

 
Department 

 

 
Description 

 

Courts 

 
Responsible for instituting Islamic law as the sole source of 
authority. IS views establishing as a top priority when 
establishing its governance in a new territory. IS views courts as a 
relatively innocuous act, and will purse court development in 
areas it does not even fully control. IS’s courts are often less 
subject to corruption than secular courts.  
 

al-Hisba 

 
Responsible for promoting virtue, preventing vice, drying up 
sources of evil, preventing manifestation of disobedience and 
urge Muslims towards wellbeing. They are also responsible for 
documenting alleged violations of shari’a in order to rectify 
issues and find suitable solutions. An al-Hisba police member in 
Raqqa claims his office documented more than 470 violations in 
its first month of operation. Civilians in Raqqa report that al-
Hisba patrols often broadcast religious guidance over their car’s 
loudspeakers during patrols. IS has made substantial investments 
in the al-Hisba infrastructure. al-Hisba jurisdiction falls under the 
Shari’a administration. IS strongholds like Aleppo province have 
upwards of 10 al-Hisba offices.  
 

Finance  
Responsible for managing IS finances and its currency system.  
 

Local Police 

 
Local Police fall under different jurisdiction than the al-Hisba 
police. The Local Police are responsible for maintaining internal 
security by having regular deployments throughout towns. The 
main function of the police force is to serve the executive body of 
the court and to help IS carry out its legal rulings. IS claims that 
its Local Police do not rule on any cases, but rather transfer cases 
to the courts. However, the reality is that extrajudicial detainment 
and torture are commonplace. IS strongholds like Aleppo 
province have upwards of 10 police stations.  
 

Tribes/Public 
Relations 

 
Responsible for responding to the demands of the citizenry, 
liaising with community elders, and conducting tribal outreach. 
Tribal outreach is considered an important aspect of IS 
governance.   
 

Health Care  
Responsible for running hospitals and medical clinics and to care 
for civilians and soldiers. IS also attempts to build their own 
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hospitals. Documentary evidence shows that the Health Care 
Department provides birth certificates and child vaccination. 
According to Aymenn Jawad Al-Tamimi, the Health Care 
Department is arguably the least impressive within the 
government apparatus. It has been afflicted by a lack of quality 
professionals/doctors due to people leaving IS territory. The 
Health Care Department chronically suffers from a lack of 
medical supplies.  
 

Education 

 
Responsible for teaching civilian youth in the subject matter of 
IS. IS only reopens classrooms and organizes lesson plans if it is 
making a substantial investment in governing the respective area. 
In areas where IS chooses not to purse a long-term educational 
plan, it connects with children through one-off Da’wa events, 
which are significantly less resource intensive. IS sees itself not 
as a terrorist organization indoctrinating children, but as a 
sovereign state educations its citizens. IS educational programs 
reaffirm the organization’s long term strategy to govern Syrian 
territory. IS does have other motivations for claiming to operate 
schools, such as winning local support and attracting followers. 
However, both IS rhetoric and the resources it devotes to 
education suggest its core motivation is to train the next 
generation of IS members, the actual citizenry of the caliphate. 
 

Public Services 

 
Responsible for the provision of basic public services to locals. 
Primarily including electricity, water, sanitation, road 
maintenance/renovation and managing public facilities like parks. 
IS is known to overtake existing public service departments and 
force employees to work for them, but they still pay their salaries. 
IS’s emphasis on anti-corruption means that in some respects, 
these types of services may be better than before, particularly in 
the Syrian case. However, the Public Service Department still 
struggles to be effective. Mosul has been cut off from the Iraqi 
electrical grid and residents rely on their own private generators. 
This makes electricity provision worse in Mosul than before IS’s 
takeover. Although in Raqqa, IS has been able to provide 
electricity due to its control of dams along the Euphrates River. 
Its electricity provision is still worse than the Syrian regime’s 
with electricity availability varying between 4-8 hours/day.  
 

Precious 
Resources 

 
Responsible for managing fossil fuels and antiquities. The 
Precious Resources Department administers oil and gas to 
civilians.  
 

Da’wa  
Responsible for religious outreach, proselytization, mosque 
control and managing Shari’a institutes. IS conducts religious 
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outreach as one of its first actions upon entering territory. Da’wa 
events, complete with tens, Quranic recitations, and religious 
sermons are designed to teach participants about IS core beliefs. 
In other cases, outreach is more limited and less visible; it may 
involve only disseminating pamphlets or hosting small-group 
study sessions at local mosques. Documentary evidence shows 
that at least some of Da’wa’s events are optional and not 
compulsory. Da’qa events can be single sessions and require little 
investment in resources, so it is a logical first choice for IS when 
it seeks to establish a foothold in particular areas.  
 

Media  
Responsible for managing social media outlets and propaganda.  
 

Agriculture 

 
Responsible for setting agricultural and environmental standards. 
Documentary evidence shows that the Agriculture Department 
will specify how civilians can cultivate their land, being mindful 
of limited water resources. Additional evidence shows the 
department asking farmers to reserve stocks of grain for the 
caliphate in light of food shortages.  
 

 
Sources: 
 
Al-Tamimi, A. (2015, January 20) Aspects of Islamic State (IS) Administration in 
Ninawa Province: Part 2. Aymennjawad.org.  
 
Al-Tamimi, A. (2015). The Evolution of the Islamic State Administration: The 
Documentary Evidence. Perspectives on Terrorism.  
 
Al-Tamimi, A. (2015, August 27). The Archivist: critical analysis of the Islamic 
State’s Health Department. Jihadology. 
 
Caris, C & Reynolds, S. (2014). Islamic Governance in Syria. Institute for the Study 
of War: Middle East Security Report 22. July 2014. 
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Figure 4 – Analysis Methodology Discourse Tools 

Tool Description & Purpose 

Subject Tool 

 
Description: What are the topics/subjects in the 
document? What is the discourse saying about the 
subject?  
Purpose: To identify if the subjects in the documents 
are civilians or if they are bureaucratic employees. This 
will provide insight on if there are distinct differences 
between the subjects of Al-Hisba documents vs. 
Education documents.  
 

Identity Tool 

 
Description: What socially recognizable identities are 
being enacted and/or recognized?  
Purpose: To identify how the Education and Al-Hisba 
Departments promote identities of their own 
bureaucrats, and promote identities of the IS governed 
civilians. 
 

Topic & Theme Tool 

 
Description: What are the topics and themes for each 
document? Do they differ from the subject of the 
discourse? 
Purpose: To identify what topics and themes arise 
within the Education documents and Al-Hisba 
documents.  
 

Activities Building Tool 

 
Description: What activities does the document build 
or enact? What activities is the discourse seeking 
others to recognize or accomplish? What social groups, 
norm, or institutions support what activities are being 
built? 
Purpose: To identify how the Education Department 
and Al-Hisba Department build, recognize, and 
promote certain official government activities within 
the Caliphate.  
 

Frame Tool 
 
 

 
Description: Conducted before, during and after 
analysis. Involves gathering additional information to 
improve discourse context.   
Purpose: To construct a contextual understanding of IS 
governance, bureaucratic functions, and how civilians 
relate to IS governance. 
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Figure 5 – Analysis Codes used for Administrative Documents 

Codes Description 

Official Duties The responsibilities, duties or specific job requirements of a 
bureaucrat  

Hierarchy 
 

Where the document expresses a form of hierarchical order 
or chain of command within the bureaucracy  

Regulation 
 

Regulating the actions or behaviors of bureaucrats outside 
of specific job requirements 

Autonomy 
 

The provision of autonomous authority to a bureaucrat in 
conducting job responsibilities  

Discretion 
 

The provision of discretion to a bureaucrat in conducting 
job responsibilities  

Qualification  
 

Description of qualifications for the job position  

Services  
 

The provision of state services from the bureaucrat to the 
civilian  

Reward 
 

A reward or a benefit to either: a bureaucrat for job 
performance; or a civilian for following official mandates  

Punishment 
 

A punishment or a reprimand to either: a bureaucrat for job 
performance; or a civilian for not following mandates 

Liberty When the document delineates liberty or freedom to 
civilians 

Control When the document specifies controlling aspects of civilian 
life 

Security When IS is attempting to make itself more secure/safe 

Subject Is the subject of the document the bureaucrat or the 
civilian? 

Quran/Religion 
When the Quran is quoted within the document, or when a 
reference is made that God is the messenger behind the 
document 

Authority When specific authorities are granted to a bureaucrat 
through the document 
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Figure 6 – Description of Islamic State Education Department Documents 

Document Type Number of Documents 

 
School Regulations 

 
Regulating: course subjects, literature, maps, school 
hours, gender segregation and type of personnel 
allowed in schools and universities. Only students, 
school employees, and Education Department officials 
are allowed within the school. It should be noted that 
al-Hisba members are the only non-Education 
Department officials allowed in schools. 

 

 
12 Documents 
 

 
School exam schedules 

 
Documents from the Education Department 
delineating end of year exam times and subjects. 

 

 
8 Documents 

 
Repentance 

 
Compulsory repentance for teachers, administrators, 
directors, or other school employees that worked 
under previous governments. Successful completion is 
mandatory in order to return to teaching.  
 

 
8 Documents 

 
School Openings or Registering Students 

 
Documents discussing the opening of new 
kindergarten schools within a province or calls for 
parents to register their students in order to begin their 
schooling. In addition, two respective documents 
discuss the opening of extra-curricular jihadi schools 
for boys aged 10-15 to be taught military science, 
Shari’a science, and the arts of fighting. 
 

 
7 Documents 
 

 

 
Teacher Regulations 

 
Regulating teachers through required Shari’a sessions 
or teacher training sessions. An additional document 
notifies all school employees within a province to 
follow the compulsory IS regulations or face Shari’a 
punishments. 
 

 
4 Documents 
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Employment Opportunities 

 
Calls for qualified civilians (both sexes) to apply for 
open teacher positions (both University and grades 
schools). Qualification requirements are to provide: 
proof of repentance, statement issuing the number of 
years worked in education and subjects taught, a 
personal photograph, and passing a teaching 
qualification session. 
 

 
2 Documents 

 
Copies of Exams 

 
A grade school level Arabic language grammar exam. 
A grade school level Islamic education exam.  
 

 
2 Documents 

 
Miscellaneous 

 
One document notifying school employees in Manbij, 
Aleppo that IS was changing their village names.  
One document notifying IS highway checkpoint 
employees to ensure that no civilian youth leave IS 
territory in order to take end of the year school exams, 
and that if they catch someone doing this, to send 
them to al-Hisba for subsequent punishment.  
 

 
2 Documents  

 45 Total Documents  
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Source: Institute for the Study of War, “ISIS Envisioned Boundaries.” June 10, 2014.
Note: This is a depiction of IS’s envisioned territorial boundaries posted on Twitter in March 2014, which was found and published 
by the Institute for the Study of War.

Figure 7 - The Islamic State’s Envisioned Caliphate Boundary, March 2014
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Figure 8 – Description of Islamic State al-Hisba Department Documents 

Document Type 
 

Number of Documents 

 
Regulating Businesses 

 
The majority of these documents discuss how all 
businesses must be closed during designated prayer 
times. The remainder discusses business regulations 
on what types of clothes can be sold, what is generally 
allowed within stores, and how shop owners should 
interact with women. There is one document that says 
al-Hisba will inspect all stores in Yarmouk, Damascus 
to ensure none are hoarding goods due to a shortage of 
resources that plagued the specific province.  

 

 
8 Documents 

 
Enforcing Religion 

 
Documents involve patrolling streets to ensure that all 
civilians are praying during designated times, 
forbidding men to shave their beards, and specific 
rules and practices for Ramadan and the day of Eid. 
Two documents reference sending rule violating 
civilians to partake in a Shari’a session with the 
Da’wa office and the al-Hisba office.  
 

 
6 Documents  

 
Duties Outside of Department Scope 

 
These are documents that describe al-Hisba duties that 
can be considered outside the scope of religious 
policing. These include, confiscating a person’s 
property for not paying taxes, prohibiting vehicles 
carrying fuel to leave IS territory, holding a public 
name and family registry, and prohibiting currency 
exchange stores from using Syrian banknotes. The 
exchange store regulation document is included here 
and not under Regulating Businesses because the 
nature of the request can be considered within the 
scope of the Finance/Currency Department and 
outside the scope of the al-Hisba Department.   
 

 
4 Documents  

 
Regulating Women 

 
Documents that specify regulating women’s clothing 
and describing travel restrictions.  
 

 
3 Documents 
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Monitoring Civilians 

 
One document that prohibits pigeon-keeping on 
civilian rooftops. This is in an attempt to prevent men 
from looking into neighbor’s houses to spy on women. 
One document prohibits the selling of the use of 
satellites/satellite TVs throughout all of IS territory. 
One document prohibits smoking. 

 

 
3 Documents 

 
Employment Opportunities 

 
One document discussing how the Oversight and 
Inspection office within al-Hisba is looking for 
qualified: veterinarians, accounts, guards, office 
administrators, health inspectors, butchers, throat 
cutting butchers, and janitorial work. The second 
document discusses how an all women’s al-Hisba 
team has just been formed to monitor women’s 
clothing inside stores and civilian women walking in 
the streets.  

 

 
2 Documents 

 
al-Hisba Regulations 

 
The document delineates violations and the 
punishments that accompany them. This shows that 
the punishments used by al-Hisba derive from formal 
authorities, rather than being discretionary 
punishments decided by the al-Hisba member himself.  

 

 
1 Document 

  
27 Total Documents  
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Figure 9 – Description of Islamic State Advisory Council Positions 

Council Office Description 

Security & Intelligence 

 
The council is responsible for eliminating dissidents, 
challengers and spies within IS territory. The council 
plays an important role in maintaining the integrity of 
the caliphate establishment, mounting and manning 
roadblocks and regional border controls. The council 
is informed by the professional expertise and 
experience of is four main leaders, who were all high 
ranking offices in Saddam Hussein’s security 
services. 
 

Military 

 
Oversees the territorial expansion of the state and 
defends what it already controls. It also covers 
supplies, provisions for the families of martyrs, the 
manufacturing and distribution of explosives and their 
deployment and the movement of fighters. The 
council is overseen by an ex-lieutenant colonel is 
Saddam Hussein’s army. He was promoted from 
being the emir of Anbar province.   
 

Economic 

 
Responsible for dealing with the state’s impressive 
income. This stems from a variety of sources 
including: oil wealth, roadblock fees, ransom, spoils 
of war, civilian taxation, and cash from 62 
government and non-government banks in towns and 
cities within IS territory (as of 2015). In January 
2015, the Economic Council produced its first annual 
budget, set at $2 billion.  
 

Education 

 
Oversees the provision of education and the 
curriculum. Education and curriculum is based on the 
strict Salafist interpretation of the Qur’an. 
 

Public Services 

 
Oversees public services for citizens. This includes all 
aspects discussed in Public Services in Figure 2, in 
addition to the provision of basic health and social 
services, food kitchens, and providing monthly 
salaries for poor individuals, disabled individuals and 
for families who have lost their primary breadwinner.  
 

Public Information  
Responsible for the state’s media and propaganda 
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output.  
 

Province 

 
Oversees the administration of all IS provinces 
(Wilayats).  
 

Day-to-Day Administrators 

 
Facilitated by a cabinet of officers whose members 
are responsible for providing a vivid picture of the 
group’s wider activities. The officers include: general 
management, prisoners and hostages, general 
security, financial representative, new arrivals of 
foreign and Arab jihadists, and those who arrange for 
the transport of suicide bombers. There is also an 
officer representing the War Office, which includes a 
coordinator for the affairs of martyrs and women, as 
well as somebody responsible for rigging improvised 
explosive devises (IEDs) and bombs.  
 

 

Source: 

Atwan, A. (2015). Islamic State: The digital caliphate. Oakland, California: 
University of California Press. 
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