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Abstract

The Internet has become an essential part of our daily lives. However, various

agents collect information about us giving rise to a plethora of privacy concerns. This

thesis aims to guard the privacy of users by providing them anonymity in their online

communication.

In the first part of this thesis, Chapter 2 based on our paper [17], we work on

anonymity in identity based public-key cryptosystems (IBE). We provide the first ever

instance and to date the only known non-trivial instance of anonymizing a non-anonymous

IBE. We do so by constructing a public key encryption with keyword search (PEKS)

which is equivalent to anonymous identity-based encryption (aIBE) as proved in [1].

Our PEKS is the first ever scheme not based on bilinear forms, and is based on the

hardness of the quadratic residuosity problem. We construct our PEKS scheme using

a non-trivial transformation of the Cocks IBE scheme. PEKS in itself is a very useful

tool. It enables delegation of searching capabilities on encrypted data to a third party,

who does not hold the entire secret key, but only an appropriate token which allows

searching operations while preserving data privacy.

In the second part of this thesis, Chapter 3 based on our paper [28], we work on

anonymity in digital signature schemes. We provide means of providing anonymity

to the signer of a message by generically transforming any given digital signature

scheme to an anonymous signature scheme. We present a new formalism of anonymous

signature, where instead of the message as in previously presented schemes [33, 18], a

part of the signature is withheld to maintain anonymity. We introduce the notion of

unpretendability to guarantee infeasibility for someone other than the correct signer to

pretend authorship of the message and signature. Our definition retains applicability

for all previous applications of the anonymous signature, provides stronger security, and

is conceptually simpler.

Keywords: Public-Key Encryption, Searchable Public-Key Encryption, Anonymity,

Privacy, Quadratic Residuosity, Jacobi Symbol, Digital Signature, Anonymous Signature,

Commitment Scheme, Unpretendability
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Chapter 1

Introduction

The Internet has become an essential part of our daily lives. However, various agents

collect information about us giving rise to a plethora of privacy concerns. This thesis

aims to guard the privacy of users by providing them anonymity in their online com-

munication. This thesis is divided into two parts: in Chapter 2, which is based on the

joint work [17] with Dr. Giovanni Di Crescenzo, we work on public-key encryptions

with keyword search which imply anonymous identity based public-key cryptosystems,

and in Chapter 3, which based on the joint work [28] with Dr. Aaram Yun, we work on

anonymity in digital signature schemes.

Public-key encryption is an essential tool for keeping online communications safe

and secure. Anonymous encryption is well-known to be an attractive solution to the

problem of fully-private communication in which it is required that the ciphertexts are

sender-anonymous and receiver-anonymous. Anonymous encryption provides protection

against traffic analysis by using a bulletin board setup. When a message meant for a

specific member of a set of users is broadcast on the board, only the intended recipient

is able to decipher the message while an adversary is unable to determine the identity

of the intended recipient.

Anonymous encryption is necessary in anonymous credential systems [14]. Such a

system enables users to control the dissemination of information about themselves by

making it infeasible to correlate transactions carried out by the same user. Authenti-

cated key exchange protocols such as SKEME [23] use anonymous encryption to protect

1
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the identity of roaming users from eavesdroppers. In SKEME, roaming users commu-

nicate with a base station for authentication and distribution of a session key based on

the parties’ public keys. Another application of anonymous encryption is for bid secrecy

and verifiability in auction protocols [27]. The approach of [27] is to express each bid

as an encryption of a known message, with the key to encrypt it corresponding to the

value of the bid. Thus, the encryption key needs to be hidden. While in the previous

two applications, the key-privacy property was needed to protect identities, in the last

application, anonymous encryption is exploited to satisfy a secrecy requirement.

In the first part of this thesis, Chapter 2, we work on anonymity in identity based

public-key cryptosystems (IBE). We provide the first ever instance and to date the

only known non-trivial instance of anonymizing a non-anonymous IBE. We do so by

constructing a public key encryption with keyword search (PEKS) which is equivalent

to anonymous identity-based encryption (aIBE) as proved in [1]. Our PEKS is the first

ever scheme not based on bilinear forms, and is based on the hardness of the quadratic

residuosity problem. We construct our PEKS scheme using a non-trivial transformation

of the Cocks IBE scheme.

A classical research area in cryptography is that of designing candidates for crypto-

graphic primitives under different intractability assumptions in order to guarantee that

not all cryptographic primitives depend on the supposed hardness of a single computa-

tional problem. So far, all presented PEKS schemes were based on bilinear forms and

finding a PEKS that is not based on bilinear forms has been an open problem since the

notion of PEKS was first introduced in [9]. Therefore our construction also achieves

this conventional desideratum about all cryptographic primitives.

PEKS in itself is a very useful tool. It enables delegation of searching capabilities

on encrypted data to a third party, who does not hold the entire secret key, but only

an appropriate token which allows searching operations while preserving data privacy.

Suppose a user Alice requires that when her email server receives an email, it should take

actions depending on specific keywords associated with the email. For example, all words

on the subject line as well as the sender’s email address could be used as keywords. For

these actions to be taken, the gateway needs to be able to read these keywords. However,

if Alice also requires that these keywords be hidden from an adversary then the sender

Bob would need to encrypt both the contents of the email and the keywords. But then
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the email gateway too cannot see the keywords and hence cannot make routing decisions.

With PEKS one can enable Alice to give the gateway the ability to test whether a certain

keyword is in the email without allowing the gateway to learn anything else about the

email. More generally, Alice should be able to specify a few keywords that the email

gateway can search for, but learn nothing else about the incoming email.

In the second part of this thesis, Chapter 3, we work on anonymity in digital

signature schemes. A digital signature is a digital code that can be attached to an

electronic message (email, spreadsheet, text file, etc.) to uniquely identify the sender

and ensure authenticity and integrity of the document. Like a written signature, a

digital signature guarantees that the person who claims to have sent a message is the

one who sent it. Moreover, a digital signature also guarantees the message received is

the one that was sent and has not been altered in any way since that person created it.

An anonymous signature is a signature scheme where the signature of a message

does not reveal the identity of the signer. As in the case of anonymous encryption,

anonymous signatures are useful in key exchange protocols [12, 23], anonymous trans-

action systems [14, 21], auction systems [24], and anonymous paper reviewing [33].

The notion of anonymous signature was formalized in 2006 [33] even though the

notion of anonymous encryption was defined much earlier in 2001 [4]. Since a digital

signature is publicly verifiable, an adversary attacking the anonymity of a digital signature

can simply verify the message-signature pair with respect to a candidate’s public key

to verify whether they signed the message or not. Therefore, as long as the adversary

obtains both the message and the signature, it seems that anonymity is impossible.

Previous attempts to provide anonymity involved either hiding the message or adding

a “hidden” randomness in the message. The process of ensuring “enough” randomness

in the message made those schemes very expensive, sometimes too expensive. Moreover,

this added randomness made those signature schemes useless in many of the intended

applications. Finally, the previous formalism does not give a rigorous guarantee of

infeasibility for someone other than the correct signer to come later and pretend that

the signature is theirs.
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We present a new formalism of anonymous signature, where instead of the mes-

sage as in previously presented schemes, a part of the signature is withheld to main-

tain anonymity. We introduce the notion of unpretendability to guarantee infeasibil-

ity for someone other than the correct signer to pretend authorship of the message

and signature. Our definition retains applicability for all previous applications of the

anonymous signature, provides stronger security, and is conceptually simpler. Finally,

we provide a generic algorithm to transform any given digital signature scheme to an

anonymous signature scheme which retains all the properties of the original digital

signature scheme.



Chapter 2

Public Key Encryption with

Keyword Search based on

Jacobi Symbols

2.1 Introduction

Public-key encryption schemes with searchable keywords are useful to delegate search-

ing capabilities on encrypted data to a third party, who does not hold the entire se-

cret key, but only an appropriate token which allows searching operations but pre-

serves data privacy. Such notion was previously proved to imply identity-based public-

key encryption [9] and to be equivalent to anonymous (or key-private) identity-based

encryption [9, 1], which are useful for fully-private communication.

Motivation. PEKS allows a sender to compute an encrypted message, so that the

receiver can allow a third party to search keywords in the encrypted message without

(additional) loss of privacy of the content of the message. The following motivating

example for PEKS is taken almost verbatim from [9]. Suppose, a user Alice wishes to

read her email on a number of devices: desktop, laptop and pager. Alice’s email gateway

is supposed to route email to the appropriate device based on the keywords in the email.

For example, when Bob sends email with the keyword “urgent”, the email is routed to

Alice’s pager, and when Bob sends email with the keyword “lunch”, the email is routed

5
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to Alice’s desktop for reading later. One expects each email to contain a small number

of keywords. For example, all words on the subject line as well as the sender’s email

address could be used as keywords. Now, suppose Bob sends encrypted email to Alice

using Alice’s public key in which both the contents of the email and the keywords are

encrypted. In this case the email gateway cannot see the keywords and hence cannot

make routing decisions. With PEKS one can enable Alice to give the gateway the ability

to test whether “urgent” is a keyword in the email, but the gateway should learn nothing

else about the email. More generally, Alice should be able to specify a few keywords

that the email gateway can search for, but learn nothing else about the incoming emails.

Previous work. In its non-interactive variant, constructions for this primitive were

shown to be at least as hard to obtain as constructions for identity-based encryption

(as proved in [9]). Moreover, the existence of PEKS was proved to follow from the

existence of “anonymous” or “key-private” identity-based encryption (this was noted

in [9] and formally proved in [1]), namely, encryption where the identity of the recipient

remains unknown. Anonymous encryption is well-known to be an attractive solution to

the problem of fully-private communication which provides sender-anonymity, receiver-

anonymity and protection against traffic analysis, see, for example, discussions in [3, 13].

It is a natural goal then to try to convert the existing identity-based public-key cryp-

tosystems into their anonymous variant so that a PEKS is automatically obtained. In

fact, the anonymity or key-privacy property for a public-key encryption scheme (whether

it is identity-based or not), is in itself a property of independent interest, as already dis-

cussed in [3], where this property was defined and investigated for conventional (that is,

not identity-based) public-key encryption schemes. So far, however, all published PEKS

schemes have been transformations of identity-based cryptosystems based on bilinear

forms. Even the authors of [9] noted the difficulty of coming up with other examples

of PEKS schemes, by observing that the only identity-based cryptosystem not based

on bilinear forms (namely, the Cocks identity-based encryption scheme [16]) does not

seem to have a direct transformation into an anonymous variant and thus into a PEKS

scheme. Further work on PEKS (for example, [32, 26, 20, 1, 13]) did not contribute

towards this goal, but only studied schemes and variations based on bilinear forms.

The construction of a new identity-based encryption scheme based on quadratic
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residuosity [11] and having short ciphertexts was obtained very recently; after seeing

our work [6]. This scheme is also anonymous, like the scheme proposed by us in [17], but

is based on very different techniques. Although their scheme is quite elegant, encryption

and decryption operations are estimated [5] to be significantly less efficient than in the

Cocks scheme. Instead, when used as an anonymous identity-based encryption scheme,

our scheme is only less efficient than the original (and not anonymous) the Cocks scheme

by a small constant factor. Following up on our construction, a similar construction [2]

was obtained and is more space-efficient than our scheme by a small constant factor.

Our results. In this chapter, we construct the first PEKS scheme which is not based

on bilinear forms but is based on a new assumption that can be seen as a variant

of the well-known hardness of deciding quadratic residues modulo a large composite

integer. Our scheme is obtained as a non-trivial transformation of the Cocks scheme.

By the known equivalence of PEKS scheme and anonymous identity-based encryption,

our scheme immediately gives the first anonymous identity-based encryption scheme

which is not based on bilinear forms, a problem left open in [9]. Our scheme essentially

preserves the time efficiency of the (not anonymous) identity-based encryption of the

Cocks scheme, which was claimed in the original paper [16] to be satisfactory in a hybrid

encryption mode (that is, when used to encrypt first a short session key and then using

this key to produce a symmetric encryption of a large message). We do note however

that the decryption time of the Cocks scheme (and thus of our scheme too) is less

efficient than the known schemes based on bilinear forms.

Organization of the chapter. In what follows, we start by reviewing in Section 2.2

the formal definitions related to the notion of interest in this chapter: public-key

encryption with keyword search. In Section 2.4, we present our public-key cryptosystem

with keyword search, and in Section 2.5, we prove its properties.

2.2 Definitions and Preliminaries

We recall the general notion of identity-based public-key cryptosystems (IBE) (as de-

fined in [10, 16]) in Subsection 2.2.1. We recall the known notion and formal definition
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of PEKS (as defined in [9, 1]) in Subsection 2.2.2. Jacobi symbols,
( ·
·
)
, and their calcu-

lations will be crucial for our construction and we recall it in Subsection 2.2.3. Finally

in Subsection 2.2.4, we recall the Cocks identity-based public-key cryptosystem [16]) on

which our construction is based.

Notations and Conventions. We denote the set of positive integers by Z+. For

any positive integer n > 1, Zn denotes the set of integers modulo n and Z∗n denotes

the set of invertible elements in Zn. We use s← S to denote a random variable s that

randomly chooses an element from the set S uniformly and independently. We denote

by z ← A(x, y, . . . ) the output z of an algorithm A with input (x, y, . . . ), If A is a

randomized algorithm, we use the same notation to define a random variable z which

is the output of A. If S is a set, (string, vector, matrix respectively) then we use |S|
to denote its size (length, vector-length, determinant respectively). Also, we say that a

function f : Z+ → [0, 1] is negligible in n if f(n) < 1/P (n) for any polynomial P and

sufficiently large n.

We denote by m the security parameter, by k the length of the identities, and by l

the length of the messages, where k and l are (independent) polynomials in m. We use

M to denote the message space and I to denote the identity space.

2.2.1 Identity-based Public-key Cryptosystem

Definition 2.2.1. An identity-based public-key cryptosystem (IBE) can be defined as a

4-tuple of polynomial time algorithms IBE = (Setup,KeyGen,Encrypt,Decrypt) with the

following semantics:

Setup is used by the trusted authority TA to generate public parameters PK and a

master secret key SK;

KeyGen is used by the trusted authority TA to generate a private key tid given a party’s

id;

Encrypt is used by a sender who wants to encrypt a message to a receiving party and

only uses the receiver’s id and the public parameters PK;

Decrypt is used by a receiver to decrypt a ciphertext and only uses the private key tid

and the public parameters PK.
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Some Identity Based Encryption Schemes of Interest

The Boneh-Franklin identity-based cryptosystem [10] denoted as

BF-IBE = (BF-Setup,BF-KeyGen,BF-Encrypt,BF-Decrypt) .

The Boneh-Boyen identity-based cryptosystem [7] denoted as

BB-IBE = (BB-Setup,BB-KeyGen,BB-Encrypt,BB-Decrypt) .

The Waters identity-based cryptosystem [31] denoted as

W-IBE = (W-Setup,W-KeyGen,W-Encrypt,W-Decrypt) .

The Cocks identity-based cryptosystem [16] denoted as

CC-IBE = (CC-Setup,CC-KeyGen,CC-Encrypt,CC-Decrypt) .

The DiCrescenzo-Saraswat anonymized Cocks identity-based cryptosystem [17] denoted

as

CS-IBE = (CS-Setup,CS-KeyGen,CS-Encrypt,CS-Decrypt) .

Security Definitions

Consistency. Informally, for an identity-based encryption scheme to be consistent we

require that the decryption of a ciphertext C must yield the same message M for which

the encryption algorithm had computed the ciphertext.

Definition 2.2.2. We say that an IBE is (computationally) consistent if for all se-

curity parameters m ∈ Z+, all identities id ∈ I and all messages M ∈ M, we have

Pr[Decrypt(KeyGen(SK, id),Encrypt(PK, id,M)) 6= M ] is negligible in m, where the

probability is taken over the choice of (PK,SK)← Setup(1m).
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Adversary-based Consistency. For adversary-based consistency, one would like

to ensure that a ciphertext C = Encrypt(PK, id,M) should not be decryptable us-

ing the private key of an identity id′ 6= id to any valid message M ′ ∈ M. Infor-

mally, for M ← M, even an adversary that has access to the public parameters PK

and is able to obtain private keys tidi for polynomial number of identities idi of its

choice should not be able to produce two different identities id0 6= id1 such that

Decrypt(KeyGen(SK, id1),Encrypt(PK, id0,M)) does not return failure, ⊥. Formally,

we define consistency against an active attacker using the following game between a

challenger C and an attacker A.

IBE Adversary-Based Consistency Game.

1. The challenger runs the Setup(1m) algorithm to generate PK and SK. It gives

PK to the attacker.

2. A message M ←M is uniformly chosen.

3. The attacker returns two identities id0, id1 ∈ I.

4. Encryption C = Encrypt(PK, id0,M) and private key tid1 = KeyGen(SK, id1) are

computed.

5. The attacker wins the game if id0 6= id1 and Decrypt(tid1 , C) 6=⊥.

Definition 2.2.3. We say that an identity-based encryption scheme IBE satisfies (com-

putational) adversary-based consistency if for any attacker A running in time polyno-

mial in m, A’s advantage (in breaking the consistency of the identity-based encryption

scheme IBE)

Pr [Decrypt(KeyGen(SK, id1),Encrypt(PK, id0,M)) 6=⊥]

is negligible in m.

Security. For an identity-based encryption scheme to be (semantically) secure, a ci-

phertext Encrypt(PK, id,M) must not reveal any information about M unless the pri-

vate key tid is available. Informally, even an attacker that has access to the public

parameters PK and is able to obtain private keys tidi for polynomial number of identi-

ties idi of its choice should not be able to distinguish between encryptions of messages
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M0 and M1 of its choice for an identity id of its choice for which he did not obtain the

private key. Formally, we define the security of an identity-based encryption, IBE, using

the following game between a challenger C and an attacker A.

IBE Security Game.

1. The challenger runs the Setup(1m) algorithm to generate PK and MK. It gives

PK to the attacker.

2. The attacker can adaptively ask the challenger for the private key tid for any iden-

tity id ∈ I of its choice. Additionally, the attacker can also query for decryptions

of ciphertexts (id, C) with respect to any identity id.

3. At some point, the attacker A sends the challenger two messages M0,M1 and

an identity id∗ on which it wishes to be challenged. The only restriction is that

the attacker did not previously ask for the private key tid∗ . The challenger picks

a random bit b ← {0, 1} and gives the attacker the challenge ciphertext C∗ =

Encrypt(PK, id∗,Mb).

4. The attacker can continue to query for private keys tid for any identity id of its

choice as long as id 6= id∗ and for queries for decryptions of ciphertexts (id, C)

with respect to any identity id as long as (id, C) 6= (id∗, C∗).

5. Eventually, the attacker A outputs a bit b′ ∈ {0, 1}.

The attacker wins the game if its output differs significantly depending on whether he

was given the challenge ciphertext corresponding to M0 or M1. This is formalized as

follows.

Definition 2.2.4. We say that an identity-based encryption scheme IBE is (t, q, ε)-

secure against an adaptive chosen ciphertext attack if for any attacker A running in

time t and making at most q private key queries, A’s advantage (in breaking the security

of the identity-based encryption scheme IBE)

AdvA(m) =
∣∣∣Prob[Aind−cca−0 = 1 ]− Prob[Aind−cca−1 = 1 ]

∣∣∣
is at most ε where, for b ∈ {0, 1}, Aind−cca−b = 1 denotes the event that A returns 1

given that C = Encrypt(PK, id∗,Mb).
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Anonymity. An identity-based encryption scheme is anonymous if a ciphertext Encrypt(PK, id,M)

does not reveal any information about the identity id of the recipient. Informally, even

an attacker that has access to the public parameters PK and is able to obtain private

keys tidi for polynomial number of identities idi of its choice should not be able to

distinguish between ciphertexts C0 and C1 obtained by encrypting a message M of its

choice for identities id0 and id1 of its choice for which he did not obtain the private

keys. Formally, we define the anonymity of an identity-based encryption, IBE, using the

following game between a challenger C and an attacker A.

IBE Anonymity game.

1. The challenger runs the Setup(1m) algorithm to generate PK and MK. It gives

PK to the attacker.

2. The attacker can adaptively ask the challenger for the private key tid for any

identity id ∈ I of its choice.

3. At some point, the attacker A sends the challenger two identities id0, id1 and a

message m∗ on which it wishes to be challenged. The only restriction is that

the attacker must not have previously received the private keys tid0 or tid1 . The

challenger picks a random bit b ← {0, 1} and gives the attacker the challenge

ciphertext C = Encrypt(PK, idb,M
∗).

4. The attacker can continue to ask for private keys tid for any identity id of its

choice as long as id 6= id0, id1.

5. Eventually, the attacker A outputs a bit b′ ∈ {0, 1}.

The attacker wins the game if its output differs significantly depending on whether he

was given the challenge ciphertext corresponding to id0 or id1. This is formalized as

follows.

Definition 2.2.5. We say that an identity-based encryption scheme IBE is (t, q, ε)-

anonymous against an adaptive chosen ciphertext attack if for any attacker A running

in time t and making at most q private key queries, A’s advantage (in breaking the

anonymity of the identity-based encryption scheme IBE)

AdvA(m) =
∣∣Prob[Aano−cca−0 = 1 ]− Prob[Aano−cca−1 = 1 ]

∣∣
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is at most ε where, for b ∈ {0, 1}, Aano−cca−b = 1 denotes the event that A returns 1

given that C = Encrypt(PK, idb,M
∗).

Definition 2.2.6. We say that an identity-based encryption scheme IBE is ε-anonymous

against an adaptive chosen ciphertext attack if for all attackers A running in time

polynomial in m and making at most polynomial in m private key queries, A’s advantage

(in breaking the anonymity of the identity-based encryption scheme IBE)

AdvA(m) =
∣∣Prob[Aano−cca−0 = 1 ]− Prob[Aano−cca−1 = 1 ]

∣∣
is at most ε where, for b ∈ {0, 1}, Aano−cca−b = 1 denotes the event that A returns 1

given that C = Encrypt(PK, idb,M
∗).

2.2.2 Public-Key Encryption with Keyword Search

Informally speaking, in a PEKS scheme a sender would like to send a message in en-

crypted form to a receiver so that the receiver can allow a third party to search keywords

in the encrypted message without losing (any additional) privacy on the message’s con-

tent. According to [9], a non-interactive implementation of this task can be performed

as follows. The sender encrypts her message using a conventional public key cryptosys-

tem, and then appends to the resulting ciphertext a Public-key Encryption with Keyword

Search (PEKS) of each keyword. Specifically, to encrypt a message M with searchable

keywords W1, . . . ,Wm, the sender computes and sends to the receiver

EApub
(M) ‖ ksEnc(Apub,W1) ‖ · · · ‖ ksEnc(Apub,Wm), (2.1)

where Apub is the receiver’s public key and E is the encryption algorithm of the conven-

tional public-key cryptosystem. Based on this encryption, the receiver can give the third

party a certain trapdoor TW which enables the third party to test whether one of the

keywords associated with the message is equal to the word W of the receiver’s choice.

Specifically, given ksEnc(Apub,W
′) and TW , the third party can test whether W = W ′; if

W 6= W ′ the third party learns nothing more about W ′. Note that sender and receiver

do not communicate in this entire process as the sender generates the searchable cipher-

text for W ′ given just the receiver’s public key (hence, the term “public-key encryption
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with keyword search” is used here).

More formally, we consider a setting with three parties: a sender, a receiver, and

a third party (representing the email gateway in the application example given in the

introduction). In this setting, a public-key encryption with keyword search is defined

as follows.

Definition 2.2.7. A (non-interactive) public-key encryption scheme with keyword search

(PEKS) consists of the following polynomial time randomized algorithms:

1. KeyGen(1m): on input security parameter 1m in unary, it returns a pair (Apub, Apriv)

of public and private keys.

2. ksEnc(Apub,W ): on input a public key Apub and a keyword W , it returns a cipher-

text, also called the searchable encryption of W .

3. Trapdoor(Apriv,W ): on input Alice’s private key and a keyword W , it returns a

trapdoor TW .

4. Test(Apub, S, TW ): on input Alice’s public key, a searchable encryption S = ksEnc(Apub,W
′),

and a trapdoor TW = Trapdoor(Apriv,W ), it returns ‘yes’ or ‘no’.

Given the above definition, an execution of a PEKS scheme goes as follows. First,

the receiver runs the KeyGen algorithm to generate her public/private key pair. Then,

she uses the Trapdoor algorithm to generate trapdoors TW for any keywords W which

she wants the third party to search for. The third party uses the given trapdoors as

input to the Test algorithm to determine whether a given message encrypted by any

sender using algorithm ksEnc contains one of the keywords W specified by the receiver.

We now define the main properties which a PEKS scheme must satisfy: (two variants

of) consistency and security. The following basic definition will be useful: we say that

a given function f : N → [0, 1] is negligible in n if f(n) < 1/p(n) for any polynomial p

and sufficiently large n.

Consistency. Next, we consider definitions of consistency for a PEKS (following def-

initions in [9, 1]). We consider two variants: right-keyword consistency and adversary-

based consistency for a PEKS in the random oracle model.
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Informally, in right-keyword consistency, we require the success of the search of any

word W for which the encryption algorithm had computed a searchable encryption.

Definition 2.2.8. We say that a PEKS is right-keyword consistent if it holds that for

any word W , the probability that Test(Apub, C, TW ) 6= ‘yes’ is negligible in m, where

Apub was generated using the KeyGen algorithm and input 1m, C was computed as

ksEnc(Apub,W ) and TW was computed as Trapdoor(Apriv,W ).

Informally, in adversary-based consistency, one would like to ensure that even an ad-

versary that has access to the public parameters PK and to a (uniformly distributed)

random oracle cannot come up with two different keywords such that the testing algo-

rithm returns ‘yes’ on input a trapdoor for one word and a public-key encryption with

keyword search of the other. Formally, we define consistency against an attacker A us-

ing the following game between a challenger and an attacker. Here, we denote by m the

security parameter, given in unary as input to both players, and by k the length of the

keywords, where we assume that k = Θ(mc), for some constant c > 0 (this assumption

is seen to be wlog using simple padding).

PEKS Adversary-Based Consistency game:

1. The challenger runs the KeyGen(1m) algorithm to generate Apub and Apriv. It gives

Apub to the attacker.

2. The attacker returns two keywords W0,W1 ∈ {0, 1}k.
3. Encryption C = ksEnc(Apub,W0) and trapdoor TW1 = Trapdoor(Apriv,W1) are

computed.

4. The attacker wins the game if W0 6= W1 and Test(Apub, C, TW1) returns ‘yes’.

We define A’s advantage AdvA(m, k) in breaking the consistency of PEKS as the prob-

ability that the attacker wins the above game.

Definition 2.2.9. We say that a PEKS satisfies (computational) adversary-based con-

sistency if for any attacker A running in time polynomial in m, we have that the function

AdvA(m) is negligible in m.

Security. Finally, we recall the definition of security for a PEKS (in the sense of

semantic-security). Here, one would like to ensure that an ksEnc(Apub,W ) does not
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reveal any information about W unless TW is available. This is done by considering an

attacker who is able to obtain trapdoors TW for any W of his choice, and require that,

even under such attack, the attacker should not be able to distinguish an encryption

of a keyword W0 from an encryption of a keyword W1 for which he did not obtain the

trapdoor. Formally, we define security against an active attacker A using the following

game between a challenger and the attacker. Here, we denote by m the security pa-

rameter, given in unary as input to both players, and by k the length of the keywords,

where we assume that k = Θ(mc), for some constant c > 0 (this assumption is seen to

be wlog using simple padding).

PEKS Security game:

1. The challenger runs the KeyGen(1m) algorithm to generate Apub and Apriv. It gives

Apub to the attacker.

2. The attacker can adaptively ask the challenger for the trapdoor TW for any key-

word W ∈ {0, 1}k of his choice.

3. At some point, the attacker A sends the challenger two keywords W0,W1 on

which it wishes to be challenged. The only restriction is that the attacker did

not previously ask for the trapdoors TW0 or TW1 . The challenger picks a random

b ∈ {0, 1} and gives the attacker C = ksEnc(Apub,Wb). We refer to C as the

challenge ciphertext.

4. The attacker can continue to ask for trapdoors TW for any keyword W of his choice

as long as W 6= W0,W1.

5. Eventually, the attacker A outputs d ∈ {0, 1}.

Here, the attacker wins the game if its output differs significantly depending on whether

he was given the challenge ciphertext corresponding to W0 or W1. This is formalized

as follows. First, for b ∈ {0, 1}, let Ab = 1 denote the event that A returns 1 given that

C = ksEnc(Apub,Wb). Then, define A’s advantage in breaking the PEKS scheme as

AdvA(m) =
∣∣Prob[A0 = 1 ]− Prob[A1 = 1 ]

∣∣
Definition 2.2.10. We say that a PEKS is semantically secure against an adaptive

chosen-keyword attack if for any attacker A running in time polynomial in m, we have
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that the function AdvA(m) is negligible in m.

Remark 2.2.11. We defined right-keyword consistency as done in [9, 1] (although the

name was first used in [1]). The (computational version of the) adversary-based con-

sistency was defined as a relaxed version of what is called just consistency in [1]; the

relaxation consisting in only restricting the adversary to return keywords which have a

known upper-bounded length. Although guaranteeing a slightly weaker property, this

is essentially not a limitation in practical scenarios where a (small) upper bound on the

length of keywords is known to all parties. We also note that such a relaxation is always

done, for instance, in the definition of conventional public-key cryptosystems.

2.2.3 Jacobi Symbols

Definitions

Definition 2.2.12 (Quadratic Residue). For a positive integer n > 1, we say that

a ∈ Z∗n is a quadratic residue of n if there exists x ∈ Zn such that

x2 ≡ a mod n .

Otherwise, a is called a quadratic nonresdue of n.

Definition 2.2.13 (Legendre Symbol). Let p be an odd prime and a be an integer.

The Legendre symbol of a and p, denoted
(
a
p

)
, is defined as:

(
a

p

)
=


0 if gcd(a, p) 6= 1;

+1 if a is a quadratic residue mod p;

−1 if a is a non-quadratic residue mod p .

Definition 2.2.14 (Jacobi Symbol). Let n be an odd positive integer with prime fac-

torization p1
e1 · · · pkek . Let a be an integer. The Jacobi symbol

(
a
n

)
of a and n is defined

to be (a
n

)
=

k∏
i=1

(
a

pi

)ei
where

(
a
pi

)
is the Legendre symbol of a and pi.
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Properties of the Jacobi symbol

There are a number of useful properties of the Jacobi symbol which can be used to

speed up calculations. They include:

1. If n is prime, the Jacobi symbol is the Legendre symbol.

2.
(
a
n

)
∈ {0, 1,−1}.

3.
(
a
n

)
= 0 iff gcd(a, n) 6= 1.

4. If a ≡ b mod n, then
(
a
n

)
=
(
b
n

)
.

5.
(
ab
n

)
=
(
a
n

) (
b
n

)
;
( ·
·
)

is a completely multiplicative function in its top argument.

6.
(
a
mn

)
=
(
a
m

) (
a
n

)
; note that this implies

(
a
n2

)
is 0 or 1 for any a and any n.

7.
(

1
n

)
= 1

8. For any odd integer n,
(−1
n

)
= (−1)(n−1)/2 =

+1 if n ≡ 1 mod 4;

−1 if n ≡ 3 mod 4 .

9. For any odd integer n,
(

2
n

)
= (−1)(n2−1)/8 =

+1 if n ≡ 1 or 7 mod 8;

−1 if n ≡ 3 or 5 mod 8 .

10. For odd integers m and n,
(
m
n

)
=
(
n
m

)
(−1)(m−1)(n−1)/4.

The last property is known as reciprocity and is similar to the law of quadratic reciprocity

for Legendre symbols:

Theorem 2.2.15 (Law of Quadratic Reciprocity). Let p and q be two distinct odd

primes. Then (
q

p

)(
p

q

)
= (−1)(p−1)(q−1)/4

or, formulating differently,

(
p

q

)
=

−
(
q
p

)
if both p and q are congruent to 3 modulo 4;

+
(
q
p

)
if one of p or q is congruent to 1 modulo 4.
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There are two statements about quadratic residues with respect to the Legendre

symbol which cannot be made with the Jacobi symbol.

First,
(
a
n

)
= 1 does not imply a is a quadratic residue of n. Since the Jacobi

symbol
(
a
n

)
is a product of Legendre symbols, if an even number of the Legendre symbols

in the product evaluate to −1 then
(
a
n

)
= 1 but a is not a quadratic residue of n.

Second, there is no analogue of Euler’s congruence(
a

p

)
≡ a(p−1)/2 mod p , p an odd prime,

for Jacobi symbols. In fact, that congruence is false at least half the time for Jacobi

symbols with a composite denominator. (This is the basis for the Solovay-Strassen

probabilistic primality test.)

Calculating the Jacobi symbol

To calculate the Jacobi symbol
(
a
n

)
for integers a and n, where n is an odd positive

integer, first check if gcd(a, n) = 1 (otherwise the Jacobi symbol is 0). Then choose

0 < b < n such that a ≡ b mod n so that
(
a
n

)
=
(
b
n

)
. Then write b = 2sc with odd c so

that (a
n

)
=

(
b

n

)
=

(
2

n

)s ( c
n

)
.

Now apply the quadratic reciprocity law to get( c
n

)
= (−1)(c−1)(n−1)/4

(n
c

)
so that (a

n

)
=

(
b

n

)
=

(
2

n

)s ( c
n

)
=

(
2

n

)s
(−1)(c−1)(n−1)/4

(n
c

)
.

The factor
(

2
n

)
can be computed using the Property 9 of Jacobi symbols:

(
2

n

)
= (−1)(n2−1)/8 =

+1 if n ≡ 1 or 7 mod 8;

−1 if n ≡ 3 or 5 mod 8 .

The factor (−1)(c−1)(n−1)/4 is equal to −1 if c, n ≡ 3 mod 4 and 1 otherwise.
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At this point we can start the whole procedure over again for
(
n
c

)
. Eventually we

can apply the equation
(−1
n

)
= (−1)(n−1)/2, which is equal to 1 if n ≡ 1 mod 4 and −1

otherwise.

Example 2.2.1. We try to calculate
(

107
23

)
. Since gcd(107, 23) = 1 and 107 ≡ 15 mod 23

we find (
107

23

)
=

(
15

23

)
.

Since both 15 and 23 are congruent 3 modulo 4 we have(
15

23

)
= −

(
23

15

)
= −

(
8

15

)
= −

(
23

15

)
= −

(
2

15

)
.

This can be evaluated using the Property 9 of Jacobi symbols and we find(
107

23

)
= −1 .

2.2.4 Cocks Identity-Based Public-Key Cryptosystem

We recall the construction of the Cocks identity-based public-key cryptosystem [16]

which is based on Jacobi symbols and quadratic residues modulo a large composite

integer. We denote it as CC-IBE = (CC-Setup,CC-KeyGen,CC-Encrypt,CC-Decrypt):

CC-Setup: Given a security parameter 1m in unary, for m ∈ Z+, this algorithm (run by

the TA) does the following:

1. randomly choose two primes p, q of length m/2, and such that both p and

q are congruent to 3 mod 4 and set n = pq (such integers n are also called

Blum-Williams integers);

2. generate the description of a cryptographic hash function H : {0, 1}∗ → Z+1
n

(which is assumed to behave as a random oracle in the analysis) where Z+1
n

is the set of positive integers x which are < n, coprime with n, and are

such that the Jacobi symbol
(
x
n

)
= +1. (Note that the Jacobi symbol can

be calculated without knowledge of the factorization of n; see, for example,

Section 2.2.3.)

The public parameters of the system are PK = (n,H) and the master secret key

is SK = (p, q).
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CC-KeyGen: On input Alice’s identity ID ∈ {0, 1}∗, this algorithm computes a =

H(ID) and r = a
n+5−(p+q)

8 mod n, and returns r.

This algorithm is run by the TA after receiving Alice’s identity, and the value r

is meant to be received by Alice, who sets her secret key equal to SKA = r. Note

that by choice of p, q, the value r is a square root of either a or −a depending on

whether a is a square or not; if a is a square then r2 = a mod n; otherwise −a
must be a square and then r2 = −a mod n.

CC-Encrypt: If a user Bob wants to send a transport key K to Alice, he encrypts K

using this algorithm on input Alice’s identity ID, as follows:

1. Compute a = H(ID) and encode K as values (K1, . . . ,Km), where Ki is

an encoding as +1 or −1 of the i-th bit ki of the transport key K (e.g.,

Ki = 2ki − 1).

2. For each i = 1, . . . ,m, randomly choose ti, tm+i ∈ Z∗n such that
(
ti
n

)
=(

tm+i

n

)
= Ki.

3. For i = 1, . . . ,m, compute si = (ti + a/ti) mod n;

for i = m+ 1, . . . , 2m, compute si = (ti − a/ti) mod n

4. Send s = (s1, . . . , sm, sm+1, . . . , s2m) to Alice.

CC-Decrypt: This algorithm is run by Alice that recovers the transport key K as follows:

1. Set j = 0 if r2 = a mod n or j = m if r2 = −a mod n.

2. For i = 1, . . . ,m, compute K̄j+i =
(
sj+i+2r

n

)
and the decoding k̄j+i ∈ {0, 1}

of K̄j+i (e.g., k̄j+i = (K̄j+i + 1)/2).

3. Return the transport key (k̄j+1, . . . , k̄j+m).

Consistency of CC-IBE We now note that the above algorithms decrypt correctly.

Specifically, if r2 = a mod n then for i = 1, . . . ,m, it holds that

si + 2r = ti + a/ti + 2r = ti · (1 + r2/t2i + 2r/ti) = ti · (1 + r/ti)
2 mod n .

Then it holds that

K̄i =

(
si + 2r

n

)
=

(
ti
n

)
= Ki, (2.2)

as long as as long as si+2r mod n is in Z∗n. Note that there are only p+q−1 elements

in Zn\Z∗n and thus the probability that si+2r mod n is not in Z∗n is 1/p+1/q−1/pq ≤
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2−m/4+1, which is negligible in m, since p, q are chosen to be of length m/2.

An almost identical analysis applies in the case r2 = −a mod n, where for i =

m+ 1, . . . , 2m, it holds that

si + 2r = ti − a/ti + 2r = ti · (1 + r2/t2i − 2r/ti) = ti · (1− r/ti)2 mod n.

and therefore, except with negligible probability, it holds that

K̄i =

(
si + 2r

n

)
=

(
ti
n

)
= Ki,

so that K̄ = K.

With respect to the security property, from [16] it follows that this scheme is secure

against a chosen-identity attack (in the random oracle model) under the assumption

that it is hard to decide quadratic residuosity modulo Blum-Williams integers.

2.3 An Intractability Assumption

In this section, we define the Quadratic Indistinguishability Problem (QIP). Our cryp-

tosystem is based on the intractability assumption of the QIP. We prove that the QIP is

at least as hard as the Quadratic Residuousity Problem (QRP) by reducing the QRP to

the QIP. Technically speaking, we might solve the following subproblem: We evaluate

and discuss the statistical and computational difference between the two distributions

below and prove that they are “identical”.

2.3.1 Quadratic Indistinguishability Problem

Given a security parameter m, let BW(1m) denote the set of m-bit primes p such that

p = 3 mod 4. For a positive integer n > 1, let Z∗n denote the set of positive integers

which are less than and coprime to n. Let QR(n) denote the set of quadratic residues

modulo n and let Z+1
n (resp. Z−1

n ) be the elements of Z∗n which have Jacobi symbol

equal to +1 (resp. −1). Let CS(n, α) denote the set of integers s in Z∗n which satisfy

the condition α.
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Quadratic Residuosity Problem (QRP). The QRP problem consists of efficiently

distinguishing the following two distributions:

E0(1m) = {p, q ← BW(1m);n← p · q;

s← Z−1
n ∪QR(n) : (n, s)}

= {p, q ← BW(1m);n← p · q;

s← CS(n, s ∈ Z−1
n ∪QR(n)) : (n, s)}

E1(1m) = {p, q ← BW(1m);n← p · q;

s← Z∗n : (n, s)}

= {p, q ← BW(1m);n← p · q;

s← CS(n, s ∈ Z∗n) : (n, s)} .

We say that algorithm A has advantage ε in solving QRP if we have that:

∣∣Pr[(n, s)← E0(1m) : A(n, s) = 1]

− Pr[(n, s)← E1(1m) : A(n, s) = 1]
∣∣ = ε. (2.3)

We say that QRP is intractable if all polynomial time (in m) algorithms have a negligible

(in m) advantage in solving QRP.

Quadratic Indistinguishability Problem (QIP). The QIP problem consists of ef-

ficiently distinguishing the following two distributions:

D0(1m) = {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← CS(n, s2 − 4h ∈ Z−1
n ∪QR(n)) : (n, h, s)}

D1(1m) = {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← Z∗n : (n, h, s)}

= {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← CS(n, s ∈ Z∗n) : (n, h, s)} .
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We say that algorithm A has advantage ε in solving QIP if we have that:

∣∣Pr[(n, h, s)← D0(1m) : A(n, h, s) = 1]

− Pr[(n, h, s)← D1(1m) : A(n, h, s) = 1]
∣∣ = ε. (2.4)

We say that QIP is intractable if all polynomial time (in m) algorithms have a negligible

(in m) advantage in solving QIP.

Before proving the equivalence of QRP and QIP, we prove the equivalence of QIP

and QIP0.

QIP0 Problem. The QIP0 problem consists of efficiently distinguishing the following

two distributions:

D0,0(1m) = {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← CS(n, s2 − 4h ∈ Z−1
n ∪QR(n)) : (n, h, s)}

D0,1(1m) = {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← CS(n, s2 − 4h ∈ Z∗n) : (n, h, s)} .

Recall that given a finite set C and any two subsets A and B, we have

|A ∪B| ≤ |C| and |A ∩B| ≥ |A|+ |B| − |C|

so that

|A∆B| = |A ∪B| − |A ∩B| ≤ |C| − (|A|+ |B| − |C|) = 2|C| − |A| − |B| . (2.5)

Since addition by a non-zero element is a 1-1 map on Zn, we have

|4h+ Z∗n| = |Z∗n| = (p− 1)(q − 1)

so that, by Equation 2.5,

|4h+ Z∗n∆Z∗n| ≤ 2pq − (p− 1)(q − 1)− (p− 1)(q − 1) = 2(p+ q − 1) .
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Thus the advantage of an adversary distinguishing the two distributions

D′1(1m) = {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← CS(n, s ∈ Z∗n) : (n, h, s)}

D′0,1(1m) = {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← CS(n, s ∈ 4h+ Z∗n) : (n, h, s)}

(2.6)

is at most
2(p+ q − 1)

(p− 1)(q − 1)
.

In particular, the advantage of an adversary distinguishing the two distributions

D′′1(1m) = {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← CS(n, s2 ∈ Z∗n) : (n, h, s)}

D′′0,1(1m) = {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← CS(n, s2 ∈ 4h+ Z∗n) : (n, h, s)}

(2.7)

is at most

4 · 2(p+ q − 1)

(p− 1)(q − 1)/4
=

32(p+ q − 1)

(p− 1)(q − 1)
.

Now,

s2 − 4h ∈ Z∗n ⇐⇒ s2 ∈ 4h+ Z∗n and s ∈ Z∗n ⇐⇒ s2 ∈ Z∗n

so that the advantage of an adversary distinguishing the two distributions

D1(1m) = {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← CS(n, s ∈ Z∗n) : (n, h, s)}

D0,1(1m) = {p, q ← BW(1m);n← p · q;h← Z+1
n ;

s← CS(n, s2 − 4h ∈ Z∗n) : (n, h, s)}

(2.8)

is at most
32(p+ q − 1)

(p− 1)(q − 1)
.

Hence D0,1(1m) and D1(1m) are indistinguishable and the problems QIP and QIP0 are

equivalent (since D0,0(1m) and D0(1m) are the same distribution).
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So, to prove the equivalence of QRP and QIP, we only need to prove the equivalence

of QRP and QIP0. Given a distinguisher A for QIP0, which takes as input (n, h, s)

where n is a Blum-Williams integer, h← Z+1
n and s ∈ Z∗n, and outputs a bit b indicating

(n, h, s) is from the distribution D0,b(1
m), we simulate a distinguisher B for QRP, which

takes as input (n, s) where n is a Blum-Williams integer and s ∈ Z∗n, and outputs a bit

b indicating (n, s) is from the distribution Eb(1
m) as follows

1. B randomly chooses σ ← Z∗n and sets h = σ2−s
4 .

2. If h 6∈ Z+1
n , B discards this σ and goes back to the previous step.

3. B invokes A and inputs (n, h, σ) to it.

4. B outputs b← A(n, h, σ).

Since s = σ2 − 4h, (n, h, σ)← D0,b(1
m) implies that

if b = 0, σ ← CS(n, s ∈ Z−1
n ∪QR(n));

else if b = 1, σ ← CS(n, s ∈ Z∗n).

Thus B is correct whenever A is. Hence QIP0 is equivalent to QRP.

2.3.2 Two Related Problems

We define two more problems, very closely related to the QIP, which we will use in the

proof of security in the Section 2.5.

QIP1 Problem. We define the QIP1 problem as the problem of efficiently distinguish-

ing the following two distributions:

D1,0(1m) = {p, q ← BW(1m);n← p · q; d← {0, 1};h0, h1 ← Z+1
n ;

s← CS(n, s2 − 4hd ∈ Z−1
n ∪QR(n)) : (n, h0, h1, s)}

D1,1(1m) = {p, q ← BW(1m);n← p · q;h0, h1 ← Z+1
n ; s← Z∗n : (n, h0, h1, s)}
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We say that algorithm A has advantage ε in solving QIP1 if we have that:

∣∣Pr[(n, h0, h1, s)← D1,0(1m) : A(n, h0, h1, s) = 1]

− Pr[(n, h0, h1, s)← D1,1(1m) : A(n, h0, h1, s) = 1]
∣∣ = ε. (2.9)

We say that QIP1 is intractable if all polynomial time (in m) algorithms have a

negligible (in m) advantage in solving QIP1.

By a simple simulation argument, we can prove the following theorem:

Theorem 2.3.1. The QIP1 problem is intractable if and only if the QIP problem is so.

To prove the equivalence of QIP and QIP1, given D0 and D1, we choose randomly

h1 ← Z+1
n and create D1,0 and D1,1. If we can distinguish between these two with

probability ε, then with prob ε/2 we can distinguish between the given two distribution.

QIP2 Problem. We define the QIP2 problem as the problem of efficiently distinguish-

ing the following two distributions:

D2,0(1m) = {p, q ← BW(1m);n← p · q;h0, h1 ← Z+1
n ;

s← CS(n, s2 − 4h0 ∈ Z−1
n ∪QR(n)) : (n, h0, h1, s)}

D2,1(1m) = {p, q ← BW(1m);n← p · q;h0, h1 ← Z+1
n ;

s← CS(n, s2 − 4h1 ∈ Z−1
n ∪QR(n)) : (n, h0, h1, s)}

We say that algorithm A has advantage ε in solving QIP2 if we have that:

∣∣Pr[(n, h0, h1, s)← D2,0(1m) : A(n, h0, h1, s) = 1]

− Pr[(n, h0, h1, s)← D2,1(1m) : A(n, h0, h1, s) = 1]
∣∣ = ε. (2.10)

We say that QIP2 is intractable if all polynomial time (in m) algorithms have a

negligible (in m) advantage in solving QIP2.

By a simple hybrid argument, we can prove the following theorem:

Theorem 2.3.2. The QIP2 problem is intractable if and only if the QIP problem is so.
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To prove the equivalence of QIP and QIP2, given D0 and D1, we choose randomly

h′ ← Z+1
n and create D′1. Then we treat D1 and D′1 as D2,0 and D2,1. If we can

distinguish between these two then we contradict the indistinguishability between D0

and D1 and between D0 and D′1.

Thus we have proved that all the five problems: QRP, QIP, QIP0, QIP1, and QIP2,

are “equivalent”.

2.4 Our Construction

In this section we present our main construction: a public-key encryption with key-

word search under the intractability assumption of the Quadratic Residuousity Problem

(QRP). We first formally state our main result. Then, in Subsection 2.4.1 we give an

informal discussion where we sketch a preliminary (but flawed) construction, explain

why it does not work, and how we fix it. Finally, in Subsection 2.4.2, we formally

describe our public-key cryptosystem with keyword search.

Our result. In the rest of the chapter we prove the following

Theorem 2.4.1. Assume that the quadratic residuousity problem (QRP) is intractable.

Then there exists (constructively) a public-key encryption scheme with keyword search.

2.4.1 An Informal Discussion

A first (not yet anonymous) construction. The first approach is a very natu-

ral one — we simply apply the Cocks identity-based encryption scheme in place of

Boneh-Franklin scheme as done in the PEKS scheme presented in [9]. Given a security

parameter 1m, for m ∈ Z+, the user Alice uses algorithm CC-Setup to generate two

sufficiently large primes p, q such that both p and q are congruent to 3 mod 4 and a

cryptographic hash function H (assumed to behave like a random oracle in the analysis);

she then outputs the public parameters Apub = (n,H) and keeps secret the master secret

key Apriv = (p, q). Alice treats each keyword W as an identity and, using algorithm

CC-KeyGen, computes a square root g of h = H(W ) or −h depending on which one

is a square modulo n, and supplies the email server with TW = g as the trapdoor for

W . A user Bob wishing to send an encrypted email to Alice with the keyword W uses
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algorithm CC-Encrypt to encrypt the string 1k, where k = |W |, using W as the neces-

sary input identity, thus obtaining ksEnc(Apub,W ) = s = (s1, . . . , sk, sk+1, . . . , s2k). The

server then decrypts s as in algorithm CC-Decrypt and outputs ‘yes’ if the decryption

returns 1k, else outputs ‘no’.

The problem with the first approach. The above scheme does not satisfy anonymity

because the Cocks identity-based encryption scheme is not public-key private or anonymous,

in the sense of Bellare et al. [3], and thus the ciphertext returned by algorithm PEKS

may reveal more information than desired about the searchable keyword. This fact was

already briefly mentioned in [9], but it is useful to analyze it in greater detail here to

understand how we will obtain our main construction. Specifically, to clarify this fact,

we note that for i = 1, . . . , k, it holds that

s2
i − 4h = (ti + h/ti)

2 − 4h = (ti − h/ti)2 mod n

and therefore, except with negligible probability,
(
s2i−4h
n

)
= +1 and, analogously, for

i = k + 1, . . . , 2k, it holds that

s2
i + 4h = (ti − h/ti)2 + 4h = (ti + h/ti)

2 mod n

and therefore, except with negligible probability,
(
s2i +4h
n

)
= +1.

On the other hand, for any other keyword W ′ 6= W , if h′ = H(W ′), the quantities

s2
i −4h′ and s2

i + 4h′ are not necessarily squares and their Jacobi symbols
(
s2i±4h′

n

)
may

be −1. In fact, when h′ is randomly chosen in Z∗n, for each i ∈ {1, . . . , 2k}, it holds that(
s2i±4h′

n

)
= −1 exactly half the time s2

i ± 4h′ is in Z∗n. Thus, an outsider can easily find

out whether a keyword W is in the message or not with some non-negligible probability,

which is not desirable.

Fixing the problems and ideas behind our construction. At a very high level,

we still would like to use the approach in [9]; which, very roughly speaking, might

be abstracted as follows: a public-key encryption with keyword search is ‘carefully

computed’ as the output of an identity-based encryption algorithm on input (a function

of) the keyword W as the identity and a plaintext sent in the clear. the computation of
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the searchable ciphertext is such that (with high probability) the plaintext sent in the

clear is the actual decryption of this ciphertext if and only if the trapdoor associated

with the same keyword W is used for decryption.

However, the main difficulty in implementing this approach with (a modification of)

the Cocks scheme CC-IBE is in obtaining a modification which additionally satisfies the

‘public-key privacy’ or ‘anonymity’ property. We solve this problem by modifying the

distribution of the ciphertext in CC-IBE, so that its modified distribution is ‘properly

randomized’, and, when used in the context of a ciphertext associated with our PEKS

scheme, does not reveal which keyword is being used. The randomization of the cipher-

text not only has to guarantee that the ciphertext does not reveal the identity used (or,

in other words, the integer h = H(ID)), but also has to guarantee that the distribution

remains the same when it is matched with another identity (for example, another integer

h′ = H(ID′)). In this randomization process, we have to take care of two main technical

obstacles, one related to the distribution of the integers si with respect to the Jacobi

symbols
(
s2i±4h
n

)
; and another related to efficiently guaranteeing that all values si are

constructed using uniformly and independently distributed hashes (or, functions of the

keyword) playing as the identity. We achieve this through two levels of randomization.

First, the ciphertext contains 4k integers si in Z∗n such that the Jacobi symbols of the

related expressions s2
i −4h are uniformly distributed in {−1,+1} whenever s2

i ±4h is in

Z∗n. Second, to make sure that these Jacobi symbols are also independently distributed,

we do not use a single value h, but use a uniformly and independently distributed hi

for each index i.

2.4.2 Formal Description

We denote our PEKS scheme as CS-PEKS = (CS-KeyGen,CS-ksEnc,CS-Trapdoor,CS-Test).

CS-PEKS uses a cryptographic hash function H : {0, 1}k → Z+1
n (which is assumed in

the analysis to behave as a random oracle). We denote by m the security parameter and

by k the length of keywords. We assume wlog that k = Θ(mc) for some constant c > 0

(concrete values for m, k can be m = 1024 and k = 160). CS-PEKS can be described as

follows:
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CS-KeyGen(1m): On input security parameter 1m in unary, for m ∈ Z+, do the follow-

ing:

1. randomly choose two primes p, q of length m/2, and such that both p and q

are congruent to 3 mod 4 and set n = pq;

2. Set Apub = (n, 1k) and Apriv = (p, q), and output: (Apub, Apriv).

CS-ksEnc(Apub,W ): Let Apub = (n, 1k), W ∈ {0, 1}k, and do the following:

1. For each i = 1, . . . , 4k,

compute hi = H(W |i);

randomly and independently choose ui ∈ Z∗n;

if
(
u2i−4hi

n

)
= +1 then randomly and independently choose ti ∈ Z+1

n

and set si = (ti + hi/ti) mod n.

if
(
u2i−4hi

n

)
∈ {−1, 0} then set si = ui.

2. Output ~s = (s1, . . . , s4k).

CS-Trapdoor(Apriv,W ): Let Apriv = (p, q), W ∈ {0, 1}k, and do the following:

1. For i = 1, . . . , 4k;

compute hi = H(W |i);

use p, q to randomly choose gi ∈ Z∗n (if any) such that g2
i = hi mod n;

if hi has no square root modulo n, then set gi =⊥;

2. return: (g1, . . . , g4k).

CS-Test(Apub, s, TW ): Let TW = (g1, . . . , g4k) and ~s = (s1, . . . , s4k), and do the follow-

ing:

1. For i = 1, . . . , 4k,

if gi =⊥ then set t̄i =⊥;

if g2
i = hi mod n then

if
(
s2i−4hi
n

)
= +1 then set t̄i =

(
si+2gi
n

)
;

otherwise set t̄i =⊥;

2. output ‘yes’ if t̄i ∈ {+1,⊥} for all i = 1, . . . , 4k; otherwise output ‘no’.
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Remark 2.4.2 (Ciphertext distribution and scheme parameters). We note that the dis-

tribution of the ciphertext ~s = (s1, . . . , s4k) returned by algorithm CS-ksEnc has only

negligible statistical distance from the distribution where each element si is uniformly

distributed among the integers such that s2
i − 4hi ∈ QR(n) with probability 1/2, or

s2
i − 4hi ∈ Z−1

n with probability 1/2.

We note that it is essential to choose our scheme’s parameter k = Θ(mc), for some

c > 0, to guarantee that the consistency properties of CS-PEKS are satisfied in an

asymptotic sense. Good practical choices for parameters m, k include setting m = 1024

and k = 160.

2.5 Properties of Our Construction

In Subsections 2.5.1 and 2.5.2 we prove the consistency and security properties of our

public-key encryption scheme with keyword search.

2.5.1 Proof of Consistency

We prove the right-keyword consistency and the adversary-based consistency of CS-PEKS

in this subsection.

Right-keyword consistency. For i = 1, . . . , 4k, whenever
(
s2i−4hi
n

)
= +1, it always

holds that hi = g2
i mod n and it never holds that t̄i =

(
si+2gi
n

)
= −1. The latter fact

is proved by observing that, for i = 1, . . . , 4k, it holds that

si + 2gi = ti + hi/ti + 2gi = ti · (1 + g2
i /ti

2 + 2gi/ti) = ti · (1 + gi/ti)
2 mod n,

and thus, except with negligible probability,

t̄i =

(
si + 2gi

n

)
=

(
ti
n

)
= +1.

Now, the above equalities do not hold only when si + 2gi mod n is not in Z∗n, in which

case it still holds that
(
si+2gi
n

)
= 0 6= −1. As a consequence of these two facts, the

right-keyword consistency property holds with probability 1.
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Adversary-based consistency. Let A be an attacker running in polynomial time

and having access to a random oracle H, that tries to violate the computational consis-

tency property of CS-PEKS. By (W0,W1) we denote the pair of distinct k-bit keywords

that A returns in the CS-PEKS adversary-based consistency game of Section 2.2. Also,

by q1, . . . , q` we denote the queries made by A to H, and we define the following two

events:

Bad = ‘either there exist i, j ∈ {1, . . . , 4k} such that H(W0|i) = H(W1|j)

or there exist i, j ∈ {1, . . . , `} such that H(qi) = H(qj)’

Success = ‘W0 6= W1 and CS-Test(Apub, s, TW1) = 1’,

where s = CS-ksEnc(Apub,W0) and TW1 = CS-Trapdoor(Apriv,W1).

Then we have that AdvA(1k) is equal, by definition, to Prob[Success ], and this prob-

ability can be rewritten as

Prob[Success ] ≤ Prob[Bad ] + Prob[Success|¬Bad ].

To compute an upper bound of Prob[Success ], we first note that we can easily bound

Prob[Bad ] as at most (4k+1)2(`+1)2/2m, which is negligible in m as k, ` are bounded

by a polynomial in m. Then we note that Prob[Success|¬Bad ] can be upper-bounded

as the probability that there exists a word W1 for which all values t̄i computed by

algorithm CS-Test on input (Apub, s, TW1), where s = CS-ksEnc(Apub,W0), are either +1

or ⊥. This happens if, for i = 1, . . . , 4k, none of the values h′i := H(W1|i) simultaneously

satisfies the following two conditions:

1.
(
s2i−4h′i
n

)
= +1;

2.
(
si+2g′i
n

)
= −1, where g′i is the random value computed when running CS-Trapdoor

on input (Apriv,W1) such that (g′i)
2 = h′i mod n.

Since H is a random oracle, and since we condition on ¬Bad, the probability that

values g′i, h
′
i simultaneously satisfy the above two conditions is at least 1/4− δ for some

δ negligible in m, even, conditioned on the values g′j , h
′
j , for all j < i. Therefore, the

probability that for a single word W1 none of the g′i, h
′
i satisfies the above two conditions
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is at most (3/4 + δ)4k. Finally, a simple union bound implies that the probability that

there exists a k-bit W1 for which none of the g′i, h
′
i satisfies the above two conditions

is at most 2k · (3/4 + δ)4k < (2/3)k, which is negligible in m, as k was assumed to be

Θ(mc), for some c > 0.

2.5.2 Proof of Security

Let A be a polynomial-time algorithm that attacks CS-PEKS and succeeds in breaking

with advantage ε, and while doing that, it makes at most qH > 0 queries to the random

oracle H and at most qT > 0 trapdoor queries. We will show that ε is negligible in m or

otherwise A can be used to construct an algorithm B that violates the intractability of

the QRP. More precisely, we will attempt to violate the intractability of one among two

problems QIP1 and QIP2 which, along with the QIP, are computationally equivalent to

the QRP (proved in Section 2.3).

We prove this by defining a sequence of games, which we call ‘CS-PEKS Security

Game t’, for t = 0, . . . , 4k, which are all variations of the PEKS Security Game defined

in Section 2.2.

CS-PEKS Security Game t:

1. Algorithm B takes as input (n, h0, h1, s), where n is a Blum-Williams integer, and

h0, h1 ∈ Z+1
n and s ∈ Z∗n.

2. First of all B runs the CS-KeyGen(1m) algorithm to generate Apub = (n, 1k) and

Apriv = (p, q); afterwards, it gives Apub to the attacker A.

3. A can adaptively ask for outputs from the random oracle H to any inputs of

its choice. To respond to H-queries, algorithm B maintains a list of tuples

〈Wi, j, hi,j , gi,j , d(i, j), c(i, j)〉 called the H-list. The list is initially empty. When

A queries the random oracle H at a point (Wi|j), for Wi ∈ {0, 1}k and j ∈
{1, . . . , 4k}, algorithm B responds as follows.

If tuple 〈Wi, j, hi,j , gi,j , d(i, j), c(i, j)〉 appears on the H-list then algorithm B re-

sponds with H(Wi|j) = hi,j ∈ Z+1
n .

Otherwise, B uniformly chooses d(i, j) ∈ {0, 1}, ri,j ∈ Z∗n, and randomly choose

c(i, j) ∈ {0, 1} such that c(i, j) = 0 with probability 1/(qT + 1) and c(i, j) = 1

with probability 1− 1/(qT + 1).
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If c(i, j) = 1 then B computes hi,j = (−1)d(i,j) · r2
i,j mod n; sets gi,j =⊥ if

d(i, j) = 1, or gi,j = ri,j if d(i, j) = 0; adds 〈Wi, j, hi,j , gi,j , d(i, j), c(i, j)〉 to the

H-list and responds with hi,j to the H-query (Wi|j).
If c(i, j) = 0, then B sets d = d(i, j), computes hi,j = hd · r2

i,j mod n, sets

gi,j = ri,j , adds 〈Wi, j, hi,j , gi,j , d(i, j), c(i, j)〉 to the H-list and responds with hi,j

to the H-query (Wi|j).
4. A can adaptively ask for the trapdoor TW for any keyword W ∈ {0, 1}k of his

choice, to which B responds as follows.

If tuple 〈Wi, j, hi,j , gi,j , d(i, j), c(i, j)〉 already appears on the H-list, for some j ∈
{1, . . . , 4k} and Wi = W , then B responds with (gi,1, . . . , gi,4k) to the trapdoor

query W if c(i, j) = 1 or reports failures and halts if c(i, j) = 0.

Otherwise B randomly chooses d(i, j) ∈ {0, 1} and ri,j ∈ Z∗n; computes hi,j =

(−1)d(i,j) · r2
i,j mod n; sets gi,j =⊥ if d(i, j) = 1 or gi,j = ri,j otherwise, responds

with (gi,1, . . . , gi,4k) to the trapdoor queryW and inserts 〈Wi, j, hi,j , gi,j , d(i, j), c(i, j)〉
in H-list.

5. The attacker A sends the two keywords W0,W1 on which it wishes to be challenged

(for which it did not previously ask for trapdoors TW0 or TW1).

If the two tuples

〈Wu, j, hu,j , gu,j , d(u, j), c(u, j)〉 and 〈Wv, j, hv,j , gv,j , d(v, j), c(v, j)〉

satisfying Wu = W0, Wv = W1, j = t, and ((c(u, j) = 0) ∨ (c(v, j) = 0)), are not

in H-list, then B reports failures and halts.

Otherwise B computes (s1, . . . , s4k) as follows:

• s1, . . . , st−1 are computed as from algorithm CS-ksEnc on input Apub,W0;

• st is set equal to s · ri,t mod n;

• st+1, . . . , s4k are computed as from algorithm CS-ksEnc on input Apub,W1.

6. Given challenge (s1, . . . , s4k), A can continue to ask for random oracle H’s outputs

for any input of its choice, and for trapdoors TW for any keyword W of his choice

as long as W 6= W0,W1; these are answered as in items 3 and 4, respectively.

7. A outputs out ∈ {0, 1}.
By using a standard hybrid argument on our assumption that A breaks the security
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of CS-PEKS with probability ε, we obtain that there exists t ∈ {1, . . . , 4k} such that

|Prob[At = 1 ]− Prob[At+1 = 1 ] | ≥ ε/4k, (2.11)

where by At = 1 we denote the event that A returns 1 in the real attack game given that

the challenge ciphertext ~s had been computed as follows: s1, . . . , st are computed as in

algorithm CS-ksEnc on input Apub,W0; and st+1, . . . , s4k are computed as in algorithm

CS-ksEnc on input Apub,W1. Similarly, as in [9], we can obtain that with probability at

least ε/4k, A queries at least one of the two H-queries (W0|t), (W1|t).
The proof continues by considering two cases according to whether only one of the

two queries is made or both of them are made. In the first case, we show that B violates

the intractability of the QIP1 problem, and in the second case, we show that it violates

the intractability of the QIP2 problem.

Case (a). We now consider the case when only one of the two H-queries, say, (W0|t),
is made by algorithm A.

We continue the proof by noting that bit c(i, t) associated with the query (W0|t),
where the i-th queried keyword is W0, satisfies c(i, t) = 0 with probability 1/(qT + 1).

Assuming that c(i, t) = 0, we evaluate the distribution of ciphertext ~s in CS-PEKS

Security Game t, for t = 1, . . . , 4k.

First, we let d = d(i, t) and observe that when (n, h0, h1, s) ∈ D1,0(1m), the cipher-

text ~s in CS-PEKS Security Game t appears to A to be distributed exactly as if s1, . . . , st

were computed as in algorithm CS-ksEnc on input Apub,W0, and st+1, . . . , s4k were com-

puted as in algorithm CS-ksEnc on input Apub,W1. This can be seen by observing that we

assumed that c(i, t) = 0 and thus H(W0|t) = hd · r2
i,t; then, it holds that st is randomly

distributed among the integers such that s2
t − 4H(W0|t) ∈ Z−1

n ∪QR(n)) as it satisfies

s2
t − 4H(W0|t) = (sri,t)

2 − 4hdr
2
i,t = r2

i,t(s
2 − 4hd), where s2 − 4hd is also randomly dis-

tributed among the integers in Z−1
n ∪QR(n)) as (n, h0, h1, s) ∈ D1,0(1m). Therefore, the

probability that A returns 1 in CS-PEKS Security Game t when (n, h0, h1, s) ∈ D1,0(1m)

is the same as the probability that At = 1.

We now consider the case when (n, h0, h1, s) ∈ D1,1(1m), the ciphertext ~s in CS-PEKS

Security Game t appears to A to be distributed exactly as if s1, . . . , st−1 were computed
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as in algorithm CS-ksEnc on input Apub,W0, and st, . . . , s4k were computed as in algo-

rithm CS-ksEnc on input Apub,W1. This can be seen by observing that st is uniformly

distributed in Z∗n by definition of D1,1, and that if st were computed as in algorithm

CS-ksEnc on input Apub,W1, it would appear to A to have the same distribution, as

we assumed that (W1|t) was not queried by A. Therefore, the probability that A re-

turns 1 in CS-PEKS Security Game t when (n, h0, h1, s) ∈ D1,1(1m) is the same as the

probability that At−1 = 1.

This implies that the probability that B distinguishes D1,0(1m) from D1,1(1m) is

the probability 1/(e · qT ) that B does not halt in CS-PEKS Security Game t, times the

probability ε/(4k · (qT + 1)) that A makes only one H-queries among (H0|t), (H1|t) and

it holds that the associated bit c·,t = 0.

Since ε is assumed to be not negligible, so is the quantity ε/(e · 4k · (qT + 1)), and

therefore B violates the intractability of the QIP1 problem.

Case (b). We now consider the case when both H-queries (W0|t), (W1|t) are made

by algorithm A.

We continue the proof by noting that bits c(i, t), c(j, t) associated with the two

queries, where the i-th queried keyword is Wi and the j-th queried keyword is W1,

satisfy c(i, t) = c(j, t) = 0 with probability at least 1/(qT + 1)2. Under this setting, we

evaluate the distribution of ciphertext ~s in CS-PEKS Security Game t, for t = 1, . . . , 4k.

First, we observe that when (n, h0, h1, s) ∈ D2,0(1m), the ciphertext ~s in CS-PEKS

Security Game t appears to A to be distributed exactly as if s1, . . . , st were computed

as in algorithm CS-ksEnc on input Apub,W0, and st+1, . . . , s4k were computed as in al-

gorithm CS-ksEnc on input Apub,W1. This can be seen by observing that we assumed

that c(i, t) = 0 and thus H(W0|t) = h0 · r2
i,t; then, it holds that st is randomly dis-

tributed among the integers such that s2
t − 4H(W0|t) ∈ Z−1

n ∪ QR(n)) as it satisfies

s2
t − 4H(W0|t) = (sri,t)

2 − 4h0r
2
i,t = r2

i,t(s
2 − 4h0), where s2 − 4h0 is also randomly

distributed among the integers in Z−1
n ∪QR(n)) as s ∈ D2,0(1m). Therefore, the prob-

ability that A returns 1 in CS-PEKS Security Game t when (n, h0, h1, s) ∈ D2,0(1m) is

the same as the probability that At = 1.

Analogously, when (n, h0, h1, s) ∈ D2,1(1m), the ciphertext ~s in CS-PEKS Security

Game t appears to A to be distributed exactly as if s1, . . . , st−1 were computed as in
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algorithm CS-ksEnc on input Apub,W0, and st, . . . , s4k were computed as in algorithm

CS-ksEnc on input Apub,W1. This can be seen as before by again observing that we

assumed that c(j, t) = 0 and thus H(W1|t) = h1 · r2
j,t; then, it holds that st is randomly

distributed among the integers such that s2
t−4H(W1|t) ∈ Z−1

n ∪QR(n)) as it satisfies s2
t−

4H(W1|t) = (srj,t)
2−4h1r

2
j,t = r2

j,t(s
2−4h1), where s2−4h1 is also randomly distributed

among the integers in Z−1
n ∪ QR(n)) as s ∈ D2,1(1m). Therefore, the probability that

A returns 1 in CS-PEKS Security Game t when (n, h0, h1, s) ∈ D2,1(1m) is the same as

the probability that At−1 = 1.

This implies that B distinguishes D2,0(1m) from D2,1(1m) is the probability 1/(e·qT )

that B does not halt in CS-PEKS Security Game t, times the probability ε/(4k ·(qT +1)2)

that A makes both H-queries (H0|t), (H1|t) and it holds that ci,t = cj,t = 0.

Since ε is assumed to be not negligible, then so is the quantity ε/(e ·4k ·qT (qT +1)2),

and therefore B violates the intractability of the QIP2 problem.
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Chapter 3

Anonymous Signatures Schemes

3.1 Introduction

An anonymous signature is a signature scheme where the signature σ of a message m

does not reveal the identity of the signer. Yang et al. [33] discussed the usefulness of

anonymous signatures in many applications where anonymity is needed, including key

exchange protocols, auction systems, and anonymous paper reviewing.

The notion of the anonymous signature was formalized much later than that of

the anonymous encryption. Bellare et al. [4] had already defined in Asiacrypt 2001

key-privacy, or anonymity of an encryption scheme, as indistinguishability of cipher-

texts encrypted by different public keys, that is, an eavesdropper cannot obtain any

information about the recipient (corresponding to the public key) from the ciphertext.

However, one problem in introducing the idea of anonymity to digital signatures is that

a signature is publicly verifiable. So, if there are only a few candidate signers, an adver-

sary attacking the anonymity of the digital signature can simply try verification of the

message-signature pair with respect to all candidate public keys to break anonymity.

Therefore, as long as the adversary obtains both the message and the signature, it seems

that anonymity is impossible.

Yang et al. resolved the paradox by guaranteeing the anonymity only when the

adversary obtains the signature and not the message, or when there is some randomness

in the message not revealed to the adversary. In fact, there are numerous applications

in which not revealing the complete message is justifiable; for example, in the key

39
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transport example given by Yang et al., Bob already knows what Alice’s message should

be from previous communication, so Alice may send only the anonymous signature

without the message, and can authenticates Alice while protecting Alice’s anonymity

from eavesdroppers. In the case of an auction, a bidder may append some random string

r to a message m, which is his bid, and sign it. After the auction ends, only the winner

has to reveal the randomness r and thus his identity, and the other participants remain

anonymous.

This idea of hidden randomness in the message is used by Fischlin [18] to propose

an elegant generic transformation for anonymous signatures from ordinary signatures,

by applying the idea of randomness extractor to extract the hidden randomness and

use it for anonymizing the signature. Fischlin’s formulation of anonymous signatures

is slightly different, but essentially captures the same idea as that of Yang et al. Also

in [34], Zhang and Imai suggested the notion of ‘strong anonymous signatures’, where

they considered the case when there is not much uncertainty in the message.

3.1.1 Limits of the previous formalism

We revisit the formal definition of anonymous signature and show that previous for-

malisms of anonymous signature are not completely satisfactory in that they fail to

capture the intuition fully and actually are inconsistent with some of the suggested

applications. Also, we argue that a slightly different formalism captures the intuition

better, retains the applicability, models the application scenarios with greater consis-

tency, enables simpler constructions, and gives better security guarantee.

As explained above, in the current formalism, signer anonymity is based on hidden

residual randomness of the message. As long as there is enough such randomness, the

signer maintains anonymity, but of course the signature cannot be verified. Eventually

the randomness in message is revealed explicitly or implicitly, and whoever has the

complete message-signature pair can verify the signature.

In order to model this, Yang et al. and Fischlin formalize that each signer, having

public key pk , has certain message distribution M(pk). Then, two key pairs (pk0, sk0),

(pk1, sk1) are chosen and pk0 and pk1 are given to the adversary. Also, a message

m is chosen from M(pk b) with respect to a random bit b ∈ {0, 1}, and the signature

σ = Sig(sk b,m) is computed and given to the adversary. If the adversary cannot guess
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the random bit b with probability significantly greater than 1/2, then the signature

scheme is considered anonymous.

But this formalism is not satisfactory in some aspects. First, this is in fact incon-

sistent to the suggested application of anonymous auction or anonymous paper review.

In these cases, if m is the original intended message, then the signer adds some random

string r to form appended message m‖r, and releases the message m, together with the

signature σ of the appended message m‖r. From the point of view of an eavesdropper,

different original messages m give different message distributions of the whole appended

messages m‖r; the message distribution cannot be a function of the public key pk only,

and in fact also depends on the partially revealed portion (m) of the message.

Second, this definition does not formally give a guarantee of infeasibility for someone

other than the correct signer to come later and pretend that the signature is his. We call

this property unpretendability. For an ordinary signature for which complete message-

signature pair is released at once, this problem may be less crucial; the pair is publicly

verifiable and the authorship can be attributed to the signer. But for an anonymous

signature, where only a part of the message-signature pair is initially released, there

is a theoretical possibility that someone other than the signer may come and claim

the authorship of the message and signature. For example, in the anonymous paper

review example, an author, A, of a paper paperA picks a random string r, computes

σ ← Sig(skA, paperA‖r), initially releases (paperA, σ), and only later reveals r when the

paper is accepted. Now, if the anonymous signature is not unpretendable, then another

author, B, may be able to compute r′ satisfying Vf(pkB, paperA‖r′, σ) = true and use

such an r′ to claim authorship of paperA.

Hence, we argue that this unpretendability should be an essential feature of an

anonymous signature in the absence of which anonymous signature is in fact not appli-

cable for many of originally proposed applications.

Note that we are not claiming that any of the actual schemes proposed in previous

papers fail to satisfy unpretendability. But, this notion still needs to be formally defined

and guaranteed for each anonymous scheme. In fact, in Section 3.3, we will give an

example of an unforgeable signature scheme which provides complete anonymity but

is not unpretendable. This means that unpretendability does not follow directly from

unforgeability and/or anonymity, and warrants a separate definition.
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Third, we feel that the idea of a signature of an unknown message is somewhat

counter-intuitive. Intuitively, a signature is a proof of authorship for a given document.

If we do not know the document in question, or if we are not sure whether the document

ends with ‘Therefore you should . . . ,’ or ‘Therefore you should not . . . ,’ then the meaning

of a signature for such uncertain document is at least debatable.

3.1.2 Our formalism

Discarding hidden randomness in the message. For these reasons, we propose

a new definition of anonymous signatures as follows: first, instead of relying on the

hidden residual randomness of the message, we introduce hidden randomness to the

signature. Second, we not only formalize the notion of anonymity but also give explicit

formalization of unpretendability.

In traditional digital signatures, signature generation is considered as a randomized

algorithm. Therefore this strategy of explicit randomness is applicable no matter how

much entropy (or lack thereof) the distribution of the message has.

This enables us to disregard the randomness in the message altogether, and use the

available randomness directly to anonymize the public key. In fact, even when there is

enough entropy in the message distribution, often the randomness is not diffused in the

whole message but well-separated from the rest of the message and controllable by the

signer. For example, in the bidding example where the bidder appends some random

string r to the message m and then signs the appended message m‖r, certainly the

distribution of this appended message has enough entropy which can be extracted back,

but we believe this is artificial; the original message was m, and intuitively, the signer

is not really interested in protecting the integrity of r, which is not part of his message

m which he really wanted to sign. Hence, it is more natural to regard this r as a part

of the signature, instead of regarding this as a part of the message which needs to be

signed and protected.

Surfacing the verification token. Therefore, in our formalism, we split a digital

signature σ̃ into two parts, σ̃ = (σ, τ). We call τ a verification token, or in short, a

token. Then σ, the rest of σ̃, is now just called the signature. The signature σ and the

token τ are computed by the signature generation algorithm which takes the signer’s
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secret key and the message m as inputs, and when m, σ, and τ are presented, anyone

can verify the validity of the signature using the public key of the signer. But as long

as τ is hidden, the adversary cannot break the anonymity of the signer just from the

message m and the signature σ. Meanwhile, anyone to whom the token τ (along with

the identity of the signer) is revealed may verify the signature.

Note that our formalism is just a specialization of the traditional formalism of digital

signature, and not something incompatible; (σ, τ) together serve as a signature which

is publicly verifiable and unforgeable according to the usual definition. We only enforce

our signature to have this special format, and to have anonymity and unpretendability

in addition to the unforgeability.

In short, we surfaced the hidden randomness of the anonymous signature explicitly

as the verification token, and moved it from the message to the signature itself. Also we

identified and formalized the unpretendability as another property that an anonymous

signature should have.

Enhanced notion of security. Separating the randomness extraction from the anonymous

signature not only results in a conceptually cleaner formalism but also enables us to

guarantee better notion of security. In previous formalisms the verification token was

‘diffused’ in the message itself due to which an adversary attacking the anonymity of

the signature could not choose the challenge message by himself, and a random chal-

lenge message had to be therefore chosen out of some message distribution. But in

our formalism, there is no problem for the adversary to adaptively choose the challenge

message by himself, and indeed we give this stronger notion of anonymity, which all of

our schemes meet.

Our contribution. In this chapter, we give a new formalism for an anonymous

signature following the outline given in the introduction. Also, we present some ex-

amples of efficient anonymous signature schemes. We first give a generic construction

out of any ordinary unforgeable signature scheme and a commitment scheme. Also,

we show that the short signature scheme by Boneh and Boyen [8] can be naturally re-

garded as such a secure anonymous signature scheme according toour formalism, with

essentially no modification.



44

3.2 Related work

The notion of anonymous signature was first formalized by Yang et al. in [33], and

explored further by Fischlin in [18]. Our work revisits this notion, and provides an

alternative formalism.

Zhang and Imai [34] proposed a very similar approach as ours. Their idea is to define

‘strong anonymous signature’, which maintains anonymity even when there is not much

uncertainty in the message distribution. Though their definition of strong anonymity is

essentially the same as our anonymity, they do not discuss unpretendability, which we

argue is central to the notion of anonymous signatures.

There are pre-existing security notions closely related to unpretendability; Menezes

and Smart [25] studied security against the key substitution attack for signature schemes,

where an adversary produces a public key (and the corresponding secret key, in their

formulation) to claim the ownership of a message-signature pair generated by someone

else. Also Hu et al. [22] introduced key replacement attack, which is similar notion in

context of certificateless signatures.

Galbraith and Mao [19] introduced the notion of anonymity to undeniable and con-

firmer signatures. Our definition of anonymity of an anonymous signature is similar to

theirs, and also the fact that the signer has to provide the verification token later to let

others verify the signature looks similar to the case of undeniable signatures. But an

anonymous signature is not an undeniable signature; anyone who obtained the token

of the signature can in fact let others verify the signature, without the involvement of

the signer. In general, an anonymous signature is much simpler than an anonymous

undeniable signature.

Also, there are notions of anonymity in group and ring signatures, but these are

associated with anonymity within the group or ring in question. On the other hand,

the anonymous signature in our formalism or in previous formalism is essentially a

conventional signature scheme with some additional properties.
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3.3 Definitions

3.3.1 Notations and conventions

We denote by v ← A(x, y, z, . . .) the operation of running a randomized or deterministic

algorithm A(x, y, z, . . .) and storing the output to the variable v. If X is a set, then

v
R← X denotes the operation of choosing an element v of X according to the uniform

random distribution on X. Unless stated otherwise, all algorithms in this chapter are

probabilistic polynomial-time algorithms.

Remark 3.3.1. We define only the advantage of an adversary in a security experiment,

and would not explicitly define the security notion itself. Informally, a signature scheme

Σ is unforgeable if for any efficient adversary A in an experiment ExptexptΣ (A), the ad-

vantage of the adversary Advexpt
Σ,A is negligible. But definitions of ‘efficient’ or ‘negligible’

are not explicitly defined here and will depend on particular applications.

3.3.2 Anonymous signature

We define an anonymous signature Σ as a quadruple of algorithms Σ = (Par,Gen, Sig,Vf),

where the parameter generation algorithm Par() outputs a common parameter P ←
Par(1k) using security parameter k, the key generation algorithm Gen() outputs a key

pair (pk , sk)← Gen(P ) given the common parameter P as input, signature generation

algorithm Sig() outputs a pair of a signature and a verification token σ̃ = (σ, τ) ←
Sig(sk ,m) with respect to the secret key sk and a message m ∈ {0, 1}∗, and the deter-

ministic, signature verification algorithm Vf(pk ,m, σ, τ) outputs true or false.

The common parameter P contains the security parameter k itself, and addition-

ally contain other public information common to all users of the system, for example

description of cryptographic groups used in the signature scheme.

For consistency, we require the following:

Vf(pk ,m,Sig(sk ,m)) = true,

for P ← Par(1k), (pk , sk)← Gen(P ), and for any m ∈ {0, 1}∗.
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3.3.3 Unforgeability

We say that Σ = (Par,Gen, Sig,Vf) is unforgeable, if for any adversary A, the advantage

Advuf-cma
Σ,A (k)

def
= Pr

[
Exptuf-cma

Σ,A (k) = true
]

is negligible in the experiment Exptuf-cma
Σ,A defined as follows:

Experiment Exptuf-cma
Σ,A (k)

P ← Par(1k)

(pk , sk)← Gen(P )

(m∗, σ∗, τ∗)← ASig(sk ,·)(pk)

return Vf(pk ,m∗, σ∗, τ∗)

where the adversary A has access to the signing oracle Sig(sk , ·) with respect to the

secret key sk with the requirement that A is not allowed to query the signing oracle

with m∗.

Similarly, we say that Σ is strongly unforgeable, if for any adversary A, the advantage

Advsuf-cma
Σ,A (k)

def
= Pr

[
Exptsuf-cma

Σ,A (k) = true
]

is negligible in the experiment Exptsuf-cma
Σ,A , which is identical to Exptuf-cma

Σ,A , except that

we require A not to have received (σ∗, τ∗) as an answer to any query of form m∗ to the

signing oracle.

3.3.4 Anonymity

Consider an adversary which is a pair of algorithms A = (A1,A2). Let st be the state

information which A1 passes to A2. We say that Σ = (Par,Gen,Sig,Vf) is anonymous,

if for any such A, the advantage

Advanon
Σ,A (k)

def
=
∣∣Pr[Exptanon-1Σ,A (k) = 1]−Pr[Exptanon-0Σ,A (k) = 1]

∣∣
is negligible, where experiments Exptanon-bΣ,A (b = 0, 1) are defined as follows:
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Experiment Exptanon-bΣ,A (k)

P ← Par(1k)

(pk0, sk0)← Gen(P ); (pk1, sk1)← Gen(P )

(m∗, st)← A
Sig(sk0,·),Sig(sk1,·)
1 (pk0, pk1)

(σ∗, τ∗)← Sig(sk b,m
∗)

b′ ← A
Sig(sk0,·),Sig(sk1,·)
2 (σ∗, st)

return b′

We call Σ anonymous with respect to full key exposure, when the advantage of any

adversary is still negligible even if the adversary also gets the secret keys sk0, sk1 as

additional input. We denote by Advanon-fke
Σ,A (k) the advantage of an adversary in the

anonymity experiment with full key exposure.

3.3.5 Unpretendability

We say that Σ = (Par,Gen,Sig,Vf) is unpretendable, if for any adversary A = (A1,A2),

the advantage

Advup
Σ,A(k)

def
= Pr

[
ExptupΣ,A(k) = true

]
is negligible in the experiment ExptupΣ,A defined as follows:

Experiment ExptupΣ,A(k)

P ← Par(1k)

(pk∗, sk∗)← Gen(P )

(m∗, st)← A
Sig(sk∗,·)
1 (pk∗)

(σ∗, τ∗)← Sig(sk∗,m∗)

(τ, pk)← A
Sig(sk∗,·)
2 (σ∗, τ∗, st)

return Vf(pk ,m∗, σ∗, τ) ∧ (pk 6= pk∗)

Intuitively, the adversary is trying to claim the authorship of (m∗, σ∗) which is signed

by the target secret key sk∗. The adversary tries to produce an appropriate τ so that

the signature is verified with his own public key pk , which could be freshly chosen, and

the definition guarantees that the probability of success for this attempt is negligible.

Also, we define a weaker version of unpretendability: we say that Σ = (Par,Gen,Sig,Vf)

is weakly unpretendable, if for any adversary A = (A1,A2,A3), the advantage

Advwup
Σ,A(k)

def
= Pr

[
ExptwupΣ,A(k) = true

]
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is negligible in the experiment ExptwupΣ,A defined as follows:

Experiment ExptwupΣ,A(k)

P ← Par(1k)

(pk , st)← A1(P )

(pk∗, sk∗)← Gen(P )

(m∗, st ′)← A
Sig(sk∗,·)
2 (pk∗, st)

(σ∗, τ∗)← Sig(sk∗,m∗)

τ ← A
Sig(sk∗,·)
3 (σ∗, τ∗, st ′)

return Vf(pk ,m∗, σ∗, τ)

The difference between unpretendability and weak unpretendability is that in unpretendability,

the adversary is allowed to choose his public key adaptively which is not allowed in the

case of weak unpretendability. The notion of weak unpretendability is applicable for

example in situations where there is a trustable PKI under which every party registers

his public key to his identity, possibly timestamped and with proof of secret key posses-

sion; in such cases, the adversary cannot adaptively choose his public key after seeing

the signature, and claim the ownership under the fresh key/identity. Many applications

like anonymous paper review or anonymous auction could fall into this category, but

this depends on how the public keys are managed. The unpretendability is stronger in

that the adversary cannot claim the ownership of the signature even when he is allowed

to freshly create a new public key.

As in the case of anonymity, we say that Σ is (weakly) unpretendable with respect to

full key exposure if the advantage of any adversary is negligible even if the adversary gets

the target secret key sk∗ as additional input. We denote the advantage of an adversary

in the (weak) unpretendability experiment with full key exposure by (Advwup-fke
Σ,A (k))

Advup-fke
Σ,A (k).

3.3.6 Security of an anonymous signature

Suppose that Σ = (Par,Gen,Sig,Vf) is an anonymous signature scheme. We say that

Σ is a secure anonymous signature, if Σ is unforgeable, anonymous, and at least weakly

unpretendable.

We emphasize that the unpretendability is a crucial property that an anonymous

signature should have. We have already demonstrated that if an anonymous signature
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is not unpretendable, then it cannot be used for some of the suggested applications like

anonymous paper review. Here, we show an example of an anonymous signature which

is unforgeable, anonymous, but not weakly unpretendable.

Suppose Σ = (Par,Gen, Sig,Vf) is an ordinary unforgeable signature scheme. We

then construct an anonymous signature scheme Σ′ = (Par′,Gen′,Sig′,Vf ′) as follows:

Par′(1k) is the same as Par(1k), Gen′(P ) is the same as Gen(P ). Sig′(sk ,m) is defined

as

Sig′(sk ,m) = (σ, τ)
def
= (Sig(sk ,m)⊕ τ, τ)

where the verification token τ is a bitstring of the same bit-length as the signature

Sig(sk ,m) and is chosen uniform randomly. Finally, Vf ′(sk ,m, σ, τ) is defined as

Vf ′(pk ,m, σ, τ)
def
= Vf(pk ,m, σ ⊕ τ).

It is clear that the anonymous signature Σ′ is both unforgeable and anonymous;

since the signature Sig(sk ,m) is masked with random bitstring τ in Sig′(sk ,m), the

adversary has no information about the signature. Only later when τ is revealed, the

signature σ is revealed and signature can be verified. This is equivalent to deferring the

signing to the last minute when the token τ has to be revealed. The scheme is therefore

unforgeable, and unless τ is revealed, the signer anonymity is guaranteed.

But, it is trivial to break unpretendability of this scheme; if (m∗, σ∗ = Sig(sk∗,m∗)⊕
τ∗) is given, the adversary may compute Sig(sk ,m∗) using his own secret key sk , and

compute τ as

τ
def
= Sig(sk ,m∗)⊕ σ∗.

Then,

Vf ′(pk ,m∗, σ∗, τ) = Vf(pk ,m∗, σ∗ ⊕ τ) = Vf(pk ,m∗,Sig(sk ,m∗)) = true.

3.3.7 Commitment schemes

A commitment scheme Γ consists of a pair of algorithms (Com,CVf) satisfying the

following:
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Correctness: For any bitstring s ∈ {0, 1}∗,

Pr[(com, dec)← Com(s) : CVf(com, dec, s) = true] = 1 .

Hiding: For any adversary A = (A1,A2), (the adversary is a pair of algorithms), the

hiding advantage with respect to Γ is defined as

Advhide
Γ,A(k)

def
=
∣∣∣Pr[Expthide-1Γ,A (k) = 1]−Pr[Expthide-0Γ,A (k) = 1]

∣∣∣
is negligible where experiments Expthide-bΓ,A (b = 0, 1) are defined as follows:

Experiment Expthide-bΓ,A (k)

(s0, s1, st)← A1(1k)

(com, dec)← Com(sb)

b′ ← A2(com, st)

return b′

Also, we require the adversary A to output s0, s1 of the same bitlength: |s0| = |s1|.

Binding: For any adversary A, the binding advantage with respect to Γ is defined as

Advbind
Γ,A (k)

def
= Pr

[
ExptbindΓ,A (k) = true

]
is negligible in the experiment ExptbindΓ,A defined as follows:

Experiment ExptbindΓ,A (k)

(com, dec, s, dec′, s′)← A(1k)

p← CVf(com, dec, s)

p′ ← CVf(com, dec′, s′)

return p ∧ p′ ∧ (s 6= s′)

3.4 Secure anonymous signature schemes

In this section, first we show how to construct an anonymous signature scheme gener-

ically from any ordinary unforgeable signature scheme. Then, we show that the short

signature scheme of Boneh and Boyen [8] can be naturally considered as a secure
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anonymous signature according to our formalism, with essentially no modification. To

be precise, it is a weakly unpretendable anonymous signature.

3.4.1 Generic construction

Here we present a generic construction of an anonymous signature scheme using an

ordinary signature scheme and a commitment scheme. It is required that for any security

parameter k, the signature scheme is unforgeable, and the public key size and the

signature size are constant for all users.

Let Σ = (Par,Gen, Sig,Vf) be a signature scheme. When k is the security parameter,

let lp(k) and ls(k) be the bit length of a public key pk and the bit length of a signature

respectively. Let (Com,CVf) be a commitment scheme. We construct an anonymous

signature Σ′ = (Par′,Gen′, Sig′,Vf ′) using these as follows:

function Par′(1k)

P ← Par(1k)

return P

function Gen′(P )

(pk , sk)← Gen(P )

pk ′ ← pk

sk ′ ← sk‖pk

return (pk ′, sk ′)

function Sig′(sk ′,m)

Parse sk ′ as sk‖pk

σ′ ← Sig(sk ,m)

(com, dec)← Com(pk‖σ′)
σ ← com; τ ← dec‖σ′

return (σ, τ)

function Vf ′(pk ′,m, σ, τ)

Parse τ as τ1‖τ2

return CVf(σ, τ1, pk ′‖τ2) ∧Vf(pk ′,m, τ2)
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3.4.2 Security of the generic construction

Theorem 3.4.1. Given an ordinary signature scheme Σ, consider the scheme Σ′ de-

fined in the previous subsection. If Σ is unforgeable, then Σ′ is a secure unforgeable

anonymous signature. Moreover, Σ′ is both anonymous and unpretendable with respect

to full key exposure.

Proof. First, we prove the unforgeability of Σ′.

Suppose that A is an adversary attacking the unforgeability of Σ′. Then using A,

we construct an adversary B which attacks the unforgeability of Σ, and satisfying

Advuf-cma
Σ′,A (k) ≤ Advuf-cma

Σ,B (k) .

The adversary B is given a public key pk of Σ, and the corresponding signing oracle

Sig(sk , ·). B sets pk ′ = pk , and gives it to A and answers the signing query of A as

follows: for signing query of m, B calls its own signing oracle with query m to obtain σ′,

computes (com, dec)← Com(pk , σ′) and returns (σ = com, τ = dec‖σ′) to A. Note that

this simulation of the unforgeability experiment for A by B is perfectly done according

to the description of Σ′.

Suppose that A halts with output (m∗, σ∗, τ∗). Then B parses τ∗ as τ1‖τ2, and halts

with output (m∗, τ2).

Whenever the output (m∗, σ∗, τ∗) of A is a successful forgery for Σ′, then B outputs

a successful forgery (m∗, τ2) for Σ since from the definition of Vf ′, Vf ′(pk ′,m∗, σ∗, τ∗) =

true holds only if Vf(pk ,m∗, τ2) = true holds. This proves the claimed inequality.

Next, we show that Σ′ satisfies anonymity with respect to full key exposure. Suppose

that A = (A1,A2) is an adversary attacking anonymity of Σ′. Using A, we construct B

attacking the hiding property of the commitment scheme Γ, satisfying

Advanon-fke
Σ′,A (k) ≤ Advhide

Γ,B (k) .

Consider the experiment Expthide-bΓ,B with respect to this adversary B. Given the

security parameter k, B generates common parameters of Σ′ and two key pairs (pk ′0, sk ′0)

and (pk ′1, sk ′1). B then runs A1(pk ′0, pk ′1, sk ′0, sk ′1) to obtain an output (m∗, st) and gives

s0 = pk0‖Sig(sk0,m
∗) and s1 = pk1‖Sig(sk1,m

∗) to the challenger. The challenger



53

computes (com, dec) ← Com(sb), and gives σ∗ = com to B. B now runs A2(σ∗, st) to

obtain an output b′ and then halts with output b′.

Note that this simulation of the full-key exposure anonymity experiment for A by B is

perfect, and the output of B is the same as the output of A. Hence, Pr[Expthide-bΓ,B (k)] =

Pr[Exptanon-fke-bΣ′,A (k)], for b = 0, 1. Therefore,

Advanon-fke
Σ′,A (k) =

∣∣∣Pr[Exptanon-fke-1Σ′,A (k) = 1]−Pr[Exptanon-fke-0Σ′,A (k) = 1]
∣∣∣

=
∣∣∣Pr[Expthide-1Γ,B (k) = 1]−Pr[Expthide-0Γ,B (k) = 1]

∣∣∣
= Advhide

Γ,B (k).

Finally, we show that Σ′ satisfies unpretendability with respect to full key exposure.

Suppose that A = (A1,A2) is an adversary attacking unpretendability of Σ′. Using A,

we construct an adversary B attacking the binding property of the commitment scheme

Γ, satisfying

Advup-fke
Σ′,A (k) ≤ Advbind

Γ,B (k) .

Given the security parameter k, B generates common parameters and a key pair

(pk ′∗, sk ′∗), and runs A1(pk ′∗, sk ′∗) to obtain an output (m∗, st). B then computes

(σ∗, τ∗) ← Sig′(sk ′∗,m∗), and runs A2(σ∗, τ∗, st) to obtain an output (τ, pk ′). Then B

parses τ as τ1‖τ2 and τ∗ as τ∗1 ‖τ∗2 and halts with output (σ∗, τ∗1 , pk ′∗‖τ∗2 , τ1, pk ′‖τ2). This

simulation of the full-key exposure unpretendability experiment for A by B is perfect.

We claim that, in the above simulation, whenever A succeeds at breaking the

unpretendability of Σ′, that is, Vf ′(pk ′,m∗, σ∗, τ) = true and pk ′ 6= pk ′∗, then B also

succeeds in breaking the binding property of Γ. From the definition of Vf ′, in order that

Vf ′(pk ′,m∗, σ∗, τ) = true, it is necessary that CVf(σ∗, τ1, pk ′‖τ2) is also true. Moreover,

since (σ∗, τ∗) = Sig′(sk ′∗,m∗), also Vf ′(pk ′∗,m∗, σ∗, τ∗) = true holds, and from this it

follows that CVf(σ∗, τ∗1 , pk ′∗‖τ∗2 ) = true. Now, pk ′∗ 6= pk ′ so that pk ′∗‖τ∗2 6= pk ′‖τ2 and

hence B has successfully violated the binding property of Γ.
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3.4.3 Boneh-Boyen short signature

In this section, we give a brief description of the Boneh-Boyen signature scheme [8] for

completeness.

Parameter generation A bilinear group (G1,G2) with a pairing e : G1 × G2 → GT ,

where |G1| = |G2| = |GT | = p for some prime p, is chosen. The message space is

Zp, which gives no essential problem since the domain can be extended by using

a (target) collision resistant hash function.

Key generation Key generation algorithm chooses random generators g1 and g2 of G1

and G2, respectively, and chooses x, y
R← Z∗p, computes u← gx2 ∈ G2, v ← gy2 ∈ G2.

Then, pk
def
= (g1, g2, u, v), and sk

def
= (g1, x, y).

Signing For a secret key (g1, x, y) and a message m ∈ Zp, the signing algorithm chooses

τ
R← Zp \ {−x+m

y }, and computes σ ← g
1/(x+m+yτ)
1 ∈ G1. Then the signature is

the pair (σ, τ).

Verification For a public key (g1, g2, u, v), a message m, and a signature (σ, τ), the

verification can be done by checking whether e(σ, u · gm2 · vτ ) = e(g1, g2).

3.4.4 Security of Boneh-Boyen as an anonymous signature

The Boneh-Boyen short signature can be naturally considered as an anonymous signature,

by regarding τ in (σ = g
1/(x+m+yτ)
1 , τ) as the verification token. To be precise, because τ

should not be equal to −(x+m)/y modulo p, we need to make slight modifications both

to the signature scheme and to the formalism itself. For example, instead of choosing τ

uniformly from Zp \{−(x+m)/y}, τ may be chosen uniformly from Zp, and the signing

algorithm may be allowed to fail in the negligible possibility that τ = −(x+m)/y.

Then, the Boneh-Boyen short signature scheme becomes a secure anonymous signature

scheme; we show that it is strongly unforgeable, anonymous with full key exposure, and

weakly unpretendable with full key exposure.

Strong unforgeability

Because our definition of strong unforgeability for anonymous signatures is identical to

the ordinary definition of strong unforgeability, the proof of Boneh and Boyen for the
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strong unforgeability of the short signature scheme is directly applicable. Their proof

is based on the SDH assumption on bilinear groups (G1,G2).

Anonymity with full key exposure

For a message m ∈ Zp chosen by the adversary, consider the distribution of the signature

σ, where σ = g
1/(x+m+yτ)
1 , for uniformly chosen token τ

R← Zp, when the secret key

(g1, x, y) is given to the adversary. Then, even conditioned on g1, x, m, and y, 1/(x +

m + yτ) has uniform distribution on Z∗p ∪ {⊥}, and σ has uniform distribution on

(G1 \ {1}) ∪ {⊥}. Since this is true for any secret key (g1, x, y), we conclude that the

Boneh-Boyen short signature scheme is anonymous with full key exposure.

Weak unpretendability with full key exposure

We will prove weak unpretendability of Boneh-Boyen signature with full key exposure,

under the following assumption on the bilinear groups (G1,G2,GT ) which we call ‘ad-

versarial pairing inversion assumption’:

With respect to any adversarially chosen h ∈ GT \{1}, it is infeasible to find

X ∈ G2 satisfying e(g,X) = h, for g
R← G1 \ {1}.

It is a nonstandard variant of pairing inversion problem; it is known that some versions

of pairing inversion problem is as hard as the computational Diffie-Hellman problem [15,

30], but here h is allowed to be chosen by the adversary, and it is not known whether

this assumption can be derived from more traditional assumptions. Note also that this

is an interactive assumption. But, the adversarial choice of h does not seem to allow

any obvious attacks, and as a partial justification of the assumption, it can be shown

that this assumption holds in generic bilinear groups.

Let A be an adversary of weak unpretendability of the Boneh-Boyen signature with

key exposure. Using A, we construct the adversary B of the adversarial pairing inver-

sion problem. The challenger of the adversarial pairing inversion problem selects the

description of the bilinear groups, and passes it to B. B then runs A with the same

input. After obtaining the public key output (g1, g2, u, v) ∈ G1 ×G2 ×G2 ×G2 of A, B

outputs h← e(g1, g2) as his chosen instance for the adversarial pairing inversion to the

challenger.
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Then, the challenger sends B a random g
R← G1 \ {1}. B defines g∗1

def
= g, and

randomly chooses g∗2
R← G2 \ {1}, x∗, y∗

R← Zp, and sends g∗1, g∗2, x∗, y∗ to A. A

will then output the challenge message m∗. B randomly chooses τ∗
R← Zp, computes

σ∗ ← (g∗1)1/(x∗+m∗+y∗τ∗), and sends (σ∗, τ∗) to A. A will eventually halt with some τ .

Using τ , B outputs X, where X is defined as

X
def
= (ugm

∗
2 vτ )1/(x∗+m∗+y∗τ∗).

In the above, B provides perfect simulation for A. Suppose that the attack of A is

successful: then

e(g1, g2) = e(σ∗, ugm
∗

2 vτ )

holds. Since σ∗ = (g∗1)1/(x∗+m∗+y∗τ∗) = g1/(x∗+m∗+y∗τ∗), the above equation is equivalent

to e(g,X) = e(g1, g2) = h. Hence B solves the pairing inversion whenever the weak

unpretendability attack of A is successful.

On unpretendability of Boneh-Boyen

The Boneh-Boyen signature scheme satisfies weak unpretendability with full key expo-

sure. However it is not unpretendable as it is easy to break unpretendability when the

adversary is allowed to choose his public key adaptively.
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