
SENATE COMMITTEE ON INFORMATION TECHNOLOGIES (SCIT) 
MINUTES OF MEETING 
MAY 1, 2012 
 
[In these minutes:  Committee on Committees Report on Review of SCIT Charge, 
Cloud/Enterprise Storage, 2012 OIT Budget, Malware v Operating System Security, Suggested 
Agenda Items for 2012 - 2013] 
 
[These minutes reflect discussion and debate at a meeting of a committee of the University of 
Minnesota Senate; none of the comments, conclusions or actions reported in these minutes 
represent the views of, nor are they binding on, the Senate, the Administration or the Board of 
Regents.] 
 
PRESENT:  Ted Higman, chair, James McDonald, Benton Schnabel, Sue Van Voorhis, Noel 
Phillips, John Butler, Robert Rubinya, David Arendale, Yuk Sham, Shashi Shekhar 
  
REGRETS:  Sean Conner, Brent Larson, Mary Vavrus, Bonnie Westrra 
 
ABSENT:  Allison Jacobsen, Susan Geller, Luqman Anshuur, Tiffany Beauford, Nolan Shen 
 
OTHERS ATTENDING:  Brian Dahlin, Bernard Gulachek 
 
GUESTS:  Brian Dahlin, director, Security and Assurance – OIT 
 
I).  Professor Higman called the meeting to order and welcomed all those present. 
 
II).  Professor Higman turned members’ attention to the draft Committee on Committees’ 
(ConC) report, which members received last week along with the meeting agenda.  The report, 
noted Professor Higman, synthesizes the feedback ConC received as part of its review of the 
Senate Committee on Information Technology (SCIT).  Professor Higman specifically pointed 
out the three ConC recommendations in the report: 

1. “ConC supports ongoing efforts at better coordination between this committee and the 
Library Committee as it relates to technology.  ConC also recommends that the practice 
of having one member serving as an ex-officio on the other committee continue to 
occur. 

2. Newly formed ad hoc committees or task forces with charges that overlap with SCIT 
should be reported to the SCIT chair to determine if SCIT membership is needed on the 
ad hoc committee or task force. 

3. SCIT’s overall agenda should continue to include policy review and possibly policy 
initiation when appropriate and within the bounds of their scope.” 

 
Professor Higman asked for members’ comments regarding the report.  Hearing none, he moved 
on to the next agenda item. 
 
III).  Professor Higman introduced the next agenda item, a continued discussion on 
cloud/enterprise storage, and turned to Bernie Gulachek from the Office of Information 



Technology (OIT) to provide background information.  Mr. Gulacheck noted that last fall 
University auditors conducted a cloud security audit to determine how units across the institution 
were using cloud applications and services.  The auditors concluded that there was a lot of 
unevenness in the way in which units approached cloud services and how they were using these 
services, e.g., what kinds of data was being stored.  Given the technology, delegation of authority 
and purchasing implications related to the auditor’s findings, OIT, the Office of the General 
Counsel (OGC), and Purchasing Services decided to retool and clarify impacted policies by June 
30, 2012.  The goal was to revise affected policies so that there would be fewer rule restrictions 
related to cloud storage with the caveat that there would be a way to communicate with end users 
about their accountability when using cloud services. 
 
While OIT, OGC and Purchasing Services were in the midst of revising affected policies, 
President Kaler launched an Operational Excellence Initiative - 
http://www1.umn.edu/president/initiatives-priorities/operational-excellence/index.html dealing, 
in part, with risk recalibration, and Scott Studham was hired as the new OIT vice president and 
chief information officer.  Given the culmination of all of these factors, it was uncovered that the 
institution did not have a security framework that it could use for managing and accepting risk as 
needed.  Therefore, a decision was made to step back from revising the cloud policies and 
envelop that work into the risk recalibration policy work that was being undertaken as part of the 
Operational Excellence Initiative. 
 
Having said all this, Mr. Gulachek welcomed Brian Dahlin, director, Security and Assurance – 
OIT, who was invited to share information about the University’s security framework that is 
currently under development.  To set the stage for this discussion, Mr. Gulachek took a few 
minutes to highlight a couple items that were uncovered in the initial cloud work that OIT, OGC 
and Purchasing Services worked on.  Through this work it became apparent that the University 
should: 

1. Secure data for which it has a custodial responsibility to protect. 
2. Understand and communicate the difference between data security and data privacy.  

Data security has to do with the technical controls that the University uses to secure data 
on systems and data privacy has to do with developing processes and mechanisms for 
determining who has access to or who can see data.  The University has created three 
data classifications (unrestricted, restricted, and highly restricted) for the purpose of data 
security and these classifications will exist alongside the privacy classifications. 

 
Mr. Dahlin began by introducing himself and sharing information about his background.  He 
then defined the term information security management system (ISMS), which he noted is a set 
of policies concerned with information security management.  Generally speaking, stated Mr. 
Dahlin, most ISMS contain a standard control structure, which contain the processes that support 
the ISMS.  The ISMS along with a standard control structure provides the University with a 
process for making consistent security decisions and it also helps fill the gaps when there are 
situations where controls do not exist.  Developing an ISMS and a standard control structure is a 
process that will take time and entails going through a gap analysis and eventually on to a control 
structure.  The University currently has elements of an ISMS in place today, noted Mr. Dahlin, 
but the goal is to improve upon what exists now.  The intent of setting the security policy and 
scope is to ensure there is support for the program.  Mr. Dahlin went on to explain in a fair 
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amount of detail the various elements contained in an ISMS and standard control structure, e.g., 
a “governing body” or approval structure, a risk management program, an exception process, a 
documentation standard. 
 
Members’ comments and questions included: 

• Besides conducting a risk assessment, will the University be conducting a liability 
assessment?  According to Mr. Dahlin, there are elements of a liability assessment in the 
risk assessment process.  Risk tolerance levels serve to determine liability levels. 

• Where in this analysis does usability factor in?  An important part of this process deals 
with data classification, and will need to be built in to the overall standards, stated Mr. 
Dahlin.  What constitutes highly restricted data needs to be defined so that there is greater 
flexibility to provide security for unrestricted data.  

• Please speak more about the data classification process.  Mr. Dahlin stated that it is 
important to remember that data is not sitting in the University’s data center at all times, 
but rather it is on people’s laptops, etc.  With that said, beyond the institution, people are 
data owners, which requires an understanding of when data goes from an unrestricted 
level to a restricted or highly restricted level.  Guidelines will need to be developed to 
help people understand the data classification levels and what they mean as well as what 
level of security they need for the data they are using/collecting. 

• Please share information about what other institutions are doing related to security.  Mr. 
Dahlin stated that he recently attended a CIC conference, and learned that about half of 
the institutions were in the processing of implementing a similar control structure to what 
the University is working on and they were at various maturity levels in their 
implementation processes. 

• Will data warehouse security training be mandatory as part of the policy?  Security 
training, stated Mr. Gulachek, was born out of the Privacy and Security Office and tends 
to focus on privacy.  OIT is trying to develop a more comprehensive perspective on risk, 
which includes both privacy and technical security controls.  Training on technical 
security controls is currently not in place today.   

• Has the University decided on a particular standard yet?  No, not yet, stated Mr. Dahlin.  
Whichever standard the University decides to use is not as critical as that it simply 
choose one, implement it, and educate people about the standard.  He added that he has 
the most experience with ISO 27001 and 27002 but he has no preference about which 
standard the University decides to use. 

• Does the University have a custodial responsibility for export controls?  Yes, stated Mr. 
Dahlin, and it is part of the control structure that addresses the regulatory environment. 

 
To conclude, Mr. Dahlin stated that while he does not expect the University will have one 
security policy, the University’s goal should be to make sure its policies are within a framework 
and located within a logical structure so that people can find the information. 
 
Professor Higman thanked Mr. Dahlin for his presentation. 
 
IV).  Next, Professor Higman called on Mr. Gulachek to provide the committee with an overview 
of the 2012 OIT budget.  Mr. Gulacheck distributed a handout (essentially an expensive report at 
a categorical level for OIT’s 2012 expenses) to supplement his presentation.  He began by 



pointing out that 60% of OIT’s expenditures are in its people (salary and fringe), and this is 
relatively consistent with the rest of the institution.  Other major expenses include software 
(15%), hardware/infrastructure (11%), miscellaneous other (9%), telecom (4%) and professional 
services (1%). 
 
For FY 2013, OIT will receive budget line items for salary & fringe as well as funds for 
continuing software licenses and maintenance, which will increase OIT’s base budget by $3.3 
million.  In terms of major initiatives on the horizon there is the PeopleSoft (Oracle) upgrade.  
Currently, the PeopleSoft upgrade is in the planning phase and is not yet an official project 
because the institution has not yet funded it; however, this request will be brought to the Board 
of Regents in July.  Until the Office of Budget and Finance knows how much the PeopleSoft 
upgrade with cost, there are a number of OIT projects that are on hold including, but not limited 
to such items as a Customer Relationship Management (CRM) strategy and a new data center in 
the Como neighborhood. 
 
Next year, when OIT presents its 2013 budget to SCIT, it will be very different than previous 
budgets, stated Mr. Gulachek.  He noted that OIT is in the midst of a huge reorganization.  Vice 
President Studham has come to the conclusion that OIT may have been over-processed in a 
number of areas and these processes were unilaterally applied instead of being niche-applied.  
Since his arrival, Vice President Studham has heard that OIT is not as service-driven as the unit 
should be and that the way in which it does its business at times clashes with the culture and 
values of the organization.  The reorganization will focus on making OIT a service-based 
organization that is highly matrixed.  As part of the reorganization, layers of management are 
being eliminated, which means moving from approximately 70 supervisors to slightly more than 
20.  Another outcome of the reorganization is for OIT to be more evenly balanced in terms of 
supply and demand.  Previously, OIT had been heavily supply-side driven, and there has been a 
lack of attention paid to customer needs and understanding institutional needs.  Announcements 
about the new OIT organizational model are expected to be forthcoming in the next few weeks or 
so.  When OIT presents its budget next year, it will be able to present expenditures that relate 
directly to the services being provided.  This will allow for a deeper, richer and more engaged 
discussion about the OIT budget. 
 
Members’ comments and questions included: 

• How many employees does OIT have?  Mr. Gulachek stated that there are 389 OIT 
employees. 

• This reorganization sounds wonderful. 
• What are Vice President Studham’s thoughts on working with all groups across the 

institution?  Mr. Gulachek stated that Vice President Studham wants the central IT 
organization to operate as efficiently and effectively as possible in an effort to eliminate 
duplication.  In order to accomplish this, Vice President Studham believes that a well-
respected central IT organization doing its job very well will be critical. 

• After the reorganization, will OIT’s relationship and interaction with SCIT change?  Mr. 
Gulachek stated that in his opinion the relationship between OIT and SCIT will not 
change substantially. 

• Will Vice President Studham, as an ex-officio member of SCIT, attend meetings?  Mr. 
Gulachek explained that Vice President Studham’s calendar since he started this spring 



has been extremely busy.  He is still trying to meet all the deans and has been really busy 
dealing with the organizational changes that are happening within OIT.   

 
Professor Higman thanked Mr. Gulachek for his presentation. 
 
V).  Professor Higman introduced the next agenda item, a discussion on malware versus 
operating system security as it relates to a recent CNN Money article, Apple closes a trojan 
loophole after 550,000 Mac are infected - http://tech.fortune.cnn.com/2012/04/05/apple-closes-
a-trojan-loophole-after-550000-macs-are-infected/, and asked whether anyone heard of any 
damage resulting from the malware attack on the Mac OS X.  Mr. Dahlin noted that there were 
instances reported; however, not necessarily widespread. 
 
The discussion turned to the need for installing computer upgrades, and Mr. Gulachek stated that 
while computers need regular upgrades to stay current, there are legitimate exceptions and cited 
the example of an upgrade interfering with a long simulation.   He added that upgrade schedules 
need to allow for variances under certain circumstances.  The intent of the policy, stated Mr. 
Gulachek, is to make sure computers are up-to-date, but that this decisions can be made at the 
departmental level recognizing that the goal in the end is to be compliant. 
 
Mr. Dahlin added that the trend of people accessing information with their own devices, which is 
also known as the “consumerization of IT,” is not stopping, and only continues to grow.  New 
ways to address this issue needs to found and education will be particularly important. 
 
VI).  The final agenda item, noted Professor Higman, is to brainstorm possible agenda items for 
the 2012 – 2013 academic year.  The following items were mentioned: 

• Revisit the University’s video-conferencing technology capabilities.   
• Explore getting rid of Dropbox because this cloud storage mechanism is out of the 

University’s control and is open to being seen by potentially anyone.  Another possible 
storage option to look at is Box (https://www.box.com/).  Mr. Gulachek noted that 
Google Drive is another potential solution, which will be available to the University and 
covered by the terms and conditions negotiated between the University and Google. 

• Hear about University Relations social networking guidelines/policies. 
 
VII).  Before adjourning, Professor Higman recognized members who were rotating off the 
committee, Sue Van Voorhis, Bonnie Westra and Brent Larson, and thanked them for their 
service.  Mr. Gulachek thanked Professor Higman for chairing SCIT over the past couple years 
after which members gave Professor Higman a round of applause. 
 
Hearing no further business, Professor Higman adjourned the meeting. 
 
        Renee Dempsey 
        University Senate 
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